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About This Manual

Purpose

This manual describes the iBMC Redfish interfaces of the VANTAGEO server and the related

management operations on various resources.

Intended Audience

This manual is intended for:
e Data configuration engineers

e Maintenance engineers

What Is in This Manual

This manual contains the following chapters.

Chapter 1, Redfish Overview

Describes the basic concept of the Redfish interfaces.

Chapter 2, Redfish Resource Tree

Describes the Redfish interface resource paths and the opera-

tions allowed for various resources.

Chapter 3, Operations on Public Fixed Re-
sources

Describes the operations on public fixed resources through Red-

fish interfaces.

Chapter 4, Operations on Manager Re-

sources

Describes the operations on Manager resources through Redfish

interfaces.

Chapter 5, Operations on System Re-
sources

Describes the operations on System resources through Redfish

interfaces.

Chapter 6, Operations on Chassis Re-

sources

Describes the operations on Chassis resources through Redfish

interfaces.

Chapter 7, Operations on SessionService
Resources

Describes the operations on SessionService resources through

Redfish interfaces.

Chapter 8, Operations on EventService
Resources

Describes the operations on EventService resources through

Redfish interfaces.

Chapter 9, Operations on UpdateService

Resources

Describes the operations on UpdateService resources through

Redfish interfaces.

Chapter 10, Operations on AccountSer-
vice Resources

Describes the operations on AccountService resources through

Redfish interfaces.

Chapter 11, Operations on Fabric Re-
sources

Describes the operations on Fabric resources through Redfish

interfaces.
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Chapter 12, Operations on Registry Re-

sources

Describes the operations on Registry resources through Redfish

interfaces.

Chapter 13, Redfish Installation and Use

Describes how to install the environment and use a Redfish inter-

face.

Conventions

This manual uses the following conventions.

i

Note: provides additional information about a topic.
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Chapter 1
Redfish Overview

Table of Contents

BaSiC CONCE P S . . e ittt 12

General DESCIIPIONS. ... e 12

1.1 Basic Concepts

Redfish is an HTTPS-based management standard. Each HTTPS operation submits or returns
a resource in JSON format encoded in UTF-8 through a RESTful interface to implement device
management.

The Redfish’s goal of addressing all the components in the data center with a consistent API
adapts to the development trend towards universal software interfaces in the Internet industry.
Redfish provides advantages, such as reduced development complexity, easy to implement
and use, and high scalability, and is called the next-generation data center management stan-
dard.

1.2 General Descriptions

This section describes the Redfish interfaces from the following five aspects: resource opera-

tions, resource functions, request headers, response headers, and returned status codes.
Resource Operations

A resource operation supported by a Redfish interface includes two parts: method and URI. For

a description of the resource operations supported by a Redfish interface, refer to Table 1-1.

Table 1-1 Resource Operation Descriptions

Operation Description

GET resource URI Returns the requested resource.

POST resource URI Creates aresource or performs a specified action for
a resource.

PATCH resource URI Modifies the properties of a resource.

DELETE resource URI Deletes a specified resource.

Document Serial Number: VT20240304 (R1.3) 12
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The URI described in this manual is in the following format: https://device ip/red-

fish/v1/path, which is divided into three parts:

e The first part indicates the URI address, thatis, https://device ip, where device ip
indicates the HDM IP address of the server to be accessed.

e The second part indicates the service and version, that is, /redfish/v1/. The Redfish in-
terface of the current device is developed based on Redfish v1.

e The third part indicates the unique resource path, thatis, /path/.

ii‘ Note

Some resource operations also need request parameters, including request headers and request bodies,
which are described in the command format of each resource operation.

Resource Functions

For a description of the resources and their main operations supported by a Redfish interface,
refer to Table 1-2.

Table 1-2 Resource Function Descriptions

Resource Function

Managers Used for managing BMC resources, including network resources (such as
NTP, SNMP, SMTP, LLDP, and SYSLOG), security resources (such as cer-

tificates and services), operation logs, and virtual media.

Systems Used for device management such as host CPU, memory, RAID card, vol-
ume, and GPU management, and resource management such as BIOS op-
tion, KVM, and event log management.

Chassis Used for managing physical disks, power supplies, fans, UID, PCle, NICs,
and other devices in the chassis.

SessionService Used for managing BMC sessions.
EventService Used for reporting and managing BMC SEL events.
UpdateService Used for managing updateable BMC firmware resources.

Request Headers

For a description of the request headers of the Redfish interface, refer to Table 1-3.

Table 1-3 Request Header Descriptions

Request Header Description

Content-Type Request message format, which is used for operations with a request body.
Services shall accept the Content-Type header set to application/json or appli-
cationl/json;charset=utf-8. It is recommended that clients use either of the above
values in requests because other values may cause errors.

Document Serial Number: V120240304 (R1.3) 13
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Request Header

Description

Odata-Version

OData version.

e If arequest contains an unsupported OData version, a service shall reject the
request.

e If a service receives a request that contains an unsupported OData version,
the service shall reject the request by using the HTTP 412 status code.

Origin

Enables a Web application to use a Redfish service while preventing CSRF at-

tacks.

If-None-Match

e If the ETag of a resource does not match the ETag sent in the request header,
the service returns the latest resource and its ETag and the client replaces the
cached version with the latest version.

e If the ETag in the request header matches the ETag of the resource, the GET
operation returns the HTTP 304 status code.

If-Match

To ensure that clients update the resource from a known status, PATCH requests

for resources for which a service returns ETags must support If-Match.

X-Auth-Token

Authenticates the identity of a user in a session.
The token value is indistinguishable from the random value. If a service supports

this request header, a client can access unsecured resources without establishing

a session.
Accept Communicates to the server the media type or types that the client is prepared to
accept.
Services shall support the following media types:
® Resource requests whose Accept message header is set to application/json
or application/json;charset=utf-8 (that is, requests in JSON format).
® Metadata requests whose Accept message header is set to application/xml
or application/ xml;charset=utf-8(that is, requests in XML format).
Authorization Used for basic authentication.

In a system that supports basic authentication, a client can access unsecured re-

sources without this request header.

Response Headers

For a description of the response headers of the Redfish interface, refer to Table 1-4.

Table 1-4 Response Header Descriptions

Response Header

Description

OData-Version

Describes the version number of the OData protocol that the payload complies

with in the response message.

Content-Type

Describes the media type used in the message body.
e Services shall set Content-Type to application/json when returning re-
sources as JSON.

Document Serial Number: V120240304 (R1.3) 14
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Response Header

Description

e Services shall set Content-Type to application/xml when returning metadata
as XML.

o ;charset=utf-8 shall be appended to the Content-Type if Content-Type is
specified in the selected media type in the Accept header for the request.

Content-Length

Describes the size of the message body.

To indicate the size of the body, a client preferentially uses the Transfer-Encod-
ing: chunked header instead of the Content Length header, because the Trans-
fer-Encoding: chunked header allows the length of the currently transmitted
message to be repeatedly sent.

If a service does not support Transfer-Encoding and needs to use Con-

tent-Length, the service shall return status code 411.

ETag Identifier for a specified version of a resource, which is usually a message digest.
The ETag header shall be included in responses to GET requests for Manager-
Account resources.

Link Link headers shall be returned as described in the Link headers clause.

Cache-Control

Shall be supported and indicates whether a response can or cannot be cached.

Allow Description requests supported by services.
If a service receives an unsupported request, the service returns a 405 status
code together with all supported requests.
Status Codes

For a description of the returned status codes of the Redfish interface, refer to Table 1-5.

Table 1-5 Status Code Descriptions

Status Code Description

200 The request is successful.

201 The resource is created successfully.

202 The task is created successfully.

204 The request is successful, but no content is returned in the response message
body.

301 The requested resource resides under a different URI.

302 The requested resource resides temporarily under a different URI.

304 The service has performed a conditional GET request where access is allowed,
but the resource content is not changed.

400 The request is illegal. An error occurs on the client and an error message is re-
turned.

Document Serial Number: V120240304 (R1.3) 15
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Status Code

Description

401

Invalid user request.

403

The server rejects the request.

404

The requested resource does not exist.

405

The operation is not supported.

406

The Accept header is specified in the request. The resource identified in the re-
quest cannot generate a resource representation corresponding to a media type
contained in the Accept header.

409

The request causes a conflict in the current state of the resources.

410

The requested resource is unavailable to the service, and no forwarding address
is known. This condition is considered permanent.

Clients with hyperlink editing capabilities shall delete references to the URI in the
client request after user approval. If the service does not know, or has no facility
to determine, whether or not the condition is permanent, the status code 404 (Not
Found) is used instead. Unless otherwise specified, this response can be cached.

411

The request does not specify the length of its content using the Content-Length
header (perhaps Transfer- Encoding: chunked was used instead). The ad-

dressed resource requires the Content-Length header.

412

The precondition (such as OData-Version or If-Match) check fails.

415

The request specifies a Content-Type for an unsupported message body.

500

An internal error occurs on the server.

501

The requested function is not available.

503

The service is temporarily overloaded or in maintenance, so it cannot process re-

quests.

® A service may use this response to indicate that the request URI is valid but
the service is performing initialization or other maintenance on the resource.

® The service can also use this response to indicate that the service itself is in
maintenance. For example, the service is being initialized after reboot.

Others

N/A: indicates that the field value cannot be obtained or the result cannot be confirmed.

NULL: Indicates that the field value is not supported and the obtained value is null.
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For a description of the operations allowed for various resources through the Redfish interface,

refer to Table 2-1.

Table 2-1 Redfish Resource Tree

URL Operation
Public fixed resources

Iredfish GET
[redfish/v1 GET
Managers resources

[redfish/v1/Managers GET
Iredfish/v1/Managers/manager_id GET/PATCH
Iredfish/v1/Managers/manager_id/SyslogService GET/PATCH
Iredfish/v1/Managers/manager_id/SyslogService/Actions/SyslogService.Sub- POST
mitTestEvent

[redfish/v1/Managers/manager_id/NtpService GET/PATCH
Iredfish/v1/Managers/manager_id/NetworkProtocol GET/PATCH
Iredfish/v1/Managers/manager_id/Ethernetinterfaces GET
[redfish/v1/Managers/manager_id/Ethernetinterfaces/id GET/PATCH
Iredfish/v1/Managers/manager_id/Actions/Manager.Reset POST
[redfish/v1/Managers/manager_id/LIdpService GET/PATCH
Iredfish/v1/Managers/manager_id/SnmpService GET/PATCH
[redfish/v1/Managers/manager_id/SnmpService/Actions/SnmpService.Sub- POST
mitTestEvent

[redfish/v1/Managers/manager_id/VirtualMediae GET
Iredfish/v1/Managers/manager_id/VirtualMedia/Media_type GET
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URL Operation
[redfish/v1/Managers/manager_id/VirtualMedia/media_type/Actions/VirtualMedia.Vmm- POST
Control

/redfish/v1/Managers/manager_id/LogServices/Actions/LogServices.Dump POST
[redfish/v1/Managers/manager_id/LogServices/Actions/LogServices.Dump/Progress GET
[redfish/v1/Managers/manager_id/LogServices/Actions/LogServices.ExportLogs POST
Iredfish/v1/Managers/manager_id/KvmService GET/PATCH
Iredfish/v1/Managers/manager_id/LogServices/SEL/Entries/entries_id GET
Iredfish/v1/Managers/manager_id/ISDTService GET/PATCH
[redfish/v1/Managers/manager_id/ISDTService/Actions/ISDTService.VmmControl POST
Systems resources

Iredfish/v1/Systems GET
[redfish/v1/Systems/system_id GET/PATCH
Iredfish/v1/Systems/system_id/Actions/ComputerSystem.Reset POST
/redfish/v1/Systems/system_id/Processors GET
Iredfish/v1/Systems/system_id/Processors/cpu_id GET
[redfish/v1/Systems/system_id/Processors?$expand=. GET
Iredfish/v1/Systems/system_id/Memory GET
Iredfish/v1/Systems/system_id/Memory/memory_id GET
[redfish/v1/Systems/system_id/Memory?$expand=. GET
Iredfish/v1/Systems/system_id/Storages GET
Iredfish/v1/Systems/system_id/Storages/storage_id GET
[redfish/v1/Systems/system_id/Storages?$expand=. GET
Iredfish/v1/Systems/system_id/Storages/storage_id/Volumes GET/POST
[redfish/v1/Systems/system_id/Storages/storage_id/Volumes/volume_id GET/DELETE
[redfish/v1/Systems/system_id/Bios GET
Iredfish/v1/Systems/system_id/Bios/SD GET/PATCH
Iredfish/v1/Systems/system_id/Bios/Actions/Bios.ChangePassword POST
Iredfish/v1/Systems/system_id/Bios/Actions/Bios.ResetBios POST

Chassis resources
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URL Operation
Iredfish/v1/redfish/v1/Chassis GET
Iredfish/v1/redfish/v1/Chassis/chassis_id GET/PATCH
[redfish/v1/Chassis/chassis_id/NetworkAdapters GET
Iredfish/v1/Chassis/chassis_id/NetworkAdapters/networkadapters_id GET
[redfish/v1/Chassis/chassis_id/NetworkAdapters?$expand=. GET
Iredfish/v1/Chassis/chassis_id/NetworkAdapters/networkadapters_id/NetworkPorts GET
[redfish/v1/Chassis/chassis_id/NetworkAdapters/networkadapteras_id/Network- GET/PATCH

Ports/networkports_id

Iredfish/v1/Chassis/chassis_id/NetworkAdapters/networkadapteras_id/Network- GET
Ports/networkports_id/OpticalModule

Iredfish/v1/Chassis/chassis_id/PCleDevices GET
Iredfish/v1/Chassis/chassis_id/PCleDevices/pciedevices_id GET
Iredfish/v1/Chassis/chassis_id/PCleDevices/pciedevices_id/Functions/functions_id GET
[redfish/v1/Chassis/chassis_id/PCleDevices?$expand=. GET
Iredfish/v1/Chassis/chassis_id/Drives GET
Iredfish/v1/Chassis/chassis_id/Drives/drives_id GET
[redfish/v1/Chassis/chassis_id/Drives?$expand=. GET
Iredfish/v1/Chassis/chassis_id/Power GET/PATCH
Iredfish/v1/Chassis/Chassis_id/Power/Actions/Power.CollectHistoryData POST
Iredfish/v1/Chassis/chassis_id/Thermal GET/PATCH
Iredfish/v1/Chassis/chassis_id/Boards GET
/redfish/v1/Chassis/Chassis_id/Boards/DiskBackplanes GET
/redfish/v1/Chassis/Chassis_id/Boards/DiskBackplanes/DiskBackplaneld GET
Iredfish/v1/Chassis/Chassis_id/Boards/Risercard GET
Iredfish/v1/Chassis/Chassis_id/Boards/Risercard/Risercardld GET
Iredfish/v1/Chassis/chassis_id/PCleDevices/pciedevices_id/Functions/functions_ GET

SessionService resources

[redfish/v1/SessionService GET/PATCH
[redfish/v1/SessionService/Sessions GET/POST
[redfish/v1/SessionService/Sessions/Session_id GET/DELETE
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URL Operation
EventService resources
Iredfish/v1/EventService GET/PATCH
Iredfish/v1/EventService/Subscriptions GET/POST
Iredfish/v1/EventService/Subscriptions/id GET/PATCH/
DELETE
[redfish/v1/EventService/Alarms?$skip=skip_value&$top=top_value GET
Iredfish/v1/EventService/DeleteAlarmsAll DELETE
redfish/v1/EventService/CurrentAlarms GET
[redfish/v1/EventService/CurrentAlarms/alarm_id GET/DELETE
Iredfish/v1/EventService/DeleteCurrentAlarmsAll DELETE
[redfish/v1/EventService/CurrentAlertEvents GET
UpdateService resources
Iredfish/v1/UpdateService GET
Iredfish/v1/UpdateService/Firmwarelnventory GET
Iredfish/v1/UpdateService/Firmwarelnventory/softid GET
Iredfish/v1/UpdateService/upload POST
[redfish/v1/UpdateService/InsideFirmwarelnventory GET
Iredfish/v1/UpdateService/InsideFirmwarelnventory/softid GET
Iredfish/v1/UpdateService/Actions/UpdateService.SimpleUpdat POST
AccountService resources
Iredfish/v1/AccountService GET/PATCH
Iredfish/v1/AccountService/Accounts GET/POST
[redfish/v1/AccountService/Accounts/account_id GET/DELETE/
PATCH
Iredfish/v1/AccountService/Roles GET
Iredfish/v1/AccountService/Roles/role_id GET
Iredfish/v1/AccountService/LdapService GET
Iredfish/v1/AccountService/LdapService/LdapControllers GET
Iredfish/v1/AccountService/LdapService/LdapControllers/Activedirectory GET/PATCH
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Table of Contents

Querying the Redfish Version Information

Querying the Current Root Service Resources

Figure 3-1 shows the path requirements for the public fixed resources supported by
VANTAGEO servers.

Figure 3-1 Public Fixed Resources Path Requirements

Redfish/ V1

For a description of the properties of public fixed resources and the operations supported by the

properties, refer to Table 3-1.

Table 3-1 Descriptions for Properties of Public Fixed Resources

URL Property Description Operation

Iredfish v1 Redfish version information. GET

[redfish/v1 Description Root service description. GET
Id ID of the root server. GET
Name Name of the root service resource. GET
Product Products. GET
Redfish Version Detailed Redfish version information. GET
uuiD UUID of the device. GET
AccountService AccountService resources. GET
CertificateService Certificate service resources. GET
Systems System resources. GET
Chassis Chassis resources. GET
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turesSupport-
ed/SelectQuery

query parameter for the query operation.

URL Property Description Operation
EventService EventService resources. GET
JsonSchemas JSON schema file resources in array for- GET

mat.
Links Links. GET
Sessions Session service resources. GET
Managers Manager resources. GET
RtpVersion RTP version information. GET
ProtocolFea- Information about protocol features sup- GET
turesSupported ported by related services.
ProtocolFea- Deep operations. GET
turesSupport-
ed/DeepOperations
DeepOpera- (AMI native) GET
tions/DeepPATCH
DeepOpera- (AMI native) GET
tions/DeepPOST
DeepOpera- (AMI native) GET
tions/MaxLevels
ProtocolFea- Support for the "expand" query parameter. | GET
turesSupported/Ex-
pandQuery
ExpandQuery/Ex- Whether to expand all entries. GET
pandAll
ExpandQuery/Lev- | Whether to support the "Levels" qualifier. GET
els
ExpandQuery/Links | Whether to expand hyperlinks inside the GET
Links property.
Expand- Maximum depth to which resources are GET
Query/MaxLevels expanded.
ExpandQuery/No- Whether to expand hyperlinks outside the | GET
Links Links property.
ProtocolFea- Whether to support the use of the "select" | GET
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URL Property Description Operation
ProtocolFea- Whether to support the use of the "ex- GET
turesSupported/Ex- | cerpt" query parameter.
cerptQuery
ProtocolFea- Whether to support the use of the "filter" GET
turesSupported/Fil- | query parameter.
terQuery
ProtocolFea- (AMI native) GET
turesSupported/On-
lyMemberQuery
Registries Message registry resources. GET
SessionService SessionService resources. GET
Systems System resources. GET
Tasks TaskService resources. GET
TelemetryService Network telemetry service resources. GET
SessionService SessionService resources. GET

2.1 Querying the Redfish Version Information
Function
Query the current version of the Redfish protocol.
Permission Required
Query.
Syntax

e Operation Type: GET
e URL: https://device ip/redfish
e Request Header: None

e Request Message Body: None

Parameters

For a description of the parameters for querying the Redfish version information, refer to Table

3-2.
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Table 3-2 Parameter Description for Querying Redfish Version Information

Parameter Description Value
device_ip IP address for logging in to the de- | IPv4 or IPv6 address.
vice.

Usage Guidelines
None
Example

e Request Example:

GET https://device_ip/redfish

Request Header: None

Request Message Body: None

Response Example:

{
"v1": "/redfish/v1l/"
}

Status Code: 200

Output Description

For a description of the output returned when you query the Redfish version information, refer
to Table 3-3.

Table 3-3 Output Descriptions for Querying the Redfish Version Information

Field Type Description

v1 String Redfish version information.

2.2 Querying the Current Root Service Resources
Function
Query the current root service resources of a server.
Permission Required
Query.
Syntax

e Operation Type: GET
e URL: https://device ip/redfish/vl
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e Request Header: None

e Request Message Body: None
Parameters

For a description of the parameters for querying the current root service resources, refer to Ta-

ble 3-4.
Table 3-4 Parameter Descriptions for Querying the Current Root Service Resources
Parameter Description Value
device_ip IP address for logging in to the de- | IPv4 or IPv6 address.
vice.

Usage Guidelines
None
Example

e Request Example:

GET https://device_ip/redfish/v1

e Request Header: None
e Request Message Body: None

e Response Example:

"@odata.context": "/redfish/vl/$metadata#ServiceRoot.ServiceRoot",
"@odata.etag": "\"1717400038\"",
"@odata.id": "/redfish/v1",
"@odata.type": "#ServiceRoot.vl 7_0.Serviceroot",
"AccountService": {
"@odata.id": "/redfish/vl/AccountService"
IE
"CertificateService": {
"@odata.id": "/redfish/vl/CertificateService"
IE
"Chassis": {
"@odata.id": "/redfish/vl/cChassis"
IE
"Description": "The service root for all Redfish requests on this host",
"EventService": {
"@odata.id": "/redfish/vl/EventService"
IE

"Fabrics": {
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"@odata.id": "/redfish/vl/Fabrics"
IE
"1d": "RootService",
"JsonSchemas": {

"@odata.id": "/redfish/vl/JsonSchemas"

IE
"Links": {
"Sessions": {
"@odata.id": "/redfish/vl/SessionService/Sessions"
}
IE

"Managers": {
"@odata.id": "/redfish/vl/Managers"
IE
"Name": "Root Service", "Product":
"Vantageo Redfish server",
"ProtocolFeaturesSupported": {
"DeepOperations": {
"DeepPATCH": true,
"DeepPOST": false,
"MaxLevels": 6
IE
"ExcerptQuery": true,
"ExpandQuery": {
"ExpandAll1": true,
"Levels": true,
"Links": true,
"MaxLevels": 5,
"NoLinks": true
IE
"FilterQuery": true,
"onlyMemberQuery": true,
"SelectQuery": true
IE
"Redfishversion": "1.15.1",
"Registries": {
"@odata.id": "/redfish/vl/Registries"
IE
"SessionService": {
"@odata.id": "/redfish/vl/SessionService"
IE
"Systems": {
"@odata.id": "/redfish/vl/Systems"
T
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"Tasks": {

"@odata.id": "/redfish/vl/TaskService"
IE
"TelemetryService": {

"@odata.id": "/redfish/vl/TelemetryService"
IE
"UuID": "30e72400-0000-1000-0000-000000000000",
"UpdateService": {

"@odata.id": "/redfish/vl/UpdateService"

3
e Status Code: 200

Output Description

For a description of the output returned when you query the current root service resources, re-
fer to Table 3-5.

Table 3-5 Output Descriptions for Querying the Current Root Service Resources

Field Type Description

@odata.context String OData description of the root service resource model.
@odata.id String Access path of the root service resource node.
@odata.type String Type of root service resource.

Description String Root service description.

Id String ID of the root service.

Name String Name of the root service resource.

Product String Products.

RedfishVersion String Detailed Redfish version information.

uuiD String UUID of the device.

AccountService Object AccountService resources.

CertificateService Object Certificate service resources.

Chassis Object Chassis resources.

EventService Object EventService resources.

JsonSchemas Object JSON schema file resources in array format.
Links Object Links.

Sessions Object SessionService resources.

Managers Object Manager resources.
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Field Type Description

RtpVersion String RTP version information.

ProtocolFeaturesSupported Object Information about protocol features supported by re-
lated services.

ProtocolFeaturesSupport- Object Deep operations.

ed/DeepOperations

DeepOperations/DeepPATCH | Boolean (AMI native)

DeepOperations/DeepPOST Boolean (AMI native)

DeepOperations/MaxLevels Number (AMI native)

ProtocolFeaturesSupported/Ex- | Object Support for the "expand" query parameter.

pandQuery

ExpandQuery/ExpandAll Boolean Whether to expand all entries.

ExpandQuery/Levels Boolean Whether to support the "Levels" qualifier.

ExpandQuery/Links Boolean Whether to expand hyperlinks inside the Links proper-
ty.

ExpandQuery/MaxLevels Number Maximum depth to which resources are expanded.

ExpandQuery/NoLinks Boolean Whether to expand hyperlinks outside the Links prop-
erty.

ProtocolFeaturesSupport- Boolean Whether to support the use of the "select" query para-

ed/SelectQuery meter for the query operation.

ProtocolFeaturesSupported/Ex- | Boolean Whether to support the use of the "excerpt" query pa-

cerptQuery rameter.

ProtocolFeaturesSupported/Fil- | Boolean Whether to support the use of the "filter" query para-

terQuery meter.

ProtocolFeaturesSupport- Boolean (AMI native)

ed/OnlyMemberQuery

Registries Object Message registry resources.

SessionService Object SessionService resources.

Systems Object System resources.

Tasks Object TaskService resources.

TelemetryService Object Network telemetry service resources.

UpdateService Object UpdateService resources.

Document Serial Number: VT20240304 (R1.3)

28




vantageo

Chapter 4
Operations on Manager Resources

Table of Contents

Querying Information About the Manager Resource Collection .............ccocoeveeieiiiniececineeeen, 49
Querying Information About a Specified Manager ReSource.............cocecvvvieiecieineneieieeeeeen, 51
Modifying Information About a Specified Manager Resource.............cccccocvveviecieinenecieceeeee 57
Querying Information About the Syslog Configuration..............cccccvivieiieiiiinieeeeeeee, 59
Configuring Information About the Syslog SErver ... 62
Submitting @ SYSIOG TSt LOG... ..ottt 69
Querying Information About the NtpService Configuration Resource............cccccocvvvviecieiienieienenn 70
Modifying Properties of the NTP RESOUICE ..........c.ccoouioiiiiiceeeeeeeeeeee e 72
Querying Information About the BMC SErViCe..........cccoveiviirieieicirieeeteeeeeee e 75
Modifying Information About a Specified BMC ServiCe...........ccceciviriiieieinieieieieeieeeee e 80
Querying the BMC Management Interface Resource Collection............ccccoevveeieiienicciecinenieennn, 88
Querying Information About a Specified BMC Management Interface Resource.......................... 90
Modifying a Specified BMC Management Interface Resource..............ccocovevieieininiecieceeseee, 97
Restarting the BIMC ..ottt ettt et ennens 104
Querying Information About the LLDP Service Configuration Resource..........c..coceeveevevnieiennne. 107
Modifying Properties of the LLDP Service RESOUICE............ccoooveeviiuiiieieieeeeeeeeeeeeeeeea 109
Querying Information About the SNIMP RESOUICE...........c.ooveiiiiiciiceeeeeeeeeeeeeeeee e 111
Modifying Properties of the SNMP RESOUICE.............cooviiiiiiieeeeeceeeeeee e 115
Submitting an SNMP Trap TeSt EVENt.......c.oooiiiieee e 122
Querying the Virtual Media Resource ColleCtion .............c..coooviiiiiiiieieeeceeeeeeeeeeee e 124
Querying a Virtual Media RESOUICE............c.oooviiieeeeeeeeeeeee e 126
Connecting to the Virtual Media............c.ocooiiiiiioeee e 129
Disconnecting the Virtual Media..............ccoooiiiiiiiiiceeee e 131
Sending a One-Click Collection REQUESL.............c.ooiiiiiiceeeeeeeeeeeee e 133
Querying the One-Click ColleCtion Progress..........cooveouioieieeeeeeeeeeeeeeeeeeeeee e 136
EXPOIING LOGS.. .o ettt ettt et ettt e ettt e et e eae et eeteeae e ennens 138
Querying the KVM Service RESOUICE. ...........ccuoouiiuiieieeeeeeeeeeeee e 140

Document Serial Number: V120240304 (R1.3) 29



VANTAGEO Server Redfish Interface Description (BMC V4) Vantageo

Modifying Information About the KVIM RESOUICE............ccoooviiuiiieiieeceeee e 142
Querying Information About a Specified SEL Log Service Resource............cccccccoveveeveeieneeneenn. 145
Capturing the Screen ManUAILY .............c.ocooeiiiiiioi et 147
Downloading the Manually Captured Screen IMage..........c.ooveveovieuieieeeeeeeeeeeeeeeeee e, 149
Querying Information About the ISDT RESOUICE .........ccvooviiuieeieeieceeeeeeeeeeee e 150
Modifying Properties of the ISDT Service RESOUICE...........c.oovevieuieuieieeeeeeeeeeeeeeeeee e, 152
Mounting and Dismounting Navigation DisKS...............ccooiiiiiiiieiceceeeeeeeeeeeee e, 154
Querying Information About the ISDT FWUpdate Collection.............cccccooieieeiioiiieieceeeee, 156
Querying Information About an ISDT FWUpdate Task .........c.ccoveieiiiieieieeeeceeeeeeee, 157
BUINING @N ISDT IMAGE ... ittt ettt ettt aeeaeeseeaeennens 160
AAAING ROULES ... ettt ettt ettt et e ae e ensenns 162
DEIBHING ROULES ...ttt ettt ettt s et e eae s e eseeaeeaeennens 164
Querying Information About the SecurityService RESOUICE. ...........cccoveevieieieciicieieeeeeeee, 166
Querying Information About SecurityService RUIES ..............ccooiouiiiiiiiiceeeeeceeeeeee, 168
Adding @ FIreWall RUIE..........c.ooueoeieeeeeeeee ettt 171
Deleting @ FireWall RUIE...............oov oottt 174
Attaching Remote Media to the Virtual Media DevVice .............ccoooovieiiiioiiieeeeeeeeeee 175
Detaching Remote Media from the Virtual Media Device............c..ccooveoiioiiiciicicieeeeeee, 177
Setting the BMOC TIMIE.....cvieieeeeeeeeeeeeeee ettt ettt eaeeaeeneennens 179
Importing the Syslog Root Certificate.............ooviviiiiieeee e 181
Importing a Local Syslog CertifiCate .............ovoiiiioiiiieeeee e 185
Importing a Private Key CertifiCate ...........ooooiiiioiioieeeeeeee e 188
Querying SSL Certificate INfOrmation .............c.ocooviiiiiieiee e 191
Importing an SSL CertifiCate ..........coouiiiiieeeeeeee e 196
Exporting BIOS or BMC Configurations ..............cc.oouioioiioieoeeeeeeeeeeeeeeeete et 200
Importing BIOS and BMC Configurations ..............coovoiiiiouiieeeeeeeeeeeee e 202
Downloading @ RedfisSh File ...........ooiiiiiieeeee e 204
Enabling the GPU Module to Start Collecting LOGS .......cc.ooviiieiiiiceeeeeeeeeeeeeeeeeeeee e 205
Enabling the GPU Module to Obtain Log Files...........oovoiioiiiieeeeeeeeeeeeeeeeee e 207
Querying Information About the DNS SErViCe ..........covioiiiuiiieeeceeeeeeeeeeee e 208
Modifying Information About the DNS SErVICE..........cooviiiiiiiiieeeeeeeeeeeeeee e 210

SJ-20230907115354-009 | 2025-02-08 (R1.3) 19



VANTAGEO Server Redfish Interface Description (BMC V4) Vantageo

Figure 4-1 shows the path requirements for the Managers resources supported by
VANTAGEDO servers.

Figure 4-1 Managers Resource Path Requirements

SyslogService.SubmitTestEvent

SyslogService.ImportRootCertificate
SyslogService Actions
SyslogService.ImportClientCertificate
SyslogService.ImportPrivateKeyCertificate
NtpService
NetworkProtocol
id

Ethernetinterfaces
Ethernetinterface.AddRoutes
mac_id Actions

Ethernetinterface.DeleteRoutes

Manager.Reset

Manager.CaptureScreenShot

ZTE/Manager.SetBMCTimes

Actions

Manager.LogDump

Manager.ExportConfiguration

Manager.ImportConfiguration

Manager.GeneralDownload

Managers manager_id LidpService
Redfish/ V1
SnmpService Actions SnmpService.SubmitTestEvent

VirtualMedia.VmmControl

VirtualMediae Media_type Actions / VirtualMedia.InsertMedia
\  VirtualMedia.EjectMedia
LogServices.Dump Progress
Actions
. LogServices.ExportLogs
LogServices
SEL Entries entries_id
KvmService
Actions ISDTService.VmmControl
ISDTService
ISDTFWUpdate update_id Actions SDTFWU pdate.SimpleUpdate

FirewallRule.AddRules
FirewallRules Actions

. . FirewallRule.DeleteRules
SecurityService
HttpsCert Actions HttpsCert.ImportServerCertificate

DnsService

For a description of the properties of Manager resources and the operations supported by the

properties, refer to Table 4-1.

Table 4-1 Description for Properties of Manager Resources

URL Property Description Operation
[redfish/v1/Man- Name Name of the Manager resource col- | GET
agers lection.
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URL Property Description Operation
Members@odata.count Number of Manager resource mem- | GET
bers.
Members Manager resource list. GET
[redfish/v1/Man- Id ID of the Manager resource. GET
agers/manager_id
9 ger Name Name of the Manager resource. GET
ManagerType Type of Manager resource. GET
FirmwareVersion Firmware version of the Manager re- | GET
source.
FirmwareVersionDate BMC version date. GET
Model Model of the Manager resource. GET
uuiD UUID of the Manager resource. GET
DateTime System time of the Manager re- GET
source.
DateTimeLocalOffset Time zone of the Manager resource. | GET/PATCH
NetworkProtocol Access path of the network protocol | GET
supported by the specified Manager
resource.
Ethernetinterfaces Access path of the Ethernet interface | GET
information about the specified Man-
ager resource.
NtpService Access path of the NTP service of GET
the specified Manager resource.
SyslogService Access path of the Syslog service of | GET
the specified Manager resource.
KvmService Access path of the KVM service the | GET
specified Manager resource.
SnmpService Access path of the KVM service the | GET
specified Manager resource.
SmtpService Access path of the KVM service the | GET
specified Manager resource.
LldpService Access path of the KVM service the | GET
specified Manager resource.
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URL Property Description Operation
VirtualMedia Access path of the virtual media ser- | GET
vice of the specified Manager re-
source.
Links Links to the related resources. GET
Actions Available actions for the specified GET
Manager resource.
Oem Customized properties. GET
#Manager.RollIBack OS operation. GET
RollBackType@Redfish.Allow- | OS operations allowed through the GET
ableValues Redfish interface, including: RollBack
target Operation path. GET
Manager.RollBack Switches BMC versions. GET
Manager.ImportConfiguration Imports the configuration. GET
Manager.ExportConfiguration Exports the configuration. GET
Manager.FactoryReset Resets factory settings. GET
Oem.Public Customized field. GET
USBOInterfaceEnabled Whether the virtual network interface | GET
named usb0 is enabled:
® true: yes.
® false: no.
IfMatchEnabled Whether the match operation is en- GET
abled:
® true: yes.
® false: no.
ISDTService Access path of the ISDT service the | GET
specified Manager resource.
FirewallService Access path of the firewall service GET
the specified Manager resource.
NAT Access path of the NAT resource. GET
Manufacturer BMC chip manufacturer. GET
[redfish/v1/Man- Id ID of the Syslog resource. GET
agers/manag-
g 9 Name Name of the Syslog resource. GET
er_id/SyslogService
ServiceEnabled Syslog service enabled. GET/PATCH
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URL Property Description Operation
ServerldentitySource ® Board serial number: BoardSN GET/PATCH
® Asset tag: ProductAssetTag
® Host name: HostName
TransmissionProtocol Transmission protocol: GET/PATCH
e UDP
e TCP
AuthenticateMode Authentication mode: GET
o OneWay: unidirectional authenti-
cation.
e TwoWay: bidirectional authentica-
tion.
SyslogServers Syslog servers. GET/PATCH
Memberld e 0 GET
° 1
®o 2
e 3
Enabled Channel enabled. GET/PATCH
Address Server address. GET/PATCH
Port Server port number. GET/PATCH
LogType Log type. GET/PATCH
[redfish/v1/Man- AlternateNtpServer Address of the alternate NTP server. | GET
agers/manag-
g 9 CurrentPollingInterval Current polling interval. GET
er_id/NtpService
Description Description of the NTP resource. GET
ExtraNtpServer Address of the extra NTP server. GET
MaxPollinglnterval Maximum polling interval. GET
MinPollinginterval Minimum polling interval. GET
PreferredNtpServer Address of the preferred NTP server. | GET
ServerAuthenticationEnabled Whether server security authentica- | GET
tion is enabled.
ServiceEnabled Whether the NTP service is enabled: | GET
® frue
e false
[redfish/v1/Man- Description BMC resource description. GET/PATCH
agers/manag-
9 9 Id BMC network protocol resource ID. GET/PATCH
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er_id/NetworkProto- | Name BMC network protocol resource GET/PATCH
col name.
HostName BMC management host name. GET/PATCH
HTTPS/KVMIP/SNMP/SSH/\Vir- | Service information supported by GET/PATCH
tualMedia/IPMI BMC.
ProtocolEnabled Whether the protocol is enabled: GET/PATCH
® frue
e false
Port Service port number. GET/PATCH
Oem.Public - GET/PATCH
VirtualMedia-CD/VirtualMe- - GET/PATCH
dia-HD
Timeout Service timeout period, unit: minutes. | GET/PATCH
ProtocolEnabled Whether the protocol is enabled: GET/PATCH
® frue
e false
Port Service port number. GET/PATCH
Instance Number of instances. GET/PATCH
NotifyMulticastintervalSeconds | Time interval between transmissions | GET/PATCH
of the multicast SSDP NOTIFY mes-
sage.
NotifylPv6Scope IPv6 scope for multicast SSDP GET/PATCH
NOTIFY messages.
e Link: SSDP Notify messages are
sent to addresses in the IPV6 lo-
cal link scope.
o Site: SSDP Notify messages are
sent to addresses in the IPV6 lo-
cal site scope.
e Organization: SSDP Notify mes-
sages are sent to addresses in
the IPVv6 local organization scope.
NotifyEnabled Whether SSDP NOTIFY messages GET/PATCH
are multicast.
VNC VNC service. GET/PATCH
SecurePort Secure port. GET/PATCH
Document Serial Number: VT20240304 (R1.3) 35




VANTAGEO Server Redfish Interface Description (BMC V4)

vantageo

® Static
e DHCP

URL Property Description Operation
[redfish/v1/Man- Description Description of the BMC management | GET
agers/manag- interface resource collection.
er_id/Ethernetinter- -
; - Name Name of the BMC management in- GET
aces
terface resource collection.
Members@odata.count Number of resources in the manage- | GET
ment interface resource collection.
Members List of resources in the management | GET
interface resource collection.
[redfish/v1/Man- Id ID of the specified BMC manage- GET
agers/manag- ment interface resource.
er_id/Ethernetinter- N
- Name Name of the specified BMC manage- | GET
faces/id .
ment interface resource.
PermanentMACAddress Permanent MAC address of the GET
specified BMC management inter-
face resource.
InterfaceEnabled Whether the interface is enabled. GET
MTUSize MTU configured on the current inter- | GET
face (in bytes).
AutoNeg Whether the rate and multiplexing GET
are automatically negotiated:
® frue
e false
FullDuplex Whether full duplex mode is used: GET
® frue
e false
SpeedMbps Current rate (in Mbps). GET
Description Description of the specified BMC GET
management interface resource.
HostName DNS hostname, which does not con- | GET
tain any domain information.
IPv4Addresses IPv4 information object. GET
Address IPv4 address. GET
AddressOrigin Source of the IPv4 address: GET
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® Automatic
® Fixed: fixed mode
® Standalone: standalone mode

URL Property Description Operation
Gateway Gateway of the IPv4 address. GET
SubnetMask IPv4 subnet mask. GET
IPv6DefaultGateway Default IPv6 gateway. GET
IPv6Addresses IPv6 information object. GET
Address IPv6 address. GET
AddressOrigin Source of the IPv6 address: GET

® Static
e DHCPv6
® LinkLocal
PrefixLength Prefix length of the IPv6 address. GET
IPv6StaticAddresses Static IPv6 information object. GET
Address Static IPv6 address. GET
PrefixLength Prefix length of the static IPv6 ad- GET
dress.
Oem.Public OEM object. GET
IPStacks Whether IPv4 and IPv6 are enabled: | GET
o null: interface not enabled
® |Pv4: |IPv4 enabled only
® |Pv6: IPv6 enabled only
o |Pv4AndIPv6: IPv4 and IPv6 both
enabled
DNSServiceEnabled Whether the DNS service is enabled. | GET
DNSDhcpEnabled Whether DNS DHCP is enabled: GET
® true: automatic
e false: manual
PatchinProgress Configuration validity flag: GET
® true: being configured
e false: applied successfully
DoMain Domain name. GET
VLANPriority VLAN priority, range: 0—7. GET
NetworkPortMode Network port mode: GET
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URL

Property

Description

Operation

NCSIModeSelect

NCSI mode:

® Automatic

® Manual

e null: default for non-standalone
mode and automatic mode

GET

ManagementNetworkPort

In fixed mode of the specified man-
agement network interface, there

is only one group of BMC manage-
ment network interface data. In auto-
matic mode and standalone mode,
there are dedicated interface data
and shared interface data.

GET

Type

o Dedicated: dedicated network in-
terface.

o SharelLink: shared network inter-
face.

GET

CardNumber

The default value for a dedicated
network interface is null, and the de-
fault value for a shared network inter-
face is:

e 1:NIC1

e 2:NIC2

GET

PortNumber

For a dedicated network port, the de-
fault serial number is set to 0. For a
shared network port, this parameter
indicates the silkscreen number of
the network interface, ranging from 1
through 4.

GET

ActualPortNumber

Actual silk screen number of the net-
work interface, range: 1—4. This field
is displayed only when the network
interface mode is set to standalone
or automatic (the selected network
interface is not a dedicated inter-
face), and the NCSI mode is set to
automatic.

GET

ManagementNetworkPort
@Redfish.AllowableValues

All available network interfaces of the
BMC.

GET

NameServers

Domain name server list.

GET
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URL Property Description Operation
Status Status information about the speci- GET
fied BMC management interface re-
source.
e State: enabling status of the BMC
management interface.
e Health: health status of the BMC
management interface.
VLAN VLAN information object. GET
VLANEnable Whether VLAN is enabled: GET
® true: enabled
e false: disabled
VLANId Configured VLAN ID, range: 2—4094. | GET
IPv4Routes IPv4 route information about the NIC. | GET
IPv6Routes IPv6 route information about the NIC. | GET
Actions Operations that can be performed on | GET
the resource.
Ethernetinterface.AddRoutes Adds a route. GET
Ethernetinterface.DeleteRoutes | Deletes a route. GET
target Access path of the route operation. GET
[redfish/v1/Man- code String indicating the specified mes- POST
agers/manag- sage ID in the message registry.
er_id/Actions/Man- )
- message Readable message for the code in POST
ager.Reset .
the message registry.
Messageld Message ID. POST
RelatedProperties Message-related properties. POST
Message Details. POST
MessageArgs Message arguments. POST
Severity Severity level. Options: POST
e OK
® \Warning
® Critical
Resolution Recommended solution. POST
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[redfish/v1/Man- Description Description of the LLDP resource. GET
/ -
agersmanag Id ID of the LLDP resource. GET
er_id/LldpService
Name Name of the LLDP resource. GET
LidpEnabled LLDP enabled. GET/PATCH
WorkMode LLDP operation mode. GET/PATCH
[redfish/v1/Man- Actions Operations that can be performed on | GET
agers/manag- the SNMP resource.
er_id/SnmpService
- P SnmpService.SubmitTestEvent | Submits an SNMP trap test event. GET
target Access path for sending the SNMP GET
trap test event.
Description Description of the LLDP resource. GET
Id ID of the LLDP resource. GET
Name Name of the LLDP resource. GET
ComplexPwdEnable Complex password switch: GET
® true: turns on the switch.
® false: turns off the switch.
ReadOnlyCommunity SNMP read-only community. Note: GET
This property contains sensitive in-
formation and is displayed as null.
The PATCH operation is available.
ReadWriteCommunity SNMP readwrite community. Note: GET
This property contains sensitive in-
formation and is displayed as null.
The PATCH operation is available.
SnmpServiceEnable Whether SNMP is enabled: GET
® true: yes.
® false: no.
SnmpServicePort SNMP port number. GET
SnmpTrapNotification SNMP Trap properties. GET
TrapServer SNMP Trap server information. GET
Memberld SNMP Trap group member number. | GET
TrapServerAddress SNMP Trap server address. GET
TrapServerEnable Current Trap Server status: GET
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URL

Property

Description

Operation

® true: enabled
o false: disabled

TrapServerPort

Trap server port number.

GET

AlarmSeverity

Event severity:
® Critical

® Major
® Minor
°

Normal

GET

TrapHostldentify

Trap host ID:

® BoardSN: board SN.

® ProductAssetTag: product asset
tag.

® HostName: host name.

GET

TrapV3User

SNMPv3 username.

GET

TrapVersion

SNMP trap version number:
e \1
e V2C
e V3

GET

TrapServer@odata.count

Number of SNMP trap servers.

GET

snmpTrapCommunity

SNMP trap community name.

GET

snmpTrapEnable

Whether to enable the SNMP trap
function.
® true: yes.

® False: no.

GET

SnmpV3AuthUser

This array lists all users with the SN-
MP permission.

GET

snmpV3AuthProtocol

SNMPv3 user authentication algo-
rithm:

SHA

MD5

SHA256

SHA384

SHA512

GET

snmpV3PrivProtocol

NMPv3 user encryption algorithm:
e DES

® AES

® AES256

GET
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® true: mounting (inserted)
e false: removed

URL Property Description Operation
UserName Username with the SNMP permis- GET
sion.
SnmpV3AuthUser@oda- Number of users with the SNMP per- | GET
ta.count mission.
SnmpV3EnginelD SNMPv3 Engine ID. GET
[redfish/v1/Man- Description Description. GET
agers/manag- ) ) )
Members virtual media resource list, where the | GET
er_id/VirtualMediae .
- CD1 and USBStick1 resources can
be queried and used only after the
number of entities is set to two.
Members@odata.count Number of virtual media resource GET
members that can be connected cur-
rently.
Name Name of the virtual media resource GET
collection.
[redfish/v1/Man- Description Description. GET
/ -
agersimanag ConnectedVia Connection method. GET
er_id/VirtualMe-
dia/Media_type Id ID of the virtual media resource. GET
Name Name of the virtual media resource. | GET
MediaTypes Media plane type: GET
e CD
® USBStick
TransferProtocolType Transfer protocol: GET
® NFS
e CIFS
e HTTPS
TransferMethod Transfer method: stream. GET
Image Image path. GET
ImageName Image name. GET
ConnectedVia Connection method. GET
Inserted Connection status: GET
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Oem Customized properties of a specified | GET
session.
[redfish/v1/Man- Information - POST
agers/manag-
g 9 target Access path of the current virtual POST
er_id/VirtualMe- .
- media resource.
dia/media_type/Ac-
tions/VirtualMedi-
a.VmmControl
[redfish/v1/Man- Messageld Message ID. POST
agers/manag- . .
RelatedProperties Message-related properties. POST
er_id/LogSer-
vices/Ac- Message Details. POST
tions/LogSer- MessageArgs Message arguments. POST
vices.Dump
Severity Severity level. Options: POST
e OK
® \Warning
® Critical
Resolution Recommended solution. POST
[redfish/v1/Man- Percentage Task progress percentage. GET
/ :
agersimanager State State. GET
s_id/LogSer-
vices/Ac- Type Type. GET
tions/LogSer- Message Task progress status. GET
vices.Dump/Progress
TarName File name of the compressed pack- | GET
age, in which UnknownProduc-
tSN is replaced with the actual SN
number. If it is not obtained, it is Un-
knownProductSN.
TarPath Storage path of the local com- GET
pressed package.
[redfish/v1/Man- code ID of the specified message in the POST
agers/manag- message registry.
er_id/LogSer-
- 9 message Readable message for the code in POST
vices/Ac- .
the message registry.
tions/LogSer-
vices.ExportLogs Messageld Message ID. POST
RelatedProperties Message-related properties. POST
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Message Details. POST
MessageArgs Message arguments. POST
Severity Severity. Options: POST
e OK
® \Warning
® Critical
Resolution Recommended solution. POST
[redfish/v1/Man- MaximumNumberOfSessions Maximum number of KVM sessions. | POST/PATCH
agers/manag-
g 9 KvmuUr URL for logging in to the KVM. When | POST
er_id/KvmService . .
- you log in through this URL, the Web
session is automatically logged out.
NumberOfActivatedSessions Number of current KVM sessions. POST/PATCH
ActivatedSessionsType Type of KVM session: POST/PATCH
® Shared: shared
® Private: exclusive
EncryptionEnabled Whether KVM encryption is enabled: | POST/PATCH
® true: yes.
e false: no.
SessionTimeoutMinutes Session timeout period. Range: 1- POST/PATCH
60, unit: minutes.
[redfish/v1/Man- Created Time when the SEL log instance is GET
agers/manag- created.
er_id/LogSer- e . )
Description Log resource description information. | GET
vices/SEL/En-
tries/entries_id EntryCode Type of SEL log instance. GET
EntryType Type of SEL log instance. GET
EventTimestamp Timestamp of the SEL log instance GET
information.
Id ID of the SEL log instance. GET
Message Message content of the SEL log in- GET
stance information.
Name Name of the SEL log instance. GET
SensorNumber ID of the sensor that creates the SEL | GET

log instance.
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SensorType Type of the sensor that creates the GET
SEL log instance.
Message Details. GET
Severity Log severity level of the SEL log in- GET
stance information.
Oem.Public Customized properties. GET
OwnerLUN SensorNumber extension. GET
[redfish/v1/Man- Imagelnstalled Whether there is a navigation disk GET
agers/manag- image.
er_id/ISDTService ) . .
- Actions Available actions for the ISDT re- GET
source.
#ISDTService.VmmControl Control operation on the navigation GET
disk.
target Path of the control operation on the GET
navigation disk.
ServiceEnabled Whether service is enabled. PATCH
[redfish/v1/Man- Information - POST
agers/manag-
9 9 target Access path of the current ISDT re- POST
er_id/ISDTSer-
source.
vice/Ac-
tions/ISDTSer-
vice.VmmControl
[redfish/v1/Man- Name Name of the ISDT FWUpdate collec- | GET
agers/manag- tion.
er_id/ISDTSer-
- Members@odata.count Number of ISDT FWUpdate tasks, GET
vice/ISDTFWUp- o
which is fixed to one.
date
Members.@odata.id ISDT FWUpdate task. GET
[redfish/v1/Man- Id Updateable resource, which is fixed GET
agers/manag- to 1.
id/ISDTSer-
e er Name Interface description. GET
vice/ISDTFWUp-
date/updateid TransferState File transfer status. Value: Initiating. | GET
TransferFileName Name of the file being transferred. GET
Value: ImageUrl carried in the re-
quest during upgrade.
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UpgradeProgress Task completion progress, range: 0— | GET
100.

Messages Task progress description, whichis | GET
not fixed. A completion time string is
available when the task is complet-
ed.

Actions Operations that can be performed on | GET
the resource.

[redfish/v1/Man- code Response code description. POST
agers/manag-

9 9 message Prompt message that is returned. POST
er_id/ISDTSer-
vice/ISDTFWUp-
date/update_id/Ac-
tions/SDTFWUp-
date.SimpleUpdate
[redfish/v1/Man- Id Unique identifier. GET
agers/manag- Name Resource name. GET
er_id/SecuritySer-
vice FirewallRules Lower-level firewall rule URI. GET
[redfish/v1/Man- Id Unique identifier. GET
agers/manag-

Name Resource name. GET

er_id/SecuritySer-
vice/FirewallRules ActiveStrategy Currently valid policy: GET
o Accept: enables rules that accept
data, that is, the allowlist takes ef-
fect.
o Drop: enables rules that drop da-
ta, that is, the blocklist takes ef-
fect.

Rules Rule list. GET

Actions Operations that can be performed on | GET
the resource.

RuleType Mode type of this rule. GET

StartDateTime Time when the rule takes effect. GET

EndDateTime Time when the rule becomes invalid. | GET

StartIPAddress Start IP address corresponding to GET

the rule.
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EndIPAddress End IP address corresponding to the | GET
rule.
StartMacAddress Start MAC address correspondingto | GET
the rule.
EndMacAddress End MAC address correspondingto | GET
the rule.
WorkdayOnly Whether the rule is effective on work- | GET
days only.
/redfish/v1/Man- Message Details. POST
agers/manag-
9 9 Messageld Message ID. POST
er_id/Actions/Oem/
VANTAGEO/Mana- | Resolution Recommended solution. POST
ger.SetBMCTimes Severity Severity level. Options: POST
e OK
® \Warning
® Critical
[redfish/v1/Man- Id Resource ID. GET
/ -
agersimanag Name Resource name. GET
er_id/SecuritySer-
vice/HttpsCert Version Version. GET
IssuerAddress Issuer's email address. GET
KeyUsage Certificate usage. GET
PublicKey Public key. GET
PublicKeyLengthBits Public key length. GET
SerialNumber Serial number. GET
SignatureAlgorithm Signature algorithm. GET
Issuer Certificate issuer. GET
Subject Certificate receiver. GET
City City or area. GET
CommonName Common name. GET
Country Country. GET
Organization Organization. GET
OrganizationalUnit Organizational unit. GET
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State Province (state). GET
SubjectAddress Recipient's email address. GET
ValidNotAfter End time of the validity period of the | GET
certificate.
ValidNotBefore Start time of the validity period of the | GET
certificate.
/redfish/v1/Man- Message Details. POST
agers/manag-
9 9 Messageld Message ID. POST
er_id/SecuritySer-
vice/HttpsCert/Ac- MessageArgs Message arguments. POST
tions/HttpsCert.Im- Resolution Recommended solution. POST
portServerCertifi-
cate Severity Severity level. Options: POST
e OK
® \Warning
® Critical
[redfish/v1/Man- Messages Message list. POST
agers/manag-
9 9 Message Details. POST
er_id/Actions/Man-
ager.ExportConfigu- | Messageld Message ID. POST
ration Resolution Recommended solution. POST
Severity Severity level. Options: POST
e OK
® \Warning
® Critical
[redfish/v1/Man- DnslpConfig DnslpConfig resource list. GET
agers/manag- L
DnsDhcpEnable Whether the DNS service is enabled. | GET
er_id/DnsService
DnsEnable Whether DNS is enabled. GET
NameServers The first value indicates the prima- GET
ry server, the second value indicates
standby server 1, and the third value
indicates standby server 2.
DomainConfig Domain name configuration. GET
DomainName Domain name. GET
HostNameConfig Hostname object. GET
HostSetting Hostname configuration mode. GET
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PatchinProgress Configuration validity flag. GET
RegisterBMC Registration mode. GET

4.1 Querying Information About the Manager Resource Collection

Function

Query information about the Manager resource collection of a server.

Permission Required

Query.
Syntax

e Operation Type:

GET

e URL: https://device ip/redfish/v1/Managers

Request Header:

x-auth-token:auth_value

Parameters

Request Message Body: None

For a description of the parameters for querying information about the Manager resource collec-

tion, refer to Table 4-2.

Table 4-2 Parameter Descriptions for Querying Information About the Manager Resource Col-

lection

Parameter Description Value

device_ip IP address for logging in to the device. IPv4 or IPv6 address.

auth_value X-Auth-Token value contained in Request | It can be obtained by creating a session

Header in the GET request for authentica-

tion.

through /redfish/v1/SessionSer-

vice/Sessions.

Usage Guidelines
None

Example

e Request Example:

GET https://device_ip/redfish/v1/Managers
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e Request Header:

x-auth-token:LXIrQPHHOPTz6k4rrPB/UfABUd45p9PFIC8QG2Ip2F0=

e Request Message Body: None

e Response Example:

{
"@odata.context": "/redfish/vl/$metadata#Managercollection.Managercollection",
"@odata.id": "/redfish/vl/mManagers",
"@odata.type": "#ManagercCollection.Managercollection",
"Description": "The collection for Managers",
"Members": [
{
"@odata.id": "/redfish/vl/Managers/1"
}
1:
"Members@odata.count": 1,
"Name": "Manager Collection"
}

e Status Code: 200

Output Description

For a description of the output returned when you query information about the Manager re-

source collection, refer to Table 4-3.

Table 4-3 Output Descriptions for Querying Information About the Manager Resource Collec-

tion
Field Type Description
@odata.context String OData description of the Manager resource collection

model.

@odata.id String Access path of the Manager resource collection node.
@odata.type String Type of Manager resource collection.
Description String Description of the Manager resource collection.
Name String Name of the Manager resource collection.
Members@odata.count Number Number of Manager resource members.
Members Object Manager resource list.
@odata.id String Access path of a single Manager resource node.

Document Serial Number: VT20240304 (R1.3)

50



VANTAGEO Server Redfish Interface Description (BMC V4)

vantageo

4.2 Querying Information About a Specified Manager Resource

Function

Query information about a specified Manager resource of a server.

ii‘ Note

Only the BMC resource information about the server itself can be queried.

Permission Required

Query.

Syntax

e Operation Type: GET

e URL: https://device ip/redfish/vl/Managers/manager id

Request Header:

x-auth-token:auth_value

Parameters

Request Message Body: None

For a description of the parameters for querying information about the specified Manager re-

source, refer to Table 4-4.

Table 4-4 Parameter Descriptions for Querying Information About the Specified Manager Re-

source

Parameter

Description

Value

device_ip

IP address for logging in to the device.

IPv4 or IPv6 address.

manager_id

ID of the Manager resource.

For a rack server, the value is 1 or Self.

auth_value

X-Auth-Token value contained in Request
Header in the GET request for authentica-

tion.

It can be obtained by creating a session
through /redfish/v1/SessionSer-

vice/Sessions.

Usage Guidelines

None

Example

e Request Example:

GET https://device_ip/redfish/v1/Managers/1
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e Request Header:

x-auth-token:LXIrQPHHOPTz6k4rrPB/UfABUd45p9PFIC8QG2Ip2F0=

e Request Message Body: None

e Response Example:

"@odata.context": "/redfish/vl/$metadata#Manager.Manager",
"@odata.id": "/redfish/vl/mManagers/1",
"@odata.type": "#Manager.vl_13_0.Manager",
"Manufacturer": "ASPEED",
"Actions": {
"oem": {
"#Manager.FactoryReset": {
"target": "/redfish/vl/Managers/1/Actions/Manager.FactoryReset",
"FactoryResetType@Redfish.Allowablevalues": [
"ResetAll"

IE
"#Manager.Rol1Back": {
"target": "/redfish/vl/Managers/1l/Actions/Manager.Rol1Back",
"Rol1BackType@Redfish.Allowablevalues": [
"Rol1Back"

IE

"#Manager.Reset": {
"target": "/redfish/vl/Managers/1l/Actions/Manager.Reset",
"ResetType@Redfish.Allowablevalues": [

"ForceRestart"

}’
"#Manager.CaptureScreenshot": {

"target": "/redfish/vl/Managers/1/Actions/Manager.Capturescreenshot"
IE
"#Manager.DownloadSscreenshot": {

"target": "/redfish/vl/Managers/1/Actions/Manager.DownloadScreenshot"
IE
"#Manager.ImportConfiguration": {

"target": "/redfish/vl/Managers/1/Actions/Manager.ImportConfiguration"
IE

"#Manager.ExportConfiguration": {

"target": "/redfish/vl/Managers/1/Actions/Manager.ExportConfiguration"
}’
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"#Manager.Generalbownload": {

"target": "/redfish/vl/Managers/1/Actions/Manager.Generalbownload"

IE

"commandshel1": {
"MaxConcurrentSessions": 36,
"ServiceEnabled": true

IE

"DateTime": "2010-03-24T112:34:27+08:00",

"DateTimeLocaloffset": "+08:00",

"Description": "BMC",

"EthernetInterfaces": {

"@odata.id": "/redfish/vl/Managers/1/EthernetInterfaces"”
IE
"Graphicalconsole": {
"MaxConcurrentSessions": 4,
"ServiceEnabled": true
IE
"Id": "1",
"ManagerType": "BMC",
"Model": "43707000",
"Name": "Manager",
"NetworkProtocol": {
"@odata.id": "/redfish/vl/Managers/1/NetworkProtocol"
IE
"SerialcConsole": {
"MaxConcurrentSessions": 3,

"ServiceEnabled": true

B
"Status": {
"Health": "oK",
"State": "Enabled"
B

"Virtualmedia": {

"@odata.id": "/redfish/vl/Managers/1/virtualMedia"
}’
"Links": {

"ManagerForchassis": [

{
"@odata.id": "/redfish/vl/chassis/1"
}
1:
"ManagerForservers": [
{
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"@odata.id": "/redfish/vl/Systems/1"

}
1:
"ManagerInChassis": [
{
"@odata.id": "/redfish/vl/chassis/1"
}
]

IE
"NtpService": {

"@odata.id": "/redfish/vl/Managers/1/NtpService"
IE
"LogServices": {

"@odata.id": "/redfish/vl/Managers/1l/LogServices"
IE
"Lldpservice": {

"@odata.id": "/redfish/vl/Managers/1/L1dpService"
IE
"syslogservice": {

"@odata.id": "/redfish/vl/Managers/1/SyslogService"
IE
"KvmService": {

"@odata.id": "/redfish/vl/Managers/1/KvmService"
IE
"SnmpService": {

"@odata.id": "/redfish/vl/Managers/1l/SnmpService"
IE
"Firmwareversion": "04.22.01.01",
"UuID": "30e72400-0000-1000-0000-000000000000",
"ServiceEntryPointUUID": "30e72400-0000-1000-0000-000000000000",

"oem": {
"NAT": {
"@odata.id":"/redfish/vl/Managers/1/NAT"
IE
"Public":{

"FirmwareversionDate": "May 09 2024",
"IfMatchEnabled": false,
"UsSBOInterfaceEnabled": false,
"ISDTService": {

"@odata.id": "/redfish/vl/Managers/1/ISDTService"
IE
"DnsService": {

"@odata.id": "/redfish/vl/Managers/1/DnsService"

}’
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"Firewallservice":{

"@odata.id": "/redfish/vl/Managers/1l/SecurityService"

}

e Status Code: 200
Output Description

For a description of the output returned when you query information about the specified Manag-

er resource, refer to Table 4-5.

Table 4-5 Output Descriptions for Querying Information About the Specified Manager Re-

source

Field Type Description

@odata.context String OData description of the specified Manager resource
collection model.

@odata.id String Access path of the specified Manager resource node.

@odata.type String Type of the specified Manager resource.

Id String ID of the Manager resource.

Name String Name of the Manager resource.

ManagerType String Type of Manager resource.

FirmwareVersion String Firmware version of the Manager resource.

uuiD String UUID of the Manager resource.

ServiceEntryPointUUID String UUID of the service entry point of the Manager re-
source.

Model String Model of the Manager resource.

DateTime String System time of the Manager resource.

DateTimeLocalOffset String Time zone of the Manager resource, in time zone for-
mat, for example, +08:00, or time zone/region format,
for example, Asia/Shanghai or America/New_York.

Description String Description of the Manager resource.

NetworkProtocol Object Access path of the network protocol supported by the
specified Manager resource.

Ethernetinterfaces Object Access path of the Ethernet interface information
about the specified Manager resource.
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Field Type Description

NtpService Object Access path of the NTP service of the specified Man-
ager resource.

SyslogService Object Access path of the Syslog service of the specified
Manager resource.

KvmService Object Access path of the KVM service of the specified Man-
ager resource.

SnmpService Object Access path of the SNMP service of the specified
Manager resource.

LldpService Object Access path of the LIDP service of the specified Man-
ager resource.

LogServices Object Log service access path of the specified Manager re-
source.

VirtualMedia Object Access path of the virtual media service of the speci-
fied Manager resource.

Links Object Links to the related resources.

Actions Object Available actions for the specified Manager resource.

RollBackType@Redfish.Allow- | Array OS operations allowed through the Redfish interface,

ableValues including: RollBack

#Manager.FactoryReset.target | String Resets factory settings.

#Manager.RollBack.target Object Switches BMC versions.

#Manager.Reset.target String Access path of BMC restart.

ResetType@Redfish.Allowabl- | Array BMC restart operations allowed by the Redfish, in-

eValues cluding: ForceRestart.

#Manager.Cap- String Access path for manual screenshot resources.

tureScreenShot.target

#Manager.Download- String Access path for downloading screenshots.

ScreenShot.target

#Manager.ImportConfigura- String Imports configurations.

tion.target

#Manager.ExportConfigura- String Exports configurations.

tion.target

#Manager.GeneralDown- String Access path for the general download interface.

load.target

CommandShell Object Command shell properties.
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Field Type Description

GraphicalConsole Object GUI console properties.

Manufacturer String BMC chip manufacturer.

MaxConcurrentSessions Number Maximum number of concurrent sessions.

ServiceEnabled Boolean Whether the service is enabled.

SerialConsole Object Serial console properties.

Links.ManagerForChassis Array Array of references to the chassis that this manager
has control over.

Links.ManagerForServers Array Links to servers.

Links.ManagerinChassis Array Reference to the chassis that this manager is located
in.

Oem.Public.FirmwareVersion- String BMC firmware version date.

Date

Oem.Public.IfMatchEnabled Boolean Whether the match operation is enabled:
® true: yes.
e false: no.

Oem.Public.USBOInterfaceEn- | Boolean Whether the virtual network interface named usb0 is

abled enabled:
® true: yes.
e false: no.

Oem.Public.ISDTService Object Access path of the ISDT service of the specified Man-
ager resource.

Oem.Public.DnsService Object Access path of the specified DNS service.

Oem.Public.FirewallService Object Access path of the firewall service of the specified
Manager resource.

Oem.NAT Object Access path of the NAT resource.

4.3 Modifying Information About a Specified Manager Resource

Function

Modify information about a specified Manager resource of a server.

Permission Required

Basic management.
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Syntax

e Operation Type: PATCH
e URL: https://device ip/redfish/vl/Managers/manager id

e Request Header:

x-auth-token:auth_value
Content-Type:header_type

o Request Message Body:

"DateTimeLocaloffset": datetimelocaloffset_value

Parameters

For a description of the parameters for querying information about the Syslog configuration, re-

fer to Table 4-6.

Table 4-6 Parameter Descriptions for Querying Information About the Syslog Configuration

Header in the PATCH request for authenti-
cation.

Parameter Description Value

device_ip IP address for logging in to the device. IPv4 or IPv6 address.

manager_id ID of the Manager resource. For a rack server, the value is 1 or Self.
auth_value X-Auth-Token value contained in Request | It can be obtained by creating a session

through /redfish/v1/SessionSer-

vice/Sessions.

header_type

Format of the request message.

application/json

datetimelocaloff-

set_value

Time zone of the Manager resource.

Format:

® GMTH+ time zone, for example, GMT
+09 :00.

® Time zone string, for example, Asia/
Shanghai.

Usage Guidelines

None

Example

e Request Example:

PATCH https://device_ip/redfish/v1/Managers/1

e Request Header:
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X-Auth-Token:LXIrQPHHOPTz6k4rrPB/UfABUd45p9PFIC8QG2Ip2F0=
Content-Type:application/json

o Request Message Body:

}

"DateTimeLocaloffset": "Asia/Shanghai"

e Response Example: None

e Response Code: 204

Output Description

None

4.4 Querying Information About the Syslog Configuration

Function

Query information about the Syslog configuration.

Permission Required

Query.

Syntax

e Operation Type: GET

e URL: https://device ip/redfish/vl/Managers/manager id/SyslogService

Request Header:

x-auth-token:auth_value

Parameters

Request Message Body: None

For a description of the parameters for querying information about the Syslog configuration, re-

fer to Table 4-7.

Table 4-7 Parameter Descriptions for Querying Information About the Syslog Configuration

Parameter

Description

Value

device_ip

IP address for logging in to the device.

IPv4 or IPv6 address.

manager_id

ID of the Manager resource.

For a rack server, the value 1 or Self.

auth_value

X-Auth-Token value contained in Request
Header in the GET request for authentica-

tion.

It can be obtained by creating a session
through /redfish/v1/SessionSer-

vice/Sessions.
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Usage Guidelines
None
Example

e Request Example:

GET https://device_ip/redfish/v1/Managers/1/SyslogService

e Request Header:

x-auth-token:LXIrQPHHOPTz6k4rrPB/UfABUd45p9PFIC8QG2Ip2F0=

e Request Message Body: None

e Response Example:

"@odata.context": "/redfish/vl/$metadata#SyslogService.SyslogService",
"@odata.id": "/redfish/vl/Managers/self/syslogService",
"@odata.type": "#SyslogService.vl_2_0.SyslogService",
"Actions": {
"#syslogService.SubmitTestEvent": {
"target":
"/redfish/vl/Managers/self/syslogService/Actions/

SyslogService.SubmitTestEvent"

}
IE
"1d": "SyslogService",
"Name": "SyslogService",
"ServerIdentitySource": "BoardsSN",

"ServiceEnabled": true,
"TransmissionProtocol": "TLS",
"AuthenticateMode": "Twoway",
"syslogservers": [
{
"Address": "192.168.1.6",
"Enabled": false,
"LogType": [
"SecurityLog",
"OperationLog",
"EventLog"
1:
"Memberzd": "0",
"port": 111
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"Address": "192.168.1.5",
"Enabled": false,
"LogType": [
"EventLog"

1:
"Memberzd": "1",
"Port": 222

IE

{
"Address": "",
"Enabled": false,
"LogType": [1,
"Memberzd": "2",
"Port": 514

IE

{
"Address": "",
"Enabled": false,
"LogType": [1,
"Memberzd": "3",
"Port": 514

}

]
}

e Status Code: 200
Output Description

For a description of the output returned when you query information about the Syslog configura-

tion, refer to Table 4-8.

Table 4-8 Output Descriptions for Querying Information About the Syslog Configuration

Field Type Description
@odata.context String OData description of the Syslog resource model.
@odata.id String Access path of the Syslog resource.
@odata.type String Type of Syslog resource.
Id String ID of the Syslog resource.
Name String Name of the Syslog resource.
ServiceEnabled Boolean Syslog service enabled.
ServerldentitySource String Host ID:
® Board serial number: BoardSN
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Field Type Description
® Asset tag: ProductAssetTag
® Host name: HostName
TransmissionProtocol String Transmission protocol.
e UDP
e TCP
e TLS
AuthenticateMode Character string Authentication mode:
® OneWay: unidirectional authentication.
® TwoWay: bidirectional authentication.
SyslogServers Object Syslog servers.
Memberld String Member ID:
® "0
° “
o “
° “3
Enabled Boolean Channel enabled:
® true
e false
Address String Server address.
Port Number Server port number.
LogType Array. Log type:
® OperationLog
® SecurityLog
® EventLog
#SyslogService.Sub- Character string Access path for submitting test event resources.
mitTestEvent.target

4.5 Configuring Information About the Syslog Server

Function

Configure information about the Syslog server.

Permission Required
Query.
Syntax

e Operation Type: PATCH
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e URL: https://device ip/redfish/vl/Managers/manager id/SyslogService

e Request Header:

x-auth-token:auth_value
Content-Type:header_type
o Request Message Body:
{
"ServerIdentitySource": ServerIdentitySource,
"TransmissionProtocol": TransmissionProtocol,
"AuthenticateMode": AuthenticateMode_value,
"ServiceEnabled": ServiceEnabled_value,
"SyslogServers": [
{
"Address": add_value,
"Enabled": enabled_value,
"LogType": Togtype_value,
"Port": port_value,
"MemberId": memberid_value
IE
{
"Address": add_value,
"Enabled": enabled_value,
"LogType": Togtype_value,
"pPort": port_value,
"MemberId": memberid_value
}
]
}
Parameters

For parameter description of configuring the Syslog server information, refer to Table 4-9.

Table 4-9 Parameter Description of Configuring the Syslog Server Information

quest Header in the PATCH request

for authentication.

Parameter Description Value
device_ip IP address for logging in to the de- IPv4 or IPv6 address.
vice.
manager_id ID of the Manager resource. For a rack server, the value is 1 or Self.
auth_value X-Auth-Token value contained in Re- | It can be obtained by creating a session

through /redfish/v1/SessionSer-

vice/Sessions.

header_type Format of the request message.

application/json
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Parameter

Description

Value

ServerldentitySource

Host ID.

Host ID:

® Board serial number: BoardSN

® Asset tag: ProductAssetTag

® Host name: HostName

Value descriptions:

® When ServiceEnabled is set to true,
there must be a value.

® When ServiceEnabled is set to false,
no verification is performed.

e ServerldentitySource must be set to-
gether with ServiceEnabled and Trans-
missionProtocol.

TransmissionProtocol

Transmission protocol.

Transmission protocol:

e UDP

e TCP

e TLS

Value descriptions:

® When ServiceEnabled is set to true,
there must be a value.

® When ServiceEnabled is set to false,
no verification is performed.

e ServerldentitySource must be set to-
gether with ServiceEnabled and Trans-
missionProtocol.

AuthenticateMode

Authentication mode

Authentication mode:

® OneWay: unidirectional authentication.
e TwoWay: bidirectional authentication.
This parameter is required only when
TransmissionProtocol is set to TLS.

ServiceEnabled

Whether the Syslog service is en-
abled.

Whether the Syslog service is enabled:

® true: enabled

e false: disabled

Value descriptions:

o If ServiceEnabled is set to true,
ServerldentitySource and Transmis-
sionProtocol must also be set.

o If ServiceEnabled is set to false, this
parameter can be set independently.
The original settings of Serverldenti-
tySource and TransmissionProtocol
are retained.

Document Serial Number: VT20240304 (R1.3)

64




VANTAGEO Server Redfish Interface Description (BMC V4)

vantageo

Parameter Description

Value

enabled_value

Whether the channel is enabled.

Whether the channel is enabled:
® frue
® false

add_value Server address format.

Server address format:

® |P address.

® FQDN format.

When enabled_value of a channel is set
to true in SyslogServers, add_value of the

corresponding channel must be unique.

port_value Server port number.

Server port number, range: 1-65535.

logtype_value Log type.

Log type:

® OperationLog
® SecurityLog
® EventLog

memberid_value Serial number of the server.

Serial number of the server, optional,
string type. This parameter is required for
all servers.

Range: 0-3.

Usage Guidelines
None
Example

e Request Example:

PATCH https://device_ip/redfish/v1/Managers/1/SyslogService

e Request Header:

Content-Type:application/json

x-auth-token:LXIrQPHHOPTz6k4rrPB/UfABUd45p9PFIC8QG2Ip2F0=

e Request Message Body:

Configuration without Memberld:

"ServerIdentitySource": "ProductAssetTag",
"TransmissionProtocol": "UDP",
"ServiceEnabled": true,

"syslogservers": [

{

"Address": "ABCD:9A8C:39A0:FE80:02D0:BCFF:FEA6:6C01",

Document Serial Number: VT20240304 (R1.3)

65




VANTAGEO Server Redfish Interface Description (BMC V4)

vantageo

"Enabled": false,
"LogType": ["EventLog","OperationLog","SecurityLog"],
"Port": 1

IE

{
"Address": "2020::12a",
"Enabled": false,
"LogType": ["EventLog","SecurityLog","OperationLog"],
"Port": 65535

IE

{
"Address": "ABCD:9A8C:39A0: : FE80:02D0",
"Enabled": false,
"LogType": ["EventLog","OperationLog","SecurityLog"],
"Port":1

IE

{
"Address": "192.168.1.5",
"Enabled": true,
"LogType": ["SecurityLog"],
"Port": 444

}

]
}

Configuration with Memberld:

"ServerIdentitySource": "HostName",

"TransmissionProtocol": "TCP",

"ServiceEnabled": true,

"syslogservers": [

{

"Address" :"ABCD:9A8C:39A0: FE80:02D0:BCFF: FEA6:6C01",
"Enabled":true,
"LogType":["EventLog","OperationLog","SecurityLog"],
"Port":1,
"MemberId":"2"

"Address":"2020::12a",
"Enabled":false,
"LogType":["EventLog","
"Port":65535,

"Memberzd":"3"

SecurityLog", "oOperationLog"],
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"Address":"test.test.test.test",

"Enabled":false,
"LogType":["EventLog","OperationLog","SecurityLog"],
"Port":698,

"Memberzd":"1"

"Address":"192.168.1.5",
"Enabled":true,
"LogType":["SecurityLog"],
"Port":444,

"MemberId":"0"

Configure the Syslog function separately:

{
"ServerIdentitySource": "ProductAssetTag",
"TransmissionProtocol": "UDP",
"ServiceEnabled": true

I

Configure the Syslog Server separately:

{
"syslogservers": [

{
"Address": "ABCD:9A8C:39A0:FE80:02D0:BCFF:FEA6:6C01",
"Enabled": false,
"LogType": ["EventLog","OperationLog","Securit yLog"],
"Port": 1

Fo 4
"Address": "2020::12a",
"Enabled": false,
"LogType": ["EventLog","SecurityLog","OperationLog"],
"Port": 65535

Fo 4
"Address": "ABCD:9A8C:39A0: : FE80:02D0",
"Enabled": false,
"LogType": ["EventLog","OperationLog","SecurityLog"],
"Port": 1

Fo 4

"Address": "10.228.34.156",

"Enabled": true,
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"LogType": ["SecurityLog"],
"Port": 444

Configure the Syslog server separately, with Memberld:

{
"syslogservers": [
{
"Address" :"ABCD:9A8C:39A0: FE80:02D0:BCFF: FEA6:6C01",
"Enabled":true,
"LogType":["EventLog","OperationLog","SecurityLog"],
"Port":1,
"MemberId":"2"
Fo 4
"Address":"2020::12a",
"Enabled":false,
"LogType":["EventLog","SecurityLog", "OperationLog"],
"Port":65535,
"MemberId":"3"
i
"Address":"test.test.test.test",
"Enabled":false,
"LogType":["EventLog","OperationLog","SecurityLog"],
"Port":698,
"MemberId":"1"
Fo
"Address":"192.168.1.5",
"Enabled":true,
"LogType":["SecurityLog"],
"Port":444,
"MemberId":"0"
}
]
}
Use Memberld to configure a separate server (for example, the second server).
{
"syslogservers": [
{
"Address":"test.test.test.test",
"Enabled":false,
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"LogType":["EventLog","OperationLog","SecurityLog"],
"Port":698,
"Memberzd":"1"

}

e Response Example: None
e Status Code: 200

Output Description

None

4.6 Submitting a Syslog Test Log
Function
Submit a Syslog test log.
Permission Required
Diagnosis.
Syntax

e Operation Type: POST
e URL:https://device ip/redfish/v1/Managers/manager id/SyslogSer-
vice/Actions/SyslogService.SubmitTestEvent

e Request Header:

x-auth-token:auth_value
Content-Type:header_type

o Request Message Body:

{
}

Parameters
None
Usage Guidelines

None
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Example

e Request Example:

POST https://device_ip/redfish/v1/Managers/1/SyslogService/Actions/SyslogService.Subm itTestEvent

e Request Header:

x-auth-token:LXIrQPHHOPTz6k4rrPB/UfABUd45p9PFIC8QG2Ip2F0=
Content-Type:application/json

o Request Message Body:

{
}

e Response Example: None
e Status Code: 204

Output Description

None

4.7 Querying Information About the NtpService Configuration Re-
source

Function

Query information about the NtpService configuration resource.

Permission Required

Query.

Syntax

e Operation Type: GET
e URL: https://device ip/redfish/vl/Managers/manager id/NtpService
e Request Header:

x-auth-token:auth_value

e Request Message Body: None
Parameters

For a description of the parameters for querying information about the NtpService configuration
resource, refer to Table 4-10.
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Table 4-10 Parameter Descriptions for Querying Information About the NtpService Configura-

tion Resource

Parameter Description Value

device_ip IP address for logging in to the device. IPv4 or IPv6 address.

manager_id ID of the Manager resource. For a rack server, the value is 1 or Self.

auth_value X-Auth-Token value contained in Request | It can be obtained by creating a session
Header in the GET request for authentica- | through /redfish/v1/SessionSer-
tion. vice/Sessions.

Usage Guidelines

None

Example

e Request Example:

GET https://device_ip/redfish/v1/Managers/1/NtpService

e Request Header:

x-auth-token:LXIrQPHHOPTz6k4rrPB/UfABUd45p9PFIC8QG2Ip2F0=

e Request Message Body: None

e Response Example:

3

"@odata.context": "/redfish/vl/$metadata#NtpService.NtpService",
"@odata.id": "/redfish/vl/mManagers/self/NtpService",
"@odata.type": "#NtpService.vl_2_0.NtpService",
"AlternateNtpServer": "",
"currentPollingInterval": 65,

"Description": "NtpService",

"ExtraNtpServer": "time.nist.gov",
"MaxPollingInterval”: 65535,
"MinPollingInterval": 60,

"PreferredNtpServer": "pool.ntp.org",
"ServerAuthenticationEnabled": false,
"ServiceEnabled": false,

"NtpSynResult": "successful"

e Status Code: 200
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Output Description

For a description of the output returned when you query information about the NtpService re-

source, refer to Table 4-11.

Table 4-11 Output Descriptions for Querying Information About the NtpService Configuration

Resource
Field Type Description
@odata.context String OData description of the NTP resource model.
@odata.id String Access path of the NTP resource.
@odata.type String Type of NTP resource.
ServiceEnabled Boolean NTP enabled.
AlternateNtpServer String Alternate NTP server address.
CurrentPollingInterval Number Current synchronization interval. Range: Min-
Pollinginterval through MaxPollinginterval.
Description String Description of the NTP resource.
ExtraNtpServer String Address of the extra NTP server.
MaxPollinglnterval Number Maximum synchronization interval.
MinPollinglnterval Number Minimum synchronization interval.
PreferredNtpServer String Address of the preferred NTP server.
ServerAuthenticationEnabled Boolean Whether server authentication is enabled.
ServiceEnabled Boolean Whether the NTP service is enabled:
® frue
e false
NtpSynResult Character string NTP synchronization result:

® successful

fail

NULL: The configuration file is null.
mode is not NTP: non-NTP mode.

ure.

get NTP result fail: configuration file reading fail-

4.8 Modifying Properties of the NTP Resource

Function

Modify properties of the NTP resource.
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Permission Required

Basic management.

Syntax
e Operation Type: PATCH
e URL: https://device ip/redfish/vl/Managers/manager id/NtpService
e Request Header:
x-auth-token:auth_value
Content-Type:header_type
o Request Message Body:
{
"ServiceEnabled": ServiceEnabled,
"AlternateNtpServer": AlternateNtpServer,
"PreferredNtpServer": PreferredNtpServer,
"ExtraNtpServer": ExtraNtpServer,
"currentPollingInterval": Currentvalue,
"NtpAddressorigin": "static"
I
Parameters

For a description of the parameters for modifying properties of the NTP resource, refer to Table
4-12.

Table 4-12 Parameter Descriptions for Modifying Properties of the NTP Resource

Parameter Description Value
device_ip IP address for logging in to the de- IPv4 or IPv6 address.
vice.
manager_id ID of the Manager resource. For a rack server, the value is 1 or Self.
auth_value X-Auth-Token value contained in Re- | It can be obtained by creating a session

quest Header in the PATCH request | through /redfish/v1/SessionSer-

for authentication. vice/Sessions.
header_type Format of the request message. application/json
ServiceEnabled Boolean Whether the NTP service is enabled:
® true

e false: If this parameter is set to false
, the request body cannot carry oth-
er parameters. If another parameter is
carried, an error is reported, indicating
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Parameter Description Value
that the ServiceEnabled value is incor-
rect.
AlternateNtpServer String Alternate NTP server address.
PreferredNtpServer String Preferred NTP server address.
ExtraNtpServer String Address of the extra NTP server.
CurrentPollingInterval Number Current polling interval. Range: Min-

PollingInterval through MaxPollingInterval.

NtpAddressOrigin

Address mode.

Address mode:

® static

® |Pv4: not supported in this version.IPv6
: not supported in this version.

Usage Guidelines

None

Example

e Request Example:

PATCH https://device_ip/redfish/v1/Managers/1/NtpService

Request Header:

x-auth-token:LXIrQPHHOPTz6k4rrPB/UfABUd45p9PFIC8QG2Ip2F0=
Content-Type:application/json

Request Message Body:

"ServiceEnabled":true,
"NtpAddressorigin":"static",
"PreferredNtpServer": "pool.ntp.org",
"ExtraNtpServer":"time.nist.gov",
"CcurrentPollingInterval": 65

}

e Response Example: None

e Status Code: 204

Output Description

None
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4.9 Querying Information About the BMC Service

Function

Query the status and port information supported by the current BMC of a server.

Permission Required

Query.

Syntax

e Operation Type: GET

e URL:https://device ip/redfish/v1/Managers/manager id/NetworkProto-

col

e Request Header:

x-auth-token:auth_value

e Request Message Body: None

Parameters

For a description of the parameters for querying information about the BMC service, refer to Ta-

ble 4-13.

Table 4-13 Parameter Descriptions for Querying Information About the BMC Service

Parameter

Description

Value

device_ip

IP address for logging in to the device.

IPv4 or IPv6 address.

manager_id

ID of the Manager resource.

For a rack server, the value is 1 or Self.

auth_value

X-Auth-Token value contained in Request
Header in the GET request for authentica-

tion.

It can be obtained by creating a session
through /redfish/v1/SessionSer-

vice/Sessions.

Usage Guidelines

None

Example

e Request Example:

GET https://device_ip/redfish/v1/Managers/1/NetworkProtocol

e Request Header:

x-auth-token:LXIrQPHHOPTz6k4rrPB/UfABUd45p9PFIC8QG2Ip2F0=

e Request Message Body: None

Document Serial Number: VT20240304 (R1.3)

75




VANTAGEO Server Redfish Interface Description (BMC V4)

vantageo

e Response Example:

"@odata.context":

"/redfish/vl/$metadata#mManagerNetworkProtocol.ManagerNetworkProtocol",
"@odata.id": "/redfish/vl/mManagers/1l/NetworkProtocol",
"@odata.type": "#ManagerNetworkProtocol.vl_6_0.ManagerNetworkProtocol"

"Description": "Network Protocol Details",

"HTTPS": {

"ProtocolEnabled": true,

"Port": 443
i
"HostName": "iSAC26C4F96B1676",
"IpMI": {

"Port": 623,

"ProtocolEnabled": true
IE
"Id": "NetworkProtocol",
"KVMIP": {
"ProtocolEnabled": true,
"Port": 7578
IE
"Name": "Manager Network Protocol",
"oem": {
"Public": {
"HTTPS": {
"Timeout": 30
IE
"KVMIP": {
"Timeout": 30
IE
"VirtualMedia-cD": {
"ProtocolEnabled": true,
"Port": 5124,
"Instance": 1
IE
"VirtualMedia-HD": {
"ProtocolEnabled": false,
"pPort": 5127,
"Instance": 0
}
"WNC": {
"pPort": 5900,

"ProtocolEnabled": true,
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"SecurepPort": 5901

IE
"SssppP": {
"NotifyEnabled": true
}
}
IE
"SNMP": {
"ProtocolEnabled": true,
"Port": 161
IE
"SSH": {
"ProtocolEnabled": true,
"Port": 22
IE

"Virtualmedia": {

"ProtocolEnabled": true

IE

"SsppP": {
"ProtocolEnabled": true,
"Port": 1900,
"NotifyMulticastIntervalSeconds": 600,
"NotifyIPv6Scope": "Site"

}

3
e Status Code: 200

Output Description

For a description of the output returned when you query information about the BMC service, re-
fer to Table 4-14.

Table 4-14 Output Descriptions for Querying Information About the BMC Service

Field Type Description

@odata.context String OData description of the BMC
service resource collection
model.

@odata.id String Access path of the BMC ser-

vice resource collection.

@odata.type String Type of BMC service resource
collection.

Description String Description of the BMC re-
source.
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Field Type Description

HTTPS.Port Number HTTPS service port number
(secure port number of the

Web service).

HTTPS.ProtocolEnabled Boolean Whether the HTTPS service is
enabled.

HostName String BMC host name.

IPMI.Port Number IPMI service port number.

IPMI.ProtocolEnabled Boolean Whether the IPMI service is en-
abled.

Id String ID of the network protocol re-
source.

KVMIP.Port Number KVMIP service port number.

KVMIP.ProtocolEnabled Boolean KVMIP service enabling status:
true/false

Name String Name of the service resource
collection.

Oem.Public. HTTPS.Timeout Number HTTPS service timeout period.

Unit: seconds.

Oem.Public. KVMIP.Timeout Number KVMIP service timeout period.

Unit: seconds.

Oem.Public.VirtualMedia-CD.ProtocolEnabled Boolean Whether the virtual media CD
service is enabled.

Oem.Public.VirtualMedia-CD.Port Number Port number of the virtual me-

dia CD service.

Oem.Public.VirtualMedia-CD.Instance Number Number of virtual media CD in-
stances.
Oem.Public.VirtualMedia-HD.ProtocolEnabled Boolean Whether the virtual media HD

service is enabled.

Oem.Public.VirtualMedia-HD.Port Number Port number of the virtual me-

dia HD service.

Oem.Public.VirtualMedia-HD.Instance Number Number of virtual media HD in-
stances.
Oem.Public.SSDP.NotifyEnabled Boolean Whether SSDP NOTIFY mes-

sages are multicast.
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Field Type Description

Oem.Public.VNC.ProtocolEnabled Boolean Whether the VNC service is en-
abled.

Oem.Public.VNC.Port Number Port number of the VNC ser-
vice.

Oem.Public.VNC.SecurePort Number Secure port of the VNC ser-
vice.

SNMP.Port Number Port number of the SNMP ser-
vice.

SNMP.ProtocolEnabled Boolean Whether the SNMP service is
enabled.

SSH.Port Number Port number of the SSH ser-
vice.

SSH.ProtocolEnabled Boolean Whether the DNS service is en-
abled.

VirtualMedia.ProtocolEnabled Boolean Whether the virtual media ser-

vice is enabled.

SSDP.Port Number Port number of the SSDP ser-
vice.

SSDP.ProtocolEnabled Boolean Whether the SSDP service is
enabled.

SSDP.NotifyMulticastintervalSeconds Number Time interval between trans-

missions of the multicast SSDP
NOTIFY message.

SSDP.NotifylPv6Scope String IPv6 scope for multicast SSDP

NOTIFY messages.

e Link: SSDP Notify mes-
sages are sent to address-
es in the IPv6 local link
scope.

e Site: SSDP Notify mes-
sages are sent to address-
es in the IPv6 local site
scope.

® Organization: SSDP Noti-
fy messages are sent to ad-
dresses in the IPv6 local or-

ganization scope.
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4.10 Modifying Information About a Specified BMC Service

Function

Modify the information about a specified BMC service of a server.
Permission Required

Security management

Syntax

e Operation Type: PATCH

e URL:https://device ip/redfish/v1/Managers/manager id/NetworkProto-

col

e Request Header:

x-auth-token:auth_value
Content-Type:header_type

o Request Message Body:

"Service_type":{
"ProtocolEnabled":protocolenabled_value,
"Port":port_value,
"NotifyMulticastIntervalSeconds": time_value,
"NotifyIPv6Scope": scope_value
i
"oem": {
"Public":
{
"OEMServerType": {
"Port": oem_port_value,
"ProtocolEnabled": oem_protocolEnabled_value,
"Timeout": oem_timeout_value,
"NotifyEnabled": oem_notify_enabled_value,
"SecurePort": oem_secure_port_value,

"Password": oem_password_value
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Parameters

For a description of the parameters for modifying information about the specified BMC service,

refer to Table 4-15.

Table 4-15 Parameter Descriptions for Modifying Information About the Specified BMC Ser-

vice
Parameter Description Value
device_ip IP address for logging in to the device. IPv4 or IPv6 address.
manager_id ID of the Manager resource. For a rack server, the value is 1 or Self.
auth_value X-Auth-Token value contained in Request | It can be obtained by creating a session

Header in the GET request for authentica-
tion.

through /redfish/v1/SessionSer-

vice/Sessions.

header_type

Format of the request message.

application/json

Service_type

Specified BMC services of the server.

HTTPS
KVMIP
VirtualMedia
SSH

SNMP
SSDP

Service_type.proto-

colenabled_value

Whether the service is enabled.

Boolean:

® frue

e false

The service cannot be enabled when Ser-
vice_type is set to HTTPS.

When Service_type is set to VirtualMe-
dia, the enabling status can be modified,
and the modification affects the VirtualMe-
dia-CD and VirtualMedia-HD parameters.

Ser-
vice_type.port_val-

ue

Modifies the server port number.

Integer type: 1-65535.
This parameter is not supported when
Service_type is set to VirtualMedia.

Ser-
vice_type.time_val-

ue

Time interval between transmissions of
the multicast SSDP NOTIFY message (for
SSDP only).

Integer type, unit: seconds, range: 0—
1800.

Service_type.s-

cope_value

IPv6 scope for multicast SSDP NOTIFY
messages (for SSDP only).

e Link: SSDP Notify messages are sent
to addresses in the IPv6 local link

scope.
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Parameter Description Value

o Site: SSDP Notify messages are sent
to addresses in the IPv6 local site
scope.

o Organization: SSDP Notify messages
are sent to addresses in the IPv6 local
organization scope.

Oem.Pub- OEM service type to be set. Modifiable service type:
lic. OEMServerType ® VirtualMedia-CD

e VirtualMedia-HD

® HTTPS

e KVMIP

e VNC

Oem.Pub- OEM service port. Number, range: 1-65535.
lic. OEMServer-

Type.oem_port_val-

ue

Oem.Pub- Whether to enable the OEM service. Boolean type:

lic. OEMServer- ® true

Type.oem_proto- e false

colEnabled_value

Oem.Pub- Service timeout period. Only the HTTPS Number type, unit: minutes, range: 1-60.
lic. OEMServer- and KVMIP services support this parame-

Type.oem_time- ter.

out_value

Oem.Pub- Whether SSDP NOTIFY messages are Boolean type:

lic. OEMServer- multicast. (Only the SSDP function sup- ® true

Type.oem_noti- ports this parameter.) e false

fy_enabled_value

Oem.Pub-

lic. OEMServer-
Type.oem_se-
cure_port_value

Secure port, which is supported by the

VNC service only.

Number, range: 1-65535.

Oem.Pub-
lic. OEMServer-
Type.oem_pass-

word_value

VNC password, which is supported by the

VNC service only.

Type: string.

Usage Guidelines

None
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Example

e Request Example:

PATCH https://device_ip/redfish/v1/Managers/1/NetworkProtocol

e Request Header:

x-auth-token:LXIrQPHHOPTz6k4rrPB/UfABUd45p9PFIC8QG2Ip2F0=
Content-Type:application/json

o Request Message Body:

{
"HTTPS": {
"Port": 443
IE
"KVMIP": {

"ProtocolEnabled": true,
"Port": 7578
IE
"SsppP": {
"ProtocolEnabled": true,
"Port": 1900,
"NotifyMulticastIntervalSeconds": 600,
"NotifyIPv6Scope": "Site"
IE
"oem": {
"Public":{
"HTTPS": {

"Timeout": 30

IE

"KVMIP": {
"Timeout": 30

IE

"VirtualMedia-cD": {
"Port": 5123,
"ProtocolEnabled": true

IE

"WNC": {
"pPort": 5900,
"ProtocolEnabled": true,
"SecurepPort": 5901,
"Password": "123456"

IE

"SSDP": {
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"NotifyEnabled": true

}

e Response Example:

"@odata.context":
"/redfish/vl/$metadata#mManagerNetworkProtocol.ManagerNetworkProtocol",
"@odata.id": "/redfish/vl/mManagers/1l/NetworkProtocol",

"@odata.type": "#ManagerNetworkProtocol.vl_6_0.ManagerNetworkProtocol",
"Description": "Network Protocol Details",

"1d": "NetworkProtocol",

"Name": "Manager Network Protocol",

"HostName": "iSAC26C4F96B1676",

"HTTPS": {

"ProtocolEnabled": true,

"Port": 443
IE
"KVMIP": {
"ProtocolEnabled": true,
"Port": 7578
IE
"oem": {
"Public": {
"HTTPS": {

"Timeout": 30

IE

"KVMIP": {
"Timeout": 30

IE

"VirtualMedia-cD": {
"ProtocolEnabled": true,
"pPort": 5120,
"Instance": 1

IE

"VirtualMedia-HD": {
"ProtocolEnabled": false,
"Port": 5123,
"Instance": 0

IE

"WNC": {
"pPort": 5900,
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}

true,

"ProtocolEnabled":
"SecurePort":
IE
"SssppP": {
"NotifyEnabled": true
}
}
IE
"SSH": {
"ProtocolEnabled": true,
"Port": 22
IE
"SNMP": {
"ProtocolEnabled": true,
"Port": 161
IE
"IPMI": {
"Port": 623,
"ProtocolEnabled": true
IE
"Virtualmedia": {
"ProtocolEnabled": true
IE
"SssppP": {
"ProtocolEnabled": true,
"Port": 1900,
"NotifyMulticastIntervalSeconds
"NotifyIPv6Scope": "Site"
}

": 600,

e Status Code: 200

Output Description

For a description of the output returned when you modify information about the specified BMC

service, refer to Table 4-16.

Table 4-16 Output Descriptions for Modifying Information About the Specified BMC Service

Field Type Description

@odata.context String OData description of the BMC
service resource collection
model.

@odata.id String Access path of the BMC ser-

vice resource collection.
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Field Type Description

@odata.type String Type of BMC service resource
collection.

Description String Description of the BMC re-
source.

HTTPS.Port Number HTTPS service port (secure

port of the Web service).

HTTPS.ProtocolEnabled Boolean Whether the HTTPS service is
enabled.

HostName String BMC hostname.

IPMI.Port Number Port number of the IPMI ser-
vice.

IPMI.ProtocolEnabled Boolean Whether the IPMI service is en-
abled.

Id String BMC network protocol resource
ID.

KVMIP.Port Number Port number of the KVMIP ser-
vice.

KVMIP.ProtocolEnabled Boolean Whether the KVMIP service is
enabled.

Name String BMC network protocol resource
name.

Oem.Public. HTTPS.Timeout Number Timeout period of the HTTPS

service, unit: minutes.

Oem.Public. KVMIP.Timeout Number Timeout period of the KVMIP

service, unit: minutes.

Oem.Public.VirtualMedia-CD.ProtocolEnabled Boolean Whether the virtual media CD
service is enabled.

Oem.Public.VirtualMedia-CD.Port Number Port number of the virtual me-

dia CD service.

Oem.Public.VirtualMedia-CD.Instance Number Number of virtual media CD in-
stances.
Oem.Public.VirtualMedia-HD.ProtocolEnabled Boolean Whether the virtual media HD

service is enabled.

Oem.Public.VirtualMedia-HD.Port Number Port number of the virtual me-

dia HD service.
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Field Type Description

Oem.Public.VirtualMedia-HD.Instance Number Number of virtual media HD in-
stances.

Oem.Public.SSDP.NotifyEnabled Boolean Whether SSDP NOTIFY mes-

sages are multicast.

Oem.Public.VNC.ProtocolEnabled Boolean Whether the VNC service is en-
abled.

Oem.Public.VNC.Port Number Port number of the VNC ser-
vice.

Oem.Public.VNC.SecurePort Number Secure port of the VNC ser-
vice.

SNMP.Port Number Port number of the SNMP ser-
vice.

SNMP.ProtocolEnabled Boolean Whether the SNMP service is
enabled.

SSH.Port Number Port number of the SSH ser-
vice.

SSH.ProtocolEnabled Boolean Whether the SSH service is en-
abled.

VirtualMedia.ProtocolEnabled Boolean Whether the virtual media ser-

vice is enabled.

SSDP.Port Number Port number of the SSDP ser-
vice.

SSDP.ProtocolEnabled Boolean Whether the SSDP service is
enabled.

SSDP.NotifyMulticastintervalSeconds Number Time interval between trans-

missions of the multicast SSDP
NOTIFY message.

SSDP.NotifylPv6Scope String IPv6 scope for multicast SSDP

NOTIFY messages.

e Link: SSDP Notify mes-
sages are sent to address-
es in the IPv6 local link
scope.

o Site: SSDP Notify mes-
sages are sent to address-
es in the IPv6 local site

scope.
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Field

Type

Description

® Organization: SSDP Noti-
fy messages are sent to ad-
dresses in the IPv6 local or-

ganization scope.

4.11 Querying the BMC Management Interface Resource Collec-

tion

Function

Query the management port resource collection supported by the current BMC of a server.

Permission Required

Query.

Syntax

e Operation Type: GET

e URL:https://device ip/redfish/v1/Managers/manager id/EthernetInter-

faces

e Request Header:

x-auth-token:auth_value

Parameters

Request Message Body: None

For a description of the parameters for querying the BMC management interface resource col-

lection, refer to Table 4-17.

Table 4-17 Parameter Descriptions for Querying the BMC Management Interface Resource

Collection

Parameter

Description

Value

device_ip

IP address for logging in to the device.

IPv4 or IPv6 address.

manager_id

ID of the Manager resource.

For a rack server, the value is 1 or Self.

auth_value

X-Auth-Token value contained in Request
Header in the GET request for authentica-

tion.

It can be obtained by creating a session
through /redfish/v1/SessionSer-

vice/Sessions.

Usage Guidelines

None
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Example

e Request Example:

GET https://device_ip/redfish/v1/Managers/1/Ethernetinterfaces

e Request Header:

x-auth-token:LXIrQPHHOPTz6k4rrPB/UfABUd45p9PFIC8QG2Ip2F0=

e Request Message Body: None

e Response Example:

"@odata.context":

"Members": [

{

}

"@odata.id":

"/redfish/vl/$metadata#EthernetInterfaceCollection.EthernetInterfacecCollection",
"@odata.id": "/redfish/vl/Managers/1/EthernetInterfaces"”,

"@odata.type": "#EthernetInterfaceCollection.EthernetInterfaceCollection",
"Description": "Collection of Ethernet Interfaces for this Manager",

"Name": "Ethernet Network Interface Collection",

"Members@odata.count": 1,

"/redfish/vl/Managers/1/EthernetInterfaces/D64FE89CE17C"

e Status Code: 200

Output Description

For a description of the output returned when you query the BMC management interface re-

source collection, refer to Table 4-18.

Table 4-18 Output Descriptions for Querying the BMC Management Interface Resource Col-

lection
Field Type Description
@odata.context String OData description of the BMC management interface
resource collection model.
@odata.id String Type of BMC management interface resource collec-
tion.
@odata.type String Access path of the BMC management interface re-

source collection.
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Field Type Description

Description String Description of the BMC management interface re-
source collection.

Name String Name of the BMC management interface resource
collection.

Members@odata.count Number Number of members in the BMC management inter-
face resource collection.

Members Object List of members in the BMC management interface
resource collection.

@odata.id String Access path of a single BMC management interface

resource node.

4.12 Querying Information About a Specified BMC Management

Interface Resource

Function

Query information about a specified BMC management interface resource.

Permission Required
Query.
Syntax

e Operation Type: GET

e URL:https://device ip/redfish/v1/Managers/manager id/EthernetInter-

faces/id

e Request Header:

X-Auth-Token: auth_value

Parameters

Request Message Body: None

For a description of the parameters for querying information about the specified BMC manage-

ment interface resource, refer to Table 4-19.

Table 4-19 Parameter Descriptions for Querying Information About the Specified BMC Man-

agement Interface Resource

Parameter Description

Value

device_ip IP address for logging in to the device. IPv4 or IPv6 address.
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Parameter Description Value

manager_id ID of the Manager resource. For a rack server, the value is 1 or Self.

id ID of the BMC management interface re- -
source.

auth_value X-Auth-Token value contained in Request | It can be obtained by creating a session
Header in the GET request for authentica- | through /redfish/v1/SessionSer-
tion. vice/Sessions.

Usage Guidelines
None
Example

e Request Example:

GET https://device_ip/redfish/v1/Managers/1/Ethernetinterfaces/D64FES89CE17C

e Request Header:

X-Auth-Token: 8574621d21b84756218c7456821c234

e Request Message Body: None

e Response Example:

"@odata.context":

"Id": "D64FE89CE17C",

"Name": "D64FE89CE17C",

"MACAddress": "D6:4F:E8:9C:E1:7C",
"PermanentMACAddress": "BE:0B:64:49:40:C0",
"InterfaceEnabled": true,
"MTUSize": 1500,
"AutoNeg": true,
"Fullpuplex":

"Speedmbps": 1000,

true,

"HostName": "iSACD64FE89CE17C",
"IPv4Addresses": [
{
"Address": "192.168.5.7",
"Gateway": "0.0.0.0",

"SubnetMask": "255.255.255.0",

"/redfish/vl/$metadata#EthernetInterface.EthernetInterface”,
"@odata.id": "/redfish/vl/Managers/1/EthernetInterfaces/D64FE89CEL17C",
"@odata.type": "#EthernetInterface.vl_6_2.EthernetInterface",

"Description": "Ethernet Interface D64FE89CE17C",
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"Addressorigin": "Static"

]’
"IPvbDefaultGateway": "::",

"IPvbAddresses": [

{
"Address": "fe80::4e09:b4ff:fe07:622",
"Addressorigin": "LinkLocal",
"PrefixLength": 64
IE
{
"Address": "::",
"PrefixLength": 80,
"Addressorigin": "DHCPv6"
}
1:
"IPv6StaticAddresses": [
{
"Address": "::",
"PrefixLength": 0
}
1:
"oem": {
"Public": {

"IPStacks": "IPv4AndIPv6",
"DNSServiceEnabled": true,
"DNSDhcpEnabled": true,
"PatchiInProgress": false,
"DoMain": "",

"VLANPriority": 0,
"NetworkPortMode": "Automatic",
"NCSIModeSelect":null,

"ManagementNetworkpPort" : [

{
"Type": "Dedicated",
"cardNumber" :null,
"PortNumber":0
}
1:
"ManagementNetworkPort@rRedfish.AlTowablevalues": [
{

"Type": "Dedicated",

"cardNumber" :null,

"PortNumber":0
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IE

{
"Type": "ShareLink",
"CcardNumber":1,
"PortNumber":1

IE

{
"Type": "ShareLink",
"CcardNumber":1,
"PortNumber":2

IE

{
"Type": "ShareLink",
"CcardNumber":2,
"PortNumber":1

IE

{
"Type": "ShareLink",
"CcardNumber":2,
"PortNumber":2

}

}’

"NameServers": [

"0.0.0.0",
1:
"Status": {
"Health": "ok",
"State": "Enabled"
IE
"VLAN": {
"VLANEnable": false,
"VLANId": O
}
"IPv4Routes": [
{
"Address": "192.168.1.5",
"Netmask": "255.255.255.192"
}
1:

"IPv6Routes": [
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]’

}

"Address": "ff00::",

"PrefixLength": 8

"Actions": {

"#EthernetInterfaces.AddRoute": {
"target": "/redfish/vl/Managers/1l/EthernetInterfaces/D64FE89CE17C/
Actions/EthernetInterface.AddRoutes"

IE

"#EthernetInterfaces.DeleteRoute": {
"target": "/redfish/vl/Managers/1l/EthernetInterfaces/D64FE89CE17C/

Actions/EthernetInterface.DeleteRoutes"”

e Status Code: 200

Output Description

For a description of the output returned when you query information about the specified BMC

management interface resource, refer to Table 4-20.

Table 4-20 Output Descriptions for Querying Information About the Specified BMC Manage-

ment Interface Resource

Field Type Description

@odata.context String OData description of the specified BMC management
interface resource model.

@odata.id String Access path of the specified BMC management inter-
face resource node.

@odata.type String Type of the specified BMC management interface re-
source.

Id String ID of the specified BMC management interface re-
source.

Name String Name of the specified BMC management interface re-
source.

MACAddress Character string MAC address of the specified BMC network interface.

PermanentMACAddress String Permanent MAC address allocated to the interface.

InterfaceEnabled Boolean Whether the interface is enabled.

MTUSize Number MTU configured on the current interface (in bytes).
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Field Type Description
AutoNeg Boolean Whether auto-negotiation is enabled. including:
® frue
e false
FullDuplex Boolean Whether full-duplex mode is used. including:
® frue
e false
SpeedMbps Number Current rate (in Mbps).
Description String Description of the specified BMC management inter-
face resource.
HostName String DNS hostname, which does not contain any domain
information.
IPv4Addresses Array IPv4 information object.
IPv4Addresses.Address String IPv4 address.
IPv4Addresses.AddressOrigin | String Origin of the IPv4 address. including:
® Static
e DHCP
IPv4Addresses.Gateway String IPv4 gateway address.
IPv4Addresses.SubnetMask String IPv4 subnet mask.
IPv6DefaultGateway String Default IPv6 gateway.
IPv6Addresses Array IPv6 information object.
IPv6Addresses.Addresses String IPv6 address.
IPv6Addresses.AddressOrigin | String Origin of the IPv6 address. including:
® Static
e DHCP
IPv6Addresses.PrefixLength Number Prefix length of the IPv6 address.
IPv6StaticAddresses Array Static IPv6 information object.
IPv6StaticAddresses.Address String Static IPv6 address.
IPv6StaticAddresses.Pre- Number Prefix length of the static IPv6 address.
fixLength
Oem.Public Object OEM object.
IPStacks String IPv4/IPv6 enabling switch:

o null: interface not enabled
® |Pv4: |IPv4 enabled only
® |Pv6: IPv6 enabled only
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Field Type Description

® |Pv4AndIPv6: IPv4 and IPv6 both enabled

DNSServiceEnabled Boolean Whether the DNS service is enabled.

DNSDhcpEnabled Boolean Manual or automatic DNS switch:
® true: automatic
e false: manual

PatchIinProgress Boolean Configuration validity flag:
® true: being configured
e false: applied successfully

DoMain String Domain name.
VLANPriority Number VLAN priority, range: 0—7.
NetworkPortMode String Network port mode:

® Automatic
® Fixed
® Standalone

NCSIModeSelect String NCSI mode:

® Automatic

® Manual

o null: default setting when NetworkPortMode is set
to Fixed.

ManagementNetworkPort Array In fixed mode of the specified management network
port, there is only one group of BMC management
network port data. In automatic mode and standalone
mode, the data is dedicated port data and shared port
data respectively.

Type String ® Dedicated: dedicated network port
® SharelLink: shared network port

CardNumber Number The default value of the dedicated network port is
null, and the default value of the shared network port
is:

® 1:NIC1

® 2:NIC2

PortNumber Number For a dedicated network port, the default serial
number is set to 0. For a shared network port, the
silkscreen number of the network port is set to 1
through 4.

ActualPortNumber Number Actual silk screen number of the network interface,

range: 1-4. This field is displayed only when the net-
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Field Type Description

work port mode is set to standalone or automatic (the
selected network port is not a dedicated port) and the

NCSI mode is set to automatic.

ManagementNetworkPort Array All available network ports of the BMC.
@Redfish.AllowableValues

NameServers Array Domain name server list.

Status Object Status information about the specified BMC manage-

ment interface resource.

e State: whether the BMC management interface is
enabled.

® Health: health status of the BMC management in-

terface.
VLAN Object VLAN information object.
VLANEnable Boolean Whether VLAN is enabled:

® true: enabled
® false: disabled

VLANId Number Configured VLAN ID, range: 2—4094.

IPv4Routes Object IPv4 route information about the NIC.

IPv4Routes.Address Character string Address information about the IPv4 route of the NIC.

IPv4Routes.Netmask Character string Mask information about the IPv4 route of the NIC.

IPv6Routes.Address Character string Address information about the IPv6 route of the NIC.

IPv6Routes.PrefixLength Digit Prefix length information about the IPv6 route of the
NIC.

Actions Object Operations that can be performed on the resource.

#Ethernetinterface.Ad- Character string Access path for adding route information.

dRoutes.target

#Ethernetinterface.DeleteR- Character string Access path for deleting route information.

outes.target

4.13 Modifying a Specified BMC Management Interface Resource
Function

Modify information about a specified BMC management interface resource.
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Permission Required
Basic management.
Syntax

e Operation Type: PATCH

e URL:https://device ip/redfish/v1/Managers/manager id/EthernetInter-

faces/id

e Request Header:

x-auth-token:auth_value
Content-Type:header_type

o Request Message Body:

> |Pv4 configuration:

{
"IPv4Addresses": [
{
"Address": ipv4_address,
"Addressorigin": ipv4_address_origin,
"Gateway": ipv4_gateway,
"SubnetMask": ipv4_subnet_mask
}
1:
"oem": {
"Public": {
"IPStacks": ip_stack
}
}
}

> |Pv6 configuration:

{
"IPv6Addresses": [
{
"Address": ipv6_address,
"Addressorigin": ipv6_address_origin,
"PrefixLength": ipv6_prefix
}
1:
"IPvbDefaultGateway": Gw_value,
"oem": {
"Public": {
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"IPStacks": ip_stack

}

> VLAN configuration:

{
"VLAN": {
"VLANEnable": vlan_enable,
"VLANId": vlan_id
IE
"oem": {
"Public": {
"VLANPriority": priority
}
}
}

> HostName configuration:

"HostName": hostname

}

> NameServers configuration:

{
"NameServers": [nameserver, nameserver, nameserver],
"oem": {
"public": {
"DoMain": "domain"
1
1
}

> Network port mode configuration:

"Public": {
"NetworkPortMode": network_port_mode,
"NCSIModeSelect" : ncsi_mode,
"ManagementNetworkpPort" : {
"Type": type,
"cardNumber":card_number,

"PortNumber" :port_number
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Parameters

For a description of the parameters for modifying the specified BMC management interface re-

source, refer to Table 4-21.

Table 4-21 Parameter Descriptions for Modifying the Specified BMC Management Interface

Resource

Parameter Description Value

device_ip IP address for logging in to the device. IPv4 or IPv6 address.

manager_id ID of the Manager resource. For a rack server, the value is 1 or Self.

id ID of the BMC management interface re- -
source.

auth_value X-Auth-Token value contained in Request | It can be obtained by creating a session
Header in the PATCH request for authenti- | through /redfish/vi/SessionSer-
cation. vice/Sessions.

hostname Hostname. Customized hostname:

® Cannot exceed 64 characters.
o Consists of digits, letters, and hyphens
()-

® Cannot begin or end with a hyphen.

ipv4_address

IPv4 IP address

String, valid IPv4 address.

ipv4_address_origin

Origin of the IPv4 address.

e "Static": configures a static IPv4 ad-
dress.

o "DHCP": assigns the address through
DHCP.

ipv4_subnet_mask

IPv4 subnet mask.

String, valid IPv4 address.

ipv4_gateway

IPv4 gateway.

String, valid IPv4 gateway.

ipv6_address

IPv6 address.

String, valid IPv6 address.

ipv6_address_origin

Origin of the IPv4 address.

e "Static": configures a static IPv6 ad-
dress.

o "DHCPv6": assigns the address
through DHCP.

ipv6_prefix

Prefix length of the IPv6 address.

Integer type, range: 1-128.

Gw_value

Default IPv6 gateway.

In IPv6 format.
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Parameter

Description

Value

nameserver

Domain name server.

One primary server and two secondary
servers are included. Valid IPv4 or IPv6
addresses are used.

ip_stack

Whether to enable IPv4/IPv6.

e "IPv4": Only IPv4 is enabled. The para-
meters related to IPv4 cannot be null.

e "IPv6": Only IPv6 is enabled. The para-
meters related to IPv6 cannot be null.

o "IPv4AndIPv6": IPv4 and IPv6 are both
enabled. The parameters related to
IPv4 and IPv6 cannot be null.

domain

String

Domain name.

priority

VLAN priority.

Range: 0—7.

vlan_enable

Whether to enable the VLAN.

e true: enables the VLAN. Values of
vlan_id and priority must be set togeth-
er.

e false: disables the VLAN. Values of

vlan_id and priority are not verified.

vlan_id

VLAN ID.

Range: 2—4094.

network_port_mode

String

Network port mode:

® Automatic

® Fixed

® Standalone

Description of ManagementNetworkPort
data reporting: In automatic mode, stand-
alone mode, and fixed mode, only one
group of data needs to be reported. In au-
tomatic mode and standalone mode, ded-
icated port data does not need to be re-
ported, and only shared port data is report-
ed.

ncsi_mode

String

NCSI mode:

® Automatic

® Manual

In fixed mode, you do not need to set this
parameter. In automatic mode or stand-

alone mode, you can set this parameter.

type

String

® Dedicated: dedicated network port

® SharelLink: shared network port
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Parameter Description

Value

This parameter cannot be set to Dedicat-
ed and shared link information must be
provided if network_port_mode is set to
Automatic or Standalone.

card_number Number

The value of the dedicated network port
does not need to be reported. The value of
the shared network port is as follows:

® 1:NIC1

® 2:NIC2

port_number Number

For a dedicated network port, the default
value is 0. For a shared network port, the
silkscreen number of the network port is

used. Range: 1-4.

Usage Guidelines
None
Example

e Request Example:

PATCH https://device_ip/redfish/v1/Managers/1/Ethernetinterfaces/D64FE89CE17C

e Request Header:

Content-Type:application/json

x-auth-token:LXIrQPHHOPTz6k4rrPB/UfABUd45p9PFIC8QG2Ip2F0=

o Request Message Body:

> |Pv4 configuration:

{
"IPv4Addresses": [
{
"Address": "192.168.5.7",
"Addressorigin": "static",
"Gateway": "192.168.5.1",
"SubnetMask": "255.255.255.0"
}
1:
"oem": {
"Public": {
"IPStacks": "IPv4"
}
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}

> |Pv6 configuration:

}

"IPv6Addresses": [
{
"Address": "2020::211",
"Addressorigin": "static",

"PrefixLength": 64

]’
"IPvbDefaultGateway": "2020::1",
"oem": {

"public": {

"IPStacks": "IPv6"

> VLAN configuration:

}

"VLAN": {
"VLANEnable": true,

"VLANId": 3
IE
"oem": {
"Public": {
"VLANPriority": 1
}
}

> HostName configuration:

}

"HostName": "BMC-012"

> NameServers configuration:

"NameServers": ["1.2.3.4", "2.3.4.5", ""],
"oem": {
"Public": {
"DoMain": "test.vantageo.com.cn"
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}
}
}
> Network port mode configuration:
{
"oem": {

"Public": {
"NetworkPortMode": "Fixed",
"NCSIModeSelect": null,
"ManagementNetworkpPort" : {

"Type": "ShareLink",
"CcardNumber":2,
"PortNumber":1
}
}
}
}

e Response Example: None
e Status Code: 204

Output Description

None

4.14 Restarting the BMC
Function
Restart the BMC of the server.
Permission Required
Power control.
Syntax

e Operation Type: POST
e URL:https://device ip/redfish/v1/Managers/manager id/Actions/Manag-
er.Reset

e Request Header:

Content-Type:header_type
X-Auth-Token: auth_value

Request Message Body:
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"ResetType":

Parameters

For a description of the parameters for restarting the BMC, refer to Table 4-22.

Table 4-22 Parameter Descriptions for Restarting the BMC

Parameter

Description

Value

device_ip

IP address for logging in to the

device.

IPv4 or IPv6 address.

manager_id

ID of the Manager resource.

For a rack server, the value is 1 or Self.

auth_value

X-Auth-Token value contained
in Request Header in the
POST request for authentica-

tion.

It can be obtained by creating a session
through /redfish/v1/SessionSer-

vice/Sessions.

header_type

Format of the request mes-

sage.

application/json

value

Operation type.

ForceRestart: forcibly reboots the BMC.

Usage Guidelines

None

Example

e Request Example:

POST https://device_ip/redfish/v1/Managers/1/Actions/Manager.Reset

e Request Header:

Content-Type:application/json

o Request Message Body:

"ResetType":"ForceRestart

}

e Response Example:

"error": {
"@vessage.ExtendedInfo":

{
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}

"@odata.type": "#Message.vl 0_5.Message",

"Message": "Successfully Completed Request",
"MessageArgs": [],
"MessageId": "Base.l.0.Success",
"RelatedProperties": [],
"Resolution": "None",
"Severity": "ok"
}

1:

"code": "Base.1l.0.Success",

"message": "successfully Completed Request"

e Response Code: 200

Output Description

For a description of the output returned when you restart the BMC, refer to Table 4-23.

Table 4-23 Output Descriptions for Restarting the BMC

Field Type Description

code String String indicating the specified message ID
in the message registry.

message String Readable message for the code in the
message registry.

@odata.type String OData description of the message re-
source.

Messageld String Message ID.

RelatedProperties Array Message-related properties.

Message String Message details.

MessageArgs Array Message arguments.

Severity String Severity level. Options:
e OK
® \Warning
® Critical

Resolution String Solution.
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4.15 Querying Information About the LLDP Service Configuration

Resource

Function

Query information about the LLDP service configuration resource.

Permission Required

Query.

Syntax

e Operation Type: GET

e URL: https://device ip/redfish/vl/Managers/manager id/LldpService

e Request Header:

x-auth-token:auth_value

e Request Message Body: None

Parameters

For a description of the parameters for querying information about the LLDP service configura-

tion resource, refer to Table 4-24.

Table 4-24 Parameter Descriptions for Querying Information About the LLDP Service Config-

uration Resource

Parameter Description Value

device_ip IP address for logging in to the device. IPv4 or IPv6 address.

manager_id ID of the Manager resource. For a rack server, the value is 1 or Self.

auth_value X-Auth-Token value contained in Request | It can be obtained by creating a session
Header in the GET request for authentica- | through /redfish/v1/SessionSer-
tion. vice/Sessions.

Usage Guidelines

None

Example

e Request Example:

GET https://device_ip/redfish/v1/Managers/1/LldpService

e Request Header:

x-auth-token:LXIrQPHHOPTz6k4rrPB/UfABUd45p9PFIC8QG2Ip2F0=
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e Request Message Body: None

e Response Example:

"@odata.context":"/redfish/vl/$metadata#LldpService.LldpService",
"@odata.etag": "\"1596405264\"",

"@odata.id": "/redfish/vl/Managers/1/L1dpService",

"@odata.type": "#LldpService.v1l_0_0.L1dpService",

"Description": "LLDP Service",

"1d": "LldpService",

"LldpEnabled": true,

"Name": "LldpService",

"workmode": "TxRx"

3
e Status Code: 200

Output Description

For a description of the output returned when you query information about the LLDP service
configuration resource, refer to Table 4-25.

Table 4-25 Output Descriptions for Querying Information About the LLDP Service Configura-

tion Resource

Field Type Description

@odata.context String OData description of the LLDP resource model.
@odata.id String Access path of the LLDP resource.
@odata.type String Type of LLDP resource.

Description String Description of the LLDP resource.

Id String ID of the LLDP resource.

Name String Name of the LLDP resource.

LidpEnabled Boolean Whether LLDP is enabled:

® true: enabled
® false: disabled

WorkMode String LLDP operation mode:

® TxRx: enables LLDP packet transmission and re-
ception.
Rx: enables LLDP packet reception only.
Disabled: disables LLDP packet transmission and
reception.
If this parameter is set to Disabled, LIdpEnabled
cannot be set to true.

Document Serial Number: V120240304 (R1.3) 108



VANTAGEO Server Redfish Interface Description (BMC V4)

vantageo

4.16 Modifying Properties of the LLDP Service Resource

Function

Modify properties of the LLDP service resource.

Permission Required

Security Configuration

Syntax

e Operation Type: PATCH
o URL: https://device ip/redfish/vl/Managers/manager id/LldpService

e Request Header:

x-auth-token:auth_value
Content-Type:header_type

o Request Message Body:

"LldpEnabled":enable_value,

: workmode_value

{
"wWorkmode"
3
Parameters

For a description of the parameters for modifying properties of the LLDP service resource, refer

to Table 4-26.

Table 4-26 Parameter Descriptions for Modifying Properties of the LLDP Service Resource

Parameter Description Value
device_ip IP address for logging in to the device. IPv4 or IPv6 address.
manager_id ID of the Manager resource. For a rack server, the value is 1 or Self.

enable_value

Whether LLDP is enabled.

® true: enabled
e false: disabled
Required.

workmode_value

String

LLDP operation mode:

® TxRx: enables LLDP packet transmis-
sion and reception.

® Rx: enables LLDP packet reception on-
ly.

® Disabled: disables LLDP packet trans-
mission and reception on a port.
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Parameter

Description

Value

When LLDP is enabled, the default setting
is TxRx. If LLDP is disabled, workmod-

e_value is unavailable.

Usage Guidelines
None

Example

e Request Example:

PATCH https://device_ip/redfish/v1/Managers/manager_id/LIdpService

Request Header:

x-auth-token:LXIrQPHHOPTz6k4rrPB/UfABUd45p9PFIC8QG2Ip2F0=

Content-Type:application/json

o Request Message Body:

}

"WorkMode" :

"LTdpEnabled": true,

"RX

e Response Example:

"WorkMode" :

}

"@odata.context":"/redfish/vl/$metadata#L1dpService.LldpService",
"@odata.id": "/redfish/vl/mManagers/1/L1dpService",
"@odata.type": "#LldpService.v1l_0_0.LldpService",

"Description": "LLDP Service",
"1d": "LldpService",
"LldpEnabled": true,

"Name": "LldpService",

"TXRX"

e Status Code: 200

Output Description

For a description of the output returned when you modify properties of the LLDP service re-

source, refer to Table 4-27.

Document Serial Number: VT20240304 (R1.3)

110



VANTAGEO Server Redfish Interface Description (BMC V4) Vantageo |

Table 4-27 Output Descriptions for Modifying Properties of the LLDP Service Resource

Field Type Description

@odata.context String OData description of the LLDP resource model.
@odata.id String Access path of the LLDP resource.
@odata.type String Type of LLDP resource.

Description String Description of the LLDP resource.

Id String ID of the LLDP resource.

Name String Name of the LLDP resource.

LidpEnabled Boolean Whether LLDP is enabled:

® true: enabled
® false: disabled

WorkMode String LLDP operation mode:

® TxRx: enables LLDP packet transmission and re-
ception.
Rx: enables LLDP packet reception only.
Disabled: disables LLDP packet transmission and
reception.

4.17 Querying Information About the SNMP Resource

Function

Query information about the SNMP resource of a server.
Permission Required

Query.

Syntax

e Operation Type: GET
o URL: https://device ip/redfish/v1/Managers/manager id/SnmpService
e Request Header:

x-auth-token:auth_value

e Request Message Body: None
Parameters

For a description of the parameters for querying information about the SNMP resource, refer to
Table 4-28.
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Table 4-28 Parameter Descriptions for Querying Information About the SNMP Resource

Parameter Description Value

device_ip IP address for logging in to the device. IPv4 or IPv6 address.

manager_id ID of the Manager resource. For a rack server, the value is 1 or Self.

auth_value X-Auth-Token value contained in Request | It can be obtained by creating a session
Header in the GET request for authentica- | through /redfish/v1/SessionSer-
tion. vice/Sessions.

Usage Guidelines
None
Example

e Request Example:

GET https://device_ip/redfish/v1/Managers/1/SnmpService

e Request Header:

x-auth-token:LXIrQPHHOPTz6k4rrPB/UfABUd45p9PFIC8QG2Ip2F0=

e Request Message Body: None

e Response Example:

"@odata.context": "/redfish/vl/$metadata#SnmpService.SnmpService",
"@odata.id": "/redfish/vl/Managers/1l/SnmpService",
"@odata.type": "#SnmpService.vl_2_0.SnmpService",
"Actions": {
"#SnmpService.SubmitTestEvent": {
"target":
"/redfish/vl/Managers/1/SnmpService/Actions/SnmpService.SubmitTestEvent"

IE
"1d": "SnmpService",
"Name": "SnmpService",
"ComplexPwdEnable": true,
"ReadonlyCommunity": null,
"ReadwriteCommunity": null,
"SnmpServiceEnable": true,
"SnmpServicepPort": 161,
"SnmpTrapNotification": {

"TrapServer": [

{

"Memberzd": "0",
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"TrapServerAddress": "1.2.3.4",
"TrapServereEnable": true,
"TrapServerport": 110

Fo 4
"Memberzd": "1",
"TrapServerAddress": "1.2.3.4",
"TrapServereEnable": false,

"Trapserverport": 111

"Memberzd": "2",
"TrapServerAddress": "2.3.4.5",
"TrapServereEnable": false,

"Trapserverport": 111

P

"AlarmSeverity": "Normal",
"TrapHostIdentify": "BoardsN",
"Trapv3user": "",
"Trapversion": "v2c",
"TrapServer@odata.count": 3,
"snmpTrapCommunity": "public",

"snmpTrapEnable": true

i
"SnmpVv3Authuser": [
{
"snmpV3AuthProtocol": "SHA",
"snmpV3PrivProtocol": "AES",
"UserName": "Administrator"
}
P

"SnmpV3AuthuUser@odata.count": 1,
"SnmpV3EngineID": "0x80000f3e035ed7580e2ddd"
}

e Status Code: 200

Output Description

For a description of the output returned when you query information about the SNMP resource,
refer to Table 4-29.

Table 4-29 Output Descriptions for Querying Information About the SNMP Resource

Field Type Description
@odata.context String OData description of the resource model.
@odata.id String Access path of the SNMP resource.
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Field Type Description

@odata.type String Type of SNMP resource.

Actions Object Operations that can be performed on the SNMP re-
source.

#SnmpService.Sub- Object Access path for sending the SNMP trap test event.

mitTestEvent.target

Id String ID of the SNMP resource.
Name String Name of the SNMP resource.
ComplexPwdEnable Boolean Complex password switch:
® frue: on.
® false: off.
ReadOnlyCommunity String Name of the SNMP read-only community. This at-

tribute contains sensitive information and is displayed

as null. The PATCH operation is supported.

ReadWriteCommunity String Name of the SNMP read/write community. This at-
tribute contains sensitive information and is displayed

as null. The PATCH operation is supported.

SnmpServiceEnable Boolean SNMP switch:

® frue: on.

® false: off.
SnmpServicePort Number SNMP service port.
SnmpTrapNotification Object SNMP Trap properties.
TrapServer Array SNMP Trap server information.
Memberld String SNMP Trap group member ID.
TrapServerAddress String SNMP Trap server address.
TrapServerEnable Boolean Current Trap Server status:

® true: enabled
® false: disabled

TrapServerPort Number SNMP Trap server port number.

AlarmSeverity String Event severity:
® Critical

® Major
® Minor
°

Normal

TrapHostldentify String Trap host ID:

® BoardSN: board serial number.
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Field Type Description
® ProductAssetTag: product asset tag.
® HostName: hostname.
TrapV3User String SNMPv3 username.
TrapVersion String SNMP Trap version number.:
®o \1
e V2C
® V3
TrapServer@odata.count Number Number of SNMP Trap servers.
snmpTrapCommunity String SNMP Trap community name.
snmpTrapEnable Boolean SNMP Trap switch:
® frue: on.
® false: off.
SnmpV3AuthUser Array This array lists the information about all users with the
SNMP permission.
snmpV3AuthProtocol String SNMPv3 user authentication algorithm:
e SHA
e MD5
® SHA256
e SHA384
® SHA512
snmpV3PrivProtocol String SNMPv3 user encryption algorithm:
e DES
® AES
® AES256
UserName String Username of the account with the SNMP permission.
SnmpV3AuthUser@oda- Number Number of users with the SNMP permission.
ta.count
SnmpV3EnginelD String SNMPv3 engine ID.

4.18 Modifying Properties of the SNMP Resource

Function

Modify the SNMP resource information about a server.

Permission Required

Basic management.
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Syntax

e Operation Type: PATCH

o URL: https://device ip/redfish/vl/Managers/manager id/SnmpService

e Request Header:

x-auth-token:auth_value
Content-Type:header_type

o Request Message Body:

"complexPwdEnable": ComplexPwdEnable,
"ReadwriteCommunity": ReadwriteCommunity,
"ReadonTlyCommunity": ReadonlyCommunity,
"SnmpServiceEnable": SnmpServiceEnable,
"SnmpServicePort": SnmpServicePort,
"SnmpTrapNotification": {
"snmpTrapCommunity": snmpTrapCommunity,
"snmpTrapEnable": snmpTrapEnable,
"AlarmSeverity": AlarmSeverity,
"TrapHostIdentify": TrapHostIdentify,
"Trapversion": Trapversion,
"Trapv3user": Trapv3user,
"TrapServer": [
{
"MemberIid": Memberid,
"TrapsServerAddress": TrapServerAddress,
"TrapsServerenable": TrapServerEnable,

"TrapServerpPort": TrapServerpPort

"MemberId": MemberId,
"TrapServerAddress": TrapServerAddress,
"TrapServerenable": TrapServerEnable,

"TrapServerpPort": TrapServerPort

Parameters

For a description of the parameters for modifying the SNMP resource information, refer to Table

4-30.
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Table 4-30 Parameter Descriptions for Modifying the SNMP Resource

Field Type Description
device_ip IP address for logging in IPv4 or IPv6 address.
to the device.
manager_id ID of the Manager re- For a rack server, the value is 1 or Self.
source.
auth_value X-Auth-Token value con- | It can be obtained by creating a session through

tained in Request Header
in the PATCH request for

/redfish/vl/SessionService/Sessions.

authentication.
header_type Format of the request application/json
message.
ComplexPwdEnable String Complex password switch:
® true: on.
e false: off.
If SnmpServiceEnable is set to true, this para-
meter must be set.
If SnmpServiceEnabile is set to false, no verifi-
cation is performed.
ReadWriteCommunity String This parameter can be configured when Snm-

pServiceEnable is set to true.

SNMP read-write community name. The naming

rule for this parameter is as follows:

o Community name rule when the complex
password switch is on: The name supports
8-32 characters, including at least letters,
Numbers, and one special character, which
can be any visible characters except for a
space (" "), single quotation mark ("), or
backslash("\"). The name cannot begin with a
pound sign ("#").

o Community name rule when the complex
password switch is off: The name supports
1-32 characters including Numbers, let-
ters, and special characters. Allowed spe-
cial characters: visible characters except for
a space (" "), single quotation mark ("), or
backslash("\"). The name cannot begin with a
pound sign ("#").
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Field Type Description

ReadWriteCommunity is not required. If it is
set, verification is performed. If it is not set, no

verification is performed.

ReadOnlyCommunity String This parameter can be configured when Snm-

pServiceEnable is set to true.

SNMP read-only community name. The naming

rule for this parameter is as follows:

o Community name rule when the complex
password switch is on: The name supports
8-32 characters, including at least letters,
Numbers, and one special character, which
can be any visible characters except for a
space (" "), single quotation mark ("), or
backslash("\"). The name cannot begin with a
pound sign ("#").

o Community name rule when the complex
password switch is off: The name supports
1-32 characters including Numbers, let-
ters, and special characters. Allowed spe-
cial characters: visible characters except for
a space (" "), single quotation mark ("), or
backslash("\"). The name cannot begin with a
pound sign ("#").

ReadOnlyCommunity is not required, and will

be checked only if there is a value.

SnmpServiceEnable Boolean SNMP switch:
® true: on.
o false: off.

SnmpServicePort Number SNMP port number, range: 1-65535, which can-
not be null.

If SnmpServiceEnable is set to true, this para-
meter must be set.
If SnmpServiceEnabile is set to false, no verifi-

cation is performed.

snmpTrapCommunity String SNMP Trap community name, which is a string
of 1-18 characters including Numbers, letters,
and special characters. Allowed special charac-
ters: visible characters except for a space (" "),
single quotation mark ("), or backslash("\"). The

name cannot begin with a pound sign ("#").
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Field Type Description
If TrapVersion is set to V1 or V2C, this parame-
ter must be set.

If TrapVersion is set to V3, no verification is per-
formed.

snmpTrapEnable Boolean SNMP Trap switch:
® true: on.

e false: off.

AlarmSeverity String Event severity:
® Critical
® Major
® Minor
® Normal
If shmpTrapEnable is set to true, this parameter
must be set.

If snhmpTrapEnable is set to false, no verification
is performed.

TrapHostldentify String Trap host ID:
® BoardSN: board serial number.
® ProductAssetTag: product asset tag.
® HostName: hostname.

If shmpTrapEnable is set to true, this parameter
must be set.

If shmpTrapEnable is set to false, no verification
is performed.

TrapVersion String SNMP Trap version number:

e \1

e V2C

e V3

If shmpTrapEnable is set to true, this parameter
must be set.

If shmpTrapEnable is set to false, no verification
is performed.

TrapV3User String SNMPv3 username. Select a user from those
with SNMP permissions as the SNMPv3 Trap
user (it is valid when TrapVersion V3 is adopted).
If TrapVersion is set to V1 and v2c, no verifica-
tion is performed.

If TrapVersion is set to V2, this parameter must
be set.

Memberld String SNMP Trap member ID, range: 1-4.
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Field Type Description

If Trap Server is set, Memberld must be set.

TrapServerAddress String SNMP Trap server address, which can be an
IPv4 or IPv6 address.
If Trap Server is set, TrapServerAddress must

be set.

TrapServerEnable Boolean Current Trap server status:

® true: enabled

® false: disabled

If Trap Server is set, TrapServerEnable must

be set.

TrapServerPort Number Port number of the SNMP Trap server. Range: 1 -
65535, which cannot be null.
If Trap Server is set, TrapServerPort must be

set.

Usage Guidelines
None
Example

e Request Example:

PATCH https://device_ip/redfish/v1/Managers/1/SnmpService

e Request Header:

x-auth-token:LXIrQPHHOPTz6k4rrPB/UfABUd45p9PFIC8QG2Ip2F0=

Content-Type:application/json

o Request Message Body:

"ComplexPwdEnable": true,
"SnmpServiceEnable": true,
"SnmpServicepPort": 161,
"ReadwriteCommunity": "7654321b&",
"ReadonTlyCommunity": "1234567a$",
"SnmpTrapNotification": {

"snmpTrapEnable": true,

"snmpTrapCommunity": "public",

"AlarmSeverity": "Normal",

"TrapHostIdentify": "BoardsN",

"Trapversion": "v2C", "TrapServer": [
{
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"Memberzd": "0",
"TrapServerAddress": "1.2.3.4",
"TrapServereEnable": false,
"TrapServerport": 110

IE

{
"Memberzd": "1",
"TrapServerAddress": "1.2.3.4",
"TrapServereEnable": false,
"Trapserverport": 111

IE

{
"Memberzd": "2",
"TrapServerAddress": "2.3.4.5",
"TrapServereEnable": false,
"TrapServerport": 111

}

]
}
}

Separate SNMP instance configuration:

{
"ComplexPwdEnable": true,
"SnmpServiceEnable": true,
"SnmpServicepPort": 161,
"ReadwriteCommunity": "7654321b&",
"ReadonTlyCommunity": "1234567a$"
}

Separate SNMP Trap instance configuration:

"SnmpTrapNotification": {
"snmpTrapEnable": true,
"snmpTrapCommunity": "public",
"AlarmSeverity": "Normal",
"TrapHostIdentify": "BoardsN",

"Trapversion": "v2c"

Separate SNMP Trap Server instance configuration:
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"SnmpTrapNotification": {
"TrapServer": [

{
"Memberzd": "0",
"TrapServerAddress": "1.2.3.4",
"TrapServereEnable": false,
"TrapServerport": 110

IE

{
"Memberzd": "1",
"TrapServerAddress": "1.2.3.4",
"TrapServereEnable": false,
"TrapServerport": 111

IE

{
"Memberzd": "2",
"TrapServerAddress": "2.3.4.5",
"TrapServereEnable": false,
"TrapServerport": 111

}

]
}
}

e Response Example: None

e Response Code: 204
Output Description

None

4.19 Submitting an SNMP Trap Test Event
Function
Submit an SNMP Trap test event.
Permission Required
Diagnosis.
Syntax

e Operation Type: POST

e URL:https://device ip/redfish/v1/Managers/manager 1id/SnmpSer-

vice/Actions/SnmpService.SubmitTestEvent
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e Request Header:

x-auth-token:auth_value
Content-Type:header_type

o Request Message Body:

"MemberIid":

MemberId

Parameters

For a description of the parameters for submitting an SNMP Trap test event, refer to Table 4-31

Table 4-31 Parameter Descriptions for Submitting an SNMP Trap Test Event

Parameter

Description

Value

device_ip

IP address for logging in to the device.

IPv4 or IPv6 address.

manager_id

ID of the Manager resource.

For a rack server, the value is 1 or Self.

auth_value

X-Auth-Token value contained in Request
Header in the POST request for authenti-
cation.

It can be obtained by creating a session
through /redfish/v1/SessionSer-

vice/Sessions.

header_type

Format of the request message.

application/json

Memberld

Trap group member ID.

Range: 1-4.

Usage Guidelines

None

Example

e Request Example:

POST https://device_ip/redfish/v1/Managers/1/SnmpService/Actions/SnmpService.SubmitTestEvent

e Request Header:

x-auth-token:LXIrQPHHOPTz6k4rrPB/UfABUd45p9PFIC8QG2Ip2F0=
Content-Type:application/json

o Request Message Body:

}

"MemberIid":

1

e Response Example: None
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e Response Code: 204

Output Description

None

4.20 Querying the Virtual Media Resource Collection

Function

Query the virtual media resource collection.

Permission Required

Query.

Syntax

e Operation Type: GET

e URL: https://device ip/redfish/vl/Managers/manager id/VirtualMedia

Request Header:

x-auth-token:auth_value

Parameters

Request Message Body: None

For a description of the parameters for querying the virtual media resource collection, refer to

Table 4-32.

Table 4-32 Parameter Descriptions for Querying the Virtual Media Resource Collection

Parameter

Description

Value

device_ip

IP address for logging in to the device.

IPv4 or IPv6 address.

manager_id

ID of the Manager resource.

For a rack server, the value is 1 or Self.

auth_value

When the Get request is executed, the
"x-auth-token" value must be carried in
"Headers" for authentication.

It can be obtained by creating a session
through /redfish/v1/SessionSer-

vice/Sessions.

Usage Guidelines

None

Example

e Request Example:

GET https://device_ip/redfish/v1/Managers/1/VirtualMedia
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e Request Header:

x-auth-token:LXIrQPHHOPTz6k4rrPB/UfABUd45p9PFIC8QG2Ip2F0

e Request Message Body: None

e Response Example:

"/redfish/vl/$metadata#VvirtualMediacCollection.VvirtualMediacCollection",
"@odata.id": "/redfish/vl/mManagers/1/virtualmedia",
"@odata.type": "#virtualMediacCollection.virtualMediaCollection",

"Description": "virtual Media Services Settings",

"/redfish/vl/Managers/1/virtualmMmedia/cD"

"/redfish/vl/Managers/1/virtualmedia/cpl"

"/redfish/vl/Managers/1/virtualMedia/uUsBStick"

"/redfish/vl/Managers/1/virtualMedia/usBStickl"

{
"@odata.context":
"Members": [
{
"@odata.id":
IE
{
"@odata.id":
IE
{
"@odata.id":
IE
{
"@odata.id":
}
1:
"Members@odata.count": 4,
"Name": "virtual Media Services"
}

e Status Code: 200

Output Description

For a description of the output returned when you query the virtual media resource collection,

refer to Table 4-33.

Table 4-33 Output Descriptions for Querying the Virtual Media Resource Collection

Field Type Description

@odata.context String OData description of the virtual media resource collec-
tion model.

@odata.id String Access path of the virtual media resource collection.

@odata.type String Type of virtual media resource collection.

Description String Description
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Field Type Description

Members Array Virtual media resource list. The CD1 and USBStick1
resources can be queried and used only when the
number of entities is set to two.

@odata.id String Access path of the virtual media resource collection.

Members@odata.count Number Number of virtual media resource members that can
be connected currently.

Name String Name of the virtual media resource collection.

4.21 Querying a Virtual Media Resource

Function

Query a virtual media resource.

Permission Required

Query.

Syntax

e Operation Type: GET

e URL:https://device ip/redfish/v1/Managers/manager id/VirtualMe-

dia/Media type

e Request Header:

x-auth-token:auth_value

e Request Message Body: None

Parameters

For a description of the parameters for querying the virtual media resource, refer to Table 4-34.

Table 4-34 Parameter Descriptions for Querying the Virtual Media Resource

Parameter

Description

Value

device_ip

IP address for logging in to the device.

IPv4 or IPv6 address.

manager_id

ID of the Manager resource.

For a rack server, the value is 1 or Self.

auth_value

When the Get request is executed, the
"x-auth-token" value must be carried in
"Headers" for authentication.

It can be obtained by creating a session
through /redfish/v1/SessionSer-

vice/Sessions.

Media_type

Virtual Media Type

Supports CD/CD1/USBStick/USBStick1.
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Usage Guidelines
None
Example

e Request Example:

GET https://device_ip/redfish/v1/Managers/1/VirtualMedia/CD

e Request Header:

x-auth-token:LXIrQPHHOPTz6k4rrPB/UfABUd45p9PFIC8QG2Ip2F0=

e Request Message Body: None

e Response Example:

"@odata.context": "/redfish/vl/$metadata#virtualMedia.VvirtualMedia",
"@odata.id": "/redfish/vl/mManagers/1/virtualmedia/cD",
"@odata.type": "#virtualMedia.vl_2_0.virtualmedia",

"Description": "CD VirtualMedia",
"Connectedvia": "NotConnected",
"1d": "cp",

"Name": "virtualMedia",

"Image": null,
"ImageName": null,
"Inserted": false,
"MediaTypes": [
"cp”
1:
"TransferMmethod": null,
"TransferProtocolType": null,
"Actions":{
"#VvirtualMedia.InsertMedia":{
"target": "/redfish/vl/Managers/1/virtualMedia/CD/Actions/
VirtualMedia.InsertMedia"
}
"#virtualMedia.EjectMedia": {
"target": "/redfish/vl/Managers/1/virtualMedia/CD/Actions/
VirtualMedia.EjectMedia"
IE
"oem": {
"Public": {
"#virtualMedia.vmmControl": {

"@Redfish.ActionInfo":

"/redfish/vl/Managers/1/virtualMedia/CcD/vmmControlActionInfo",

Document Serial Number: V120240304 (R1.3) 127



VANTAGEO Server Redfish Interface Description (BMC V4) Vant8890

"target":
"/redfish/vl/Managers/1/virtualMedia/CD/Actions/

VirtualMedia.vmmControl"

3
e Status Code: 200

Output Description

For a description of the output returned when you query the virtual media resource, refer to Ta-
ble 4-35.

Table 4-35 Output Descriptions for Querying the Virtual Media Resource

Field Type Description
@odata.context String OData description of the virtual media re-
source model.
@odata.id String Access path of the virtual media resource.
@odata.type String Type of virtual media resource.
Description String Description.
ConnectedVia String Connection method.
Id String ID of the virtual media resource.
Name String Name of the virtual media resource.
MediaTypes Array Media plane type:
e CD
® USBStick
TransferProtocol Type String Transmission protocol type:
NFS
e CIFS
® HTTPS
e HTTP
TransferMethod String Transfer method: stream
Image String Image path.
ImageName String Image name.
ConnectedVia String Connection method.
Inserted Boolean Connection status:
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Field Type Description

® true: mounting (inserted)
® false: Uninstalled (removed)

Oem Object Customized properties of a specified session.

Actions Object Available actions for the virtual media re-
source.

#VirtualMedia.lnsertMedia String Access path for attaching the remote media

to the virtual media device.

#VirtualMedia.EjectMedia String Access path for detaching the remote media
from the virtual media device.

#VirtualMedia.VmmControl String Access path for connecting to the virtual me-
dia.

4.22 Connecting to the Virtual Media

Function

Connect to the virtual media.
Permission Required
Remote media

Syntax

e Operation Type: POST
e URL:https://device ip/redfish/v1/Managers/manager id/VirtualMe-
dia/media type/Actions/VirtualMedia.VmmControl

e Request Header:

x-auth-token:auth_value
Content-Type:header_type

o Request Message Body:

{
"Image": Image_value,
"Username": username_value,
"Password": password_value,
"vmmControlType": value

I
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Parameters

For a description of the parameters for connecting to the virtual media, refer to Table 4-36.

Table 4-36 Parameter Descriptions for Connecting to the Virtual Media

"x-auth-token" value must be carried in

"Headers" for authentication.

Parameter Description Value

device_ip IP address for logging in to the device. IPv4 or IPv6 address.

manager_id ID of the Manager resource. For a rack server, the value is 1 or Self.

Media_type Virtual Media Type CD, CD1, USBStick, and USBStick1 are
supported.

auth_value When executing this POST request, the It can be obtained by creating a session

through /redfish/v1/SessionSer-

vice/Sessions.

header_type

Format of the request message.

application/json

Image_value

Type: string, shared path, determined by
the shared server.

The maximum length is 256 characters.
The format is as follows:
“Image”:“protocol://server_ip/file_path/
file_name

username_value

Type: string. This field needs to be pro-
vided when the CIFS protocol and the
HTTPS protocol are used. The maximum

length is 32 characters.

This field is not required when the NFS

protocol is used.

password_value

Type: string. This field needs to be pro-
vided when the CIFS protocol is used.
This field needs to be provided when the
HTTPS protocol is used. The maximum
length is 32 characters.

This field is not required when the NFS

protocol is used.

value

Virtual media operation type

Connect: connects to virtual media.

Usage Guidelines

None

Example

e Request Example:

POST https://device_ip/redfish/v1/Managers/1/VirtualMedia/CD/Actions/VirtualMedia.VmmControl

e Request Header:

x-auth-token:LXIrQPHHOPTz6k4rrPB/UfABUd45p9PFIC8QG2Ip2F0=
Content-Type:application/json
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o Request Message Body:

{
"Image":"cifs://device_ip/home/mount_test/isocfg-tool-vl.iso",
"Username":test,
"Password":123,
"vmmControlType":"Connect"
}

e Response Example:

"@odata.context": "/redfish/vl/$metadata#virtualMedia.VvirtualMedia",
"@odata.id": "/redfish/vl/mManagers/1/virtualMedia/CD/Actions/
VirtualMedia.vmmControl",

"@odata.type": "#virtualMedia.vl_2_0.VirtualMedia",

"Information": {

"target": "/redfish/vl/Managers/1/virtualMedia/cD"

3
e Status Code: 200

Output Description

For a description of the output returned when the virtual media is accessed, refer to Table 4-37.

Table 4-37 Output Descriptions for Connecting to the Virtual Media

Field Type Description

@odata.context String OData description of the virtual media resource.
@odata.id String Path to connect the virtual media resource.
@odata.type String Type of virtual media resource.

Information Object -

target String Access path of the current virtual media resource.

4.23 Disconnecting the Virtual Media
Function
Disconnect the virtual media.
Permission Required

Remote media

Document Serial Number: V120240304 (R1.3) 131



VANTAGEO Server Redfish Interface Description (BMC V4)

vantageo

Syntax

e Operation Type: POST
e URL:https://device ip/redfish/v1/Managers/manager id/VirtualMe-

dia/media type/Actions/VirtualMedia.VmmControl

e Request Header:

x-auth-token:auth_value
Content-Type:header_type

o Request Message Body:

"vmmControlType":value

Parameters

For the parameter descriptions for disconnecting the virtual media, refer to Table 4-38.

Table 4-38 Parameter Descriptions for Disconnecting the Virtual Media

Parameter

Description

Value

device_ip

IP address for logging in to the device.

IPv4 or IPv6 address.

manager_id

ID of the Manager resource.

For a rack server, the value is 1 or Self.

Media_type

Virtual Media Type

CD, CD1, USBStick, and USBStick1 are
supported.

auth_value

When executing this POST request, the
"x-auth-token" value must be carried in

"Headers" for authentication.

It can be obtained by creating a session
through /redfish/v1/SessionSer-

vice/Sessions.

header_type

Format of the request message.

application/json

value

Virtual media operation type

Disconnect: disconnects the virtual me-
dia.

Usage Guidelines

None

Example

e Request Example:

POST https://device_ip/redfish/v1/Managers/1/VirtualMedia/CD/Actions/VirtualMedia.VmmControl

e Request Header:
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x-auth-token:LXIrQPHHOPTz6k4rrPB/UfABUd45p9PFIC8QG2Ip2F0=
Content-Type:application/json

o Request Message Body:

"vmmControlType":"Disconnect"

}

e Response Example:

"@odata.context": "/redfish/vl/$metadata#virtualMedia.virtualMedia",
"@odata.id": "/redfish/vl/Managers/1/VvirtualMedia/CD/0Oem/VANTAGEO/Actions/
VirtualMedia.vmmControl",

"@odata.type": "#virtualMedia.vl_2_0.virtualMedia",

"Information": {

"target": "/redfish/vl/Managers/1/virtualMedia/cD"

3
e Status Code: 200

Output Description

For a description of the output returned when the virtual media is disconnected, refer to Table

4-39.
Table 4-39 Output Descriptions for Disconnecting the Virtual Media
Field Type Description
@odata.context String OData description of the virtual media resource.
@odata.id String Access path of the disconnected virtual media re-
source.
@odata.type String Type of virtual media resource.
Information Object -
target String Access path of the current virtual media resource.

4.24 Sending a One-Click Collection Request
Function
Send a one-click collection request.
Permission Required

Diagnosis.
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Syntax

e Operation Type: POST
o URL:https://device ip/redfish/v1/Managers/manager id/LogSer-

vices/Actions/LogServices.Dump

e Request Header:

x-auth-token:auth_value
Content-Type:header_type

o Request Message Body:

"Type" :type_value

Parameters

For a description of the parameters for sending a one-click collection request, refer to Table

4-40.

Table 4-40 One-Click Collection Request Parameter Descriptions

Parameter

Description

Value

device_ip

IP address for logging in to the device.

IPv4 or IPv6 address.

manager_id

ID of the Manager resource.

For a rack server, the value is 1 or Self.

auth_value

When executing this POST request, the
"x-auth-token" value must be carried in

"Headers" for authentication.

It can be obtained by creating a session
through /redfish/v1/SessionSer-

vice/Sessions.

header_type

Format of the request message.

application/json

type_value

Operation Type

Type: Logs

Usage Guidelines

None

Example

e Request Example:

POST https://device_ip/redfish/v1/Managers/1/LogServices/Actions/LogServices.Dump

e Request Header:

x-auth-token:LXIrQPHHOPTz6k4rrPB/UfABUd45p9PFIC8QG2Ip2F0=
Content-Type:application/json
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o Request Message Body:

{
"Type":"Logs"
}
e Response Example:
{
"error": {
"code": "Base.1l.8.1.Success",
"message": "Successfully Completed Request",
"@vMessage.ExtendedInfo": [
{
"@odata.type": "#Message.vl 1_1.Message",
"MessageIld": "Base.l1l.8.1.Success",
"Message": "Successfully Completed Request",
"Severity": "oK",
"Resolution": "None."
}
]
}
}

e Status Code: 200

Output Description

For a description of the output returned when you send a one-click collection request, refer to

Table 4-41

Table 4-41 Output Descriptions for One-Click Collection Requests

Field Type Description
code String ID of the specified message in the message registry.
message String Readable message for the code in the message reg-
istry.
@odata.type String OData description of the message resource.
Messageld String Message ID.
Message String Details.
Severity String Severity level. Options:
e OK
® \Warning
® Critical
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Field

Type Description

Resolution

String Solution.

4.25 Querying the One-Click Collection Progress

Function

Query the one-click collection progress.

Permission Required

Query.

Syntax

e Operation Type: GET

e URL:https://device ip/redfish/v1/Managers/managers id/LogSer-

vices/Actions/LogServices.Dump/Progress

e Request Header:

x-auth-token:auth_value

Parameters

Request Message Body: None

For a description of the parameters for querying the one-click collection progress, refer to Table

4-42.

Table 4-42 Parameter Descriptions for Querying the One-Click Collection Progress

Parameter Description Value

device_ip IP address for logging in to the device. IPv4 or IPv6 address.

manager_id ID of the Manager resource. For a rack server, the value is 1 or Self.

auth_value When the Get request is executed, the It can be obtained by creating a session
"x-auth-token" value must be carried in through /redfish/vl/SessionSer-
"Headers" for authentication. vice/Sessions.

Usage Guidelines

None

Example

e Request Example:

GET https://device_ip/redfish/v1/Managers/1/LogServices/Actions/LogServices.Dump/Progress

Document Serial Number: VT20240304 (R1.3)

136




VANTAGEO Server Redfish Interface Description (BMC V4) Vant8890 |

e Request Header:

x-auth-token:LXIrQPHHOPTz6k4rrPB/UfABUd45p9PFIC8QG2Ip2F0=

e Request Message Body: None

e Response Example:

"@odata.content": "/redfish/vl/$metadata",

"@odata.id": "/redfish/vl/Managers/self/LogServices/Actions/
LogServices.Dump/Progress",

"@odata.type": "#Message.vl_1 1.Message",

"Message": "SUCCESSED",

"Percentage": "100",

"State": "STATE_SUCCESSED",

"TarName": "bmcinfo_UnknownProductSN.tar.gz",

"Tarpath": "/var/bmcdata/bmcinfo_unknownProductsN.tar.gz",
"Type": "Logs"

3
e Status Code: 200

Output Description

For a description of the output returned when you query the one-click collection progress, refer
to Table 4-43.

Table 4-43 Output Descriptions for Querying the One-Click Collection Progress

Field Type Description

@odata.context String OData description for the query of the one-click log

collection progress.

@odata.id String Access path for the query of the one-click log collec-

tion progress.

@odata.type String Type of query of the one-click log collection progress.
Percentage String Task progress percentage.
State String Status, options:

® STATE_FAILED

e STATE_SUCCESSED
e STATE_RUNNING
e STATE_SILENT

Type String Type. Only the Logs type is available in this version.

Message String Task progress status, including:

® SILENT: indicates that collection is triggered.
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Field Type Description

® RUNNING: indicates that collection is in progress.

o SUCCESSED: indicates that collection is complet-
ed and successful.

o FAILED: indicates that an error occurs during col-
lection.

TarName String File name of the compressed package, in which Un-

knownProductSN varies with the actual SN. If the
actual SN is not obtained, UnknownProductSN is

used.

TarPath String Storage path of the local compressed package.

4.26 Exporting Logs

Function

Export the log information about a server.

Permission Required

Diagnosis.

Syntax

Operation Type: POST
URL: https://device ip/redfish/v1/Managers/manager id/LogSer-
vices/Actions/LogServices.ExportLogs

Request Header:

x-auth-token:auth_value
Content-Type:header_type

Request Message Body:

"Type" :type_value,

"Content" :content_value

Parameters

For a description of the parameters for exporting logs, refer to Table 4-44.
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Table 4-44 Log Export Parameter Descriptions

Header in the POST request for authenti-
cation.

Parameter Description Value

device_ip IP address for logging in to the device. IPv4 or IPv6 address.

manager_id ID of the Manager resource. For a rack server, the value is 1 or Self.
auth_value X-Auth-Token value contained in Request | It can be obtained by creating a session

through /redfish/v1/SessionSer-

vice/Sessions.

header_type

Format of the request message.

Supported message formats: application

and json
type_value Operation type. Type: Logs
content_value File path. Path for exporting log files:

o Remote download. TFTP is supported.
Value: remote service address.

® Local download. Value: TarPath in
the response returned through the
progress query interface.

Usage Guidelines

None

Example

e Request Example:

POST https://device_ip/redfish/v1/Managers/1/LogServices/Actions/LogServices.ExportLogs

e Request Header:

Content-Type: application/json

o Request Message Body:

}

"Type":"Logs",

"Content":"tftp://10.10.10.191/1ID_config.tar.gz"

e Response Example:

{
"error": {
"code": "Base.1l.8.1.Success",
"message": "successfully Completed Request",
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}

"@vessage.ExtendedInfo" :

{
"@odata.type": "#Message.vl 1_1.Message",
"MessageId": "Base.l1l.8.1.Success",
"Message": "Successfully Completed Request",
"Severity": "ok",
"Resolution":

}

e Status Code: 200

Output Description

For a description of the output returned when you export the logs, refer to Table 4-45.

Table 4-45 Log Export Descriptions

Field Type Description
code String ID of the specified message in the message registry.
message String Readable message for the code in the message reg-
istry.
@odata.type String OData description of the message resource.
Messageld String Message ID.
Message String Details.
Severity String Severity. The Redfish supports the following severity
levels:
e OK
® \Warning
® Critical
Resolution String Solution.

4.27 Querying the KVM Service Resource

Function

Query KVM resource information.

Permission Required

Query.
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Syntax

e Operation Type: GET

e URL: https://device ip/redfish/vl/Managers/manager id/KvmService

e Request Header:

x-auth-token:auth_value

e Request Message Body: None

Parameters

For a description of the parameters for querying the KVM service resource, refer to Table 4-46.

Table 4-46 Parameter Descriptions for Querying the KVM Service Resource

Parameter Description Value

device_ip IP address for logging in to the device. IPv4 or IPv6 address.

manager_id ID of the Manager resource. For a rack server, the value is 1 or Self.

auth_value X-Auth-Token value contained in Request | It can be obtained by creating a session
Header in the Get request for authentica- | through /redfish/vi/SessionSer-
tion. vice/Sessions.

Usage Guidelines
None
Example

e Request Example:

GET https://device_ip/redfish/v1/Managers/1/KvmService

e Request Header:

x-auth-token:LXIrQPHHOPTz6k4rrPB/UfABUd45p9PFIC8QG2Ip2F0=

e Request Message Body: None

e Response Example:

"@odata.type": "#KvmService.vl_0_0.KvmService",
"ActivatedSessionsType": "Private",
"EncryptionEnabled": true,

"Description": "KvmService",

"@odata.context": "/redfish/vl/$metadata#kvmService.KvmService",

"@odata.id": "/redfish/vl/mManagers/self/KvmService",

"Kvmurl": "https://192.168.5.7/viewer.htm]?&token=IywH3U7qgkckzw8aKkb" ,
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"MaximumNumberofsessions": 4,
"NumberofActivatedSessions": O,
"SessionTimeoutMinutes": 30

}

e Status Code: 200
Output Description

For a description of the output returned when you query the KVM service resource, refer to Ta-
ble 4-47.

Table 4-47 Output Descriptions for Querying the KVM service Resource

Field Type Description

@odata.context String OData description of the KVM service resource mod-
el.

@odata.id String Access path of the KVM resource.

@odata.type String Type of KVM service resource.

Description String Description of the KVM resource.

MaximumNumberOfSessions Number Maximum number of KVM sessions.

KvmuUrl String URL for accessing the KVM resource. When the URL
is used for access, the Web session is automatically
logged out.

NumberOfActivatedSessions Number Number of current KVM sessions.

ActivatedSessionsType String KVM session type. Options:

® Shared: Shared
® Private: Exclusive

EncryptionEnabled Boolean Enables or disables KVM encryption. Options:
® true: enabled.
® false: disabled.

SessionTimeoutMinutes Number Session timeout time, range: 1-60, unit: minutes.

4.28 Modifying Information About the KVM Resource
Function
Modify information about the KVM resource.
Permission Required

Remote control
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Syntax

e Operation Type: PATCH
e URL: https://device ip/redfish/vl/Managers/manager id/KvmService

e Request Header:

x-auth-token:auth_value
Content-Type:header_type

o Request Message Body:

"SessionTimeoutMinutes":

"EncryptionEnabled": EncryptionEnabled_value,

SessionTimeoutMinutes_value

Parameters

For a description of the parameters for modifying the KVM resource, refer to Table 4-48.

Table 4-48 Parameter Descriptions for Modifying Information About the KVM Resource

Header in the PATCH request for authenti-
cation.

Parameter Description Value

device_ip IP address for logging in to the device. IPv4 or IPv6 address.

manager_id ID of the Manager resource. For a rack server, the value is 1 or Self.
auth_value X-Auth-Token value contained in Request | It can be obtained by creating a session

through /redfish/v1/SessionSer-

vice/Sessions.

header_type

Format of the request message.

Supported formats: application and json.

Minutes_value

EncryptionEn- Whether KVM encryption is enabled. ® true: enabled
abled_value e false: disabled
SessionTimeout- Session timeout period. Range: 1-60, unit: minutes.

Usage Guidelines

None

Example

e Request Example:

PATCH https://device_ip/redfish/v1/Managers/1/KvmService

e Request Header:

x-auth-token:LXIrQPHHOPTz6k4rrPB/UfABUd45p9PFIC8QG2Ip2F0=
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Content-Type:application/json

o Request Message Body:

"EncryptionEnabled": true,
"SessionTimeoutMinutes": 10

}

e Response Example:

{
"@odata.context": "/redfish/vl/$metadata#KkvmService.KvmService",
"@odata.id": "/redfish/vl/mManagers/self/KvmService",
"@odata.type": "#KvmService.vl_0_0.KvmService",
"ActivatedSessionsType": "Private",
"EncryptionEnabled": true,
"Description": "KvmService",
"MaximumNumberofsessions": 4,
"NumberofActivatedSessions": O,
"SessionTimeoutMinutes": 10

I

e Status Code: 200
Output Description

For a description of the output returned when you modify information about the KVM resource,
refer to Table 4-49.

Table 4-49 Output Descriptions for Modifying Information About the KVM Resource

Field Type Description
@odata.context String OData description of the KVM service resource mod-
el.
@odata.id String Access path of the KVM resource.
@odata.type String Type of KVM service resource.
Description String Description of the KVM resource.
MaximumNumberOfSessions Number Maximum number of KVM sessions.
NumberOfActivatedSessions Number Number of current KVM sessions.
ActivatedSessionsType String KVM session type. Options:
® Shared: shared.
® Private: exclusive.
EncryptionEnabled Boolean Enables or disables KVM encryption. Options:
® true: enabled.
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Field Type Description
® False: disabled.
SessionTimeoutMinutes Number Session timeout time, range: 1-60.

4.29 Querying Information About a Specified SEL Log Service Re-

source

Function

Query information about the specified SEL log service resource of a server.

Permission Required

Security management.

Syntax

e Operation Type: GET

e URL:https://device ip/redfish/v1/Managers/manager id/LogSer-

vices/SEL/Entries/entries id

e Request Header:

X-Auth-Token:auth_value

Description

Request Message Body: None

For a description of the parameters for querying information about the specified SEL log service

resource, refer to Table 4-50.

Table 4-50 Parameter Descriptions for Querying Information About the Specified SEL Log

Service Resource

Parameter Description Value

device_ip IP address for logging in to the device. IPv4 or IPv6 address.

manager_id ID of the Manager resource. For a rack server, the value is 1 or Self.

entries_id Log resource ID. It can be obtained from the log resource

collection.

auth_value X-Auth-Token value contained in Request | It can be obtained by creating a session
Header in the GET request for authentica- | through /redfish/vi/SessionSer-
tion. vice/Sessions.

Document Serial Number: VT20240304 (R1.3)

145




VANTAGEO Server Redfish Interface Description (BMC V4)

vantageo

Usage Guidelines

None

Example

e Request Example:

GET https://device_ip/redfish/v1/Managers/1/LogServices/SEL/Entries/1

e Request Header:

x-auth-token:LXIrQPHHOPTz6k4rrPB/UfABUd45p9PFIC8QG2Ip2F0=

e Request Message Body: None

e Response Example:

}

"@odata.context": "/redfish/vl/$metadata#LogEntry.LogEntry",
"@odata.id": "/redfish/vl/Managers/self/LogServices/SEL/Entries/631",
"@odata.type": "#LogEntry.vl_4_3.LogEntry",
"Created": "2010-03-04T14:56:23+08:00",
"Description": "SEL LOG info",
"EntryCode": "Assert",
"EntryType": "SEL",
"EventTimestamp": "2010-03-04T14:56:23+08:00",
"1d": "631",
"Message": "Initiated By warm Reset",
"MessageId": "Ox02FFFF",
"Name": "SEL 1221",
"SensorNumber": 128,
"oem" : {
"Public":{

"ownerLUN": 0

}’
"SensorType": "SystemBoot/Restart",

"Severity": "OK"

e Status Code: 200

Output Description

For a description of the output returned when you query information about the specified SEL log

service resource, refer toTable 4-51.
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Table 4-51 Output Descriptions for Querying Information About the Specified SEL Log Ser-

vice Resource

Field Type Description
@odata.context String OData description of the specified SEL log service re-
source model.
@odata.id String Access path of the specified SEL log service resource
node.
@odata.type String Type of the specified SEL log service resource.
Created String Time when the SEL log instance is created.
Description String Log resource description information.
EntryCode String Type of SEL log instance.
EntryType String Type of SEL log instance.
e SEL
® Oem
EventTimestamp String Timestamp of the SEL log instance information.
Id String ID of the SEL log instance.
Message String Message content of the SEL log instance information.
Messageld String Message ID of the SEL log instance information.
Name String Name of the SEL log instance.
SensorNumber Number ID of the sensor that creates the SEL log instance.
SensorType String Type of the sensor that creates the SEL log instance.
Message String Details.
Severity String Log severity level of the SEL log instance information.
e OK
® \Warning
® Critical
® Non-recoverable
Oem.Public Object Customized properties.
OwnerLUN Number SensorNumber extension.

4.30 Capturing the Screen Manually
Function

Capture the screen manually.
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Permission Required

Diagnosis.
Syntax

e Operation Type:

POST

e URL:https://device ip/redfish/v1/Managers/manager id/Actions/Manag-

er.CaptureScreenShot

e Request Header:

X-Auth-Token:auth_value

e Request Message Body: None

Description

For a description of the parameters for capturing the screen manually as the query condition,

refer to Table 4-52.

Table 4-52 Parameter Descriptions for Capturing the Screen Manually

Parameter Description Value

device_ip IP address for logging in to the device. IPv4 or IPv6 address.

manager_id ID of the Manager resource. For a rack server, the value is 1 or Self.

auth_value X-Auth-Token value contained in Request | It can be obtained by creating a session
Header in the GET request for authentica- | through /redfish/v1/SessionSer-
tion. vice/Sessions.

Usage Guidelines
None

Example

e Request Example:

POST https://device_ip/redfish/v1/Managers/1/Actions/Manager.CaptureScreenShot

e Request Header:

X-Auth-Token:LXIrQPHHOPTz6k4rrPB/UfABUd45p9PFIC8QG2Ip2F 0=

o Request Message Body: None

e Response Example: None
e Status Code: 204
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Output Description

None

4.31 Downloading the Manually Captured Screen Image

Function

Download the manually captured screen image.

Permission Required

Diagnosis.

Syntax

Operation Type: POST
URL: https://device ip/redfish/v1/Managers/manager id/Actions/Manag-
er.DownloadScreenShot

Request Header:

x-auth-token:auth_value

Request Message Body: None

Description

For a description of the parameters for downloading the manually captured screen image, refer
to Table 4-53.

Table 4-53 Parameter Descriptions for Downloading the Manually Captured Screen Image

Parameter Description Value

device_ip IP address for logging in to the | IPv4 or IPv6 address.
device.

manager_id ID of the Manager resource. For a rack server, the value is 1 or Self.

auth_value X-Auth-Token value contained | It can be obtained by creating a session
in Request Header in the GET | through /redfish/v1/SessionSer-
request for authentication. vice/Sessions.

Usage Guidelines

None

Example

Request Example:
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POST https://device_ip/redfish/v1/Managers/1/Actions/Manager.DownloadScreenShot

e Request Header:

x-auth-token:LXIrQPHHOPTz6k4rrPB/UfABUd45p9PFIC8QG2Ip2F0=

e Request Message Body: None

e Response Example: None
e Status Code: 200

Output Description

Return the image data of the manually captured screen image.

4.32 Querying Information About the ISDT Resource

Function

Query the information about the ISDT resource of a server.
Permission Required

Query.

Syntax

e Operation Type: GET
e URL: https://device ip/redfish/vl/Managers/manager 1id/ISDTService

e Request Header: None

X-Auth-Token:auth_value

e Request Message Body: None
Description

For a description of the parameters for querying information about the ISDT resource, refer to
Table 4-54.

Table 4-54 Parameter Descriptions for Querying Information About the ISDT Resource

Parameter

Description

Value

device_ip

IP address for logging in to the device.

IPv4 or IPv6 address.

manager_id

ID of the Manager resource.

For a rack server, the value is 1 or Self.

auth_value

X-Auth-Token value contained in Request
Header in the GET request for authentica-

tion.

It can be obtained by creating a session
through /redfish/v1/SessionSer-

vice/Sessions.
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Usage Guidelines
None
Example

e Request Example:

GET https://device_ip/redfish/v1/Managers/1/ISDTService

e Request Header:

x-auth-token:LXIrQPHHOPTz6k4rrPB/UfABUd45p9PFIC8QG2Ip2F0=

e Request Message Body: None

e Response Example:

e Status Code: 200

{
"@odata.context": "/redfish/vl/$metadata#ISDTService.ISDTService",
"@odata.id": "/redfish/vl/Managers/1/1ISDTService",
"@odata.type": "#ISDTService.v1l_0_0.ISDTService",
"ImageInstalled": true,
"ImageMounted": true,
"ISDTStartEnabled":
true, "Version": {
"ISDTVersion": "v01.24.04.00",
"ISDTBuildDate": "2024-08-12
23:47:19",
"IspTPlatform": "X86_64"
IE
"Actions": {
"#ISDTService.vmmControl": {
"target": "/redfish/vl/Managers/1/ISDTService/Actions/ISDTService.vmmControl'
}
}
Output Description

For a description of the output returned when you query information about the ISDT resource,

refer to Table 4-55.

Table 4-55 Output Descriptions for Querying Information About the ISDT Resource

Field Type Description
@odata.context String OData description of the ISDT resource
model.
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Field Type Description

@odata.id String Access path of the ISDT resource node.

@odata.type String Type of the ISDT resource.

Imagelnstalled Boolean Whether there is a navigation disk image.

ImageMounted Boolean Whether the ISDT image is mounted.

ISDTStartEnabled Boolean Whether one-click ISDT startup is en-
abled.

Version Object Version number object

Version.ISDTVersion String ISDT version number.

Version.ISDTBuildDate String ISDT generation date.

Version.ISDTPIlatform String Platform that supports ISDT.

Actions Object Available actions for the ISDT resource.

#ISDT Service.VmmControl.target String Path of the control operation on the navi-
gation disk.

4.33 Modifying Properties of the ISDT Service Resource

Function

Modify properties of the ISDT Service resource.
Permission Required

VMM.

Syntax

e Operation Type: PATCH
e URL: https://device ip/redfish/vl/Managers/manager id/ISDTService

e Request Header:

x-auth-token:auth_value
Content-Type: header_type

o Request Message Body:

"ServiceEnabled": ServiceEnabled_value,

"ISDTStartEnabled": ISDTStartEnabled_value
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Description

For a description of the parameters for modifying properties of the ISDT Service resource, refer

to Table 4-56.

Table 4-56 Parameter Descriptions for Modifying Properties of the ISDT Service Resource

request, the "Headers" field must
carry the "X-Auth-Token" value for
authentication.

Parameter Description Value
device_ip IP address for logging in to the de- | IPv4 or IPv6 address.
vice.
manager_id ID of the Manager resource. For a rack server, the value is 1 or
Self.
auth_value During the execution of the PATCH | It can be obtained when a session

is created through /redfish/v1/

SessionService/Sessions.

header_type

Format of the request message.

application/json

ServiceEnabled Whether service is enabled. ® true: enabled
o false: disabled
ISDTStartEnabled_value Whether one-click ISDT startupis | ® true: yes.
enabled. ® false: no.

Usage Guidelines
None
Example

e Request Example:

PATCH https://device_ip/redfish/v1/Managers/1/ISDTService

e Request Header:

x-auth-token:LXIrQPHHOPTz6k4rrPB/UfABUd45p9PFIC8QG2Ip2F0=
Content-Type: application/json

o Request Message Body:

"ServiceEnabled": true,
"ISDTStartEnabled": true

}

e Response Example: None
e Status Code: 204
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Output Description

None

4.34 Mounting and Dismounting Navigation Disks

Function

Mount and dismount navigation disks.

Permission Required

VMM.
Syntax

e Operation Type:

POST

e URL:https://device ip/redfish/v1/Managers/manager 1d/ISDTSer-

vice/Actions/ISDTService.VmmControl

e Request Header:

Content-Type: hea

x-auth-token:auth_value

der_type

o Request Message Body:

{
"vmmControlType": vmm_control_type_value
I
Description

For a description of the parameters for mounting and dismounting navigation disks, refer to Ta-

ble 4-57.

Table 4-57 Parameter Descriptions for Mounting and Dismounting Navigation Disks

Parameter Description Value

device_ip IP address for logging in to the device. IPv4 or IPv6 address.

manager_id ID of the Manager resource. For a rack server, the value is 1 or Self.

auth_value During the execution of the PATCH re- It can be obtained when a session is creat-
quest, the "Headers" field must carry the ed through /redfish/v1/SessionSer-
"X-Auth-Token" value for authentication. vice/Sessions.

vmm_con- Type of Vmm control. ® Connect: connected

trol_type_value ® Disconnect: disconnected

Document Serial Number: VT20240304 (R1.3)

154




VANTAGEO Server Redfish Interface Description (BMC V4) Vant8890 |

Usage Guidelines
None
Example

e Request Example:

POST https://device_ip/redfish/v1/Managers/1/ISDTService/Actions/ISDTService.VmmControl

e Request Header:

x-auth-token:LXIrQPHHOPTz6k4rrPB/UfABUd45p9PFIC8QG2Ip2F0=
Content-Type: application/json

o Request Message Body:

"vmmControlType": "Connect"

}

e Response Example:

{
"@odata.context": "/redfish/vl/$metadata#ISDTService.ISDTService",
"@odata.id": "/redfish/vl/Managers/1/1SDTService/Actions/ISDTService.vmmControl",
"@odata.type": "#ISDTService.v1_0_0.ISDTService",
"Information": {
"target": "/redfish/vl/Managers/1/ISDTService"
}
}

e Status Code: 200
Output Description

For a description of the output returned when you mount and dismount navigation disks, refer to
Table 4-58.

Table 4-58 Output Descriptions for Mounting and Dismounting Navigation Disks

Field Type Description

@odata.context String OData description of the ISDT resource model.
@odata.id String Access path of the ISDT resource node.
@odata.type String Type of ISDT resource.

Information Object -

target String Access path of the current ISDT resource.
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4.35 Querying Information About the ISDT FWUpdate Collection

Function

Query information about the ISDT FWUpdate collection.

Permission Required

Query.

Syntax

e Operation Type: GET

e URL:https://device ip/redfish/v1/Managers/manager 1d/ISDTSer-

vice/ISDTFWUpdate

e Request Header:

X-Auth-Token:auth_value

e Request Message Body: None

Description

For a description of the parameters for querying information about the ISDT FWUpdate collec-
tion, refer to Table 4-59.

Table 4-59 Parameter Descriptions for Querying Information About the ISDT FWUpdate Col-

lection

Parameter

Setting

Value

device_ip

IP address for logging in to the device.

IPv4 or IPv6 address.

manager_id

ID of the Manager resource.

For a rack server, the value is 1 or Self.

auth_value

X-Auth-Token value contained in Request
Header in the GET request for authentica-
tion.

It can be obtained by creating a session
through /redfish/v1/SessionSer-

vice/Sessions.

Usage Guidelines

None

Example

e Request Example:

GET https://device_ip/redfish/v1/Managers/1/ISDTService/lSDTFWUpdate

e Request Header:

X-Auth-Token:LXIrQPHHOPTz6k4rrPB/UfABUd45p9PFIC8QG2Ip2F 0=
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e Request Message Body: None

e Response Example:

}

"@odata.context":
"/redfish/vl/$metadata#ISDTFWUpdateCollection.ISDTFWUpdateCollection",
"@odata.id": "/redfish/vl/Managers/manager_id/ISDTService/ISDTFwWUpdate",
"@odata.type": "#ISDTFwUpdateCollection.ISDTFwUpdateCollection",
"Name": "ISDT Framework Update Collection",
"Members@odata.count": 1,
"Members": [

{

"@odata.id": "/redfish/vl/Managers/manager_id/ISDTService/ISDTFwUpdate/1"

e Status Code: 200

Output Description

For a description of the output returned when you query information about the ISDT FWUpdate

collection, refer to Table 4-60.

Table 4-60 Output Descriptions for Querying Information About the ISDT FWUpdate Collec-

tion

Field Type Description

@odata.context String OData description of the ISDT resource collection
model.

@odata.id String Access path of the ISDT resource collection node.

@odata.type String Type of ISDT resource collection.

Name String Name of the ISDT resource collection.

Members@odata.count Number Number of ISDT FWUpdate tasks, which is fixed to
one.

Members.@odata.id String ISDT FWUpdate task.

4.36 Querying Information About an ISDT FWUpdate Task

Function

Query information about an ISDT FWUpdate task.
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Permission Required

Query.

Syntax

e Operation Type: GET

e URL:https://device ip/redfish/v1/Managers/manager 1d/ISDTSer-

vice/ISDTFWUpdate/updateid

e Request Header:

X-Auth-Token:auth_value

Description

Request Message Body: None

For a description of the parameters for querying information about an ISDT FWUpdate task, re-

fer to Table 4-61.

Table 4-61 Parameter Descriptions for Querying Information About an ISDT FWUpdate Task

Parameter Setting Value

device_ip IP address for logging in to the device. IPv4 or IPv6 address.

manager_id ID of the Manager resource. For a rack server, the value is 1 or Self.

auth_value X-Auth-Token value contained in Request | It can be obtained by creating a session
Header in the GET request for authentica- | through /redfish/v1/SessionSer-
tion. vice/Sessions.

updateid ID of the available ISDT FWUpdate task. Fixed to 1.

Usage Guidelines

None

Example

Request Example:

GET https://device_ip/redfish/v1/Managers/1/ISDTService/|SDTFWUpdate/12

e Request Header:

X-Auth-Token:LXIrQPHHOPTz6k4rrPB/UfABUd45p9PFIC8QG2Ip2F 0=

Request Message Body: None

Response Example:
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"@odata.context": "/redfish/vl/$metadata#ISDTFwUpdate.ISDTFwWUpdate",
"@odata.id": "/redfish/vl/Managers/manager_id/ISDTService/ISDTFwWUpdate/1",
"@odata.type": "#ISDTFwUpdate.vl_0_0.ISDTFwUpdate",
"Id": "1",
"Name": "ISDT Framework Update",
"Transferstate": null,
"TransferFileName": null,
"UpgradeProgress": 0,
"Messages": [],
"Actions": {
"#ISDTFwUpdate.Simpleupdate": {
"target":
"/redfish/vl/Managers/manager_id/ISDTService/ISDTFwUpdate/1/Actions/
ISDTFwWUpdate.Simpleupdate"

}

e Status Code: 200
Output Description

For a description of the output returned when you query information about an ISDT FWUpdate
task, refer to Table 4-62.

Table 4-62 Output Descriptions for Querying Information About an ISDT FWUpdate Task

Field Type Description
@odata.context String OData description of the ISDT FWUpdate resource
model.
@odata.id String Access path of the ISDT FWUpdate resource.
@odata.type String Type of ISDT FWUpdate resource.
Id Integer ID of the availbale ISDT FWUpdate resource, which is
fixed to 1.
Name String Description of the interface.
TransferState String File transfer status. Options:
® |[nitiating
® Ongoing
e Completed
TransferFileName String Name of the file that is transferred. Options:
® ImageUrl carried in the request during update.
® SignalUrl carried in the request during update.
UpgradeProgress Integer Task progress, range: 0-100.
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Field Type Description

Messages Array Task progress description, which is not fixed. A com-
pletion time string is available when the task is com-
pleted.

Actions String Operations that can be performed on the resource.

#ISDTFWUpdate.SimpleUp- String Operation Path for the SimpleUpdate resource.

date.target

4.37 Burning an ISDT Image

Function

Burn an ISDT image.

Permission Required

VMM.

Syntax

Operation Type: POST
URL: https://device ip/redfish/v1/Managers/manager 1id/ISDTSer-
vice/ISDTFWUpdate/update id/Actions/SDTFWUpdate.SimpleUpdate

Request Header:

X-Auth-Token:auth_value
Content-Type: header_type

Request Message Body:

"ImageURI":"image_URI_value",

"SignaluRI":"signal_URI_value"

Description

For a description of the parameters for burning an ISDT image, refer to Table 4-63.

Table 4-63 Parameter Descriptions for Burning an ISDT Image

Parameter Setting Value

device_ip IP address for logging in to the device. IPv4 or IPv6 address.

manager_id ID of the Manager resource. For a rack server, the value is 1 or Self.
update_id Update task ID. -
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Parameter

Setting

Value

auth_value

X-Auth-Token value contained in Request
Header in the POST request for authenti-
cation.

It can be obtained by creating a session
through /redfish/v1/SessionSer-

vice/Sessions.

header_type

Format of the request message.

application/json

image_URI_value

Remote path of the ISO image.

URL for the remote file path, for example,
https://192.168.1.5/abc/xxx.iso

signal_URI_value

Remote path for the authentication file cor-

responding to the update file.

URL for the authentication file path, for ex-
ample, https://192.168.1.5/abc/yyy.check-
sum

Usage Guidelines

None

Example

e Request Example:

POST https://device_ip/redfish/v1/Managers/1/ISDTService/ISDTFWUpdate/12/Actions/SDTFWUp-
date.SimpleUpdate

e Request Header:

X-Auth-Token:LXIrQPHHOPTz6k4rrPB/UfABUd45p9PFIC8QG2Ip2F0=
Content-Type: application/json

o Request Message Body:

}

"ImageURI":"https://serverip:port/ISDT.iso",

"SignalurRI":"https://serverip:port/checksum.txt"

e Response Example:

"error": {

"code": "Base.l.0.GeneralError",

"message":

"@vessage.Extendedinfo": [

"A general error has occurred. See Extendedinfo for more information.",

"@odata.type": "#Message.vl_0_0.Message",

"MessageId": "Base.l.0.Success",

"RelatedProperties": [],

"Message": "successfully Completed Request",
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"MessageArgs": [],

"Severity": "ok",

}

"Resolution":

e Response code: 202

Output Description

For a description of the output returned when you burn an ISDT image, refer to Table 4-64.

Table 4-64 Output Descriptions for Burning an ISDT Image

Field Type Description
code String Response code description.
message String Prompt message that is returned.
@Message.Extendedinfo Array Extended information about the message.
@odata.type String OData description of the message resource.
Messageld String Message ID.
RelatedProperties Array Message-related properties.
Message String Details.
MessageArgs Array Message arguments.
Severity String Severity level. Options:
e OK
® \Warning
® Critical
Resolution String Recommended solution.

4.38 Adding Routes

Function

Add routes.
Permission Required
Basic management.
Syntax

e Operation Type: POST
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e URL:https://device ip/redfish/v1/Managers/manager id/EthernetInter-

faces/id/Actions/EthernetInterface.AddRoutes

e Request Header:

X-Auth-Token:auth_value
Content-Type: header_type

o Request Message Body:

}’

"Address":

"PrefixLength":

"IPv4Route": {

ipv4_address_value,

"Netmask": ipv4_netmask_value

"IPv6Route": {

"Address": ipv6_address_value,

ipv6_prefixLen_value

Description

For a description of the parameters for adding routes, refer to Table 4-65.

Table 4-65 Parameter Descriptions for Adding Routes

Header in the POST request for authenti-

cation.

Parameter Setting Value
device_ip IP address for logging in to the device. IPv4 or IPv6 address.
manager_id ID of the Manager resource. For a rack server, the value is 1 or Self.
id ID of the BMC management interface re- It can be obtained by querying the col-
source. lection of BMC management interface re-
sources.
auth_value X-Auth-Token value contained in Request | It can be obtained by creating a session

through /redfish/v1/SessionSer-

vice/Sessions.

header_type

Format of the request message.

application/json

ipv4_address_value | String IP address( IPv4 and IPv6 addresses are
set separately)

ipv4_netmask_val- | String Mask.

ue

ipv6_address_value | String IP address.

Document Serial Number: VT20240304 (R1.3)

163




VANTAGEO Server Redfish Interface Description (BMC V4)

vantageo

Parameter Setting

Value

ue

ipv6_prefixLen_val- | Number

Prefix length.

Usage Guidelines

None

Example

Request Example:

face.AddRoutes

POST https://device_ip/redfish/v1/Managers/1/Ethernetinterfaces/D64FE89CE17C/Actions/Ethernetinter-

Request Header:

Content-Type: application/json

X-Auth-Token:LXIrQPHHOPTz6k4rrPB/UfABUd45p9PFIC8QG2Ip2F0=

Request Message Body:

"IPv4Route": {
"Address": "192.168.1.5",
"Netmask": "255.255.255.192"
IE
"IPv6Route": {
"Address": "ff00::",
"PrefixLength": 8

}

Response Example: None

Response code: 204

Output Description

None

4.39 Deleting Routes

Function

Delete routes.

Permission Required

Basic management.
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Syntax

e Operation Type: POST

e URL:https://device ip/redfish/v1/Managers/manager id/EthernetInter-

faces/id/Actions/EthernetInterface.DeleteRoutes

e Request Header:

X-Auth-Token:auth_value
Content-Type: header_type
o Request Message Body:
{
"IPv4Route": {
"Address": "ipv4_address_value",
"Netmask": "ipv4_netmast_value"
IE
"IPv6Route": {
"Address": "ipv6_address_value",
"PrefixLength": ipv6_prefixLen_value
}
}
Description

For a description of the parameters for deleting routes, refer to Table 4-66.

Table 4-66 Parameter Descriptions for Deleting Routes

Parameter Setting Value
device_ip IP address for logging in to the device. IPv4 or IPv6 address.
manager_id ID of the Manager resource. For a rack server, the value is 1 or Self.
id ID of a BMC management interface re- It can be obtained by querying the col-
source. lection of BMC management interface re-
sources.
auth_value X-Auth-Token value contained in Request | It can be obtained by creating a session

Header in the POST request for authenti-
cation.

through /redfish/v1/SessionSer-

vice/Sessions.

header_type

Format of the request message.

application/json

ipv4_address_value | String IPv4 address.
ipv4_netmast_value | String IPv4 mask.
ipv6_address_value | String IPv6 address.
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Parameter Setting Value
ipv6_prefixLen_val- | Number IPv6 prefix length.
ue

Usage Guidelines

None

Example

Request Example:

POST https://device_ip/redfish/v1/Managers/1/Ethernetinterfaces/D64FE89CE17C/Actions/Ethernetinter-
face.DeleteRoutes

Request Header:

X-Auth-Token:LXIrQPHHOPTz6k4rrPB/UfABUd45p9PFIC8QG2Ip2F0=
Content-Type: application/json

o Request Message Body:
{
"IPv4Route": {
"Address": "192.168.1.5",
"Netmask": "255.255.255.192"
}’
"IPv6Route": {
"Address": "ff00::",
"PrefixLength": 8
}
}
e Response Example: None
e Response code: 204
Output Description
None

4.40 Querying Information About the SecurityService Resource

Function

Query information about the SecurityService resource of a server.

Permission Required

Query.
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Syntax

e Operation Type: GET

e URL:https://device ip/redfish/v1/Managers/manager id/SecuritySer-

vice

e Request Header:

X-Auth-Token:auth_value

e Request Message Body: None

Description

For a description of the parameters for querying information about the SecurityService re-

source, refer to Table 4-67.

Table 4-67 Parameter Descriptions for Querying Information About the SecurityService Re-

source

Parameter

Setting

Value

device_ip

IP address for logging in to the device.

IPv4 or IPv6 address.

manager_id

ID of the Manager resource.

For a rack server, the value is 1 or Self.

auth_value

X-Auth-Token value contained in Request
Header in the GET request for authentica-
tion.

It can be obtained by creating a session
through /redfish/v1/SessionSer-

vice/Sessions.

Usage Guidelines

None

Example

e Request Example:

GET https://device_ip/redfish/v1/Managers/1/SecurityService

e Request Header:

X-Auth-Token:LXIrQPHHOPTz6k4rrPB/UfABUd45p9PFIC8QG2Ip2F 0=

e Request Message Body: None

e Response Example:

"1d": "SecurityService",

"@odata.context": "/redfish/vl/$metadata#SecurityService.SecurityService",
"@odata.id": "/redfish/vl/Managers/1l/SecurityService",

"@odata.type": "#Firewallservice.vl_0_0.SecurityService",
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"Name": "Security Service",
"FirewallRules": {
"@odata.id": "/redfish/vl/Managers/1l/SecurityService/FirewallRules"
IE
"HttpsCert": {
"@odata.id": "/redfish/vl/Managers/1l/SecurityService/HttpsCert"

}

e Status Code: 200
Output Description

For a description of the output returned when you query information about the SecurityService
resource, refer to Table 4-68.

Table 4-68 Output Descriptions for Querying Information About the SecurityService Resource

Field Type Description

@odata.context String OData description of the SecurityService resource
model.

@odata.id String Access path of the SecurityService resource.

@odata.type String Type of SecurityService resource.

Id String Unique identifier.

Name String Resource name.

FirewallRules String Lower-level firewall rule URI.

HttpsCert String URI for SSL certificate information query.

4.41 Querying Information About SecurityService Rules

Function

Query information about SecurityService rules of a server.
Permission Required

Query.

Syntax

e Operation type: GET
e URL:nttps://device ip/redfish/v1/Managers/manager id/SecuritySer-
vice/FirewallRules

e Request Header:
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X-Auth-Token:auth_value

e Request Message Body: None

Description

For a description of the parameters for querying information about SecurityService rules, refer

to Table 4-69.

Table 4-69 Parameter Descriptions for Querying Information About SecurityService Rules

Parameter

Setting

Value

device_ip

IP address for logging in to the device.

IPv4 or IPv6 address.

manager_id

ID of the Manager resource.

For a rack server, the value is 1 or Self.

auth_value

X-Auth-Token value contained in Request
Header in the GET request for authentica-
tion.

It can be obtained by creating a session
through /redfish/v1/SessionSer-

vice/Sessions.

Usage Guidelines

None

Example

e Request Example:

GET https://device_ip/redfish/v1/Managers/1/SecurityService/FirewallRules

e Request Header:

X-Auth-Token:LXIrQPHHOPTz6k4rrPB/UfABUd45p9PFIC8QG2Ip2F 0=

e Request Message Body: None

e Response Example:

"@odata.context":

"@odata.id":

"Actions":

"/redfish/vl/$metadata#FirewalTRule.FirewallRule",

"/redfish/vl/Managers/1/SecurityService/FirewallRules",

"FirewallRules",
"Name": "Firewall Rules",

{

"@odata.type": "#FirewallRule.v1l_0_0.FirewallRule",
nrghs

"#FirewallRule.AddRules": {
"target":
"/redfish/vl/Managers/1/SecurityService/FirewallRules/Actions/
FirewallRule.AddRules"

}’
"#FirewallRule.DeleteRules": {
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"target":
/redfish/vl/Managers/1/SecurityService/FirewallRules/Actions/

FirewallRule.DeleteRules"

}
IE
"ActiveStrategy": "Drop",
"Rules": [

{

"RuleType": "Drop",

"@odata.id":
"/redfish/vl/Managers/1/SecurityService/FirewallRules#/Rules/BlackList_1",
"StartDateTime": null,

"EndDateTime": null,

"StartIPAddress": "192.168.1.1",

"EndIPAddress": null,

"StartMacAddress": null,

"EndMacAddress": null,

"workdayonly": false

}

e Status Code: 200
Output Description

For a description of the output returned when you query information about SecurityService
rules, refer to Table 4-70.

Table 4-70 Output Descriptions for Querying Information About SecurityService Rules

Field Type Description

@odata.context String OData description of the firewall rule resource model.
@odata.id String Access path of the firewall rule resource.
@odata.type String Type of firewall rule resource.

Id String Unique identifier.

Name String Resource name.

ActiveStrategy String Currently valid rule policy:

® Accept: enables rules for accepting data, that is,
the allowlist takes effect.

o Drop: enables rules for dropping data, that is, the
blocklist takes effect.

Rules Array Rule list.
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Field Type Description

Actions Object Operations that can be performed on the resource.
#FirewallRule.AddRules.target | String Operation path for adding a firewall rule.
#FirewallRule.DeleteRules.tar- | String Operation path for deleting a firewall rule.

get

@odata.id String Uniquely identifies the rule in IPRules.
RuleType String Type of rule.

StartDateTime String Time when the rule takes effect.

EndDateTime String Time when the rule becomes invalid.
StartIPAddress String Start IP address corresponding to the rule.
EndIPAddress String End IP address corresponding to the rule.
StartMacAddress String Start MAC address corresponding to the rule.
EndMacAddress String End MAC address corresponding to the rule.
WorkdayOnly Boolean Whether the rule is effective on workdays only.

® true: takes effect on workdays only.
o false: takes effect every day within the specified
time range.

4.42 Adding a Firewall Rule

Function

Add a firewall rule.
Permission Required
Security management.
Syntax

e Operation Type: POST

e URL:nttps://device ip/redfish/v1/Managers/manager id/SecuritySer-

vice/FirewallRules/Actions/FirewallRule.AddRules

e Request Header:

X-Auth-Token:auth_value
Content-Type: header_type

o Request Message Body:
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"Rules": [
{
"RuleType": rule_type_value,
"StartDateTime": start_data_time_value,

"EndDateTime": end_data_time_value,

"EndIPAddress": end_ip_address_value,
"StartMacAddress":

"EndMacAddress": end_mac_address_value,

"workdayonly": workday_only_value

"StartIPAddress": start_ip_address_value,

start_mac_address_value,

Description

For a description of the parameters for adding a firewall rule, refer to Table 4-71.

Table 4-71 Parameter Descriptions for Adding a Firewall Rule

Header in the POST request for authenti-

cation.

Parameter Setting Value

device_ip IP address for logging in to the device. IPv4 or IPv6 address.

manager_id ID of the Manager resource. For a rack server, the value is 1 or Self.
auth_value X-Auth-Token value contained in Request | It can be obtained by creating a session

through /redfish/v1/SessionSer-

vice/Sessions.

header_type

Format of the request message.

application/json

ue

rule_type_value Type of rule. ® Accept
® Drop
start_data_time_val- | Time when the rule takes effect. Optional.

Format example: 2029-01-11 00:00
If this parameter is configured, EndDate-

Time also needs to be configured.

end_data_time_val-

Time when the rule becomes invalid.

Optional.

ue Format example: 2029-01-11 00:00
If this parameter is configured, StartDate-
Time also needs to be configured.
start_ip_ad- Start IP address corresponding to the rule. | One of StartMacAddress and StartIPAd-
dress_value dress must be configured.
end_ip_ad- End IP address corresponding to the rule. | Optional.
dress_value
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Parameter Setting Value

start_mac_ad- Start MAC address corresponding to the One of StartMacAddress and StartIPAd-
dress_value rule. dress must be configured.

end_mac_ad- End MAC address corresponding to the Optional.

dress_value rule. A MAC address segment can contain a

maximum of 64 MAC addresses.

workday_only_value | Whether the rule is effective on workdays

only.

Optional.

e true: takes effective on workdays only.
If this option is selected, the date and
time must be configured.

o false: takes effective every day.

Usage Guidelines
None
Example

e Request Example:

dRules

POST https://device_ip/redfish/v1/Managers/1/SecurityService/FirewallRules/Actions/FirewallRule.Ad-

e Request Header:

Content-Type: application/json

X-Auth-Token:LXIrQPHHOPTz6k4rrPB/UfABUd45p9PFIC8QG2Ip2F0=

o Request Message Body:

{
"Rules": [
{
"RuleType": "Drop",
"StartDateTime": "2024-02-20 00:00",
"EndDateTime": "2024-02-22 00:00",
"StartIPAddress": "128.6.0.100",
"EndIPAddress": "128.6.1.100",
"StartMacAddress": "11:22:33:44:55:66",
"EndMacAddress": "11:22:33:44:55:76",
"workdayonly": false
}
]
}

e Response Example: None

e Response code: 204
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Output Description

None

4.43 Deleting a Firewall Rule

Function

Delete a firewall rule.

Permission Required

Security management.

Syntax

Operation Type: POST
URL: https://device ip/redfish/v1/Managers/manager id/SecuritySer-
vice/FirewallRules/Actions/FirewallRule.DeleteRules

Request Header:

X-Auth-Token:auth_value
Content-Type: header_type

Request Message Body:

"IPRules": [

{
"@odata.id":

"/redfish/vl/Managers/1/SecurityService/FirewallRules#/Rules/BlackList_1"

Description

For a description of the parameters for deleting a firewall rule, refer to Table 4-72.

Table 4-72 Parameter Descriptions for Deleting a Firewall Rule

Parameter Setting Value

device_ip IP address for logging in to the device. IPv4 or IPv6 address.

manager_id ID of the Manager resource. For a rack server, the value is 1 or Self.

auth_value X-Auth-Token value contained in Request | It can be obtained by creating a session
Header in the POST request for authenti- | through /redfish/v1/SessionSer-
cation. vice/Sessions.

Document Serial Number: VT20240304 (R1.3)

174




VANTAGEO Server Redfish Interface Description (BMC V4)

vantageo

Parameter

Setting

Value

header_type

Format of the request message.

application/json

IPRules

Rule array.

There is at least one element in the array.

@odata.id

Odatau.id of the rule to be deleted.

Obtained through "GET https://de-
vice_ip/redfish/v1/Managers/1/Securi-

tyService/FirewallRules."

Usage Guidelines

None

Example

e Request Example:

POST https://device_ip/redfish/v1/Managers/1/SecurityService/FirewallRules/Actions/Firewall-
Rule.DeleteRules

Request Header:

X-Auth-Token:LXIrQPHHOPTz6k4rrPB/UfABUd45p9PFIC8QG2Ip2F0=
Content-Type: application/json

Request Message Body:

"IPRules": [

{
"@odata.id":

"/redfish/vl/Managers/1/SecurityService/FirewallRules#/Rules/BlackList_1"

}

e Response Example: None

e Response code: 204

Output Description

None

4.44 Attaching Remote Media to the Virtual Media Device

Function

Attach remote media to the virtual media device.
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Permission Required

VMM.

Syntax

Operation Type: POST

URL: https://device ip/redfish/v1/Managers/manager id/VirtualMe-

dia/media type/Actions/VirtualMedia.InsertMedia

Request Header:

X-Auth-Token:auth_value
Content-Type:header_type

Request Message Body:

"Image":ImageURI,
"Username":username_value,

"Password" :password_value,

"TransferProtocolType":TransferProtocolType

Description

For a description of the parameters for attaching remote media to the virtual media device, refer
to Table 4-73.

Table 4-73 Parameter Descriptions for Attaching Remote Media to the Virtual Media Device

Parameter Setting

Value

device_ip

IP address for logging in to the device.

IPv4 or IPv6 address.

manager_id

ID of the Manager resource.

For a rack server, the value is 1 or Self.

auth_value

cation.

X-Auth-Token value contained in Request
Header in the POST request for authenti-

It can be obtained by creating a session
through /redfish/v1/SessionSer-

vice/Sessions.

header_type

Format of the request message.

application/json

ImageURI Image address.

Remote image address. The remote serv-
er needs to support the corresponding ser-

vice.

TransferProto-

colType

Transfer protocol type.

CIFS
HTTPS
NFS
HTTP
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Parameter

Setting

Value

username_value

Username.
Whether this parameter is set or not de-

pends on the service configuration.

String type. A maximum of 32 characters

are supported.

password_value

Password
Whether this parameter is set or not de-

pends on the service configuration.

String type. A maximum of 32 characters

are supported.

Usage Guidelines

None

Example

e Request Example:

POST https://device_ip/redfish/v1/Managers/1/VirtualMedia/CD/Actions/VirtualMedia.InsertMedia

e Request Header:

X-Auth-Token:LXIrQPHHOPTz6k4rrPB/UfABUd45p9PFIC8QG2Ip2F0=
Content-Type:application/json

o Request Message Body:

}

"Image":"cifs://device_ip/home/mount_test/isocfg-tool-vl.iso",

"Username":"test",
"Password":"123",

"TransferProtocolType":"CIFS"

e Response Example:

{
}

e Status Code: 200

Output Description

None

4.45 Detaching Remote Media from the Virtual Media Device

Function

Detach remote media from the virtual media device.
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Permission Required

VMM.

Syntax

Operation Type: POST

URL: https://device ip/redfish/v1/Managers/manager id/VirtualMe-

dia/media type/Actions/VirtualMedia.EjectMedia

Request Header:

X-Auth-Token:auth_value
Content-Type: header_type

Request Message Body:

Description

For a description of the parameters for detaching remote media from the virtual media device,
refer to Table 4-74.

Table 4-74 Parameter Descriptions for Detaching Remote Media from the Virtual Media Device

cation.

Header in the POST request for authenti-

Parameter Setting Value

device_ip IP address for logging in to the device. IPv4 or IPv6 address.

manager_id ID of the Manager resource. For a rack server, the value is 1 or Self.
auth_value X-Auth-Token value contained in Request | It can be obtained by creating a session

through /redfish/v1/SessionSer-

vice/Sessions.

header_type

Format of the request message.

application/json

media_type Virtual media type.

The following types are supported:
CD

CD1

USBStick

USBStick1

Usage Guidelines

None

Example

e Request Example:
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POST https://device_ip/redfish/v1/Managers/1/VirtualMedia/CD/Actions/VirtualMedia.EjectMedia

e Request Header:

X-Auth-Token:LXIrQPHHOPTz6k4rrPB/UfABUd45p9PFIC8QG2Ip2F0=
Content-Type: application/json

o Request Message Body:

{
}

e Response Example:

{
}

Status Code: 200

Output Description

None

4.46 Setting the BMC Time
Function
Set the BMC time.
Permission Required
Basic management.
Syntax

e Operation Type: POST

e URL:https://device ip/redfish/v1/Managers/manager id/Actions/Oem/
VANTAGEO/Manager.SetBMCTimes

e Request Header:

X-Auth-Token:auth_value
Content-Type:header_type

o Request Message Body:

{

"Times":times_value
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Description

For a description of the parameters for setting the BMC time, refer to Table 4-75.

Table 4-75 Parameter Descriptions for Setting the BMC Time

Parameter

Setting

Value

device_ip

IP address for logging in to the device.

IPv4 or IPv6 address.

manager_id

ID of the Manager resource.

For a rack server, the value is 1 or Self.

auth_value

X-Auth-Token value contained in Request
Header in the POST request for authenti-
cation.

It can be obtained by creating a session
through /redfish/v1/SessionSer-

vice/Sessions.

header_type

Format of the request message.

application/json

times_value

Date and time.

Format: yyyy-mm-dd HH:mm:ss. For ex-
ample, 2024-05-09 19:56:10.

Usage Guidelines

None

Example

e Request Example:

POST https://device_ip/redfish/v1/Managers/1/Actions/Oem/VANTAGEO/Manager.SetBMCTimes

Request Header:

X-Auth-Token:LXIrQPHHOPTz6k4rrPB/UfABUd45p9PFIC8QG2Ip2F0=
Content-Type:application/json

Request Message Body:

"Times":"2024-05-09 19:56:10"
}

Response Example:

{
"error": {
"code": "Base.1l.8.1.Success",
"message": "Successfully Completed Request",

"@vessage.ExtendedInfo": [

{
"@odata.type": "#Message.vl 1_1.Message",
"MessageId": "Base.l1l.8.1.Success",
"Message": "Successfully Completed Request",
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}

"Severity": "ok",

"Resolution":

e Status Code: 200

Output Description

For a description of the output returned when you set the BMC time, refer to Table 4-76.

Table 4-76 Output Descriptions for Setting the BMC Time

Field Type Description
code String ID of the specified message in the message registry.
message String Readable message for the code in the message reg-
istry.
@Message.Extendedinfo Array Extended information about the message.
@odata.type String OData description of the message resource.
Messageld String Message ID.
Message String Details.
Severity String Severity level. Options:
e OK
® \Warning
® Critical
Resolution String Recommended solution.

4.47 Importing the Syslog Root Certificate

Function

Import the Syslog root certificate into the system.

Permission Required
Basic management.
Syntax

e Operation Type: POST

e URL:https://device ip/redfish/v1/Managers/manager id/SyslogSer-

vice/Actions/SyslogService.ImportRootCertificate
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e Request Header:

X-Auth-Token:auth_value
Content-Type:header_type

o Request Message Body:

"Type":type,

"Content":value

Description

For a description of the parameters for importing the Syslog root certificate, refer to Table 4-77.

Table 4-77 Parameter Descriptions for Importing the Syslog Root Certificate

Parameter

Setting

Value

device_ip

IP address for logging in to the device.

IPv4 or IPv6 address.

manager_id

ID of the Manager resource.

For a rack server, the value is 1 or Self.

auth_value

X-Auth-Token value contained in Request
Header in the POST request for authenti-
cation.

It can be obtained by creating a session
through /redfish/v1/SessionSer-

vice/Sessions.

header_type

Format of the request message.

application/json

type

Method of importing a Syslog certificate.

o text: indicates that the value is the con-
tent of the certificate.
o URI: indicates that the value is the lo-

cal or remote URI.

value

Content or path of the certificate

For remote protocols, only HTTPS is sup-
ported.
The value varies with the type.

Usage Guidelines

None

Example

e Request Example:

POST https://device_ip/redfish/v1/Managers/1/SyslogService/Actions/SyslogService.ImportRootCertificate

e Request Header:

X-Auth-Token:LXIrQPHHOPTz6k4rrPB/UfABUd45p9PFIC8QG2Ip2F0=
Content-Type:application/json

Document Serial Number: VT20240304 (R1.3)

182




VANTAGEO Server Redfish Interface Description (BMC V4)

vantageo

e Request Message Body:

Local address:

"Type":"URI",

"Content":"/data/rootcCA.pem"

Remote address:

"Type":"URT",
"Content":"https://10.226.197.41:28000/rootCA.pem"

Text:

"Type":"text",

"Content":"----- BEGIN CERTIFICATE-----
MIIDNzCCAh8CFBibt0Cg4IvSVTy1432ZNXDu9qSGMAOGCSAGSIb3DQEBCWUAMFgX
CzAIBgNVBAYTAKNOMRIWEAYDVQQIDATHAWFUZ2RvbmcxCzAIBgNVBACMATNaMQuww
CgYDVQQKDANaVEUXDDAKBgNVBASMAQINQzZEMMAOGALUEAWWDVVNBMB4XDTIOMDUY
MTA4NDCYN10XDTIOMDYYMDA4NDCYN1owwDELMAKGALUEBhMCQO4XE jAQBGNVBAGM
CUd1YW5nZG9uzzELMAKGA1UEBWWCU10XDDAKBgNVBAOMA1pURTEMMAOGALUECWWD
Qk 1DMQWwWCgYDVQQDDANVUOEWgQE 1MAOGCSAGSTb3DQEBAQUAA4IBDWAWGGEKAOIB
AQCOmcoiDI1bTmmnhhrbJloQAzNS3au022SKwcvOcUQINO3b4YdyIS+x/fFsks6r+
201kmob8kNt9+/CuUneE7jvgaoMIRp5ThTY/mec3x2caPpzvburalkmvLSBkpccxf
R6LtIQz/ggnooC30n3Mg6RxyqQh9ul/52G0z50/RSx11cyVoNvffgP9aszawx8qp
NF4SNojQFIJIwwXwi5Gv/b71ugy8K/zM4rfOEIOLS6dR5VIuU3/7x1evm//6Z30XgF
JID7ZnVAcV5zfVLppizAJaSbhRvKstU3NUOCEMWCX1ABOXC]jzH73wznGmRhi0b8mQ
5ZYVCECLQz/dx01x501a8CXzAgMBAAEWDQY JKoZIhvcNAQELBQADgGgEBABOYceg9
FpGOLNzTa9T6mAKmpIbk4FvyojoFIe+R1i18rXqfqqPIFdg5QQygs4VvsIEEdLNno8e
bL7FwLkwQ5CHO1PKc1Mkafhnvj5Xgc78wzmsSI0jv4UY9rMkLyhokwghhQlzwxMIv
2RTOMAT3DT51gbTCGsQtk5QubVpnyN3Bj5y0kg5d7jTtk6iQeDWyOXLWYpgSy 6w
kxixsU6YgGIeRCR70kiAT3eA6L00SOGHeTgP70PAZrjPYLRWEXDNJ6YpdO+SAtUX
Z1x7RUf3DoV9irLLEnkveS8Lge/QWEedWEZIOB]jhvkcjuoGDy6ppse3ty+dIiK2Yp
A/tLBdvTgmrxgl4=

e Response Example:

"error": {

"code": "Base.l1l.0.GeneralError",
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"message":
"A general error has occurred. See Extendedinfo for more information.",

"@vessage.ExtendedInfo": [

{
"@odata.type":
"/redfish/vl/$metadata#MessagerRegistry.1.0.0.MessageRegistry",
"MessageIld": "Base.l1l.8.1.Success",
"RelatedProperties": [],
"Message": "The certificate has been imported successfully.",
"MessageArgs": [],
"Severity": "ok",
"Resolution": "None"

}

}

e Status Code: 200
Output Description

For a description of the output returned when you import a Syslog root certificate, refer to Table
4-78.

Table 4-78 Output Descriptions for Importing the Syslog Root Certificate

Field Type Description
code String ID of the specified message in the message registry.
message String Readable message for the code in the message reg-
istry.
@Message.Extendedinfo Array Extended information about the message.
@odata.type String OData description of the message resource.
Messageld String Message ID.
RelatedProperties Array Message-related properties.
Message String Details.
MessageArgs Array Message arguments.
Severity String Severity level. Options:
e OK
® \Warning
® Critical
Resolution String Recommended solution.
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4.48 Importing a Local Syslog Certificate

Function

Import a local Syslog certificate into the system.

Permission Required

Basic management.

Syntax

e Operation Type: POST

e URL:https://device ip/redfish/v1/Managers/manager id/SyslogSer-

vice/Actions/SyslogService.ImportClientCertificate

e Request Header:

X-Auth-Token:auth_value
Content-Type:header_type

o Request Message Body:

"Type":type,

"Content":value

Description

For a description of the parameters for importing a local Syslog certificate, refer to Table 4-79.

Table 4-79 Parameter Descriptions for Importing a Local Syslog Certificate

Parameter

Setting

Value

device_ip

IP address for logging in to the device.

IPv4 or IPv6 address.

manager_id

ID of the Manager resource.

For a rack server, the value is 1 or Self.

auth_value

X-Auth-Token value contained in Request
Header in the POST request for authenti-
cation.

It can be obtained by creating a session
through /redfish/v1/SessionSer-

vice/Sessions.

header_type

Format of the request message.

application/json

type

Method of importing a Syslog certificate.

o text: indicates that the value is the con-
tent of the certificate.

o URI: indicates that the value is the lo-
cal or remote URI.

value

Content or path of the certificate

For remote protocols, only HTTPS is sup-
ported.
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Parameter Setting Value

The value varies with the type.

Usage Guidelines
None
Example

e Request Example:

cate

POST https://device_ip/redfish/v1/Managers/1/SyslogService/Actions/SyslogService.ImportClientCertifi-

e Request Header:

X-Auth-Token:LXIrQPHHOPTz6k4rrPB/UfABUd45p9PFIC8QG2Ip2F0=
Content-Type:application/json

e Request Message Body:
Local address:

"Type":"URI",

"Content":"/data/client.pem"

Remote address:

{
"Type":"URT",
"Content":"https://10.226.197.41:28000/client.pem"
}
Text:
{

"Type":"text",

"Content":"----- BEGIN CERTIFICATE-----
MIIDODCCAiACFHB4CIcZ84ct099USIMDZI5GPMIYMAOGCSAGSIb3DQEBCWUAMFgX
CzAIBgNVBAYTAKNOMRIWEAYDVQQIDATHAWFUZ2RvbmcxCzAIBgNVBACMATNaMQuww
CgYDVQQKDANaVEUXDDAKBgNVBASMAQINQzZEMMAOGALUEAWWDVVNBMB4XDTIOMDUY
MTA4NDCYN10XDTI1IMDUYMTA4NDCYN1owwTELMAKGALUEBhMCQO4XE jAQBgGNVBAGM
CUd1YW5nZG9uzzELMAKGA1UEBWWCU10XDDAKBgNVBAOMA1pURTEMMAOGALUECWWD
Qk 1DMQOWCWYDVQQDDARKYXAUMI IBI jANBgkqghkiGOWOBAQE FAAOCAQ8AMIIBCGKC
AQEApibFUUST85810Fu0Qj5KcIt+972Dr1zbN30X4IPGLY7asdjx5z41IN2Qdfy7f
tw29XXPVRQLITmC4dTRYHB1Tc/COIWTZEtQYES51ynygDr4tGfsDypwsjgun2t+0T
5cFSd7RXEKLKX]jPXVh0g8gr+7NoAJ52PRrSS,/QLS55BpnPxS4VbtoEYRUQXFCPO7
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WKtTx66u/Lf3pihw5uUpx18i9mqwXNj7oMwywplTdnL41TMK8FaJ97LIF91in+EMzh
HZU3j8C1iQCrh9xujgj9RN22YKRIfiCzb0I2VyHkCiwHGbhUI0111PxRIq92r71hn
05g1TIG6GHALPF0/WkZz41vp72wIDAQABMAOGCSQGSIh3DQEBCWUAA4IBAQCQi 0 X
vlzpteIl8Tpldzskz2+ajofhusTquzaLF8BS0AI2+bjaNswgqy63X6BqYSlvIibone
AyS6SCjvjbPvNtPKddgM4asj+uLW+GCWYDOL7Ct18mul7fSjyTIo/SRI9pgbmupNn
RbdOxkbayErbc1TtvPsIhhBa/JFz96nPUJI8bBBPBET/hFdv2iIlKkhvPgwyj4NJk]
hb91iIAA5SMTsiJ2VE/PUSHyoiLOV78/uwL8NLPppItoACYOHWTIbol6hQQELNS56V
Z4rt6z118nCqtvkYSVIFZArICcpz7Uxsbzd229H6ZYeoVsBKjl4v5Trr3s4xfzc/
0e70FWMUYX+3jVgq+

e Response Example:

{
"error": {
"code": "Base.1l.0.GeneralError",
"message":
"A general error has occurred. See Extendedinfo for more information.",
"@vMessage.ExtendedInfo": [
{
"@odata.type":
"/redfish/vl/$metadata#MessagerRegistry.1.0.0.MessageRegistry",
"MessageIld": "Base.l1l.8.1.Success",
"RelatedProperties": [],
"Message'": "The certificate has been imported successfully.",
"MessageArgs": [],
"Severity": "oK",
"Resolution": "None"
}
]
}
}

e Status Code: 200
Output Description

For a description of the output returned when you import a local Syslog certificate, refer to Ta-
ble 4-80.

Table 4-80 Output Descriptions for Importing a Local Syslog Certificate

Field Type Description

code String ID of the specified message in the message registry.

message String Readable message for the code in the message reg-
istry.
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Field Type Description
@Message.Extendedinfo Array Extended information about the message.
@odata.type String OData description of the message resource.
Messageld String Message ID.
RelatedProperties Array Message-related properties.
Message String Details.
MessageArgs Array Message arguments.
Severity String Severity level. Options:
® \Warning
® Critical
Resolution String Recommended solution.

4.49 Importing a Private Key Certificate
Function
Import the private key certificate into the system.
Permission Required
Basic management.
Syntax

e Operation Type: POST
e URL:https://device ip/redfish/v1/Managers/manager id/SyslogSer-
vice/Actions/SyslogService. ImportPrivateKeyCertificate

e Request Header:

X-Auth-Token:auth_value
Content-Type:header_type

o Request Message Body:

{
"Type":type,
"Content":value
3
Description

For a description of the parameters for importing a private key certificate, refer to Table 4-81.
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Table 4-81 Parameter Descriptions for Importing a Private Key Certificate

Parameter

Setting

Value

device_ip

IP address for logging in to the device.

IPv4 or IPv6 address.

manager_id

ID of the Manager resource.

For a rack server, the value is 1 or Self.

auth_value

X-Auth-Token value contained in Request
Header in the POST request for authenti-
cation.

It can be obtained by creating a session
through /redfish/v1/SessionSer-

vice/Sessions.

header_type

Format of the request message.

application/json

type

Method of importing a Syslog certificate.

o text: indicates that the value is the con-
tent of the certificate.

o URI: indicates that the value is the lo-
cal or remote URI.

value

Content or path of the certificate

For remote protocols, only HTTPS is sup-
ported.
The value varies with the type.

Usage Guidelines

None

Example

e Request Example:

ertificate

POST https://device_ip/redfish/v1/Managers/1/SyslogService/Actions/SyslogService.ImportPrivateKeyC-

e Request Header:

X-Auth-Token:LXIrQPHHOPTz6k4rrPB/UfABUd45p9PFIC8QG2Ip2F0=
Content-Type:application/json

e Request Message Body:

Local address:

"Type":"URI",

"Content":"/data/cient.key"

Remote address:

"Type":"URI",
"Content":"https://10.226.197.41:28000/cient.key"
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Text:

"Type":"text",

"Content":"----- BEGIN RSA PRIVATE KEY-----
MIIEOWIBAAKCAQEApPibFUUST85810Fu0Qj5KcIt+972Dr1zbN30X4IPGLY7asd]x
5z41N2Qdfy7 ftw29XxPVRQ1ITmC4dTRYHB]Tc/COIWTZEtQYE5TynygDr4tGfsDy
pwsjgun2t+0T5cFSA7RXEKLKXjPXVh0q8gr+7NoA]52PRrsSS/QlS55BpnPxS4vbt
OEYRUQXTCPO7WKtTX66u/Lf3pihw5UpX1819mgwxNj7oMwywplTdnL41TMK8Fal9
7LIF91n+EMzhHZUj8C11QCrh9xujgj9RN22YKRIfiCzb0I2VyHkCiwHGbhUI0i11
PXR1q92r71hn05g1TIG6GHALPT0/WkzZ41vp72wIDAQABAOIBAHQZOXNCL/jD2NSM
PgyFj9e1Hzi63doQPNu3h8CHz/3cLikuu2A4mMnibekul6rB2dxkvvnuzvvemgdHO
0/VURQriYckNVr1u9yQ+N8wNeVtUEVVeDFSMB0ZdztPhQszzhAFewfnovxMvgbap
f56LVEMRoveehcabz+F0y3qyzSvegem3CkFIINIEL6CVH8gddfX4xnBMTC1SVgNR
hG4/akhumd1Fszpu//zM11f6PWr8I6mmN/mgI8]j TyETi2LdbMFPPFZMCzQVfTDY2 7HYWKBgF67RMm/FOBdNn5M1Umos6IPvrgzkoTokoTIq8hoiAuDBHZYW/STvdv2/
ezkfAUZrfodPNIxjgI/uUuYhkAlzoiPcR3GwkjbcRzq5zSFDbQuUcznGobm2ITHkIQ
gSBX02A/NXDD0ozaItMQTms1pKtx3T2084M/vf8aD43+0]cxCwvzM

e Response Example:

"error": {
"code": "Base.1l.0.GeneralError",
"message":
"A general error has occurred. See Extendedinfo for more information.",
"@vMessage.ExtendedInfo": [
{
"@odata.type":
"/redfish/vl/$metadata#MessagerRegistry.1.0.0.MessageRegistry",

Document Serial Number: V120240304 (R1.3) 190



VANTAGEO Server Redfish Interface Description (BMC V4) Vantageo |

"MessageId": "Base.1l.8.1.Success",

"RelatedProperties": [],

"Message'": "The certificate has been imported successfully.",
"MessageArgs": [],

"Severity": "oK",

"Resolution": "None"

}

e Status Code: 200
Output Description

For a description of the output returned when you import the private key certificate, refer to Ta-
ble 4-82.

Table 4-82 Output Descriptions for Importing a Private Key Certificate

Field Type Description
code String ID of the specified message in the message registry.
message String Readable message for the code in the message reg-
istry.
@Message.Extendedinfo Array Extended information about the message.
@odata.type String OData description of the message resource.
Messageld String Message ID.
RelatedProperties Array Message-related properties.
Message String Details.
MessageArgs Array Message arguments.
Severity String Severity level. Options:
e OK
® \Warning
® Critical
Resolution String Recommended solution.

4.50 Querying SSL Certificate Information
Function

Query SSL certificate information.
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Permission Required

Query.

Syntax

e Operation Type: GET

e URL:nttps://device ip/redfish/v1/Managers/manager id/SecuritySer-

vice/HttpsCert

e Request Header:

X-Auth-Token:auth_value

e Request Message Body: None

Description

For a description of the parameters for querying SSL certificate information, refer to Table 4-83.

Table 4-83 Parameter Descriptions for Querying SSL Certificate Information

Parameter Setting Value

device_ip IP address for logging in to the device. IPv4 or IPv6 address.

manager_id ID of the Manager resource. For a rack server, the value is 1 or Self.

auth_value X-Auth-Token value contained in Request | It can be obtained by creating a session
Header in the GET request for authentica- | through /redfish/vi/SessionSer-
tion. vice/Sessions.

Usage Guidelines

None

Example

e Request Example:

POST https://device_ip/redfish/v1/Managers/1/SyslogService/Actions/SecurityService/HttpsCert

e Request Header:

X-Auth-Token:LXIrQPHHOPTz6k4rrPB/UfABUd45p9PFIC8QG2Ip2F 0=

e Request Message Body: None

e Response Example:

"@odata.context": "/redfish/vl/$metadata#SecurityService.HttpsCert",
"@odata.id": "/redfish/vl/Managers/1l/SecurityService/HttpsCert",
"@odata.type": "#HttpsCert.vl_0_0.HttpsCert",
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"Actions": {
"#HttpsCert.ImportServercCertif
icate": { "target":
"/redfish/vl/Managers/1/SecurityService/HttpsCert/Actions/

HttpsCert.ImportServercCertificate"

}
1,
"Id": "HttpsCert",
"Name": "Https cert
info", "oem": {
"Public": {

"CompletionCode"
: 0,
"Description”:

"Success"

1,
"version": "3",
"X509CertificateInform
ation": {
"Servercert": {
"Certificatestring":
null,
"CertificateType":
null, "Issuer": {
"City": "Hangzhou",
""CommonName": "H3C",
"Country": "CN",
"Oorganization": "New H3C Technologies Co.,Ltd",
"Organizationalunit"”: "Compute and Storage Product

Line", "State": "zhejiang"

1,

"IssuerAddress": "service@h3c.com",

"KeyUsage": "Digital Signature, Non Repudiation, Key Encipherment",
"Publickey": "",

"PublicKeyLengthBits": "2048",
"SerialNumber": "4FF5D2D1B5A683DE8616801FAE92BAOD888DASFI",
"SignatureAlgorithm":
"sha256withRSAEncryption”, "Subject": {
"City": "Hangzhou",
""CommonName": "H3C",
"Country": "CN",
"Organization": "New H3C Technologies Co.,Ltd",
"Oorganizationalunit": "Compute and Storage Product
Line", "State": "zhejiang"
1,
"SubjectAddress": "service@h3c.com",
"validNotAfter": "2036-04-26T09:49:41+08:00",
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"validNotBefore": "2021-04-30T09:49:41+08:00"

}

e Status Code: 200
Output Description

For a description of the output returned when you query SSL certificate information, refer to Ta-
ble 4-84.

Table 4-84 Output Descriptions for Querying SSL Certificate Information

Field Type Description

@odata.context String OData description of the SecurityService.HttpsCert
resource model.

@odata.id String Access path of the SecurityService.HttpsCert re-
source.

@odata.type String Type of SecurityService.HttpsCert resource.

Actions #HttpsCert.Im- String Operation path for SSL certificate import.

portServerCertificate.target

Id String Resource ID.

Name String Resource name.
Oem.Public.CompletionCode Number Success percentage.
Oem.Public.Description String Description.

Version String Version.
X509Certificatelnforma- String Certificate string.
tion.ServerCert.Certifi-

cateString

X509Certificatelnforma- String Certificate format.

tion.ServerCert.Certificate Type

X509Certificatelnforma- String Issuer's email address.

tion.ServerCert.IssuerAddress

X509Certificatelnforma- String Key usage

tion.ServerCert.KeyUsage

X509Certificatelnforma- String Public key.
tion.ServerCert.PublicKey
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Field Type Description
X509Certificatelnforma- String Public key length.
tion.ServerCert.PublicK-

eylLengthBits

X509Certificatelnforma- String Serial number.

tion.ServerCert.SerialNumbe

X509Certificatelnforma- String Signature algorithm.
tion.ServerCert.SignatureAlgo-

rithm

X509Certificatelnforma- String Recipient's email address.

tion.ServerCert.SubjectAddress

X509Certificatelnforma- String End time of the validity period of the certificate.
tion.ServerCert.ValidNotAfter

X509Certificatelnforma- String Start time of the validity period of the certificate.
tion.ServerCert.ValidNotBefore

X509Certificatelnforma- String Same as Subject.

tion.ServerCert.Issuer

X509Certificatelnforma- String Same as Issuer.

tion.ServerCert.Subject

X509Certificatelnforma- String City or area.

tion.ServerCert.Issuer.City

X509Certificatelnforma- String Common name.
tion.ServerCert.Issuer.Com-

monName

X509Certificatelnforma- String Country.

tion.ServerCert.Issuer.Country

X509Certificatelnforma- String Organization.
tion.ServerCert.Issuer.Organi-

zation

X509Certificatelnforma- String Organizational unit.
tion.ServerCert.Issuer.Organi-
zationalUnit

X509Certificatelnforma- String Province (state).

tion.ServerCert.Issuer.State
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4.51 Importing an SSL Certificate

Function

Import an SSL certificate into the system.

Permission Required

Security management.

Syntax

e Operation Type: POST
e URL:https://device ip/redfish/v1/Managers/manager id/SecuritySer-

vice/HttpsCert/Actions/HttpsCert. ImportServerCertificate

e Request Header:

X-Auth-Token:auth_value
Content-Type:header_type

o Request Message Body:

"Certificate": Certificate,

"Privatekey": Privatekey

Description

For a description of the parameters for importing an SSL certificate, refer to Table 4-85.

Table 4-85 Parameter Descriptions for Importing an SSL Certificate

Parameter

Setting

Value

device_ip

IP address for logging in to the device.

IPv4 or IPv6 address.

manager_id

ID of the Manager resource.

For a rack server, the value is 1 or Self.

auth_value

X-Auth-Token value contained in Request
Header in the POST request for authenti-
cation.

It can be obtained by creating a session
through /redfish/v1/SessionSer-

vice/Sessions.

header_type

Format of the request message.

application/json

Certificate SSL certificate. Can be a temporary BMC directory of the
certificate file, a remote HTTPS file, or the
content of the certificate file.

Privatekey SSL private key. Can be a temporary BMC directory of the

private key file, a remote HTTPS file, or

the content of the private key file.
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Usage Guidelines
None
Example

e Request Example:

POST https://device_ip/redfish/v1/Managers/1/SecurityService/HttpsCert/Actions/HttpsCert.Im-
portServerCertificate

e Request Header:

X-Auth-Token:LXIrQPHHOPTz6k4rrPB/UfABUd45p9PFIC8QG2Ip2F0=
Content-Type:application/json

o Request Message Body:
Local import: Upload the files to the /tmp/ss1cert/ directory, and then invoke the Redfish
interface.

"Certificate": "/tmp/sslcert/server.pem",

"Privatekey": "/tmp/sslcert/privkey.pem"

Remote import: In this version, only the HTTPS protocol is supported.

"Certificate": "https://192.168.170.57/server.pem",
"Privatekey": "https://192.168.170.57/privkey.pem"

Upload the text directly:

"Certificate": "----- BEGIN CERTIFICATE-----

MIIDODCCAiACFHB4CIcZ84ct099USIMDZI5GPMIaMAOGCSAGSIb3DQEBCWUAMFgX
CzAIBgNVBAYTAKNOMRIWEAYDVQQIDATHAWFUZ2RvbmcxCzAIBgNVBACMATNaMQuww
CgYDVQQKDANaVEUXDDAKBgNVBASMAQINQzZEMMAOGALUEAWWDVVNBMB4XDTIOMDUY
NzAYNTQzN10XDTIIMDUYNZAYNTQzNTowWTELMAKGALUEBhMCQO4XE jAQBgNVBAGM
CUd1Yw5nZG9uzzELMAKGA1UEBWWCU10XDDAKBgNVBAOMA1pURTEMMAOGALUECWWD
Qk 1DMQOWCWYDVQQDDARKYXAUMI IBI jANBgkqghkiGOWOBAQE FAAOCAQ8AMIIBCGKC
AQEA201k2Y4nY1fNgvTqi THYfDWCcR3+71Mi 1pfQUOKRQgY1s+T1tMiKd2cIhnFQT
T10zOP530ECZNbN8XzTSszXUWUPEXOU60j6FTN1T7QC1Uq/b3wW2BZ9wM1K6Wq70k72
ZX+0VXDMT4FP0oQZrb9dI1MrzHOCWgEOLZggHUXOuUr51L+xKrpvgMh8fx+1BGFrhG
pB9Z2jcnzkUTLCT126Fu/L3jL0fQ7vv7kruzi8omoLgLzkOxYneOSHj+3+AWY02u4
LWI4k/XWWVANFsSHKkBU3EVGTHT2QOX5PXRBCEKFg/08DSMgrEehADbSPOOXUpPHUO

45gHG+j291EL tNMGZTTVVP6WSWIDAQABMAOGCS(GSIb3DQEBCWUAA4IBAQATZ7IR
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mMaUAYLs3f69+tFREYtr4yyoCmu46QMAn5eF00793jLXwvQnQU7 fNZmxwo0yo65m2x
Hs6EgegfHrEFf5ecjPoTV5GTgfKyw76ayYsvxfoyx2dp4TriBQm7LTdC+pKaikMgz
u5ri3kxz+7k5fsFsSo+FeeMWnMPHiobYDb4F8MsPpwTNfPAev1ZvAVjNzXLLOB+3
gzsRGT2/98BY1Rd8PhMKVaHofXeM/Xkkd/61NfjsPbzQgau4IrQAavXfplvQ697Q+
AVWJj/prIivol7p8XGyolIlv5mTq8w3IkdKk3zs+T4uxdSrlacu/gOECBPL/bmQ4Kuw
P6pshnQqg2/0TmbuN

"Privatekey": "----- BEGIN RSA PRIVATE KEY-----
MIIEpQIBAAKCAQEA20Tk2Y4nY1fNgvTqiTHYfDWCR3+71Mi 1pfQUOKRQgy1s+T1t
MiKd2cIhnFQT10z0OP530ECZNbN8XZTSZzXUWUPEXOU60j6FTNIT7QCiUq/b3W2BZ9
WM1K6Wq70k722X+0VXDMT4FP0QZrb9dI1MrzHOCWGEOLZggHUXOour51L+xKrpvam
h8fx+1BGFrhGpB9z2jcnzkuTLC126Fu/L3jLOfQ7vv7kruzi8omoLgLzkOxYne0OS
HJ+3+AWYO2u4LWI4k /XWWVANFsSHKBU3EVQTHT2QOX5PXRBCEKFg/08DSMgrEehA
DbSPOOXUpHU045gHG+3291EL tNMGZTTVVP6WSWIDAQABAOIBAQDS fw/tpWH/I95v IMLUSbXXjXPOzMptAOGBANVVYDL tMHKWBLhentxh
S9TXHUK/NpRMhia3uToopfGXsptmxSEbP+azvtmébn10]jI3DI5aAvtIfETUW+e0
CLO+QS/3IwosDLgjxt5s0/vImwR2s1KHcUIIKYkZOkSACIEivwkGoQi9RA8yB1q/0
1d13aaszE/23bvnIMus/6q0hA0GAQpMCEJ4cXkuDCcZWoxJISYLYQO8XK051jLuyST
gEJ0o7k5KbXrN6FrublA7 /bJLoaebnCqT7c5ym/i TSNUuf1Trwm+uSIZTBULSRTWLE
ek1its8i6jL1z113ndwvT8N8runQElrxzulOullxpfuvjdvTycywl9dpPFdB/LGk
Lwlh+yUCgYEAORNVBTLTu8dzwtaeUFUan93r50/VHvw90IKTIVVTIMTVDSF6ced]
kuaPzLVfcva8MHM4nYU5GzrbyvhH333Juo3JaBhfzadFfs8w+xqDzvHRYOIBMLAD
ebvNBeuxgkf6vjlylm519dvza3/Fv///8DhETfOVLXqg6/hej1lXwL2jI=

————— END RSA PRIVATE KEY---------"

e Response Example:

"error": {
"code": "Base.1l.0.GeneralError",
"message":
"A general error has occurred. See Extendedinfo for more information.",
"@vessage.ExtendedInfo": [

{
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"@odata.type":
"/redfish/vl/$metadata#MessagerRegistry.1.0.0.MessageRegistry",
"MessageIld": "Base.l1l.8.1.Success",

"RelatedProperties": [],

"Message":

"The certificate has been imported successfully, wait for service
reboot.",

"MessageArgs": [],

"Severity": "oK",

"Resolution": "None"

}

e Status Code: 200
Output Description

For a description of the output returned when you import an SSL certificate, refer to Table 4-86.

Table 4-86 Output Descriptions for Importing an SSL Certificate

Field Type Description
code String ID of the specified message in the message registry.
message String Readable message for to the code in the message
registry.
@Message.Extendedinfo Array Extended information about the message.
@odata.type String OData description of the message resource.
Message String Details.
Messageld String Message ID.
RelatedProperties String Message-related properties.
MessageArgs Array Message arguments.
Resolution String Recommended solution.
Severity String Severity level. Options:
e OK
® \Warning
® Critical

Document Serial Number: V120240304 (R1.3) 199



VANTAGEO Server Redfish Interface Description (BMC V4)

vantageo

4.52 Exporting BIOS or BMC Configurations

Function

Export BIOS or BMC configurations.

Permission Required

User management.

Syntax

e Operation Type: POST

e URL:https://device ip/redfish/v1/Managers/manager id/Actions/Manag-

er.ExportConfiguration

e Request Header:

X-Auth-Token:auth_value
Content-Type:header_type

o Request Message Body:

"Type" :type_value

Description

For a description of the parameters for exporting BIOS and BMC configurations, refer to Table

4-87.

Table 4-87 Parameter Descriptions for Exporting BIOS and BMC Configurations

Parameter

Setting

Value

device_ip

IP address for logging in to the device.

IPv4 or IPv6 address.

manager_id

ID of the Manager resource.

For a rack server, the value is 1 or Self.

auth_value

X-Auth-Token value contained in Request
Header in the POST request for authenti-
cation.

It can be obtained by creating a session
through /redfish/v1/SessionSer-

vice/Sessions.

header_type

Format of the request message.

application/json

type_value

String

Type of configuration that is exported. Op-
tions:

e BIOS

e BMC
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Usage Guidelines
None
Example

e Request Example:

POST https://device_ip/redfish/v1/Managers/1/Actions/Manager.ExportConfiguration

e Request Header:

X-Auth-Token:LXIrQPHHOPTz6k4rrPB/UfABUd45p9PFIC8QG2Ip2F0=
Content-Type:application/json

o Request Message Body:

"Type" :"BMC
I

e Response Example:

"@odata.type": "#Manager.vl_13_0.Manager",

"Messages": [

{
"@odata.type": "#Message.vl_0_8.Message",
"Message": "A new task /redfish/vl/TasksService/Tasks/1 was created.",
"MessageArgs": [
"/redfish/vl/TaskService/Tasks/1"
1:
"MessageId": "Task.1l.0.New",
"Resolution": "None",
"Severity": "OK"
IE
{
"@odata.type": "#Message.vl_0_8.Message",
"Message":
"Device is preparing BMC/BIOS config export for action
Manager.ExportConfiguration.",
"MessageArgs": [
"Manager.ExportConfiguration"
1:
"MessageId": "Manager.l.0.ExportConfiguration",
"Resolution": "None",
"Severity": "ok"
}
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}

e Response code: 202
Output Description

For a description of the output returned when you export BIOS and BMC configurations, refer to
Table 4-88.

Table 4-88 Output Descriptions for Exporting BIOS and BMC Configurations

Field Type Description
@odata.type String OData description of the message resource.
Messages Array Message list.
Message String Details.
Messageld String Message ID.
MessageArgs Array Message arguments.
Resolution String Recommended solution.
Severity String Severity level. Options:
e OK
® \Warning
® Critical

4.53 Importing BIOS and BMC Configurations

Function

Import BIOS and BMC configurations.
Permission Required

User management.

Syntax

e Operation Type: POST
e URL:https://device ip/redfish/v1/Managers/manager id/Actions/Manag-
er.ImportConfiguration

e Request Header:

X-Auth-Token:auth_value
Content-Type:header_type

o Request Message Body:
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Flie: flie_value,

Type: type_value

Description

For a description of the parameters for importing BIOS and BMC configurations, refer to Table

4-89.

Table 4-89 Parameter Descriptions for Importing BIOS and BMC Configurations

Parameter

Setting

Value

device_ip

IP address for logging in to the device.

IPv4 or IPv6 address.

manager_id

ID of the Manager resource.

For a rack server, the value is 1 or Self.

auth_value

X-Auth-Token value contained in Request
Header in the POST request for authenti-
cation.

It can be obtained by creating a session
through /redfish/v1/SessionSer-

vice/Sessions.

header_type

Format of the request message.

application/json

file_value

Configuration file that is uploaded.

® The BIOS configuration file is a JSON
file.

® The BMC configuration file is a
TAR.GZ file.

type_value

Configuration type.

Configuration type. Options:
e BIOS
e BMC

Usage Guidelines

None

Example

e Request Example:

POST https://device_ip/redfish/v1/Managers/1/Actions/Manager.ImportConfiguration

e Request Header:

X-Auth-Token:LXIrQPHHOPTz6k4rrPB/UfABUd45p9PFIC8QG2Ip2F0=
Content-Type:application/json

o Request Message Body:

In the VALUE column for the File parameter, select the configuration file to be uploaded. In

the VALUE column, enter the configuration type.

Type: BIOS

Flie: biosconfig.json,
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e Response Example:

{
}

e Status Code: 200

Output Description

None

4.54 Downloading a Redfish File

Function

Download a Redfish file to the local PC.

Permission Required

User management.

Syntax

e Operation Type:

POST

e URL:https://device ip/redfish/v1/Managers/manager id/Actions/Manag-

er.GeneralDownload

e Request Header:

X-Auth-Token:auth_value
Content-Type:header_type

o Request Message Body:

{

"TransferProtocol":transfer_protocol_value,

"path": path_value

Description

For a description of the parameters for downloading the Redfish file, refer to Table 4-90.

Table 4-90 Parameter Descriptions for Downloading the Redfish File

Parameter Setting Value
device_ip IP address for logging in to the device. IPv4 or IPv6 address.
manager_id ID of the Manager resource. For a rack server, the value is 1 or Self.
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Parameter

Setting

Value

auth_value

X-Auth-Token value contained in Request
Header in the POST request for authenti-
cation.

It can be obtained by creating a session
through /redfish/v1/SessionSer-

vice/Sessions.

header_type

Format of the request message.

application/json

transfer_proto-

col_value

Protocol type.

Supported protocols: HTTPS.

path_value

Path from which files are to be down-

loaded.

Path from which a file is downloaded.

Usage Guidelines

None

Example

Request Example:

POST https://device_ip/redfish/v1/Managers/1/Actions/Manager.GeneralDownload

e Request Header:

X-Auth-Token:LXIrQPHHOPTz6k4rrPB/UfABUd45p9PFIC8QG2Ip2F0=
Content-Type:application/json

o Request Message Body:

{
"TransferProtocol" :"HTTPS",
"Path": "/bmcconfig_20240328111244.tar.gz"
}
e Response Example: File streams are returned.
e Status Code: 200
Output Description
None

4.55 Enabling the GPU Module to Start Collecting Logs

Function

Enable the GPU module to start collecting logs.

Permission Required

Diagnosis.
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Syntax

e Operation Type: POST
e URL:https://device ip/redfish/v1/Managers/manager id/Actions/Oem/

Manager.LogDump

e Request Header:

X-Auth-Token:auth_value
Content-Type:header_type

Description

Request message body: defined based on the module.

For a description of the parameters for the module to start collecting logs, refer to Table 4-91.

Table 4-91 Parameter Descriptions for the Module to Start Collecting Logs

Parameter

Setting

Value

device_ip

IP address for logging in to the device.

IPv4 or IPv6 address.

manager_id

ID of the Manager resource.

For a rack server, the value is 1 or Self.

auth_value

X-Auth-Token value contained in Request
Header in the POST request for authenti-
cation.

It can be obtained by creating a session
through /redfish/v1/SessionSer-

vice/Sessions.

header_type

Format of the request message.

application/json

Usage Guidelines

Only servers with GPUs support this function.

Example

Request Example:

POST https://device_ip/redfish/v1/Managers/Ubb/Actions/Oem/Manager.LogDump

e Request Header:

X-Auth-Token:LXIrQPHHOPTz6k4rrPB/UfABUd45p9PFIC8QG2Ip2F0=
Content-Type:application/json

o Request Message Body:

{
}

e Response Example: None

e Response code: 202
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Output Description

None

4.56 Enabling the GPU Module to Obtain Log Files

Function

Obtain the TXT log files collected with one click.

Permission Required

Diagnosis.
Syntax

e Operation Type:

GET

e URL:https://device ip/redfish/v1/Managers/manager id/Actions/Oem/

Manager.LogDump

e Request Header:

X-Auth-Token:auth_value

e Request Message Body: None

Description

For a description of the parameters for the module to obtain log files, refer to Table 4-92.

Table 4-92 Module Parameter Descriptions for the Module to Obtain Log Files

Parameter Setting Value

device_ip IP address for logging in to the device. IPv4 or IPv6 address.

manager_id ID of the Manager resource. For a rack server, the value is 1 or Self.

auth_value X-Auth-Token value contained in Request | It can be obtained by creating a session
Header in the GET request for authentica- | through /redfish/v1/SessionSer-
tion. vice/Sessions.

Usage Guidelines

Only servers with GPUs support this function.

Example

e Request Example:

GET https://device_ip/redfish/v1/Managers/Ubb/Actions/Oem/Manager.LogDump

e Request Header:
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X-Auth-Token:LXIrQPHHOPTz6k4rrPB/UfABUd45p9PFIC8QG2Ip2F 0=

e Request Message Body: None

e Response Example: Log files are returned.

e Response code:

> 200 OK: The log is obtained successfully, and the contents of the log file are returned.

> 204 No Content: Log collection is not completed.

> 500 Internal Server Error: An error occurs during log collection.

Output Description

None

4.57 Querying Information About the DNS Service

Function

Query information about the DNS service.

Permission Required

Query.

Syntax

e Operation Type: GET

e URL: https://device ip/redfish/vl/Managers/manager id/DnsService

e Request Header:

X-Auth-Token:auth_value

e Request Message Body: None

Description

For a description of the parameters for querying information about the DNS service, refer to Ta-

ble 4-93.

Table 4-93 Parameter Descriptions for Querying Information About the DNS Service

Parameter

Setting

Value

device_ip

IP address for logging in to the device.

IPv4 or IPv6 address.

manager_id

ID of the Manager resource.

For a rack server, the value is 1 or Self.

auth_value

X-Auth-Token value contained in Request
Header in the GET request for authentica-
tion.

It can be obtained by creating a session
through /redfish/v1/SessionSer-

vice/Sessions.
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Usage Guidelines
None
Example

e Request Example:

GET https://device_ip/redfish/v1/Managers/1/DnsService

e Request Header:

X-Auth-Token:LXIrQPHHOPTz6k4rrPB/UfABUd45p9PFIC8QG2Ip2F 0=

e Request Message Body: None

e Response Example:

"@odata.context": "/redfish/vl/$metadata#DnsService.DnsService",
"@odata.type": "#DnsService.vl_0_0.DnsService",
"@odata.id": "/redfish/vl/Managers/1/DnsService",
"HostNamecConfig": {
"HostName": "BMC123",
"HostSetting": "manu"
IE
"PatchInProgress": false,
"DnsIpConfig": {
"DnsEnable": true,
"DnsDhcpEnable": "manu",
"NameServers": [
"192.168.1.1",
"192.168.1.2",
"2001:db8::1"

i
"DomaincConfig": {

"DomainName": "DomainName.com.cn"
i

"RegisterBMC": "hostname"

}

e Status Code: 200

Output Description

For a description of the output returned when you query information about the DNS service, re-

fer to Table 4-94.
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Table 4-94 Output Descriptions for Querying Information About the DNS Service

Field Type Description

@odata.context String OData description of the DNS resource collection.
@odata.id String Access path of the DNS service resource collection.
@odata.type String Type of DNS resource collection.

DnslpConfig Object List of DNS IP Configurations.

DnsDhcpEnable String Whether the DNS service is enabled:

® manu: manual
® ipv4: automatically obtains an IPv4 DNS address.
® ipv6: Automatically obtains an IPv6 DNS address.

DnsEnable Boolean Whether the DNS client on the BMC is enabled:

® true: yes.

e false: no.
If this parameter is disabled, the DnsDhcpEnable
and NameServers parameters do not need to be

set.

NameServers Array The first value indicates the primary server, the sec-
ond value indicates standby server 1, and the third

value indicates standby server 2.

DomainConfig Object Domain name configuration.
DomainName String Domain name.
HostNameConfig Object Hostname object.
HostName String Hostname.
HostSetting String Hostname setting mode.

® Auto:

® Manual
PatchinProgress Boolean Configuration validity flag:

® true: being configured
e false: configured completely

RegisterBMC String Registration mode:
® hostname: hosthame
o fgdn: DHCP Client FQDN

4.58 Modifying Information About the DNS Service

Function

Modify information about the DNS service.
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Permission Required
Basic management.
Syntax

e Operation Type: PATCH

e URL: https://device ip/redfish/vl/Managers/manager id/DnsService

Request Header:

X-Auth-Token: auth_value
Content-Type: header_type

Request Message Body:

> Configure the hostname information:

{
"HostNamecConfig": {
"HostName": host_name_value,
"HostSetting": host_setting_value
}
I

> Configure the DNS IP information:

{
"DnsIpConfig": {
"DnsDhcpEnable": dns_dhcp_enable_value,
"DnsEnable": dns_enable_value,
"NameServers": name_servers_value
}
}

> Configure the domain name information:

"DomaincConfig": {

"DomainName": domain_name_value

}

> Register the BMC:

"RegisterBMC": register_bmc_value
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Description

For a description of the parameters for modifying information about the DNS service, refer to

Table 4-95.

Table 4-95 Parameter Descriptions for Modifying Information About the DNS Service

Header in the GET request for authentica-
tion.

Parameter Setting Value

device_ip IP address for logging in to the device. IPv4 or IPv6 address.

manager_id ID of the Manager resource. For a rack server, the value is 1 or Self.
auth_value X-Auth-Token value contained in Request | It can be obtained by creating a session

through /redfish/v1/SessionSer-

vice/Sessions.

header_type

Format of the request message.

application/json

dns_dhcp_en- String Whether the DNS service is enabled:
able_value ® manu: manual
e ipv4: automatically obtains an IPv4
DNS address.
e ipv6: Automatically obtains an IPv6
DNS address.
dns_enable_value Boolean Whether the DNS client on the BMC is en-
abled:
® true: enabled
e false: no.
If this parameter is disabled, the Dns-
DhcpEnable and NameServers para-
meters do not need to be set.
name_servers_val- | Array The first value indicates the primary serv-
ue er, the second value indicates standby
server 1, and the third value indicates
standby server 2.
domain_name_val- | String Domain name.
ue
host_name_value String Hostname, range: 1-64 characters.
host_setting_value | String Hostname setting mode.
® auto
® manual
register_bmc_value | String Registration mode:

® hostname: hostname
o fgdn: DHCP Client FQDN
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Usage Guidelines
None
Example

e Request Example:

PATCH https://device_ip/redfish/v1/Managers/1/DnsService

e Request Header:

Content-Type: application/json

X-Auth-Token: LXIrQPHHOPTz6k4rrPB/UfABUd45p9PFIC8QG2Ip2F0=

o Request Message Body:

> Configure the hostname information:

{
"HostNamecConfig": {
"HostName": "iSACAA621D33E326",
"HostSetting": "manu"
}
}

> Configure the DNS IP information:

{
"DnsIpConfig": {
"DnsDhcpEnable": "manu",
"DnsEnable": true,
"NameServers": ["192.168.1.1","192.168.1.2","2001:db8:
}
}

:1"]

> Configure the domain name information:

"DomaincConfig": {

"DomainName": "DomainName.com.cn"

}

> Register the BMC:

"RegisterBMC": "hostname"

}

e Response Example: None
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e Response code: 204
Output Description

None
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Figure 5-1 shows the path requirements for the Systems resources supported by
VANTAGEO servers.

Figure 5-1 Systems Resource Path Requirements

Actions ComputerSystem.Reset

Processors cpu_id

Processors?$expand=.

Memory memory_id
Memory?$expand=.
Storages storage_id Volumes volume_id
Systems system_id
Redfish/ V1 Storages?$expand=.
SD
Bios
Bios.ChangePassword
Actions
Bios.ResetBios
Ethernetinterfaces EthernetinterfacePort_ID
SimpleStorage simplestorage_id

For a description of the properties of System resources and the operations supported by the

properties, refer to Table 5-1.

Table 5-1 Descriptions of System Resource Properties

URL Property Description Operation
Iredfish/v1/Systems | Name Name of the System resource collec- | GET
tion.
Members@odata.count Number of System resource mem- GET
bers.
Members System resource list, which provides | GET

references for all System resource

URLs.
[redfish/v1/Sys- Actions Operations that can be performed GET
tems/system_id for the specified system resource

through the Redfish interface.

#ComputerSystem.Reset OS operation. GET
target Access path of the restart operation | GET
attribute.

ResetType@Redfish.Allowabl- | OS operations allowed through the GET

eValues Redfish interface.
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URL Property Description Operation

AssetTag Asset tag of the specified System re- | GET
source.

BiosVersion BIOS versions of the specified Sys- GET
tem resource.

Boot Boot parameters of the specified GET
System resource.

BootSourceOverrideEnabled State of the boot source override fea- | GET
ture of the system.

BootSourceOverrideMode Boot mode to use when the system | GET
boots from the BootSourceOverride-
Target™ boot source.

BootSourceOverrideTarget Current boot source used by GET
the system at the next boot in-
stead of the normal boot device, if
"BootSourceOverrideEnabled™ does
not contain "Disabled’.

BootSourceOverrideEn- Allowable states of the boot source GET

abled@Redfish.AllowableVal- override feature of the system.

ues

BootSourceOverrideMod- Allowable boot modes of the system. | GET

e@Redfish.AllowableValues

BootSourceOverrideTar- Allowable boot sources defined by GET

get@Redfish.AllowableValues | Redfish.

Description Description of the specified system GET
resource.

Ethernetinterfaces Access path of the Ethernet inter- GET
faces of the host.

HostName Name of the specified System re- GET
source.

Id ID of a specified System resource. GET
IndicatorLED Position indicator status of the speci- | GET
fied drive.

Links Resources link. GET
Chassis Access path of the chassis resource | GET

node.
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URL Property Description Operation

CooledBy Access path of the fan resource GET
node.

ManagedBy Access path of the Manager re- GET
source node.

PoweredBy Access path of the power resource. GET

LogServices Access path of the log service re- GET
source node.

Manufacturer Manufacturer of the specified System | GET
resource.

Memory Memory properties of the specified GET
System resource.

MemoryDomains V3 field. GET

Model Model of the specified System re- GET
source.

Name Name of the specified System re- GET
source.

NetworkInterfaces Access path of the network inter- GET
faces.

Oem.Public Customized properties of the System | GET
resource.

CPUUsagePercent Dynamic CPU usage detected by GET
CUPS.

IOUsagePercent Dynamic I/O usage detected by GET
CUPS.

MemoryUsagePercent Dynamic memory usage detected by | GET
CUPS.

PowerOnDelayEnabled Whether power-on delay is enabled. | GET

PowerOnDelayMode Power-on delay mode. GET

PowerOnDelaySeconds Power-on delay. GET

PowerOnStrategy Power-on policy. GET

ConfigurationModel Year + typical configuration model. GET
The configuration value must be in
dictionary format.

ProductSpecificldentity Internally defined product name. GET
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URL Property Description Operation
BiosVersionDate BIOS version date. GET
ProductVersion Product version. GET
ProductName Product name. GET
ProductExtra Additional product information. GET
PartNumber Part number of the specified system | GET
resource.

PowerState Power-on status of the specified Sys- | GET
tem resource.

Processors CPU properties of the specified Sys- | GET
tem resource.

SerialNumber Serial number of the specified Sys- GET
tem resource.

Status Status of the specified System re- GET
source.

Storage Access path of the storage resource | GET
node.

Storages Access path of the storage resource | GET
node.

uuiD UID of the specified System re- GET
source.

Bios Access path of the BIOS functionre- | GET
source node.

DiskIndex Disk partition number. GET

PartitionName Disk partition name. GET

TotalCapacityGB Total capacity of a disk partition. GET

UsagePercent Usage of a disk partition in percent- GET
age.

CmccVersion China Mobile version number. GET

code ID of the specified message in the PATCH
message registry.

message Readable message for the code in PATCH
the message registry.

Messageld Message ID. PATCH
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URL Property Description Operation
Message Details. PATCH
Severity Severity level. PATCH
Resolution Recommended solution. PATCH
[redfish/v1/Sys- code ID of the specified message in the POST
tems/system_id/Ac- message registry.
tions/ComputerSys-
P y message Readable message for the code in POST
tem.Reset .
the message registry.
Messageld Message ID. POST
Message Details. POST
Severity Severity level. POST
Resolution Recommended solution. POST
[redfish/v1/ Name Name of the CPU resource collec- GET
Systems/sys- tion.
tem_id/Processors
- Members@odata.count Number of CPU resource members. | GET
Members CPU resource list, which provides GET
references for all CPU resource URL
s.
[redfish/v1/ Name CPU name. GET
Systems/sys-
y y Id UID of CPU in the iBMC system. GET
tem_id/Proces-
sors/cpu_id InstructionSet Instruction set of the specified CPU | GET
resource.
ProcessorArchitecture CPU architecture. GET
Manufacturer CPU manufacturer. GET
Model CPU type. GET
MaxSpeedMHz Maximum CPU speed. GET
TotalCores Total number of CPU cores. GET
TotalThreads Total number of CPU threads. GET
Socket CPU socket ID. GET
Status CPU status. GET
Oem.Public Customized properties of the CPU GET
resource.
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URL Property Description Operation
L1CacheKiB Level | cache of the specified CPU GET
resource.
L2CacheKiB Level Il cache of the specified CPU GET
resource.
L3CacheKiB Level Ill cache of the specified CPU | GET
resource.
FrequencyMHz Frequency of the specified CPU re- GET
source.
SerialNumber Serial number of the specified CPU GET
resource.
OperatingSpeedMHz Current rate of the specified CPUre- | GET
source.
TDPWatts TDP (W) of the specified CPU re- GET
source.
Voltage Voltage of the specified CPU re- GET
source.
[redfish/v1/ Name Name of the CPU resource collec- GET
Systems/sys- tion.
tem_id/Proces-
- Members@odata.count Number of CPU resource members. | GET
sors?$expand-=.
Members Information about all CPU resources. | GET
[redfish/v1/ Name Name of the memory resource col- GET
Systems/sys- lection.
tem_id/Memory
Members@odata.count Number of memory resource mem- GET
bers.
Members Memory resource list, which provides | GET
references for all memory resource
URLs.
[redfish/v1/ Id ID of the specified memory resource. | GET
Systems/sys-
y y Name Name of the specified memory re- GET
tem_id/Memo-
source.
ry/memory_id
AllowedSpeedsMHz Maximum frequency of the specified | GET
memory resource, unit: MHz.
CapacityMiB Capacity of the specified memory re- | GET
source.
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URL Property Description Operation
Manufacturer Manufacturer of the specified memo- | GET
ry resource.
OperatingSpeedMhz Speed of the specified memory re- GET
source.
SerialNumber Serial number of the specified mem- | GET
ory resource.
MemoryDeviceType Type of the specified memory re- GET
source.
DataWidthBits Data bandwidth of the specified GET
memory resource.
RankCount Number of ranks of the specified GET
memory resource.
PartNumber Part number of the specified memory | GET
resource.
DevicelLocator Screen printing of the specified GET
memory resource.
BaseModuleType Basic module type of the specified GET
memory resource.
MemoryLocation Location of the specified memory re- | GET
source.
Socket Slot ID of the CPU of the specified GET
memory resource.
Controller Controller ID of the specified memory | GET
resource.
Channel Channel ID of the specified memory | GET
resource.
Slot Slot ID of the specified memory re- GET
source.
Status Status of the specified memory re- GET
source.
Oem.Public - GET
VoltageVolt Voltage of the specified memoryre- | GET
source, unit: Volt.
[redfish/v1/ Name Name of the memory resource col- GET
Systems/sys- lection.
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URL Property Description Operation
tem_id/Memo- Members@odata.count Number of current memory re- GET
ry?$expand=. sources.
Members Information about all memory re- GET
sources.
[redfish/v1/ Name Name of the storage resource collec- | GET
Systems/sys- tion.
tem_id/Storages
Members@odata.count Number of storage resource mem- GET
bers.
Members Storage resource list, which provides | GET
references for all storage resource
URLs.
Iredfish/v1/ Drives Drive list managed by the specified GET
Systems/sys- storage controller.
tem_id/Stor- . .
- Drives@odata.count Number of drives managed by the GET
ages/storage_id
storage controller.
Name Name of the specified storage re- GET
source.
StorageControllers Information about the storage con- GET
trollers.
Name Name of a storage controller. GET
Memberld ID of the specified storage controller.
SpeedGbps Interface speed of the storage con- GET
troller.
FirmwareVersion Firmware version of the storage con- | GET
troller.
Model Model of the storage controller. GET
SupportedDeviceProtocols Protocol type supported by the stor- | GET
age controller.
Manufacturer Manufacturer of the storage con- GET
troller.
CardManufacturer Manufacturer of the specified storage | GET
controller.
CardModel Model of the specified storage con- GET
troller.
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URL Property Description Operation
Oem.Public Manufacturer-customized properties. | GET
MemorySizeMiB Memory size of the specified storage | GET
controller.
CapacitanceStatus BBU status of the specified storage GET
controller.
® Health: BBU health status
® State: BBU presence status
Drives@odata.count Number of drives managed by the GET
storage controller.
Drives Drive list. GET
Status Status of the storage controller. GET
Description Information about the specified stor- | GET
age controller.
[redfish/v1/ Name Name of the storage resource collec- | GET
Systems/sys- tion.
tem_id/Stor-
- Members@odata.count Number of current storage re- GET
ages?$expand=.
sources.
Members Storage resource list. The informa- GET
tion about all storage controller re-
sources is displayed.
[redfish/v1/ Name Name of the logical volume resource | GET
Systems/sys- collection.
tem_id/Stor- .
- Members@odata.count Number of logical volume resource GET
ages/stor-
members.
age_id/Volumes
Members Logical volume resource list. GET
code ID of the specified message in the POST
message registry.
message Readable message for the code in POST
the message registry.
Messageld Message ID. POST
RelatedProperties Message-related properties. POST
Message Details. POST
MessageArgs Message arguments. POST
Severity Severity level. POST
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URL Property Description Operation
Resolution Recommended solution. POST
[redfish/v1/ Name Name of a logical volume. GET
Systems/sys- " )
Id ID of the specified logical volume ID. | GET
tem_id/Stor-
ages/stor- VolumeType Redundancy type of the logical vol- GET
age_id/Volumes/vol- ume.
ume_id CapacityBytes Capacity of the logical volume. GET
OptimumlIOSizeBytes Stripe size of the logical volume. GET
Links Member logical volume list. GET
Drives Drive list managed by the specified GET
storage controller.
Drives@odata.count Number of member physical disks in- | GET
cluded in the RAID.
Status Status of the specified logical volume | GET
resource.
Oem.Public Customized logical volume informa- | GET
tion.
RaidControllerlD Controller ID of the logical volume. GET
VolumeRaidLevel RAID level of the logical volume. GET
DriveCachePolicy Hard disk cache policy. GET
NumDrive Number of physical disk members. GET
ReadPolicy Read policy of the logical volume. GET
WritePolicy Write policy of the logical volume. GET
AccessPolicy Access policy of the logical volume. GET
loPolicy IO policy of the logical volume. GET
VolumeName Name of the logical volume. GET
State Status of the logical volume. GET
NumDriveperspan Number of drive members in a span. | GET
SpanNumber Number of spans of a volume. GET
@Redfish.OperationApply- Application time of the resource cre- | GET
TimeSupport ation, deletion, or operation request-
ed by the logical disk through the
OperationApplyTime item.
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URL Property Description Operation
RAIDType RAID level of the logical volume. GET
code ID of the specified message in the DELETE

message registry.
message Readable message for the code in DELETE
the message registry.
Messageld Message ID. DELETE
RelatedProperties Message-related properties. DELETE
MessageArgs Message arguments. DELETE
Message Details. GET
Severity Severity level. DELETE
Resolution Recommended solution. DELETE
[redfish/v1/ Id ID of the BIOS resource. GET
Systems/sys-
Name Name of the BIOS resource. GET
tem_id/Bios
AttributeRegistry Registry resource ID for BIOS prop- | GET
erties.
Attributes BIOS property list. GET
@Redfish.Settings Information about the BIOS setting GET
resource.
[redfish/v1/ Id ID of the BIOS setting resource. GET
Systems/sys-
y y Name Name of the BIOS setting resource. | GET
tem_id/Bios/SD
AttributeRegistry Registry resource ID for BIOS prop- | GET
erties.
Attributes Property list of the current BIOS set- | GET/PATCH
ting resource.
@Redfish.Settings Information about BIOS settings. GET

/redfish/v1/Sys- Description Description of the Ethernet interface | GET

tems/system_id/Eth- resource collection.

ernetinterfaces -

Name Name of the Ethernet interface re- GET
source collection.
Members@odata.count Number of Ethernet interface re- GET
sources.
Members Ethernet interface resource list. GET
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URL Property Description Operation
Iredfish/v1/Sys- AutoNeg Whether auto-negotiation is used. GET
tems/system_id/Eth- . . i
Description Position information about an Ether- | GET
ernetinterfaces/Eth- .
net interface.
ernetinterface-
Port_ID FullDuplex Whether full duplex mode is used. GET
Id Name of the Ethernet interface re- GET
source.
LinkStatus Link status. GET
MACAddress MAC address of the Ethernet inter- GET
face.
PermanentMACAddress Fixed MAC address of the Ethernet GET
interface.
SpeedMbps Current speed. GET
Health Link quality. GET
State Whether the Ethernet interface is en- | GET
abled.
[redfish/v1/ Description System memory information descrip- | GET
Systems/sys- tion.
tem_id/Memo-
- Name System memory resource name. GET
rySummary
TotalSystemMemoryGiB Total accessible memory (RAM) of GET
the operating system, unit: GiB.
[redfish/v1/ Name Name of the CPU resource collec- GET
Systems/sys- tion.
tem_id/Proces- .
- Description Name of the CPU resource collec- GET
sorSummary .
tion.
Count Number of CPUs. GET
CoreCount Total number of CPU cores. GET
Model CPU model of the system. GET
[redfish/v1/ Name System indicator name. GET
Systems/sys-
y y Description System indicator description. GET
tem_id/IndicatorLED
IndicatorLED System indicator status. GET
[redfish/v1/ Name Name of the SimpleStorage resource | GET
Systems/sys- collection.
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URL Property Description Operation
tem_id/SimpleStor- | Members@odata.count Number of SimpleStorage resources. | GET
age
Members SimpleStorage resource list. GET
[redfish/v1/ Name Name of the specified SimpleStorage | GET
Systems/sys- resource.
tem_id/SimpleS-
- P Devices Hard disk resource list. GET
torage/simplestor-
age_id CapacityBytes Capacity of a hard disk. GET
Manufacturer Manufacturer of a hard disk. GET
Model Model of a hard disk. GET
Name Name of a hard disk. GET
Status Status of a hard disk. GET

5.1 Querying Information About the System Resource Collection

Function

Query information about the current System resource collection of a server.

Permission Required

Query.

Syntax

e Operation Type: GET

e URL: https://device ip/redfish/v1/Systems

Request Header:

X-Auth-Token: auth_value

Parameters

Request Message Body: None

For a description of the parameters for querying information about the System resource collec-

tion, refer to Table 5-2.

Table 5-2 Parameter Descriptions for Querying Information About the System Resource Col-

lection
Parameter Description Value
device_ip IP address for logging in to the device. IPv4 or IPv6 address.
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Parameter

Description

Value

auth_value

X-Auth-Token value contained in Request
Header in the GET request for authentica-
tion.

It can be obtained by creating a session
through /redfish/v1/SessionSer-

vice/Sessions.

Usage Guidelines
None

Example

e Request Example:

GET https://device_ip/redfish/v1/Systems

e Request Header:

x-auth-token:QnaWfqvKOY0ZGc2LK5Ay6+CaSYW|EYcxE6GCWKNFyjU=

e Request Message Body: None

e Response Example:

"@odata.id"

"Members":

{

]’

}

"@odata.context":

: "/redfish/vl/Systems",

"Description": "Collection of Computer Systems",

[

"@odata.id": "/redfish/vl/Systems/1"

"Members@odata.count": 1,

"Name": "Systems Collection"

"/redfish/vl/$metadata#ComputerSystemcCollection.ComputerSystemcollection",

"@odata.type": "#ComputerSystemCollection.ComputerSystemCollection",

e Status Code: 200

Output Description

For a description of the output returned when you query information about the System resource

collection, refer to Table 5-3.
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Table 5-3 Output Descriptions for Querying Information About the System resource Collec-

tion
Field Type Description
@odata.context String OData description of the System resource collection

model.

@odata.id String Access path of the System resource collection.
@odata.type String Type of System resource collection.
Description Character string Description of the system resource collection.
Name String Name of the System resource collection.
Members@odata.count Number Number of System resource members.
Members Object System resource list.
@odata.id String Access path of a single System resource node.

5.2 Querying Information About a Specified System Resource

Function

Query information about a specified System resource of a server.

ii‘ Note

Only the System resource information about the server itself can be queried.

Permission Required
Query.
Syntax

e Operation Type: GET

e URL: https://device ip/redfish/v1/Systems/system id

e Request Header:

X-Auth-Token: auth_value

e Request Message Body: None

Parameters

For a description of the parameters for querying information about the specified System re-

source, refer to Table 5-4.
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Table 5-4 Parameter Descriptions for Querying Information About the Specified System Re-

source
Parameter Description Value
device_ip IP address for logging in to the device. IPv4 or IPv6 address.
system_id ID of the System resource. For a rack server, the value is 1 or Self.
auth_value X-Auth-Token value contained in Request | It can be obtained by creating a session
Header in the GET request for authentica- | through /redfish/vi/SessionSer-
tion. vice/Sessions.

Usage Guidelines
None

Example

e Request Example:

GET https://device_ip/redfish/v1/Systems/1

e Request Header:

x-auth-token:QnaWfqvKOY0ZGc2LK5Ay6+CaSYW|EYcxE6GCWKNFyjU=

e Request Message Body: None

e Response Example:

"Actions":

}’
"AssetTag":

{

"#Computersystem.Reset": {

"ResetType@Redfish.Allowablevalues": [

"Forceoff",
"ForceRestart",
"Gracefulshutdown",
"on",
"ForcePowercycle",

"Nm1i

"@odata.context": "/redfish/vl/$metadata#ComputerSystem.ComputerSystem",
"@odata.id": "/redfish/vl/Systems/1",
"@odata.type": "#ComputerSystem.vl 15_0.ComputerSystem",

"target": "/redfish/vl/Systems/1/Actions/ComputerSystem.Reset",

"123488888888888888888899999999999999999995555555555555555555554 ",
"BiosVversion": "09.00.00.01",
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"Boot": {
"BootSourceoverrideEnabled": "Continuous",
"BootSourceoverrideMode": "UEFI",
"BootSourceoverrideTarget": "Hdd",

"BootSourceoverrideEnabled@redfish.Allowablevalues": [
"Oonce",
"Continuous"

1:

"BootSourceoverrideMode@Redfish.Allowablevalues": [
"No Override",
"Legacy",
"UEFI"

1:

"BootSourceoverrideTarget@Redfish.Allowablevalues": [
"None",
"pxe",
"cd",
"Floppy",
"Hdd",

"BiosSetup"

IE
"Description": "System 1",
"EthernetInterfaces": {
"@odata.id": "/redfish/vl/Systems/1/Ethernetinterfaces"”
IE
"HostName": "iSACE2814D77795F",
"Id": "1",
"IndicatorLED": "Blinking",
"Links": {

"Chassis": [

{
"@odata.id": "/redfish/vl/chassis/1"
}
1:
"CooledBy": [
{
"@odata.id": "/redfish/vl/chassis/1/Thermal"
}
1:
"ManagedBy": [
{
"@odata.id": "/redfish/vl/Managers/1"
s
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1:
"PoweredBy": [
{
"@odata.id": "/redfish/vl/chassis/1/Power"
}
]

IE
"Manufacturer": "VANTAGEO",
"Memory": {
"@odata.id": "/redfish/vl/Systems/1/Memory"
IE
"Memorysummary": {
"TotalSystemMemoryGiB" : 120
IE
"Model": "",
"Name": "System",
"NetworkInterfaces": {
"@odata.id": "/redfish/vl/Systems/1/NetworkInterfaces"
IE
"oem": {
"Public": {
"CPUUsagePercent": 0,
"Cmccversion": "2023v1",
"IOUsagePercent": 0,
"MemoryUsagePercent": 0,
"PoweronbDelayEnabled": true,
"PoweronDelayMode" : "RandomDelay",
"PoweronbelaySeconds": 120,
"Poweronstrategy": "RestorePreviousState",
"ConfigurationModel": "20220905",
"ProductSpecificIdentity":"2240-RE,Intel", "BiosVersionDate": "Dec 12
2012",
"Productversion": "?/",
"ProductName": "a6",
"ProducteExtra": "q6n dtHiGUCT12TK6npW6HSJKEJ1iuQE
5H791Pvoffbkxe2f6f8j5qjxmy2Pe634fzaFbmwMo]jynG
5nocSqPD bnYEV76KGxa2bmgFIOBW8XY7j0aOMIOK
PeDtEokxqq7R3Tawls68nToF1hGey9fCcx03hHI532RjV
uuu8tyn7p 5QwE9s48wL3gVCP3ywb6mCv7 THXoM2VQ
N201GWAVX9f2 c2MHCWk7DXxBdH2qbCfYhqpiwFH7
8MNvOw15hu5g029vKrpLk",
"PartitionLists": [
{

"DiskIndex": 1,
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"PartitionName": "/",
"UsagePercent": 13,

"TotalCapacityGB": 50

IE
{
"DiskIndex": 2,
"PartitionName": "/boot",
"UsagePercent": 17,
"TotalCapacityGB": 1
IE
{
"DiskIndex": 3,
"PartitionName": "/boot/efi",
"UsagePercent": 5,
"TotalCapacityGB": 0.2
IE
{
"DiskIndex": 4,
"PartitionName": "/home",
"UsagePercent": 0,
"TotalCapacityGB": 2896.9
}
]
}
IE
"PartNumber": ""
"PowerState": "on",

"Processors": {
"@odata.id": "/redfish/vl/Systems/1/Processors"
IE
"SerialNumber": "",
"SimpleStorage": {
"@odata.id": "/redfish/vl/Systems/1/SimpleStorage"

IE
"Status": {
"Health": "ok",
"State": "Enabled"
IE

"Storage": {

"@odata.id": "/redfish/vl/Systems/1/Storage"
IE
"Storages": {

"@odata.id": "/redfish/vl/Systems/1/Storages"
IE
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"sSystemType": "Physical",
"UuID": "30e72400-0000-1000-0000-000000000000",
"Processorsummary": {
"Count": 0,
"CoreCount": 0,
"Model1": null
IE
"Bios": {

"@odata.id": "/redfish/vl/Systems/1/Bios"

3
e Status Code: 200

Output Description

For a description of the output returned when you query information about the specified Manag-
er resource, refer to Table 5-5.

Table 5-5 Output Descriptions for Querying Information About the Specified Manager Re-

source
Field Type Description
@odata.context String OData description of the specified System
resource model.
@odata.id String Access path of the specified System re-
source.
@odata.type String Type of System resource.
Actions Object Operations that can be performed for the
specified System resource through the
Redfish interface.
#ComputerSystem.Reset.target String Access path of the restart operation prop-
erties.
ResetType@Redfish. AllowableValues Array OS operations allowed through the Red-
fish interface, including:
e On
® ForceOff
® GracefulShutdown
® ForceRestart
® ForcePowerCycle
® Nmi
AssetTag String Asset tag of the specified System re-
source.
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Field Type Description
BiosVersion String BIOS version of the specified System re-
source.
Boot Object Boot parameters of the specified System
resource.
BootSourceOverrideEnabled String Mode for applying the current boot settings
of the System.
BootSourceOverrideMode String System boot mode.
BootSourceOverrideTarget String Current boot source of the system.
BootSourceOverrideEnabled@Redfish.Al- | Array Options of the mode for applying the cur-
lowableValues rent boot settings of the System, including:
® Once: effective only once
® Continuous: effective permanently
BootSourceOverrideMode@Redfish.Allow- | Array Allowable boot modes of the system. Op-
ableValues tions:
® |egacy
e UEFI
BootSourceOverride Target@Redfish.Al- Array Range of the boot devices defined by Red-
lowableValues fish, including:
® None
e PXE
® Floppy
e CD
e HDD
® BiosSetup
Description String Description of the specified System re-
source.
Ethernetinterfaces Object Access path of the Ethernet interfaces of
the host.
HostName String Hostname of the specified System re-
source.
Id String ID of the specified System resource.
IndicatorLED String Position indicator status of the specified
Chassis resource, including:
Links Object System resource links.
Chassis Array Access path of the Chassis resource

node.
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Field Type Description
CooledBy Array Access path of the fan resource node.
ManagedBy Array Access path of the Manager resource
node.
PoweredBy Array Access path of the power resource.
Manufacturer String Manufacturer of the specified System re-
source.
Memory Object Access path of the memory resource
node.
MemoryDomains Object V3 field.
Model String Model of the specified System resource.
Name String Name of the specified System resource.
NetworkInterfaces Object Access path of the network interfaces.
Oem.Public Object Customized properties.
CPUUsagePercent Number Dynamic CPU usage detected by CUPS.
IOUsagePercent Number Dynamic I/O usage detected by CUPS.
MemoryUsagePercent Number Dynamic memory usage detected by
CUPS.
PowerOnDelayEnabled Boolean Whether to enable power-on delay:
® frue
e false
PowerOnDelayMode String Power-on delay mode:
® CustomDelay: custom delay mode.
® RandomDelay: random delay mode.
PowerOnDelaySeconds Number Power-on delay.
PowerOnStrategy String Power-on policy upon power loss.
® TurnOn: stays on.
® StayOff: stays off.
® RestorePreviousState: same as before.
ConfigurationModel String Year + typical configuration model. The
configuration value must be in dictionary
format.
ProductSpecificldentity String Internally defined product name.
BiosVersionDate String BIOS version date.
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Field Type Description

ProductVersion String Product version.

ProductName String Product name.

ProductExtra String Additional product information.

PartNumber String Part number of the specified System re-
source.

PowerState String Power-on status of the specified System
resource:
e On
o Off

Processors Object Access path of the processor resource
node.

SerialNumber String Serial number of the specified System re-
source.

SimpleStorage String Access path of the SimpleStorage re-

source node.

Status Object Status of the specified System resource:
® Health: The System resource is

healthy.
e Status: The System resource is en-
abled.
Storage Object Access path of the storage resource node.
Storages Object Access path of the storage resource node.
SystemType String System type of the specified system re-
source.
uuiD String Globally unique ID of the specified System
resource.
Bios Object Access path of the BIOS resource node.
PartitionLists.Diskindex Number Disk partition number.
PartitionLists.PartitionName String Disk partition name.
PartitionLists.UsagePercent Number Disk partition usage.
PartitionLists. TotalCapacityGB Number Total disk partition capacity.
ProcessorSummary Object Processor summary.
Count Number Number of CPUs.
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Field Type Description
CoreCount Number Total number of CPU cores.
Model String CPU model.

5.3 Remotely Powering On, Powering Off, and Resetting a System
Resource

Function

Remotely power on, power off, and reset a System resource.
Permission Required

Power control

Syntax

e Operation Type: POST
e URL:https://device ip/redfish/v1/Systems/system id/Actions/Comput-
erSystem.Reset

e Request Header:

Content-Type: header_type
X-Auth-Token: auth_value

o Request Message Body:

{
"ResetType": value
I
Parameters

For a description of the parameters for remote operations, refer to Table 5-6.

Table 5-6 Parameter Descriptions for Remote Operations

Header in the POST request for authenti-
cation.

Parameter Description Value

device_ip IP address for logging in to the device. IPv4 or IPv6 address.

system_id ID of the System resource. For a rack server, the value is 1 or Self.
auth_value X-Auth-Token value contained in Request | It can be obtained by creating a session

through /redfish/v1/SessionSer-

vice/Sessions.

header_type

Format of the request message.

application/json

value

Operation type.

® On: power-on
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Parameter Description

Value

ForceOff: forcible power-off

GracefulShutdown: normal power-off
ForceRestart: forcible reboot

ForcePowerCycle: forcible power-off
and power-on

Usage Guidelines

When the setting is completed, you can query the "PowerState" field in the specified System re-

source to view the OS power-on or power-off status.

Example

e Request Example:

POST https://device_ip/redfish/v1/Systems/1/Actions/ComputerSystem.Reset

e Request Header:

Content-Type: application/json

X-Auth-Token: 8574621d21b84756218c7456821c234e

o Request Message Body:

"ResetType":"0On

}

e Response Example:

{
"error": {
"code": "Base.1l.8.1.Success",
"message": "Successfully Completed Request",
"@vMessage.ExtendedInfo": [
{
"@odata.type": "#Message.vl 1_1.Message",
"MessageIld": "Base.l1l.8.1.Success",
"Message": "Successfully Completed Request",
"Severity": "oK",
"Resolution": "None."
}
]
}
}

e Status Code: 200
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Output Description

For a description of the output returned when you perform a remote operation, refer to Table

5-7.
Table 5-7 Output Descriptions for Remote Operations
Field Type Description
code String ID of the specified message in the message registry.
message String Readable message for the code in the message reg-
istry.
@odata.type String OData description of the message resource.
Messageld String Message ID.
Message String Message details.
Severity String Severity level supported by the Redfish interface. Op-
tions:
e OK
® \Warning
® Critical
Resolution String Solution.

5.4 Modifying Properties of a Specified System Resource

Function

Modify properties of a specified System resource, including the asset number, host name, and

typical configuration model.
Permission Required
Basic management.
Syntax

e Operation Type: PATCH

e URL:https://device ip/redfish/v1/Systems/system id

e Request Header:

Content-Type: header_type
X-Auth-Token: auth_value

o Request Message Body:

{
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"AssetTag": tag,

"HostName": name,
"oem" : {
"Public": {

"configurationModel" :model,

"PoweronDelayMode" :powerondelay_mode,

"Cmccversion":cmcc_version,

"Poweronstrategy" : poweron_strategy

"PoweronDelayEnabled" :powerondealy_enable,

"PoweronDelaySeconds" :powerondealy_seconds,

}

i

"Boot": {
"BootSourceoverrideMode" :bootsourceoverride_mode,
"BootSourceoverrideEnabled": bootsourceoverride_state,
"BootSourceoverrideTarget": bootsourceoverride_target

}

I
Parameters

For a description of the parameters for properties of the specified System resource, refer to Ta-

ble 5-8.

Table 5-8 Parameter Descriptions for Properties of the Specified System Resource

Parameter Description

Value

tag Customized asset tags.

® |ength: 2-63 characters.

o Consists of digits or letters, case-sensi-
tive.

o Allowed special characters: hyphen,
underscore, space, and at (@). The tag
cannot start or end with a hyphen, an
underscore, or a space.

system_id ID of the System resource.

For a rack server, the value is 1 or Self.

auth_value X-Auth-Token value contained in Request
Header in the PATCH request for authenti-

cation.

It can be obtained by creating a session
through /redfish/v1/SessionSer-

vice/Sessions.

header_type Format of the request message.

application/json

tag Customized asset tag.

Length: 2—63 characters.
Consists of digits or letters, case-sensi-
tive.

® Allowed special characters: hyphen,
underscore, space, and at (@). The tag
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Parameter

Description

Value

cannot start or end with a hyphen, an

underscore, or a space.

name

Customized host name.

® The length cannot exceed 63 charac-
ters.

® The name can only contain letters,
digits, and the minus signs. No blank
or space is allowed. The name is not
case-sensitive.

® The first character must be a letter, and
the last character cannot be a minus

sign.

model

Customized typical configuration model.

Year + typical configuration model. The
configuration value must be in dictionary
format, for example 2019C1, and the
string length is 1-63.

powerondealy_en- Whether to enable power-on delay: ® true

able e false

poweronde- Power-on delay mode: ® RandomDelay: random delay mode.
lay_mode ® CustomDelay: custom delay mode.

powerondealy_sec-

Delay duration.

Delay duration, range: 1-120 s.

onds
bootsourceover- Boot mode. ® No Override
ride_mode ® |egacy
e UEFI
The server configured with the ARM
processor does not support legacy mode.
bootsourceover- Mode for applying the boot settings. ® Once: effective only once
ride_state ® Continuous: effective permanently
bootsourceover- Type of boot mode. Boot devices defined by Redfish:
ride_target None: no override
Pxe: network
Cd: CD-ROM
Floppy: Usb

Hdd: hard disk
BiosSetup: BIOS
RemotelyHdd: volume.

poweron_strategy

Power-on policy.

TurnOn: stays on.
StayOff: stays off.
RestorePreviousState: same as before.
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Usage Guidelines

In the setting results, the "AssetTag," "HostName", and "ConfigurationModel" fields in the speci-

fied system resource information can be queried to verify the setting results.

Example

Request Example:

PATCH https://device_ip/redfish/v1/Systems/1

Request Header:

X-Auth-Token: 8574621d21b84756218c7456821c234e
Content-Type: application/json

Request Message Body:

"AssetTag": "zichanbiaoqgian-001",
"HostName": "iSAC-20221022",
"oem" : {

"Public":{
"configurationModel":"2022c2",
"PoweronDelayEnabled":true,
"PoweronDelayMode" :"Custombelay",
"PoweronbDelaySeconds":100,

"Cmccversion":"2023v1",

"PoweronStrategy': "RestorePreviousState

}

i

"Boot": {
"BootSourceoverrideMode" :"Legacy",
"BootSourceoverrideEnabled": "Continuous",
"BootSourceoverrideTarget": "Pxe"

}

> Separate asset tag configuration:

"AssetTag": "zichanbiaoqian-001"

}

> Separate hostname configuration:

"HostName": "iSAC-20221022"
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}
> Separate typical configuration model configuration:
{
"oem": {
"public":{
"ConfigurationModel":"2022C2"
}
}
}

> Separate typical configuration model configuration:

{
"oem" : {

"Public":{
"PoweronDelayEnabled":true,
"PoweronDelayMode" :"Custombelay",
"PoweronDelaySeconds" :100

}

}
}

> Separate power-on delay configuration:

{
"Boot": {
"BootSourceoverrideMode" :"Legacy",
"BootSourceoverrideEnabled": "Continuous",
"BootSourceoverrideTarget": "Pxe"
}
I

e Response Example: response of the GET redfish/v1/Systems/system_id interface. For de-

tails, refer to 5.2 Querying Information About a Specified System Resource.

e Status Code: 200
Output Description

None

5.5 Querying Information About the CPU Resource Collection

Function

Query information about the CPU resource collection of a server.
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Permission Required

Query.
Syntax

e Operation Type:

GET

e URL: https://device ip/redfish/v1/Systems/system id/Processors

e Request Header:

X-Auth-Token: auth_value

e Request Message Body: None

Parameters

For a description of the parameters for querying information about the CPU resource collection,

refer to Table 5-9.

Table 5-9 Parameter Descriptions for Querying Information About the CPU Resource Collec-

tion
Parameter Description Value
device_ip IP address for logging in to the device. IPv4 or IPv6 address.
system_id ID of the System resource. For a rack server, the value is 1 or Self.
auth_value X-Auth-Token value contained in Request | It can be obtained by creating a session
Header in the GET request for authentica- | through /redfish/v1/SessionSer-
tion. vice/Sessions.
Usage Guidelines
None
Example
e Request Example:
GET https://device_ip/redfish/v1/Systems/1/Processors
e Request Header:
X-Auth-Token: 8574621d21b84756218c7456821c234
o Request Message Body: None
e Response Example:
{
"@odata.context": "/redfish/vl/$metadata#ProcessorcCollection.Processorcollection",
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}

"@odata.id": "/redfish/vl/Systems/1/Processors",

"@odata.type": "#Processorcollection.Processorcollection",
"Description": "Collection of processors for this system",
"Name": "Processors Collection",

"Members@odata.count": 2,

"Members": [

{
"@odata.id": "/redfish/vl/Systems/1/Processors/0"
IE
{
"@odata.id": "/redfish/vl/Systems/1/Processors/1"
}

e Status Code: 200

Output Description

For a description of the output returned when you query information about the CPU resource

collection, refer to Table 5-10.

Table 5-10 Output Descriptions for Querying Information About the CPU Resource Collection

Field Type Description

@odata.context String OData description of the CPU resource collection
model.

@odata.id String Access path of the CPU resource collection.

@odata.type String Type of CPU resource collection.

Description Character string Description of the CPU resource collection.

Name String Name of the CPU resource collection.

Members@odata.count Number Number of CPU resource members.

Members Array CPU resource list.

@odata.id String Access path of a single CPU resource node.

5.6 Querying Information About a Specified CPU Resource

Function

Query information about a specified CPU resource of a server.

Permission Required

Query.
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Syntax

e Operation Type:

GET

e URL:https://device ip/redfish/v1/Systems/system id/Proces-

sors/cpu_id

e Request Header:

X-Auth-Token: auth_value

e Request Message Body: None

Parameters

For a description of the parameters for querying information about the specified CPU resources,

refer to Table 5-11.

Table 5-11 Parameter Descriptions for Querying Information About the Specified CPU Re-

source
Parameter Description Value
device_ip IP address for logging in to the device. IPv4 or IPv6 address.
system_id ID of the System resources. For a rack server, the value is 1 or Self.
auth_value X-Auth-Token value contained in Request | It can be obtained by creating a session
Header in the GET request for authentica- | through /redfish/vi/SessionSer-
tion. vice/Sessions.
cpu_id ID of the CPU resource. It can be obtained from the CPU resource
collection.
Usage Guidelines
None
Example
e Request Example:
GET : https://device_ip/redfish/v1/Systems/1/Processors/0
e Request Header:
X-Auth-Token: 8574621d21b84756218c7456821c234
o Request Message Body: None
e Response Example:
{
"@odata.context": "/redfish/vl/$metadata#Processor.Processor",
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"@odata.id": "/redfish/vl/Systems/1/Processors/0",

"@odata.type": "#Processor.vl_10_0.Processor",
"Name": "Intel Processor 1",
"Id: "1n,

"InstructionSet": "X86,x86-64",

"Manufacturer": "Intel(R) Corporation",

"MaxSpeedMHz": 3600,

"Model1": "Genuine Intel(R) CPU 0000%@",

"oem": {

"Public": {

"FrequencyMHz": 1700,
"LlcacheKiB": 4480,
"L2CacheKkiB": 114688,
"L3cachekiB": 107520,
"SerialNumber": "2F8A6BEB959A73D6",
"voltage": "1.6"

IE
"OperatingSpeedMHz": 2000,
"ProcessorArchitecture": "x86",
"Processorid": {
"IdentificationRegisters": "f2-06-08-00-ff-fb-eb-bf"

i
"ProcessorType": "CentralProcessor",
"Socket": 1,
"Status": {
"State": "Enabled",
"Health": "ok"
i

"TDPwatts": 350,

"TotalCores": 56,

"TotalThreads": 112
}

e Status Code: 200

Output Description

For a description of the output returned when you query information about the specified CPU

resource, refer to Table 5-12.

Table 5-12 Output Descriptions for Querying Information About the Specified CPU Resource

Field Type Description
@odata.context String OData description of the specified CPU resource
model.
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Field Type Description
@odata.id String Access path of the specified CPU resource.
@odata.type String Type of the specified CPU resource.
Name String Name of the specified CPU resource.
Id String UID of the specified CPU resource in the iBMC sys-
tem.
InstructionSet String Instruction set of the specified CPU resource:
® x86
® x386-64
o |A-64
® ARM-A32
o ARM-A64
® MIPS32
o MIPS64
e OEM
ProcessorArchitecture String Architecture of the specified CPU resource:
® x86
o |A-64
e ARM
e MIPS
e OEM
Processorld.IdentificationReg- | String Processor ID register.
isters
ProcessorType String Type of the specified CPU resource.
Manufacturer String Manufacturer of the specified CPU resource.
Model String Model of the specified CPU resource.
MaxSpeedMHz Number Maximum frequency of the specified CPU resource.
TotalCores Number Total number of cores of the specified CPU resource.
TotalThreads Number Total number of threads of the specified CPU re-
source.
Socket Number Slot ID of the specified CPU resource.
Status Object Status of the specified CPU resource, including:
® State: whether the CPU is isolated
® Health: CPU resource health status
Oem.Public Object Customized vendor properties.
L1CacheKiB Number Level | cache of the specified CPU resource.
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Field Type Description

L2CacheKiB Number Level Il cache of the specified CPU resource.
L3CacheKiB Number Level lll cache of the specified CPU resource.
FrequencyMHz Number Frequency of the specified CPU resource.
SerialNumber String Serial number of the specified CPU resource.
Voltage String Voltage of the specified CPU resource.
OperatingSpeedMHz Number Current speed of the specified CPU resource.
TDPWatts Number TDP(W) of the specified CPU resource.

5.7 Querying Information About All CPU Resources

Function

Query information about all CPU resources of a server.

Permission Required

Query.

Syntax

e Operation Type: GET

e URL:https://device ip/redfish/v1/Systems/system id/Processors?$ex-

pand=.

e Request Header:

X-Auth-Token: auth_value

e Request Message Body: None

Parameters

For a description of the parameters for querying information about all CPU resources, refer to

Table 5-13.

Table 5-13 Parameter Descriptions for Querying Information About All CPU Resources

Parameter Description Value

device_ip IP address for logging in to the device. IPv4 or IPv6 address.

system_id ID of the System resource. For a rack server, the value is 1 or Self.

auth_value X-Auth-Token value contained in Request | It can be obtained by creating a session
Header in the GET request for authentica- | through /redfish/vi/SessionSer-
tion. vice/Sessions.
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Usage Guidelines
None
Example

e Request Example:

GET : https://10.43.211.250/redfish/v1/Systems/1/Processors?$expand=.

e Request Header:

X-Auth-Token: 8574621d21b84756218c7456821c234

e Request Message Body: None

e Response Example:

"@odata.context": "/redfish/vl/$metadata#Processorcollection

"@odata.id": "/redfish/vl/Systems/1/Processors",

"@odata.type": "#Processorcollection.Processorcollection",
"Description": "collection of processors for this system",
"Name": "Processors Collection",

"Members@odata.count": 2,

"Members": [

{
"@odata.id": "/redfish/vl/Systems/1/Processors/0",
"@odata.type": "#Processor.vl_10_0.Processor",
"Name": "Intel Processor 1",
"Id": "1",

"InstructionSet": "X86,Xx86-64",

"Manufacturer": "Intel(R) Corporation",

"MaxSpeedMHz": 3300,

"Model1": "Genuine Intel(R) CPU 0000%@",

"oem": {

"Public": {

"FrequencyMHz": 1500,
"LlcacheKkiB": 3840,
"L2CacheKkiB": 98304,
"L3cachekiB": 92160,
"SerialNumber": "B65FD4F4B77D6755",
"voltage": "1.6"

}’
"OperatingSpeedMHz": 2000,
"ProcessorArchitecture": "x86",

"ProcessorId": {

.Processorcollection",
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"IdentificationRegisters": "f3-06-08-00-ff-fb-eb-bf"

i
"ProcessorType": "CentralProcessor",
"Socket": 1,
"Status": {
"State": "Enabled",
"Health": "ok"
i

"TDPwatts": 350,
"TotalCores": 48,
"TotalThreads": 96

IE

{
"@odata.id": "/redfish/vl/Systems/1/Processors/1",
"@odata.type": "#Processor.vl_10_0.Processor",
"Name": "Intel Processor 2",
"Id": "2",

"InstructionSet": "X86,Xx86-64",
"Manufacturer": "Intel(R) Corporation",
"MaxSpeedMHz": 3300,
"Model1": "Genuine Intel(R) CPU 0000%@",
"oem": {
"Public": {
"FrequencyMHz": 1500,
"LlcacheKkiB": 3840,
"L2CacheKkiB": 98304,
"L3cachekiB": 92160,
"SerialNumber": "B65FA8F41D9829E7",
"voltage": "1.6"

IE
"OperatingSpeedMHz": 2000,
"ProcessorArchitecture": "x86",
"ProcessorId": {
"IdentificationRegisters": "f3-06-08-00-ff-fb-eb-bf"

i
"ProcessorType": "CentralProcessor",
"Socket": 2,
"Status": {
"State": "Enabled",
"Health": "ok"
i

"TDPwatts": 350,

"TotalCores": 48,
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"TotalThreads": 96

}

e Status Code: 200

Output Description

For a description of the output returned when you query information about all CPU resources,

refer to Table 5-14.

Table 5-14 Output Descriptions for Querying Information About All CPU Resources

Field Type Description

@odata.context String OData description of the CPU resource collection
model.

@odata.id String Access path of the CPU resource collection.

@odata.type String Type of CPU resource collection.

Description String Description of the CPU resource collection.

Name String Name of the CPU resource collection.

Members@odata.count Number Number of CPU resource members.

Members Array Information about all CPU resources.

For a description of the parameters of the CPU resource information, refer to Table 5-12.

5.8 Querying Information About the Memory Resource Collection

Function

Query information about the current memory resource collection of a server.

Permission Required
Query.
Syntax

e Operation Type: GET

e URL: https://device ip/redfish/v1/Systems/system id/Memory

e Request Header:

X-Auth-Token: auth_value

e Request Message Body: None
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Parameters

For a description of the parameters for querying information about the memory resource collec-
tion, refer to Table 5-15.

Table 5-15 Parameter Descriptions for Querying Information About the Memory Resource

Collection
Parameter Description Value
device_ip IP address for logging in to the device. IPv4 or IPv6 address.
system_id ID of the System resource. For a rack server, the value is 1 or Self.
auth_value X-Auth-Token value contained in Request | It can be obtained by creating a session
Header in the GET request for authentica- | through /redfish/vi/SessionSer-
tion. vice/Sessions.

Usage Guidelines
None
Example

e Request Example:

GET https://device_ip/redfish/v1/Systems/1/Memory

e Request Header:

X-Auth-Token: 8574621d21b84756218c7456821c234

e Request Message Body: None

e Response Example:

"@odata.context": "/redfish/vl/$metadata#MemoryCollection.MemoryCollection",
"@odata.id": "/redfish/vl/Systems/1/Memory",

"@odata.type": "#MemoryCollection.MemoryCollection",

"Description": "Collection of Memories for this system",

"Name": "Memory Collection",

"Members@odata.count":2,

"Members": [

{

"@odata.id": "/redfish/vl/Systems/1/Memory/CPUO_EQ"
IE
{

"@odata.id": "/redfish/vl/Systems/1/Memory/CPUl1_EQ"
}
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}

e Status Code: 200

Output Description

For a description of the output returned when you query information about the memory resource

collection, refer to Table 5-16.

Table 5-16 Output Descriptions for Querying Information About the Memory Resource Collec-

tion
Field Type Description
@odata.context String OData description of the memory resource collection

model.

@odata.id String Access path of the memory resource collection.
@odata.type String Type of memory resource collection.
Description Character string Description of the memory resource collection.
Name String Name of the memory resource collection.
Members@odata.count Number Number of memory resource members.
Members Array Memory resource list.
@odata.id String Access path of a single memory resource node.

5.9 Querying Information About a Specified Memory Resource

Function

Query information about a specified memory resource of a server.

Permission Required
Query.
Syntax

e Operation Type: GET

e URL: https://device ip/redfish/v1/Systems/system id/Memory/memory id

e Request Header:

X-Auth-Token: auth_value

e Request Message Body: None
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Parameters

For a description of the parameters for querying information about the specified memory re-
source, refer to Table 5-17.

Table 5-17 Parameter Descriptions for Querying Information About the Specified Memory Re-

source
Parameter Description Value
device_ip IP address for logging in to the device. IPv4 or IPv6 address.
system_id ID of the System resource. For a rack server, the value is 1 or Self.
auth_value X-Auth-Token value contained in Request | It can be obtained by creating a session
Header in the GET request for authentica- | through /redfish/vi/SessionSer-
tion. vice/Sessions.
memory_id Memory resource ID. It can be obtained from the memory re-
source collection.

Usage Guidelines
None
Example

e Request Example:

GET https://device_ip/redfish/v1/Systems/1/Memory/DIMM1

e Request Header:

X-Auth-Token: 8574621d21b84756218c7456821c234

e Request Message Body: None

e Response Example:

"@odata.context": "/redfish/vl/$metadata#Memory.mMemory",
"@odata.id": "/redfish/vl/Systems/1/Memory/CPUl1_AQ0",
"@odata.type": "#Memory.vl 11_0.Memory",
"AllowedSpeedsMHz" : 4800,

"BaseModuleType": "RDIMM",

"CapacityMiB": 65536,

"DatawidthBits": 64,

"DeviceLocator": "CPU1_AQ",

"ECCType": "Multi-bit ECC",

"1d": "CPUl_AQ",

"Manufacturer": "Samsung",

"MemoryDeviceType": "DDR5",
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"MemoryLocation": {
"Channel": 0,
"Controller": 0,
"slot": 0,

"Socket": 1

IE

"Name": "CPU1_AO",

"OperatingSpeedvhz": 4800,

"PartNumber": "M321R8GAOBBO-CQKEG",

"RankCount": 2,

"SerialNumber": "0lE2FC6C",

"Status": {

"State": "Enabled",
"Health": "ok"

}
"oem": {

"Public": {
"voltagevolt": 1.1,
"Temperature": null

}

}

}

e Status Code: 200

Output Description

For a description of the output returned when you query information about the specified memo-

ry resource, refer to Table 5-18.

Table 5-18 Output Descriptions for Querying Information About the Specified Memory Re-

source

Field Type Description

@odata.context String OData description of the specified memory resource
model.

@odata.id String Access path of the specified memory resource.

@odata.type String Type of the specified memory resource.

Name String Name of the specified memory resource.

Id String ID of the specified memory resource.

AllowedSpeedsMHz Number Maximum frequency of the specified memory re-
source, unit: MHz.

CapacityMiB Number Capacity of the specified memory resource, in MB.
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Field Type Description
ECCType String ECC type of the specified memory.
Manufacturer String Manufacturer of the specified memory device.
OperatingSpeedMhz Number Operating speed of the specified memory resource.
SerialNumber String Serial number of the specified memory resource.
MemoryDeviceType String Type of the specified memory resource. The val-
ue should be in dictionary type, such as DDR4 and
DDRS3.
DataWidthBits Number Data bandwidth of the specified memory resource.
RankCount Number Number of ranks of the specified memory resource.
PartNumber String Part number of the specified memory resource.
Devicelocator String Screen printing of the specified memory resource.
BaseModuleType String Basic module type of the specified memory resource,
including:
RDIMM
UDIMM
e SO_DIMM
e LRDIMM
® Mini_RDIMM
® Mini_UDIMM
e SO_RDIMM_72b
e SO_UDIMM_72b
e SO_DIMM_16b
e SO_DIMM_32b
MemoryLocation Object Location of the specified memory device.
Socket Number Slot ID of the CPU of the specified memory resource.
Controller Number Controller ID of the specified memory resource.
Channel Number Channel ID of the specified memory resource.
Slot Number Slot ID of the specified memory resource.
Status Object Status of the specified memory resource, including:
o Health: health status of the specified memory re-
source
e State: whether the specified memory resource is
enabled
Oem.Public Object Customized field.
VoltageVolt Number Voltage of the specified memory resource, unit: Volt.
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Field

Type Description

Temperature

Number
oc_

Temperature of the specified memory resource, unit:

5.10 Querying Information About All Memory Resources

Function

Query information about the current memory resource collection of a server.

Permission Required

Query.

Syntax

e Operation Type: GET

e URL: https://device ip/redfish/v1/Systems/system id/Memory?$expand=.

Request Header:

X-Auth-Token: auth_value

Parameters

Request Message Body: None

For a description of the parameters for querying information about all memory resources, refer

to Table 5-19.

Table 5-19 Parameter Descriptions for Querying Information About All Memory Resources

Parameter

Description

Value

device_ip

IP address for logging in to the device.

IPv4 or IPv6 address.

system_id

ID of the System resource.

For a rack server, the value is 1 or Self.

auth_value

X-Auth-Token value contained in Request
Header in the GET request for authentica-
tion.

It can be obtained by creating a session
through /redfish/v1/SessionSer-

vice/Sessions.

Usage Guidelines

None

Example

e Request Example:

GET https://device_ip/redfish/v1/Systems/1/Memory?$expand=.
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e Request Header:

X-Auth-Token: 8574621d21b84756218c7456821c234

e Request Message Body: None

e Response Example:

{
"@odata.id": "/redfish/vl/Systems/self/Memory",
"@odata.type": "#MemoryCollection.MemoryCollection",
"Description": "Collection of Memories for this system",
"Name": "Memory Collection",
"Members@odata.count": 2,
"Members": [

{

"@odata.id": "/redfish/vl/Systems/Self/Memory/DIMM9",
"@odata.type": "#Memory.vl 11_0.Memory",
"BaseModuleType": "RDIMM",

"CapacityMiB": 16384,
"DatawidthBits": 64,
"DevicelLocator": "DIMM9",
"ECCType": "Multi-bit ECC",
"id": "9",
"Manufacturer": "Hynix",
"MemoryDeviceType": "DDR5",
"MemoryLocation": {

"Channel": 0,

"Controller": 0,

"slot": O,

"Socket": 1
IE
"Name": "DIMM9",
"OperatingSpeedvhz": 4800,
"PartNumber": "HMCG78MEBRA115N",
"RankCount": 1,
"SerialNumber": "137A8358",
"Status": {

"State": "Enabled",

"Health": "ok"
}

IE
{

"@odata.id": "/redfish/vl/Systems/Self/Memory/DIMM25",
"@odata.type": "#Memory.vl 11_0.Memory",
"BaseModuleType": "RDIMM",
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"CapacityMiB": 16384,
"DatawidthBits": 64,
"DeviceLocator": "DIMM25",
"ECCType": "Multi-bit ECC",
"id": "25",
"Manufacturer": "Hynix",
"MemoryDeviceType": "DDR5",
"MemoryLocation": {
"Channel": 0,
"Controller": 0,
"slot": O,
"Socket": 2
IE
"Name": "DIMM25",

"OperatingSpeedvhz": 4800,

"RankCount": 1,
"SerialNumber": "138B9C40",
"Status": {

"State": "Enabled",

"Health": "oK"

}

"PartNumber": "HMCG78MEBRA115N",

e Status Code: 200

Output Description

For a description of the output returned when you query information about all memory resource,

refer to Table 5-20.

Table 5-20 Output Descriptions for Querying Information About All Memory Resources

Field Type Description

@odata.context String OData description of the memory resource collection
model.

@odata.id String Access path of the memory resource collection.

@odata.type String Type of memory resource collection.

Description String Description of the memory resource collection.

Name String Name of the memory resource collection.

Members@odata.count Number Number of memory resource members.
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Field

Type Description

Members

Array Information about all memory resources.

For a description of the parameters of the memory resource information, refer to Table 5-18.

5.11 Querying Information About the Storage Resource Collection

Function

Query information about the current storage resource collection of a server.

Permission Required

Query.

Syntax

e Operation Type: GET

® URL1: https://device ip/redfish/v1/Systems/system id/Storage

e URL2: https://device ip/redfish/v1/Systems/system id/Storages

e Request Header:

X-Auth-Token: auth_value

Parameters

Request Message Body: None

For a description of the parameters for querying information about the storage resource collec-
tion, refer to Table 5-21.

Table 5-21 Parameter Descriptions for Querying Information About the Storage Resource Col-

lection

Parameter

Description

Value

device_ip

IP address for logging in to the device.

IPv4 or IPv6 address.

system_id

ID of the System resource.

For a rack server, the value is 1 or Self.

auth_value

X-Auth-Token value contained in Request
Header in the GET request for authentica-

tion.

It can be obtained by creating a session
through /redfish/v1/SessionSer-

vice/Sessions.

Usage Guidelines

None
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Example

e Request Example 1:

GET https://device_ip/redfish/v1/Systems/1/Storage

e Request Example 2:

GET https://device_ip/redfish/v1/Systems/1/Storages

e Request Header:

X-Auth-Token: 8574621d21b84756218c7456821c234

e Request Message Body: None

e Response Example:

"@odata.context":

"Members": [

{

}’
{

}

"Members@odata.count'

"Name'": "Storage Collection",

't 2,

"/redfish/vl/$metadata#Storagecollection.StorageCollection",

"@odata.id": "/redfish/vl/Systems/1/Storages",

"@odata.type": "#StorageCollection.StoragecCollection",

"@odata.id": "/redfish/vl/Systems/1/Storages/RAIDStoragel9"

"@odata.id": "/redfish/vl/Systems/1/Storages/RAIDStorage5"

e Status Code: 200

Output Description

For a description of the output returned when you query information about the storage resource

collection, refer to Table 5-22.

Table 5-22 Output Descriptions for Querying Information About the Storage Resource Collec-

tion
Field Type Description
@odata.context String OData description of the storage resource collection
model.
@odata.id String Access path of the storage resource collection.
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Field Type Description

@odata.type String Type of storage resource collection.

Name String Name of the storage resource collection.
Members@odata.count Number Number of storage resource members.
Members Array Storage resource list.

@odata.id String Access path of a single storage resource node.

5.12 Querying Information About a Specified Storage Controller
Resource

Function

Query information about the specified storage controller resource of a server.
Permission Required

Query.

Syntax

e Operation Type: GET

o URL:https://device ip/redfish/v1/Systems/system id/Storage/stor-
age id

® URL2: https://device ip/redfish/vl/Systems/system id/Storages/stor-
age id

e Request Header:

X-Auth-Token: auth_value

Request Message Body: None
Parameters

For a description of the parameters for querying information about a specified storage controller

resource, refer to Table 5-23.

Table 5-23 Parameter Descriptions for Querying Information About the Specified Storage

Controller Resource

Parameter Description Value
device_ip IP address for logging in to the device. IPv4 or IPv6 address.
system_id ID of the System resource. For a rack server, the value is 1 or Self.
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Parameter Description Value

auth_value X-Auth-Token value contained in Request | It can be obtained by creating a session
Header in the GET request for authentica- | through /redfish/vi/SessionSer-

tion. vice/Sessions.

storage_id ID of the specified storage resource. It can be obtained by querying the infor-
mation about the storage resource collec-
tion.

Usage Guidelines
None
Example

e Request Example 1:

GET https://device_ip/redfish/v1/Systems/1/Storage/RAIDStorage5

e Request Example 2:

GET https://device_ip/redfish/v1/Systems/1/Storages/RAIDStorage5

e Request Header:

X-Auth-Token: 8574621d21b84756218c7456821c234

e Request Message Body: None

e Response Example:

{
"@odata.context": "/redfish/vl/$metadata#Storage.Storage",
"@odata.id": "/redfish/vl/Systems/1/Storages/RAIDStorage5",
"@odata.type": "#Storage.vl_9_0.Storage",
"Drives": [
{
"@odata.id": "/redfish/vl/chassis/1/Drives/HDDPlaneDisk16",
"CapacityBytes": 666
IE
{
"@odata.id": "/redfish/vl/chassis/1/Drives/HDDPlaneDisk18",
"CapacityBytes": 666
IE
{
"@odata.id": "/redfish/vl/chassis/1/Drives/HDDPlaneDisk20",
"CapacityBytes": 777
IE
{
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"@odata.id": "/redfish/vl/chassis/1/Drives/HDDPlaneDisk22",

"CapacityBytes": 888

1:
"Drives@odata.count": 4,
"Name'": "RAIDStorage5",
"Storagecontrollers": [
{
"@odata.id":

RAIDStorage5",
"CapacitanceStatus": null,
"CapacitanceModel": null,
"Description": "RAID Controller",
"Firmwareversion": "3.22",
"Manufacturer": "Microchip",
"Memberid": "RAIDStorage5",
"Model": "PM8236",
"cardmanufacturer": "vT",
"cardmodel": "RS241-181 2G",
"Name": "RS241-18i 2G(RAIDStorage5)",

"oem": {

"Public": {
"CapacitanceName": null,
"CapacitanceStatus": {

"Health": null,
"State": "Absent"
IE
"MemorySizeMiB": 2048,
"0OBSupport": true,
"SASAddress": null,
"SupportedRAIDLevels": [
"RAIDO",
"RAID1",
"RAIDS",
"RAIDG",
"RAID10",
"RAID50",
"RAID60"
]
}
IE

"SerialNumber": "743551500214",
"PartNumber":"ASM1026R" ,

"/redfish/vl/Systems/1/Storages/RAIDStorage5#/StorageControllers/

Document Serial Number: VT20240304 (R1.3)

267



VANTAGEO Server Redfish Interface Description (BMC V4) Vant8890

"SpeedGbps": 12,
"status": {
"Health": "ok",
"State": "Enabled"
IE
"SupportedDeviceProtocols": [
"SAS",
"SATA"
1:
"TotalcCacheSizemMiB": null

]’
"Storagecontrollers@odata.count": 1,
"volumes": {

"@odata.id": "/redfish/vl/Systems/1/Storages/RAIDStorage5/volumes"

}

e Status Code: 200
Output Description

For a description of the output returned when you query the information about a specified stor-

age controller resource, refer to Table 5-24.

Table 5-24 Output Descriptions for Querying Information About the Specified Storage Con-

troller Resource

Field Type Description

@odata.context String OData description of the specified storage controller
model.

@odata.id String Access path of the specified storage controller.

@odata.type String Type of the specified storage controller.

Drives Array Drive list managed by the specified storage controller.

Drives.CapacityBytes Number Capacity of the drives managed by the specified stor-

age controller.

Drives.@odata.id String Access path of the drives managed by the specified

storage controller.

Drives@odata.count Number Number of drives managed by the specified storage
controller.

Name String Name of the specified storage controller.

StorageControllers Array Information about the storage controller.
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Field Type Description
StorageControllers.@odata.id String Access path of the specified storage controller.
StorageControllers.Capaci- String Capacitance (BBU) status of the specified storage
tanceStatus controller.
StorageControllers.Capaci- String Capacitance (BBU) name of the specified storage
tanceModel controller.
StorageControllers.Description | String Description of the specified storage controller.
StorageControllers.Firmware- String Firmware version of the specified storage controller.
Version
StorageControllers.Memberld String ID of the specified storage controller.

® PCle: RAIDStorage + slot number

® Onboard: RAIDStorage0
StorageControllers.Model String Chip model of the specified storage controller.
StorageControllers.Manufactur- | String Chip manufacturer of the specified storage controller.
er
StorageControllers.CardManu- | String Manufacturer of the specified storage controller.
facturer
StorageControllers.CardModel | String Model of the specified storage controller.
StorageControllers.Name String Name of the specified storage controller. (storage

controller name + Memberld)
StorageControllers.Oem.Public | Object Manufacturer-customized properties.
StorageControllers.Oem.Pub- String Capacitance (BBU) name of the specified storage
lic.CapacitanceName controller.
StorageControllers.Oem.Pub- Object BBU status of the specified storage controller.
lic.CapacitanceStatus ® Health: BBU health status

® State: BBU presence status
StorageControllers.Oem.Pub- Number Memory size of the specified storage controller.
lic.MemorySizeMiB
StorageControllers.Oem.Pub- Boolean Whether the specified storage controller supports out-
lic.OOBSupport of-band management.
StorageControllers.Oem.Pub- String Address of the specified storage controller.
lic.SASAddress
StorageControllers.Oem.Pub- Array RAID level supported by the specified storage con-

lic.SupportedRAIDLevels

troller.
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Field

Type

Description

StorageControllers.SerialNum-
ber

String

Serial number of the specified storage controller.

StorageControllers.PartNumber

String

Part number of the specified storage controller.

StorageControllers.SpeedGbps

Number

Interface speed of the specified storage controller.

StorageControllers.Status

Object

Status of the specified storage controller.

e State: whether the specified storage controller is
enabled.

e® Health: health status of the specified storage con-
troller.

StorageControllers.Supported-
DeviceProtocols

Array

Protocol supported by the specified storage controller:
SPI

PCle

AHCI

UHCI

SAS

SATA

USB

NVMe

FC

iSCSI

FCoE
NVMeOverFabrics
SMB

NFSv3

NFSv4

HTTP

HTTPS

FTP

SFTP

StorageControllers. Total-
CacheSizeMiB

Number

Total cache size of the specified storage controller,
unit: MiB.

StorageControllers@oda-

ta.count

Number

Number of storage controllers.

Volumes

Object

Links to operations on logical volumes.
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5.13 Querying Information About All Storage Controller Re-

sources

Function

Query information about all current storage controller resources of a server.

Permission Required

Query.

Syntax

e Operation Type: GET

® URL1: https://device ip/redfish/vl/Systems/system id/Storages?Sex-—

pand=.

® URL2: https://device ip/redfish/vl/Systems/system id/Storage?Sex-

pand=.

e Request Header:

X-Auth-Token: auth_value

Parameters

Request Message Body: None

For a description of the parameters for querying information about all storage controller re-

sources, refer to Table 5-25.

Table 5-25 Parameter Descriptions for Querying Information About All Storage Controller Re-

sources

Parameter

Description

Value

device_ip

IP address for logging in to the device.

IPv4 or IPv6 address.

system_id

ID of the System resource.

For a rack server, the value is 1 or Self.

auth_value

X-Auth-Token value contained in Request
Header in the GET request for authentica-

tion.

It can be obtained by creating a session
through /redfish/v1/SessionSer-

vice/Sessions.

Usage Guidelines

None

Example

e Request Example 1:
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GET https://device_ip/redfish/v1/Systems/s1/Storages?$expand=.

e Request Example 2:

GET https://device_ip/redfish/v1/Systems/1/Storage?$expand=.

e Request Header:

X-Auth-Token: 8574621d21b84756218c7456821c234

e Request Message Body: None

e Response Example:

"@odata.context":
"/redfish/vl/$metadata#Storagecollection.StorageCollection",
"@odata.id": "/redfish/vl/Systems/1/Storages",
"@odata.type": "#StorageCollection.StoragecCollection",
"Name'": "Storage Collection",

"Members@odata.count": 2,

"Members": [

{

"@odata.type": "#Storage.vl 9_0.Storage",

"Drives": [],

"Drives@odata.count": 0,

"Name": "RAIDStoragel9",

"Storagecontrollers": [

{

"@odata.id":
"/redfish/vl/Systems/1/Storages/RAIDStoragel9#/

Storagecontrollers/RAIDStoragel9",

"Description": "RAID Controller",
"Firmwareversion": "3.22",
"Manufacturer": "Microchip",

"MemberIid": "RAIDStoragel9",
"Model": "PM8236",
"Cardmanufacturer": "vT",
"cardvmodel": "RS241-181i 2G",
" RS241-181
2G(RAIDStoragel9)", "oem": {

"Public": {

"CapacitanceName": null,

"Name" :

"CapacitanceStatus": {
"Health": null,

"State": "Absent"

"@odata.id": "/redfish/vl/Systems/1/Storages/RAIDStoragel9",

Document Serial Number: VT20240304 (R1.3)

272




VANTAGEO Server Redfish Interface Description (BMC V4) Vantageo |

"MemorySizeMiB": 2048,
"0OBSupport": true,
"SASAddress": null,
"SupportedRAIDLevels": [

"RAIDO",

"RAID1",

"RAIDS",

"RAIDG",

"RAID10",

"RAID50",

"RAID60"

IE
"SerialNumber": "743551500696",
"SpeedGbps": 12,
"status": {
"Health": "ok",
"State": "Enabled"
IE
"SupportedDeviceProtocols": [
"SAS",
"SATA"

]’
"Storagecontrollers@odata.count": 1,
"volumes": {

"@odata.id":

"/redfish/vl/systems/1/Storages/RAIDStoragel9/volumes"

"@odata.id": "/redfish/vl/Systems/1/Storages/RAIDStorage5",
"@odata.type": "#Storage.vl 9_0.Storage",

"Drives": [

{

"@odata.id": "/redfish/vl/chassis/1/Drives/HDDPlaneDisk16"
IE
{

"@odata.id": "/redfish/vl/chassis/1/Drives/HDDPlaneDisk18"
IE
{

"@odata.id": "/redfish/vl/chassis/1/Drives/HDDPlaneDisk20"
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"@odata.id": "/redfish/vl/chassis/1/Drives/HDDPlaneDisk22"

1:

"Drives@odata.count": 4,

"Name'": "RAIDStorage5",

"Storagecontrollers": [

{

"@odata.id":
"/redfish/vl/systems/1/Storages/RAIDStorage5#/
Storagecontrollers/RAIDStorage5",
"Description": "RAID Controller",
"Firmwareversion": "3.22",
"Manufacturer": "Microchip",
"Memberid": "RAIDStorage5",
"Model": '"PM8236",
"Ccardmanufacturer": "vT",
"Ccardmodel": "RS241-181 2G",
"Name": "RS241-18i 2G(RAIDStorage5)",
"oem": {

"Public": {
"CapacitanceName": null,
"CapacitanceStatus": {

"Health": null,

"State": "Absent"
IE
"MemorySizeMiB": 2048,
"00BSupport": true,
"SASAddress": null,
"SupportedRAIDLevels": [

"RAIDO",

"RAID1",

"RAIDS",

"RAIDG",

"RAID10",

"RAID50",

"RAID60"

}’
"SerialNumber": "743551500214",
"SpeedGbps": 12,

"Status": {
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}

"Health": "ok",
"State": "Enabled"
i
"SupportedDeviceProtocols": [
"SAS",
"SATA"

1:

"Storagecontrollers@odata.count": 1,

"volumes": {
"@odata.id":
"/redfish/vl/Systems/1/Storages/RAIDStorage5/volumes"

e Status Code: 200

Output Description

For a description of the output returned when you query information about all storage controller

resources, refer to Table 5-26.

Table 5-26 Output Descriptions for Querying Information About All Storage Controller Re-

sources

Field Type Description

@odata.context String OData description of the storage controller resource
collection model.

@odata.id String Access path of the storage controller resource collec-
tion.

@odata.type String Type of storage controller resource collection.

Name String Name of the storage controller resource collection.

Members@odata.count Number Number of storage controller resource members.

Members Array Storage resource list.

For a description of the parameters of the storage controller resource information, refer to Table

5-24.
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5.14 Querying Information About the Logical Volume Resource

Collection

Function

Query information about the current logical volume resource collection of a server.

Permission Required

Query.

Syntax

e Operation Type: GET

o URL:https://device ip/redfish/v1/Systems/system id/Storage/stor-

age id/Volumes

® URL2: https://device ip/redfish/vl/Systems/system id/Storages/stor-

age id/Volumes

e Request Header:

X-Auth-Token: auth_value

Parameters

Request Message Body: None

For a description of the parameters for querying information about the logical volume resource

collection, refer to Table 5-27.

Table 5-27 Parameter Descriptions for Querying Information About the Logical Volume Re-

source Collection

Parameter Description Value
device_ip IP address for logging in to the device. IPv4 or IPv6 address.
system_id ID of the System resource. For a rack server, the value is 1 or Self.
storage_id ID of the specified storage resource. It can be obtained by querying the infor-
mation about the storage resource collec-
tion.
auth_value X-Auth-Token value contained in Request | It can be obtained by creating a session
Header in the GET request for authentica- | through /redfish/v1/SessionSer-
tion. vice/Sessions.

Usage Guidelines

None
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Example

e Request Example1:

GET https://device_ip/redfish/v1/Systems/1/Storage/RAIDStorage5/Volumes

e Request Example2:

GET https://device_ip/redfish/v1/Systems/1/Storages/RAIDStorage5/Volumes

e Request Header:

X-Auth-Token: 8574621d21b84756218c7456821c234

e Request Message Body: None

e Response Example:

{
"@odata.context": "/redfish/vl/$metadata#volumeCollection.VvolumeCollection",
"@odata.id": "/redfish/vl/systems/1/Storages/RAIDStorage5/volumes",
"@odata.type": "#volumeCollection.volumeCollection",
"Members": [
{
"@odata.id": "/redfish/vl/Systems/1/Storages/RAIDStorage5/volumes/
LogicalDrive0"
IE
{
"@odata.id": "/redfish/vl/Systems/1/Storages/RAIDStorage5/volumes/
Logicalbrivel"
IE
{
"@odata.id": "/redfish/vl/Systems/1/Storages/RAIDStorage5/volumes/
LogicalDrive2"
}
1:
"Members@odata.count": 3,
"Name": "volume Ccollection"
}

e Status Code: 200
Output Description

For a description of the output returned when you query the information about the logical vol-
ume resource collection, refer to Table 5-28.
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Table 5-28 Output Descriptions for Querying the Information About the Logical Volume Re-

source Collection

Field Type Description

@odata.context String OData description of the logical volume resource col-
lection model.

@odata.id String Access path of the logical volume resource collection.

@odata.type String Type of logical volume resource collection.

Name String Name of the logical volume resource collection.

Members@odata.count Number Number of logical volume resource members.

Members Array Logical volume resource list.

@odata.id String Access path of a single logical volume resource node.

5.15 Querying Information About a Specified Logical Volume Re-

source

Function

Query information about a specified logical volume resource of a server.

Permission Required
Query.
Syntax

e Operation Type: GET

o URL:https://device ip/redfish/v1/Systems/system id/Storage/stor-

age id/Volumes/volume id

® URL2: https://device ip/redfish/vl/Systems/system id/Storages/stor-

age id/Volumes/volume id

e Request Header: None

X-Auth-Token: auth_value

Parameters

Request Message Body: None

For a description of the parameters for querying information about the specified logical volume

resource, refer to Table 5-29.
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Table 5-29 Parameter Descriptions for Querying Information About the Specified Logical Vol-

ume Resource

Parameter

Description

Value

device_ip

IP address for logging in to the device.

IPv4 or IPv6 address.

system_id

ID of the System resource.

For a rack server, the value is 1 or Self.

auth_value

X-Auth-Token value contained in Request
Header in the GET request for authentica-

tion.

It can be obtained by creating a session
through /redfish/v1/SessionSer-

vice/Sessions.

storage_id

ID of the specified storage resource.

It can be obtained from the storage re-
source collection.

volume_id

ID of the specified logical volume.

It can be obtained from the logical volume

resource collection.

Usage Guidelines

None

Example

e Request Example1:

GET https://device_ip/redfish/v1/Systems/1/Storages/RAIDStorage5/Volumes/LogicalDrive2

e Request Example2:

GET https://device_ip/redfish/v1/Systems/1/Storages/RAIDStorage5/Volumes/LogicalDrive2

e Request Header:

X-Auth-Token: 8574621d21b84756218c7456821c234

e Request Message Body: None

e Response Example:

}’

"@odata.context":

"@odata.id":

"@odata.type": "#volume.vl_0_3.volume",
"@Redfish.operationApplyTimeSupport": {

"Supportedvalues": ["Immediate"]

"RAIDType": "RAID10",
"Links": {

"Drives": [

{

"/redfish/vl/$metadata#volume.volume",

"/redfish/vl/sSystems/1/Storages/RAIDStorage5/volumes/LogicalDrive0",
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"@odata.id": "/redfish/vl/chassis/1/Drives/HDDPlaneDisk19"

1:
"Drives@odata.count": 1
IE
"1d": "LogicalDrive0",
"Name": "2223",
"oem": {
"Public": {
"AccessPolicy": null,
"IopPolicy": null,
"ReadPolicy": null,
"WritePolicy": null,
"DriveCachepPolicy": null,
"NumDrive": 1,
"RaidcControlleriD": 5,
"State": "optimal",
"VolumeName": "2223",

"VolumeRaidLevel": "RAIDO"

IE
"OptimumIOSizeBytes": 1048576,
"CapacityBytes": 1919850381312,
"Status": {
"Health": "ok",
"State": "Enabled"
IE
"VolumeType": "NonRedundant",
"NumDriveperspan": null,

"SpanNumber": null

3
e Status Code: 200

Output Description

For a description of the output returned when you query information about the specified logical
volume resource, refer to Table 5-30.

Table 5-30 Output Descriptions for Querying Information About the Specified Logical Volume

Resource
Field Type Description
@odata.context String OData description of the specified logical volume re-
source model.
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Field Type Description
@odata.id String Access path of the specified logical volume resource.
@odata.type String Type of the specified logical volume.
Name String Name of the specified logic volume resource.
Id String ID of the specified logical volume ID.
VolumeType String Redundancy type of the specified logical volume:
RawDevice
® NonRedundant
® Mirrored
® StripedWithParity
® SpannedMirrors
® SpannedStripesWithParity
CapacityBytes Number Capacity of the logical volume.
OptimumlIOSizeBytes Number Stripe size of the logical volume.
Links Object Member logical volume list.
Drives Array Drive list managed by the current specified controller.
@odata.id String Access path of the specified drive.
Drives@odata.count Number Number of member physical disks included in the
RAID.
Status Object Status of the specified logical volume resource, in-
cluding:

® State: Status of the logical disk resource.

® Health: health status of the logical volume.

Oem.Public Object Customized logical volume information.
RaidControllerlD Number Controller ID of the logical volume.
VolumeRaidLevel String RAID level of the logical volume. The value must be

in dictionary format, including:
RAIDO

RAID1

RAIDS

RAID6

RAIDOO

RAID10

RAID50

RAID60

DriveCachePolicy String Hard disk Cache policy:

® Unchanged
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Field Type Description

® Enabled

® Disabled
NumDrive Number Number of physical disk members.
ReadPolicy String Read policy of the logical volume:

® NoReadAhead
® ReadAhead

WritePolicy String Write policy of the logical volume:
® \WriteThrough

o WriteBack

® AlwaysWriteBack

AccessPolicy String Access policy of the logical volume:
® ReadWrite
® ReadOnly
® Blocked
loPolicy String IO policy of the logical volume:
® DirectlO
® CachedIO
VolumeName String Name of the logical volume.
State String Status of the logical volume:
o Offline
® Partially
® Degraded
® Optimal
® |Initializing
NumDriveperspan Number Number of drive members in a span.
SpanNumber Number Number of spans of a volume.
@Redfish.OperationApply- Object Application time of the resource creation, deletion, or
TimeSupport operation requested by the logical disk through the

OperationApplyTime item.

@Redfish.OperationApply- Array Supported Value
TimeSupport.SupportedValues

RAIDType String RAID level of the logical volume.

5.16 Creating a Logical Volume
Function

Create a logical volume.
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Permission Required
Basic management.
Syntax

e Operation Type: POST

o URL:https://device ip/redfish/v1/Systems/system id/Storage/stor-
age id/Volumes

® URL2: https://device ip/redfish/vl/Systems/system id/Storages/stor-
age id/Volumes

e Request Header:

Content-Type: header_type
X-Auth-Token: auth_value
e Request Message Body:
{
"OptimumIOSizeBytes": optsize,
"oem": {
"Public": {
"volumeName": name,
"volumeRaidLevel": raidlevel,
"ReadPolicy": read_policy,
"WritePolicy": write_policy,
"AccessPolicy": access_policy,
"IoPolicy": io_policy,
"DrivecCachepPolicy": disk_cache_policy,
"InitializationMode": initmode,
"SpanNumber": spannum,
"Drives": [drives]
}
}
}
Parameters

For a description of the parameters for creating the logical volume, refer to Table 5-31.

Table 5-31 Parameter Descriptions for Creating the Logical Volume

Parameter Description Value
device_ip IP address for logging in to the device. IPv4 or IPv6 address.
system_id ID of the System resource. For a rack server, the value is 1 or Self.
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Parameter

Description

Value

storage_id

ID of the specified storage resource.

It can be obtained by querying the infor-
mation about the storage resource collec-

tion.

auth_value

X-Auth-Token value contained in Request
Header in the POST request for authenti-

cation.

It can be obtained by creating a session
through /redfish/v1/SessionSer-

vice/Sessions.

header_type

Format of the request message.

application/json

optsize

Number

Stripe size of the logical volume, optional,
in bytes. Options:

® 65536

131072

262144

524288

1048576

name

String

Name of the logical volume, required, con-
sisting of 1-31 characters, including let-
ters, digits, minus, and underscores, and
cannot be the same as the original logical

volume name.

raidlevel

String

RAID level of the logical volume, required,
including:
RAIDO
RAID1
e RAID5
o RAID6

read_policy

String

Read policy of the logical volume, optional,
including:

® NoReadAhead

® ReadAhead

write_policy

String

Write policy of the logical volume, optional,
including:

® \WriteThrough

o WriteBack

® AlwaysWriteBack

Note: Assume that there is no BBU on the
controller. If "WriteThrough" or "WriteBack"
is configured, "WriteThrough" is displayed
in the query result. If "AlwaysWriteBack"
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Parameter Description Value

is configured, "AlwaysWriteBack" is dis-

played in the query result.

access_policy String Access policy of the logical volume, op-
tional, including:

® ReadWrite

® ReadOnly

® Blocked

io_policy String 10 policy of the logical volume, optional,
including:

® DirectlO

® CachedIO

disk_cache_policy String Caching policy of the logical volume, op-
tional, including:

® Unchanged

® Enabled

® Disabled

initmode String Initiation mode of the logical volume, op-
tional, including:

® Unlnit: no initialization

® Quicklnit: quick initialization

o Fulllnit: full initialization

spannum Number Number of logical volume subgroups, op-
tional, default:1. The value can be set to 1
only.

For Broadcom cards RAID0OO, RAID10,
RAID50, and RAID60, this parameter must
be a divisor of the number of disks.

drives Array Member volume list, required.

The format of the drives field is:
[HDDPIlaneDiskid1,HD-
DPlaneDiskid2,...,HDDPlaneDiskid3]

Usage Guidelines

The creation completion time of the logical volume is related to parameters. Therefore, after the
configuration, you need to periodically refresh the configuration to determine whether the cre-

ation process is completed.
Example

e Request Example1:
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POST https://device_ip/redfish/v1/Systems/1/Storage/RAIDStorage5/VVolumes

e Request Example2:

POST https://device_ip/redfish/v1/Systems/1/Storages/RAIDStorage5/Volumes

e Request Header:

Content-Type: application/json
X-Auth-Token: 8574621d21b84756218c7456821c234

o Request Message Body:

"OptimumIOSizeBytes": 1048576,
"oem" : {
"Public": {

"volumeName": '"2222",
"VolumeRaidLevel": "RAIDO",
"ReadPolicy": "ReadAhead",
"writepPolicy": "writeThrough",
"AccessPolicy": "Readwrite",
"IoPolicy": "CachedIo",
"DriveCachePolicy": "Enabled",
"InitializationMode": "UnInit",
"SpanNumber": 2,

"Drives": ["HDDPlaneDisk19"]

}

e Response Example:

"error": {

"@vessage.ExtendedInfo": [

{
"@odata.type": "#Message.vl 1_1.Message",
"Message": "Successfully Completed Request",
"MessageArgs": [],
"MessageId": "Base.l.0.Success",
"RelatedProperties": [],
"Resolution": "None",
"Severity": "ok"
}
]
IE
"code": "Base.1l.0.Success",
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"message": "successfully Completed Request"

3
e Status Code: 202

Output Description

For a description of the output returned when you create the logical volume, refer to Table 5-32.

Table 5-32 Output Descriptions for Creating the Logical Volume

Field Type Description
code String ID of the specified message in the message registry.
message String Readable message for the code in the message reg-
istry.
@odata.type String OData description of the message resource.
Messageld String Message ID.
RelatedProperties Array Message-related properties.
Message String Message details.
MessageArgs Array Message arguments.
Severity String Severity level supported by the Redfish interface. Op-
tions:
e OK
® \Warning
® Critical
Resolution String Solution.

5.17 Deleting a Logical Volume

Function

Delete the logical volume.
Permission Required
Basic management.
Syntax

e Operation Type: DELETE
e URL:https://device ip/redfish/v1/Systems/system id/Storage/stor-

age id/Volumes/volume id
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® URL2: https://device ip/redfish/vl/Systems/system id/Storages/stor-

age id/Volumes/volume id

e Request Header:

Content-Type: header_type

e Request Message Body: None

Parameters

For a description of the parameters for deleting the logical volume, refer to Table 5-33.

Table 5-33 Parameter Descriptions for Deleting the Logical Volume

Parameter

Description

Value

device_ip

IP address for logging in to the device.

IPv4 or IPv6 address.

system_id

ID of the System resource.

For a rack server, the value is 1 or Self.

storage_id

ID of the specified storage resource.

It can be obtained from the storage re-
source collection.

volume_id

ID of the specified logical volume.

It can be obtained from the logical volume
resource collection.

auth_value

X-Auth-Token value contained in Request
Header in the DELETE request for authen-
tication.

It can be obtained by creating a session
through /redfish/v1/SessionSer-

vice/Sessions.

Usage Guidelines

None

Example

e Request Example1:

DELETE https://device_ip/redfish/v1/Systems/1/Storage/RAIDStorage5/Volumes/LogicalDrive0

e Request Example2:

DELETE https://device_ip/redfish/v1/Systems/1/Storages/RAIDStorage5/Volumes/LogicalDrive0

e Request Header:

X-Auth-Token: 8574621d21b84756218c7456821c234

o Request Message Body: None

e Response Example:

"error": {
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"@Vessage.Extendedinfo": [
{
"@odata.type": "#Message.vl 1_1.Message",
"Message": "Successfully Completed Request",
"MessageArgs": [],
"MessageId": "Base.l.0.Success",
"RelatedProperties": [],
"Resolution": "None",
"Severity": "ok"
}
1:
"code": "Base.1l.0.Success",
"message": "successfully Completed Request"
}
}

e Status Code: 202
Output Description

For a description of the output returned when you delete the logical volume, refer to Table 5-34.

Table 5-34 Output Descriptions for Deleting the Logical Volume

Field Type Description
code String ID of the specified message in the message registry.
message String Readable message for the code in the message reg-
istry.
@odata.type String OData description of the message resource.
Messageld String Message ID.
RelatedProperties Array Message-related properties.
Message String Message details.
MessageArgs Array Message arguments.
Severity String Severity level supported by the Redfish interface. Op-
tions:
e OK
® \Warning
® Critical
Resolution String Solution.
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5.18 Querying Properties of the BIOS Resource

Function

Query information about the current BIOS resource of a server.

Permission Required

Query.

Syntax

e Operation Type: GET

e URL: https://device ip/redfish/v1/Systems/system id/Bios

Request Header:

X-Auth-Token: auth_value

Parameters

Request Message Body: None

For a description of the parameters for querying properties of the BIOS resource, refer to Table

5-35.
Table 5-35 Parameter Descriptions for Querying Properties of the BIOS Resource
Parameter Description Value
device_ip IP address for logging in to the device. IPv4 or IPv6 address.
system_id ID of the System resource. For a rack server, the value is 1 or Self.
auth_value X-Auth-Token value contained in Request | It can be obtained by creating a session
Header in the GET request for authentica- | through /redfish/vi/SessionSer-
tion. vice/Sessions.

Usage Guidelines

None

Example

e Request Example:

GET https://device_ip/redfish/v1/Systems/1/Bios

e Request Header:

X-Auth-Token: 8574621d21b84756218c7456821c234

e Request Message Body: None

e Response Example:
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-}

"@Redfish.settings": {
"@odata.type": "#Settings.vl_2_2.Settings",
"SupportedApplyTimes": ["OnReset"],
"oem": {
"@odata.id": "/redfish/vl/Systems/1/Bios/SD"
IE
"Settingsobject": {
"@odata.id": "/redfish/vl/Systems/1/Bios/SD"

IE
"@odata.context": "/redfish/vl/$metadata#Bios.Bios",
"@odata.id": "/redfish/vl/Systems/1/Bios",
"@odata.type": "#Bios.vl_1_0.Bios",
"Actions": {
"#Bios.ChangePassword": {
"@Redfish.ActionInfo":
"/redfish/v1l/sSystems/1/Bios/ChangePasswordActionInfo”,
"target": "/redfish/vl/Systems/1/Bios/Actions/Bios.ChangePassword"
IE
"#Bios.ResetBios": {

"target": "/redfish/vl/Systems/1/Bios/Actions/Bios.ResetBios"

}’
"Attributes": {

"BootMode": "UEFI only",
"C1lE": "Enabled",
"EIST": "Disabled",
"EnergyPerformanceBIAS": "Balanced Performance",
"HardwarePStates": '"Native Mode",
"HyperThreading": "Enabled",
"MonitorMwAIT": "Enabled",
"NUMA": "Enabled",
"Packagecstate": "c0/Cl state",
"PowerPerformanceTuning": "0S controls EPB",
"PowerPolicySelect": "Custom",
"TurboMode": "Enabled"

i

"Description": "Current BIOS Settings",

"1d": "Bios",

"Name": "Current BIOS Settings"

e Status Code: 200
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Output Description

For a description of the output returned when you query properties of the BIOS resource, refer
to Table 5-36.

Table 5-36 Output Descriptions for Querying Properties of the BIOS Resource

Field Type Description

@odata.context String OData description of the BIOS resource model.

@odata.id String Access path of the BIOS resource.

@odata.type String Type of BIOS resource.

Description String Description of the BIOS resource.

Id String ID of the BIOS resource.

Name String Name of the BIOS resource.

Attributes Object BIOS attribute.

Actions Object Operations that can be performed on the BIOS re-
source.

#Bios.ChangePassword.target | String Operation path for BIOS password modification.

#Bios.ResetBios.target String Operation path for BIOS reset.

@Redfish.Settings.@oda- String Type of the BIOS setting resource.

ta.type

@Redfish.Settings.Support- Array Effective time of settings.

edApplyTimes

@Redfish.Settings.Oem.@oda- | String User-defined operation path for BIOS settings.

ta.id

@Redfish.Settings.SettingsOb- | String Operation path for BIOS settings.

ject.@odata.id

5.19 Querying Information About the BIOS Settings
Function
Query information about the current BIOS settings of a server.
Permission Required

Query.
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Syntax

e Operation Type:

GET

o URL:https://device ip/redfish/v1/Systems/system id/Bios/(SD|Set~-

tings)

e Request Header:

X-Auth-Token: auth_value

e Request Message Body: None

Parameters

For a description of the parameters for querying information about the BIOS settings, refer to

Table 5-37.

Table 5-37 Parameter Descriptions for Querying Information About the BIOS Settings

Parameter Description Value
device_ip IP address for logging in to the device. IPv4 or IPv6 address.
system_id ID of the System resource. For a rack server, the value is 1 or Self.
auth_value X-Auth-Token value contained in Request | It can be obtained by creating a session
Header in the GET request for authentica- | through /redfish/vi/SessionSer-
tion. vice/Sessions.
Usage Guidelines
None
Example

e Request Example:

GET https://device_ip/redfish/v1/Systems/1/Bios/SD

e Request Header:

X-Auth-Token: 8574621d21b84756218c7456821c234

e Request Message Body: None

e Response Example:

"@odata.context":

"@odata.type": "#Bios.vl_1_0.Bios",
"Attributes": {
"BootMode": "UEFI only",

"/redfish/vl/$metadata#Bios.Bios",
"@odata.id": "/redfish/vl/Systems/1/Bios/SD",
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"CleE": "Disabled",
"EIST": "Enabled",

"NUMA": "Enabled",

"TurboMode": "Enabled"

}

"HyperThreading": "Disabled",
"MonitorMwAIT": "Enabled",

"Packagecstate": "c0/Cl state",

"PowerPolicySelect": "Custom",

B

"Description": "Future BIOS Settings",
"rd": "sbp",

"Name": "Future BIOS Settings"

"EnergyPerformanceBIAS": "Balanced Performance",

"HardwarePStates": '"Native Mode",

"PowerPerformancetTuning": "0S controls EPB",

e Status Code: 200

Output Description

For a description of the output returned when you query information about the BIOS settings,

refer to Table 5-38.

Table 5-38 Output Descriptions for Querying Information About the BIOS Settings

Field Type Description

@odata.context String OData description of the BIOS setting resource mod-
el.

@odata.id String Access path of the BIOS setting resource.

@odata.type String Type of BIOS setting resource.

Description String Description of the BIOS setting resource.

Id String ID of the BIOS setting resource.

Name String Name of the BIOS setting resource.

Attributes Object BIOS attribute.

5.20 Modifying the BIOS Settings

Function

Modify the BIOS settings.
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Permission Required
User management.
Syntax

e Operation Type: PATCH

o URL:https://device ip/redfish/v1/Systems/system id/Bios/(SD|Set~-

tings)

e Request Header:

X-Auth-Token: auth_value
Content-Type: header_type

o Request Message Body:

"Attributes":{
"EIST": set_value,

"ClE": set_value,

Parameters

For details, refer to the BIOS configuration specifications.
Usage Guidelines

None

Example

e Request Example:

PATCH https://device_ip/redfish/v1/Systems/1/Bios/SD

e Request Header:

X-Auth-Token: 8574621d21b84756218c7456821c234
Content-Type: application/json

o Request Message Body:

"Attributes":

{

"EIST": "Disabled",
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"ClE": "Enabled"

}

e Response Example: None
e Status Code: 204

Output Description

None

5.21 Setting the BIOS Password

Function

Set the BIOS password.
Permission Required
User management.
Syntax

e Operation Type: POST

e URL:https://device ip/redfish/v1/Systems/system id/Bios/Ac-

tions/Bios.ChangePassword

e Request Header:

X-Auth-Token: auth_value
Content-Type: header_type

o Request Message Body:

{
"PasswordName" : password_name_value,
"0ldrPassword":old_password_value,
"NewPassword" :new_password_value
}
Parameters

For a description of the parameters for setting the BIOS password, refer to Table 5-39.

Table 5-39 Parameter Descriptions for Setting the BIOS Password

Parameter Description Value
device_ip IP address for logging in to the device. IPv4 or IPv6 address.
system_id ID of the System resource. For a rack server, the value is 1 or Self.
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Parameter Description

Value

auth_value X-Auth-Token value contained in Request
Header in the POST request for authenti-

cation.

It can be obtained by creating a session
through /redfish/v1/SessionSer-

vice/Sessions.

header_type Format of the request message.

application/json

pass- BIOS password type.

word_name_value

® AdministratorPassword
® UserPassword

old_password_val- | Current password.

ue

Character string. If this parameter is set to

, it indicates that there is no password.

new_password_val- | New password.

ue

Character string. If this parameter is set to

, it indicates that the password is to be

cleared.

Usage Guidelines
None
Example

e Request Example:

POST https://device_ip/redfish/v1/Systems/1/Bios/Actions/Bios.ChangePassword

e Request Header:

X-Auth-Token: 8574621d21b84756218c7456821c234

Content-Type: application/json

o Request Message Body:

{
"PasswordName" : "AdministratorPassword",
"oldPassword":"test",
"NewPassword":""

I

e Response Example: None

e Response Code: 204
Output Description

None
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5.22 Restoring the Default BIOS Settings
Function
Restore the default BIOS settings.
Permission Required
User management.
Syntax

e Operation Type: POST
e URL:https://device ip/redfish/v1/Systems/system id/Bios/Ac-
tions/Bios.ResetBios

e Request Header:

X-Auth-Token: auth_value
Content-Type: header_type

o Request Message Body:

{
"ResetType":value
I
Parameters

For a description of the parameters for restoring the default BIOS settings, refer to Table 5-40.

Table 5-40 Descriptions of BIOS Default Settings

Header in the POST request for authenti-
cation.

Parameter Description Value

device_ip IP address for logging in to the device. IPv4 or IPv6 address.

system_id ID of the System resource. For a rack server, the value is 1 or Self.
auth_value X-Auth-Token value contained in Request | It can be obtained by creating a session

through /redfish/v1/SessionSer-

vice/Sessions.

header_type

Format of the request message.

application/json

value

Operation type.

Character string: ResetBios

Usage Guidelines

None
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Example

Request Example:

POST https://device_ip/redfish/v1/Systems/1/Bios/Actions/Bios.ResetBios

Request Header:

X-Auth-Token: 8574621d21b84756218c7456821c234

Content-Type: application/json

Request Message Body:

{

"ResetType'":"ResetBios"

}

Response Example: None
Response Code: 204

Output Description

None

5.23 Querying Information About the Ethernet Interface Resource
Collection

Function

Query information about the Ethernet interface resource collection of a server.

Permission Required

Query.

Syntax

Operation Type: GET
URL: https://device ip/redfish/v1/Systems/system id/EthernetInter-
faces

Request Header:

X-Auth-Token: auth_value

Request Message Body: None

Description

For a description of the parameters for querying information about the Ethernet interface re-

source collection, refer to Table 5-41.
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Table 5-41 Parameter Descriptions for Querying Information About the Ethernet Interface Re-

source Collection

Parameter Setting Value

device_ip IP address for logging in to the device. IPv4 or IPv6 address.

system_id ID of the System resource. For a rack server, the value is 1 or Self.

auth_value X-Auth-Token value contained in Request | It can be obtained by creating a session
Header in the GET request for authentica- | through /redfish/v1/SessionSer-
tion. vice/Sessions.

Usage Guidelines
None
Example

e Request Example:

GET https://device_ip/redfish/v1/Systems/1/Ethernetinterfaces

e Request Header:

X-Auth-Token: 8574621d21b84756218c7456821c234

e Request Message Body: None

e Response Example:

"@odata.context":
"/redfish/vl/$metadata#EthernetInterfaceCollection.EthernetInterfacecollection",
"@odata.id": "/redfish/vl/Systems/1/EthernetInterfaces",
"@odata.type": "#EthernetInterfaceCollection.EthernetInterfaceCollection",
"Description": "Collection of Ethernet Interfaces for this System",
"Name": "System Ethernet Interface Collection",
"Members@odata.count": 2,
"Members": [
{
"@odata.id":
"/redfish/vl/Systems/1/EthernetInterfaces/mainboardoCcPCardlPortl"”

"@odata.id":
"/redfish/vl/Systems/1/EthernetInterfaces/mainboardoCcPCardlPort2"
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e Status Code: 200

Output Description

For a description of the output returned when you query information about the Ethernet inter-

face resource collection, refer to Table 5-42.

Table 5-42 Output Descriptions for Querying Information About the Ethernet Interface Re-

source Collection

Field Type Description

@odata.context String OData description of the Ethernet interface resource
collection model.

@odata.id String Access path of the Ethernet interface resource collec-
tion.

@odata.type String Type of ISDT resource collection.

Description String Description of the Ethernet interface resource collec-
tion.

Name String Name of the Ethernet interface resource collection.

Members@odata.count Number Number of Ethernet interface resources.

Members Array List of Ethernet interface resources.

@odata.id String Access to a single Ethernet interface resource node.

5.24 Querying Information About a Specified Ethernet Interface

Resource

Function

Query information about a specified Ethernet interface resource of a server.

Permission Required

Query.

Syntax

e Operation Type: GET

e URL:https://device ip/redfish/v1/Systems/system id/EthernetInter-

faces/id

e Request Header:

X-Auth-Token: auth_value

e Request Message Body: None
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Description

For a description of the parameters for querying information about the specified Ethernet inter-
face resource, refer to Table 5-43.

Table 5-43 Parameter Descriptions for Querying Information About the Specified Ethernet In-

terface Resource

Parameter Setting Value
device_ip IP address for logging in to the device. IPv4 or IPv6 address.
system_id ID of the System resource. For a rack server, the value is 1 or Self.
auth_value X-Auth-Token value contained in Request | It can be obtained by creating a session
Header in the GET request for authentica- | through /redfish/vi/SessionSer-
tion. vice/Sessions.
id Network interface ID. It can be obtained by querying information
about the Ethernet interface resource col-
lection.

Usage Guidelines

None

Example

e Request Example:

GET https://device_ip/redfish/v1/Systems/1/Ethernetinterfaces/mainboardPCleCard1Port1

e Request Header:

X-Auth-Token: 8574621d21b84756218c7456821c234

e Request Message Body: None

e Response Example:

"@odata.context":

"HostName" :

"@odata.id": "/redfish/vl/Systems/1/EthernetInterfaces/mainboardocPCardlpPort2",
"@odata.type": "#EthernetInterface.vl_5_1.EthernetInterface",

"AutoNeg": false,

"Description": "NIC in Slot 1 Port 2",
"FQDN": null,

"Fullpuplex": true,

null,

"IPv4Addresses": [],
"IPv4Addresses@odata.count": O,
"IPvbAddressPolicyTable": T[],

"/redfish/vl/$metadata#Ethernetinterface.Ethernetinterface",

Document Serial Number: VT20240304 (R1.3)

302



VANTAGEO Server Redfish Interface Description (BMC V4)

vantageo

"Links": {

"Chassis": {

}’

"MTUSize": null,

"NameServers": [],

"Status": {

}’
"VLAN": {}

}

"IPvbAddresses": [],

"IPv6StaticAddresses":

"InterfaceEnabled":

"Health": "ok",

"IPvbAddressPolicyTable@odata.count": 0,

"IPvb6Addresses@odata.count":
"IPveDefaultGateway": null,
(1,
"IPv6StaticAddresses@odata.count":
"1d": "mainboardocPCardlPort2",
true,

"LinkStatus": "Linkup",

"@odata.id": "/redfish/vl/chassis/1"

"MACAddress": "40:A6:B7:39:0B:50",

"MaxIPv6StaticAddresses": null,

"Name": "System Ethernet Interface",
"NameServers@odata.count":

"PermanentMACAddress": "40:A6:B7:39:0B:50",
"Speedmbps": 25000,

"State": "Enabled"

e Status Code: 200

Output Description

For a description of the output returned when you query information about the specified Ether-

net interface resource, refer to Table 5-44.

Table 5-44 Output Descriptions for Querying Information About the Specified Ethernet Inter-

face Resource

Field Type Description

@odata.context String OData description of the specified Ethernet interface
resource model.

@odata.id String Access path of the specified Ethernet interface re-
source.

@odata.type String Type of the specified Ethernet interface resource.
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Field Type Description

AutoNeg Boolean Whether auto-negotiation is used.

Description String Position information about the Ethernet interface.
FQDN String FQDN of the BMC.

FullDuplex Boolean Whether full duplex mode is used.

HostName String Hostname.

IPv4Addresses Array IPv4 address.

IPv4Addresses@odata.count Number Number of IPv4 addresses.

IPv6AddressPolicy Table Array Table of policies for IPv6 address selection.
IPv6AddressPolicy Table@oda- | Number Number of ipv6 address selection policies in the table.
ta.count

IPv6Addresses Array IPv6 address.

IPv6Addresses@odata.count Number Number of IPv6 addresses.

IPv6StaticAddresses Array Array of objects that represents the IPv6 static con-

nection characteristics for this interface.

IPv6StaticAddresses@oda- Number Number of arrays of objects that represents the IPv6
ta.count static connection characteristics for this interface.
IPv6DefaultGateway String Default IPv6 gateway address.
Id String Name of the Ethernet interface resource.
InterfaceEnabled Boolean Whether the network interface is enabled.
LinkStatus String Link status:

e Up

® Down
Links.Chassis.@odata.id String Access path referenced by the Chassis resource.
MACAddress String MAC address of the Ethernet interface.
MTUSize String MTU size of the network interface.
MaxIPv6StaticAddresses Number Maximum number of static IPv6 addresses that can

be configured on this interface.

Name String Resource name.

NameServers Array DNS name server of the interface.
NameServers@odata.count Number Number of DNS name servers of the interface.
PermanentMACAddress String Permanent MAC address assigned to this interface.
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Field Type Description
SpeedMbps Number Current speed.
Status.Health String Link quality.
e OK
® Critical
® \Warning
Status.State String Whether the Ethernet interface is enabled.
VLAN Object VLAN of the network interface.

5.25 Querying Information About the SimpleStorage Resource
Collection

Function

Query information about the SimpleStorage resource collection of a server.
Permission Required

Query.

Syntax

e Operation Type: GET
o URL: https://device ip/redfish/v1/Systems/system id/SimpleStorage

e Request Header:

X-Auth-Token: auth_valuex-auth-token:auth_value

e Request Message Body: None
Description

For a description of the parameters for querying information about the SimpleStorage resource
collection, refer to Table 5-45.

Table 5-45 Parameter Descriptions for Querying Information About the SimpleStorage Re-

source Collection

Parameter Setting Value

device_ip IP address for logging in to the device. IPv4 or IPv6 address.

system_id ID of the System resource. For a rack server, the value is 1 or Self.

auth_value X-Auth-Token value contained in Request | It can be obtained by creating a session
Header in the GET request for authentica- | through /redfish/v1/SessionSer-
tion. vice/Sessions.
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Usage Guidelines

None

Example

e Request Example:

GET https://device_ip/redfish/v1/Systems/1/SimpleStorage

Request Header:

X-Auth-Token: 8574621d21b84756218c7456821c234

e Request Message Body: None

e Response Example:

{
"@odata.context":
"/redfish/vl/$metadata#SimplestorageCollection.SimpleStoragecollection",
"@odata.id": "/redfish/vl/systems/1/SimpleStorage",
"@odata.type": "#SimpleStoragecollection.SimpleStoragecollection",
"Name": "Simple Storage Collection",
"Members@odata.count": 2,
"Members": [
{
"@odata.id": "redfish/vl/Systems/1/SimpleStorage/RAIDStoragel"
IE
{
"@odata.id": "redfish/vl/Systems/1/SimpleStorage/RAIDStorage2"
}
]
}

e Status Code: 200

Output Description

For a description of the output returned when you query information about the SimpleStorage

resource collection, refer to Table 5-46.

Table 5-46 Output Descriptions for Querying Information About the SimpleStorage Resource

Collection
Field Type Description
@odata.context String OData description of the SimpleStorage resource col-
lection model.
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Field Type Description

@odata.id String Access path of the SimpleStorage resource collection
node.

@odata.type String Type of SimpleStorage resource collection.

Name String Name of the SimpleStorage resource collection.

Members@odata.count Number Number of SimpleStorage resources.

Members Array SimpleStorage resource list.

@odata.id String Access path of a single SimpleStorage resource
node.

5.26 Querying Information About a Specified SimpleStorage Re-

source

Function

Query information about a specified SimpleStorage resource.

Permission Required

Query.

Syntax

e Operation Type: GET

e URL:https://device ip/redfish/v1/Systems/system id/SimpleStor-

age/simplestorage id

e Request Header:

X-Auth-Token: auth_value

Description

Request Message Body: None

For a description of the parameters for querying information about the specified SimpleStorage

resource, refer to Table 5-47.

Table 5-47 Parameter Descriptions for Querying Information About the Specified SimpleStor-

age Resource

Parameter Setting Value
device_ip IP address for logging in to the device. IPv4 or IPv6 address.
system_id ID of the System resource. For a rack server, the value is 1 or Self.
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Parameter

Setting

Value

auth_value

X-Auth-Token value contained in Request
Header in the GET request for authentica-

tion.

It can be obtained by creating a session
through /redfish/v1/SessionSer-

vice/Sessions.

simplestorage _id

ID of the SimpleStorage resource.

It can be obtained by querying information
about the SimpleStorage resource collec-
tion.

Usage Guideline
None

Example

e Request Example:

GET https://device_ip/redfish/v1/Systems/1/SimpleStorage/RAIDStorage10

e Request Header:

X-Auth-Token: 8574621d21b84756218c7456821c234

e Request Message Body: None

e Response Example:

"Name": "Simple Storage",

"1d": "RAIDStoragelO",

"Devices": [
{
"CapacityBytes": 1920383410176,
"Manufacturer": "xxx",
"Model": "xxx",

"Name": "Disk52",

"Status": {

"State": "Enabled",

"Health": "ok"
}
IE
{
"CapacityBytes": 1919850381312,
"Manufacturer": "xxx",
"Model": "xxx",

"@odata.context": "/redfish/vl/$metadata#SimpleStorage.SimpleStorage",
"@odata.id": "/redfish/vl/Systems/1/SimpleStorage/RAIDStoragelQ",
"@odata.type": "#SimpleStorage.vl_3_1.SimpleStorage",
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"Name": "Disk53",
"Status": {
"State": "Enabled",
"Health": "ok"

}

e Status Code: 200
Output Description

For a description of the output returned when you query information about the specified Sim-

pleStorage resource, refer to Table 5-48.

Table 5-48 Output Descriptions for Querying Information About the Specified SimpleStorage

Resource
Field Type Description
@odata.context String OData description of the SimpleStorage resource
model.
@odata.id String Access path of the SimpleStorage resource node.
@odata.type String Type of the specified SimpleStorage resource.
Id String ID of the specified SimpleStorage resource.
Name String Name of the specified SimpleStorage resource.
Devices Array Hard disk resource list.
CapacityBytes Number Capacity of a hard disk.
Manufacturer String Manufacturer of a hard disk.
Model String Model of a hard disk.
Name String Name of a hard disk.
Status Object Hard disk status, including:
® State: Hard disk enabling status
® Health: Hard disk health status
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Chapter 6
Operations on Chassis Resources
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Querying Information About the Leak Detector Resource Collection ............cccccoovvveviecieinieiennnne. 448
Querying Information About a Specified Leak Detector.............ccocooeiecieiieniecieiieeeeeee, 450
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AAPLET ...ttt et et ettt et e e e e e a e e rbeeaaeeaaeetaeeteeeateeaaeeateereeeraeensennes 454
Querying Historical Environmental Humidity Information About a Chassis............ccccccevvvieienene. 456

Figure 6-1 shows the path requirements for the Chassis resources supported by VANTAGEO
servers.

Figure 6-1 Chassis Resource Path Requirements

NetworkAdapters networkadapters_id NetworkPorts networkports_id OpticalModule
NetworkAdapters?$expand =.
PCleDevices pciedevices_id Functions functions_id

PCleDevices?$expand =.

Drives drives_id
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Chassis chassis_id
Redfish/ V1 Power Actions Power.CollectHistoryData
Thermal

DiskBackplanes DiskBackplaneld
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Risercard Risercardld

ThermalSubsystem LeakDetection LeakDetectors LeakDetector_id

EnvironmentHistoryHumidity

For a description of properties of Chassis resources and operations supported by the proper-
ties, refer to Table 6-1.

Table 6-1 Descriptions of Chassis Resources Properties

URL Property Description Operation
Iredfish/v1/Chassis | Description Description of the Chassis resource | GET
collection.
Name Name of the Chassis resource col- GET
lection.
Members@odata.count Number of Chassis resource mem- GET
bers.
Members Access path of the specified Chassis | GET
resource node.
Iredfish/v1/Chas- Id ID of the specified Chassis resource. | GET
sis/chassis_id The ID is the unique identifier of the
chassis in the chassis collection.
Name Name of the specified Chassis re- GET
source.
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Manufacturer Manufacturer information about the GET
Chassis.
PartNumber Part number of the Chassis. GET
Model Model of the Chassis. GET
AssetTag Asset tag of the Chassis. GET
IndicatorLED Position indicator status of the Chas- | GET/PATCH
sis resource.
IndicatorLED@Redfish.Allow- Position indicator state range of the | GET
ableValues specified chassis resource.
Status Status of the specified System re- GET
source.
PowerState Power-on status of the specified sys- | GET
tem resource.
Oem.Public Vendor-defined attribute. GET
DeviceMaxNum Maximum number of board parts. GET
CPUNum Maximum number of CPUs. GET
DiskNum Maximum number of hard disks. GET
FanNum Maximum number of fans. GET
MemoryNum Maximum number of memory mod- GET
ules.
PCleNum Maximum number of PCle cards. GET
PowerSupplyNum Maximum number of power supplies. | GET
Mainboard Mainboard information. GET
BoardName Mainboard name. GET
SerialNumber Serial number of the mainboard. GET
PartNumbe Part number of the board. GET
BoardDate Manufacturing date of the board. GET
ProductSpecificldentity Internally defined product name. GET
Links Links related to the chassis resource. | GET
ComputerSystems Link to system resources. GET
ManagedBy Link to Manager resources. GET
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PCleDevices Navigation of the PCle device re- GET
sources.
Drives Navigation of the drive resources. GET
NetworkAdapters Information about the related net- GET
work adapters.
Power Information about the related power | GET
supplies.
Thermal Chassis cooling resource informa- GET
tion.
Boards Board-level resource links. GET
SerialNumber Serial number of the chassis. GET
ProductName Product name. GET
BoardProductVer Board product version number. GET
PartNumber Material code. GET
ChassisHeight Chassis size. GET
Iredfish/v1/Chas- Description Description the network adapter re- GET
sis/chassis_id/Net- source collection.
workAdapters
Name Name of the network adapter re- GET
source.
Members@odata.count Number of network adapter resource | GET
members.
Members List of network adapter resources. GET
Iredfish/v1/Chas- Id ID of the specified network adapter GET
sis/chassis_id/Net- resource.
workAdapters/net- i
Name Name of the specified network GET
workadapters_id
adapter resource.
NetworkPorts List of network port resources. GET
Manufacturer Manufacturer of the specified net- GET
work adapter.
Model Model the specified network adapter. | GET
Controllers Controllers of the specified network GET
adapter.
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FirmwarePackageVersion Firmware version of the specified GET
network adapter.

Links Links to the related resources. GET

NetworkPorts Network port resource description. GET

@odata.id Access path of the network port re- GET
source collection.

NetworkPorts@odata.count Number of network port resources. GET

Oem.Public Vendor-defined attribute. GET

CardManufacturer Manufacturer of the specified net- GET
work adapter.

Name Name of the specified network GET
adapter.

CardModel Interface mode of the specified net- GET
work adapter.

CardType Type of the specified network GET
adapter.

NicCardType NIC interface type of the specified GET
network adapter. Common cards and
smart cards are distinguished.

CurrentPower NIC power of the specified network GET
adapter.

CardCelsius NIC temperature of the specified net- | GET
work adapter.

DriverVersion Driver version of the specified net- GET
work adapter.

NetworkTechnology Network protocol of the specified net- | GET
work adapter.

DevicelLocator Silk screen of the specified network | GET
adapter.

SlotNumber Slot number of the specified network | GET
adapter.

RootBDF Root port BDF of the specified net- GET
work adapter.
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Description

Operation

AlarmTmp

Alarm temperature of the specified
network adapter. The setting can-
not be queried. By default, null is dis-

played.

GET

CurrentTmp

Temperature of the main chip of the
specified network adapter. The set-
ting cannot be queried. By default,
null is displayed.

GET

FpgaStatus

FPGA status of the specified network
adapter. This field is displayed only
for an FPGA card.

GET

HistoryMaxTmp

Maximum historical temperature of
the specified network adapter in the
historical process. This field is dis-

played only for an FPGA card.

GET

NicMemory

Memory information about the speci-
fied network adapter. This field is dis-

played only for an FPGA card.

GET

CapacityGb

Memory capacity of the specified
network adapter. This field is dis-
played only for an FPGA card.

GET

Model

Memory model of the specified net-
work adapter. The default value is

DDR4_2400MHz. This field is dis-

played only for an FPGA card.

GET

Status

Memory status of the specified net-
work adapter. This field is displayed
only for an FPGA card.

GET

Status

Status of the specified network
adapter, including:
® Health: health status

® State: enabling status

GET

SerialNumber

Serial number of the specified net-

work adapter.

GET

redfish/v1/Chas-
sis/chassis_id/Net-
workAdapters?

Name

Name of the network adapter re-
source collection.

GET

Document Serial Number: VT20240304 (R1.3)

315



VANTAGEO Server Redfish Interface Description (BMC V4)

vantageo

URL Property Description Operation
Members@odata.count Number of network adapter re- GET
sources.
Members Network adapter resource informa- GET
tion.
Iredfish/v1/Chas- Id UID of the specified network portre- | GET/PATCH
sis/chassis_id/Net- source in the iBMC system.
workAdapters/net- "
Name Name of the specified network port GET/PATCH
workadapteras_id/
resource.
NetworkPorts/net-
workports_id AutoNeg Negotiation Mode GET/PATCH
LinkStatus Status of the specified network port. | GET/PATCH
AssociatedNetworkAddresses | Network address of the specified net- | GET/PATCH
work port.
Oem.Public Vendor-defined attribute. GET/PATCH
PortMaxSpeed Network port rate of the specified GET/PATCH
network port, unit: Mb/s.
PortType Type of the specified network port. GET/PATCH
BDF Root port BDF of the specified net- GET/PATCH
work port.
CurrentSpeed Current speed. GET/PATCH
DriverVersion Driver version of the specified net- GET/PATCH
work port.
FirmwarePackageVersion Firmware version of the specified GET/PATCH
network port.
LldpService LLDP-related properties. GET/PATCH
LidpEnable Whether LLDP is enabled for the GET/PATCH
specified network port.
ServiceEnabled Whether the specified network port GET
supports LLDP information query.
WorkMode Operational mode of LLDP. GET/PATCH
SupportSpeed Supported speed of the specified GET/PATCH
network port.
OpticalModule Optical module resource connected | GET
to the specified network port.
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PhysicalPortNumber Physical silk screen of the specified | GET/PATCH
network port.
Iredfish/v1/Chas- Id ID of the optical module resource. GET
sis/chassis_id/Net- )
- Name Name of the optical module re- GET
workAdapters/net-
source.
workadapteras_id/
NetworkPorts/net- Status Status of the optical module re- GET
workports_id/Opti- source.
calModule e State: whether the optical module
is enabled.
Manufacturer Optical module manufacturer name. | GET
PartNumber Part number of the optical module. GET
SerialNumber Serial number of the optical module. | GET
ProductionDate Production date of the optical mod- GET
ule.
WavelengthNanometer Wavelength of the optical module. GET
BR_Nominal Nominal bit rate of the optical mod- GET
ule.
Voltage Voltage of the optical module. GET
ReadingVolts Current voltage reading of the optical | GET
module.
LowerThresholdCritical Critical alarm threshold for undervolt- | GET
age.
UpperThresholdCritical Critical alarm threshold for overvolt- | GET
age.
RXPower Receive power of the optical module. | GET
ReadingMilliWatts Current receive power reading of the | GET
optical module.
LowerThresholdCritical Critical alarm threshold for too low GET
receive power.
UpperThresholdCritical Critical alarm threshold for too high GET
receive power.
TXPower Transmit power information about GET
the optical module.
Document Serial Number: V120240304 (R1.3) 317



VANTAGEO Server Redfish Interface Description (BMC V4)

vantageo

URL Property Description Operation
ReadingMilliWatts Current transmit power reading of GET
the optical module.
LowerThresholdCritical Critical alarm threshold for too low GET
transmit power.
UpperThresholdCritical Critical alarm threshold for too high GET
transmit power.
TXBiasCurrent Transmit bias current of the optical GET
module.
ReadingMilliAmperes Current bias current reading of the GET
optical module.
LowerThresholdCritical Critical alarm threshold for too low GET
bias current.
UpperThresholdCritical Critical alarm threshold for too high GET
bias current.
Temperature Temperature of the optical module. GET
ReadingCelsius Current temperature reading of the GET
optical module.
LowerThresholdCritical Critical alarm threshold for too low GET
temperature.
UpperThresholdCritical Critical alarm threshold for too high GET
temperature.
/redfish/v1/ Description Description of the PCle device re- GET
Chassis/chas- source collection.
sis_id/PCleDevices )
- Name Name of the PCle device resource GET
collection.
Members@odata.count Number of PCle device resource GET
members.
Members Access path of the specified PCle GET
device resource node.
[redfish/iv1/ CardManufacturer PCle device manufacturer, which is GET
Chassis/chas- the same as the CardManufacturer
sis_id/PCleDe- value of the storage controller and
vices/pciede- NIC.
. id
vices_t CardModel PCle device model, which is the GET
same as the CardModel of the stor-
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age controller and the Oem.Pub-
lic.Name of the NIC.

Name Name of the specified PCle device GET
resource.

Id ID of the specified PCle device re- GET
source.

Description Description of the specified PCle de- | GET
vice resource.

Manufacturer Manufacturer of the specified PCle GET
device resource.

Model Model of the specified PCle device GET
resource.

Links Resources links. GET

FirmwareVersion Version number of the specified GET
PCle device.

SerialNumber Serial number of the specified PCle | GET
device.

Status Status of the specified PCle device GET
resource.

PClelnterface Interface information about the speci- | GET
fied PCle device.

LanesInUse Number of currently negotiated PCle | GET
lanes of the specified PCle device.

MaxLanes Maximum number of PCle lanes sup- | GET
ported by the specified PCle device.

Oem.Public - GET

LinkSpeed Current link speed of the specified GET
PCle device, unit: GT/s.

MaxLinkSpeed Maximum link speed supported by GET
the specified PCle device, unit: GT/s.

DeviceBDF Device BDF of the specified PCle GET
device.

DevicelLocator Silk screen of the specified PCle de- | GET
vice.
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MemorySizeMiB Total memory capacity of the speci- | GET
fied PCle device.

MemoryBandWidth Bandwidth of the display memory da- | GET
ta of the specified GPU or NPU when
PCleCardType is GPU or NPU, unit:
GB/s.

PowerCapacityWatts Maximum Thermal Design Power GET
(TDP) of the specified GPU.

PowerConsumedWatts Actual power consumed by the spec- | GET
ified GPU.

ReadingCelsius Actual temperature of the specified GET
GPU.

PCleCardType Type of the specified PCle device. GET

PowerWatts Power of the specified PCle device. | GET

RootPortBDF Root port BFD of the specified PCle | GET
device.

SlotNumber Slot number of the specified PCle GET
device.

Oem.Public.GpuCore - GET

BuildTime Production date of memory of the GET
specified PCle device.

CapacityGB Memory capacity of the specified GET
PCle device.

Memberld Index of memory of the specified GET
PCle device.

PartNum Part number of memory of the speci- | GET
fied PCle device.

Power Power of the specified PCle device. | GET

Temperature Temperature of the specified PCle GET
device.

Oem.Public.NVMeAIC - GET

CapacityGB Storage capacity of the specified GET
PCle device.
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iskTemperatureCelsius Temperature of the specified PCle GET
device.
MediaType Media type of the specified PCle de- | GET
vice.
PredictedMediaLifeLeftPercent | Remaining lifetime of the specified GET
PCle device.
Interface Interface type of the specified PCle GET
device.
CapacityBytes Capacity of the specified PCle de- GET
vice, unit: bytes.
HealthStatus Health status of the specified PCle GET
device.
Model Model of the specified PCle device. | GET
Vendor Manufacturer of specified PCle de- GET
vice.
SerialNumber Serial number of the specified PCle | GET
device.
[redfish/v1/ Description Description of the PCle device re- GET
Chassis/chas- source collection.
sis_id/PCleDe- .
- Name Name of the PCle device resource GET
vices?$expand=. )
collection.
Members@odata.count Number of PCI e device resources. GET
Members PCle device resources. GET
Iredfish/v1/Chas- Name Name of the drive resource collec- GET
sis/chassis_id/Dri- tion.
ves .
Members@odata.count Number of drive resource members. | GET
Members Access path of the specified drive re- | GET
source node.
Iredfish/v1/Chas- Id ID of the specified drive resource. GET
sis/chassis_id/Dri- o .
- Name Name of the specified drive re- GET
ves/drives_id
source.
Model Model of the specified drive. GET
Revision Version information about the speci- | GET
fied drive.
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Status Status of the specified drive. GET
CapableSpeedGbs Maximum speed of the interface of GET
the specified drive.

NegotiatedSpeedGbs Negotiated speed of the interface of | GET
the specified drive.

Oem.Public - GET

TemperatureCelsius Temperature unit (Celsius) of the GET
specified drive.

Backpanelld Backplane ID of the specified drive. | GET

BackPanelLocation Backplane position of the specified GET
drive.

SASAddress - GET

CapacityBytes Capacity of the specified drive, in GET
bytes.

FailurePredicted Whether afailure is predicted by the | GET
specified drive.

HotspareType Hotspare status of the specified dri- GET
ve.

Protocol Compliant protocol of the specified GET
drive.

MediaType Media type of the specified drive. GET

Manufacturer Manufacturer of the specified drive. GET

PredictedMediaLifeLeftPercent | Percentage of the remaining service | GET
life of the specified drive.

SerialNumber Serial number of the specified drive. | GET

PartNumber Part number of the specified drive. GET

SlotNumber Slot number of the hard disk. GET

IndicatorLED Position indicator status of the speci- | GET
fied drive.

Location Screen printing of the specified drive. | GET

Info Silk screen of the specified drive. GET

InfoFormat Silk screen format of the specified GET
drive.
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RotationSpeedRPM Rotation speed of the specified drive, | GET
unit: RPM.
BelongCPU Controller CPU of the specified drive. | GET
ControllerBDF Controller BDF of the specified drive. | GET
ControllerPortNum Controller port number of the speci- | GET
fied drive.
Iredfish/v1/Chas- Name Name of the drive resource collec- GET
sis/chassis_id/Dri- tion.
ves?$expand-=. -
Members@odata.count Number of drive resources. GET
Members All drive resources. GET
Iredfish/v1/Chas- Description Description. GET
is/Chassis_id/Pow-
SIS nassis_Ia/row Id ID of the power resource. GET/PATCH
er
Name Name of the power resource. GET
PowerControl Power control list. GET
Name Name of the specified power control. | GET/PATCH
Memberld ID of the power control. The ID is the | GET/PATCH
unique identifier of the power control
in the power control list.
PowerLimit Power capping setting. GET/PATCH
LimitinWatts Server power limit. GET/PATCH
PowerLimitEnable Whether power capping is enabled. GET/PATCH
LimitException Action to be taken when the power GET/PATCH
capping becomes invalid.
PowerConsumedWatts Current power of the device. GET/PATCH
Oem.Public Customized properties. GET/PATCH
ExpectedActivePSU Expected active PSU list. GET/PATCH
CurrentCPUPowerWatts Current power consumption of the GET/PATCH
CPUs.
CurrentFanPowerWatts Current power consumption of the GET/PATCH
fans.
CurrentMemoryPower\Watts Current power consumption of the GET/PATCH
memory.
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CurrentHDDPowerWatts Current power consumption of the GET/PATCH
hard disks.

PowerSupplies Power module list. GET/PATCH
The power modules in the list are
displayed no matter whether they are
present or not. Status is used for in-
dicating the current status of a power
module.

FirmwareVersion Firmware version of the specified GET/PATCH
power supply.

LinelnputVoltage Input voltage of the specified power | GET/PATCH
supply.

Manufacturer Manufacturer of the specified power | GET/PATCH
supply.

Model Model of the specified power supply. | GET/PATCH

Name Name of the specified power control. | GET/PATCH

PowerCapacityWatts Rated power of the specified power | GET/PATCH
supply.

PowerlnputWatts Input power of the specified power GET/PATCH
supply.

PowerOutputWatts Output power of the specified power | GET/PATCH
supply.

PowerSupplyType Type of the specified power supply. GET/PATCH

ProductionDate Production date of the specified pow- | GET
er module.

SerialNumber Serial number of the specified power | GET/PATCH
supply.

Status Power supply status. GET/PATCH

Oem.Public Customized properties. GET/PATCH

ActiveStandby Active or standby power supply GET/PATCH
mode.

SlotNumber Slot number of the specified power GET/PATCH
supply.
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Memberld ID of the specified power supply. The | GET/PATCH
ID is the unique identifier of the pow-
er supply in the power supply list.

PowerSupplies@odata.count Number of power supplies. GET/PATCH

Voltages Voltage sensor list. GET/PATCH

LowerThresholdCritical Critical warning threshold for low GET/PATCH
voltage of the specified voltage sen-
SOr.

LowerThresholdFatal Fatal warning threshold for low volt- | GET/PATCH
age of the specified voltage sensor.

LowerThresholdNonCritical Noncritical warning threshold for low | GET/PATCH
voltage of the specified voltage sen-
SOr.

MaxReadingRange Maximum voltage reading for the GET/PATCH
specified voltage sensor.

MinReadingRange Minimum voltage reading for the GET/PATCH
specified voltage sensor.

Name Name of the specified voltage sen- GET/PATCH
SOr.

SensorNumber Serial number of the specified volt- GET/PATCH
age sensor.

Status Status of the specified voltage sen- GET/PATCH
SOr.

ReadingVolts Current reading of the specified volt- | GET/PATCH
age sensor.

UpperThresholdCritical Critical warning threshold for high GET/PATCH
voltage of the specified voltage sen-
SOr.

UpperThresholdFatal Fatal warning threshold for high volt- | GET/PATCH
age of the specified voltage sensor.

LowerThresholdNonCiritical Noncritical warning threshold for high | GET
voltage of the specified voltage sen-
SOr.

Redundancy Power redundancy group list. GET/PATCH
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Name Name of the specified power redun- | GET/PATCH
dancy group.
Mode Redundancy mode of the specified GET/PATCH
power redundancy group.
Actions Available actions for power supplies. | GET
#Power.CollectHistoryData Collects historical power statistics. GET
Iredfish/v1/Chas- Description Description of the cooling resource. GET
sis/Chassis_id/Ther-
- Id ID of the cooling resource. GET
mal
Name Name of the cooling resource. GET
Oem.Public Customized information about the GET/PATCH
cooling resource.
FanSpeedAdjustmentMode Fan speed adjustment mode. GET/PATCH
FanSmartCoolingMode Fan speed smart adjustment mode. | GET/PATCH
SpeedRatio Fan rotation speed ratio. GET/PATCH
Temperatures Temperature sensor list. GET/PATCH
LowerThresholdCritical Critical warning threshold for low GET/PATCH
speed rotation of the specified fan
sensor.
LowerThresholdFatal Fatal warning threshold for low GET/PATCH
speed rotation of the specified fan
sensor.
LowerThresholdNonCiritical Noncritical warning threshold for low | GET/PATCH
speed rotation of the specified fan
sensor.
Memberld ID of the specified temperature sen- | GET/PATCH
SOr.
Name Name of the specified temperature GET/PATCH
sensor.
PhysicalContext Area or device used for temperature | GET/PATCH
measurement.
ReadingCelsius Current reading of the specified tem- | GET/PATCH
perature sensor.
SensorNumber Serial number of the specified tem- GET/PATCH
perature sensor.
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Status Status of the specified fan sensor. GET/PATCH
UpperThresholdCritical Critical warning threshold for high GET/PATCH
temperature of the specified temper-
ature sensor.

UpperThresholdFatal Fatal warning threshold for high tem- | GET/PATCH
perature of the specified temperature
sensor.

UpperThresholdNonCiritical Noncritical warning threshold for high | GET/PATCH
temperature of the specified temper-
ature sensor.

MinReadingRangeTemp Minimum temperature reading for the | GET/PATCH
specified temperature sensor.

MaxReadingRangeTemp Maximum temperature reading for GET/PATCH
the specified temperature sensor.

FanSummary Information about the specified fan GET/PATCH
Sensors.

Count Number of fan sensors. GET/PATCH

Fans Fan sensor list. GET/PATCH

Name Name of the specified fan sensor. GET

Status Status of the specified fan sensor. GET/PATCH

Memberld ID of the specified fan sensor. GET/PATCH

ReadingUnits Unit of the fan rotation speed reading | GET/PATCH
for the fan sensor, including: RPM
and Percent.

Oem.Public Customized information about the GET
cooling resource.

SlotNumber Slot number of the specified fan sen- | GET
SOr.

FanName Name of the fan that the specified GET/PATCH
fan sensor belongs to.

MinReadingRange Minimum rotation speed reading for | GET/PATCH
the specified fan sensor.

MaxReadingRange Maximum rotation speed reading for | GET/PATCH
the specified fan sensor.
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Reading Current reading of the specified fan GET/PATCH
Sensor.

Model Model of the specified fan sensor. GET

[redfish/v1/ Description Description of the expansion board GET
Chassis/chas- resource collection.
sis_id/Boards ) ) )
- DiskBackplanes Information about hard disk back- GET
planes.

Risercard Information about riser cards. GET

Id ID of the expansion board resource GET
collection.

Name Name of the expansion board re- GET
source collection.

[redfish/v1/ Name Name of the hard disk backplanere- | GET
Chassis/Chas- source collection.
sis_id/Boards/ )
- Members@odata.count Number of hard disk backplane re- GET
DiskBackplanes
sources.
[redfish/v1/ Name Name of the hard disk backplanere- | GET
Chassis/Chas- source collection.
sis_id/Boards/ . . e
- CPLDVersion CPLD version of the specified hard GET
DiskBack- .
disk backplane.
planes/DiskBack-
planeld MaxDiskCountSupported Maximum number of hard disks sup- | GET
ported by the specified hard disk
backplane resource.

PartNumber Part number of the specified hard GET
disk backplane resource.

Location Location of the specified hard disk GET
backplane.

Manufacturer Manufacturer of the specified hard GET
disk backplane resource.

OnlineDiskCount Number of present hard disks sup- GET
ported by the specified hard disk
backplane resource.

ID Serial number of the specified hard GET
disk backplane resource.
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PcblD PCB ID of the specified hard disk GET
backplane.
[redfish/v1/ Description Description of the riser card resource | GET
Chassis/Chas- collection.
sis_id/Boards/Riser- .
:j Name Name of the riser card resource col- | GET
car
lection.
Members List of riser card resources. GET
[redfish/v1/ Manufacturer Manufacturer of the specified riser GET
Chassis/Chas- card resource.
sis_id/Boards/Riser- e
- Name Name of the specified riser card re- GET
card/Risercardld
source.
PartNumber Part number of the specified riser GET
card resource.
SerialNumber Serial number of the specified riser GET
card resource.
Iredfish/v1/ DeviceClass Class of the specified PCle device GET
Chassis/chas- function resource.
sis_id/PCleDe-
- Deviceld DID of the specified PCle device. GET
vices/pciede-
vices_id/Func- Id UID of the specified PCle device GET
tions/functions_ function resource in the iBMC sys-
tem.
Links Links to the related resources. GET
PCleDevice PCle device resource list. GET
Name Name of the specified PCle device GET
function resource.
Oem Customized properties. GET
Public Customized properties. GET
AssociatedResource Associated resource of the specified | GET
PCle device function resource.
BusNumber Bus number of the specified PCle GET
device root port.
DeviceNumber Device number of the specified PCle | GET
device root port.
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FunctionNumber Function number of the specified GET

PCle device root port.

Subsystemld SDID of the specified PCle device GET

root port.

SubsystemVendorld SVID of the specified PCle device GET

root port.

Vendorl VID of the specified PCle device root | GET

port.
Iredfish/v1/Chas- Id ID of the collection of leak detection | GET
sis/chassis_id/Ther- device resources.
malSubsys- ]

Name Name of the collection of leak detec- | GET
tem/LeakDetection . .

tion device resources.

LeakDetectors Collection of leak detectors. GET
redfish/v1/Chas- Name Name of the leak detector resource GET
sis/chassis_id/Ther- collection.
malSubsys-

y Members@odata.count Number of leak detector resources. GET
tem/LeakDetec-
tion/LeakDetectors | Members List of leak detector resources. GET
Iredfish/v1/Chas- Name Name of the network port resource GET
sis/chassis_id/Net- collection of the specified network
workAdapters/net- adapter.
workadapter- . L

Description Description of the network port re- GET
s_id/NetworkPorts . -

- source collection of the specified net-
work adapter.

Members Members of the network port re- GET

source collection.

Members@odata.count Number of network port resources. GET
Iredfish/v1/Chas- Id ID of the historical environmental hu- | GET
sis/chassis_id/Envi- midity information about the specified
ronmentHistoryHu- chassis.
midity S .

Name Name of the historical environmental | GET

humidity information about the speci-
fied chassis.

Description Description of the historical environ- | GET

mental humidity information about
the specified chassis.
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Data Data array of the historical environ- GET
mental humidity information about

the specified chassis.

Time Humidity information collection time. | GET

HumidityPercent Humidity value. GET

6.1 Querying Information About the Chassis Resource Collection

Function

Query information about the current Chassis resource collection of a server.
Permission Required

Query.

Syntax

e Operation Type: GET
e URL: https://device ip/redfish/v1/Chassis

e Request Header:

X-Auth-Token: auth_value

e Request Message Body: None
Parameters

For a description of the parameters for querying information about the Chassis resource collec-

tion, refer to Table 6-2.

Table 6-2 Parameter Descriptions for Querying Information About the Chassis Resource Col-

lection

Parameter Description Value

device_ip IP address for logging in to the device. IPv4 or IPv6 address.

auth_value X-Auth-Token value contained in Request | It can be obtained by creating a session

Header in the GET request for authentica- | through /redfish/v1/SessionSer-

tion. vice/Sessions.

Usage Guidelines

None

Document Serial Number: V120240304 (R1.3) 331



VANTAGEO Server Redfish Interface Description (BMC V4) VantaSBO

Example

e Request Example:

GET https://device_ip/redfish/v1/Chassis

e Request Header:

x-auth-token:QnaWfqvKOY0ZGc2LK5Ay6+CaSYW|EYcxE6GCWKNFyjU=

e Request Message Body: None

e Response Example:

"@odata.context":
"/redfish/vl/$metadata#ChassisCollection.ChassisCollection",
"@odata.id": "/redfish/vl/cChassis",
"@odata.type": "#ChassiscCollection.ChassisCollection",
"Description": "The Collection for Chassis",
"Members": [

{

"@odata.id": "/redfish/vl/chassis/1"

]’
"Members@odata.count": 1,
"Name": "Chassis Collection"

}

e Status Code: 200
Output Description

For a description of the output returned when you query information about the Chassis resource

collection, refer to Table 6-3.

Table 6-3 Output Descriptions for Querying Information About the Chassis Resource Collec-

tion
Field Type Description
@odata.context String OData description of the chassis resource collection

model.

@odata.id String Access path of the Chassis resource collection.
@odata.type String Type of Chassis resource collection.
Description String Description of the Chassis resource collection.
Name String Name of the Chassis resource collection.
Members@odata.count Number Number of Chassis resource members.
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Field Type Description
Members Array Chassis resource list.
@odata.id String Access path of a single Chassis resource node.

6.2 Querying Information About a Specified Chassis Resource

Function

Query information about the specified Chassis resource of a server.

Permission Required

Query.

Syntax

e Operation Type: GET

® URL: https://device ip/redfish/vl1/Chassis/chassis id

e Request Header:

X-Auth-Token: auth_value

e Request Message Body: None

Parameters

For a description of the parameters for querying information about the specified Chassis re-

source, refer to Table 6-4.

Table 6-4 Parameter Descriptions for Querying Information About the Specified Chassis Re-

source

Parameter

Description

Value

device_ip

IP address for logging in to the device.

IPv4 or IPv6 address.

auth_value

X-Auth-Token value contained in Request
Header in the GET request for authentica-

tion.

It can be obtained by creating a session
through /redfish/v1/SessionSer-

vice/Sessions.

chassis_id

ID of the Chassis resource.

® For arack server, the value is 1 or Self.

o For a high-density server, the value is
BladeN (where N indicates slot number
of the node), for example, "Blade1".

® For ablade server, the value is BladeN
(where N indicates the slot number of
the computing node) or SwiN (where N
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Parameter Description

Value

indicates the slot number of the switch-

ing module), for example, "Swi1".

Usage Guidelines
None
Example

e Request Example:

GET https://device_ip/redfish/v1/Chassis/1

e Request Header:

x-auth-token:QnaWfqvKOY0ZGc2LK5Ay6+CaSYW|EYcxE6GCWKNFyjU=

e Request Message Body: None

e Response Example:

"AssetTag": "1234",
"ChassisType": "Rackmount",
"Description": "Chassis Self",

"Drives": {

}’
"rd": "1",

"IndicatorLED": "Blinking",

"Lit",
"Blinking",
"off"
1:
"Links": {
"ComputerSystems": [

{

]’
"ManagedBy": [
{

"@odata.context": "/redfish/vl/$metadata#Chassis.Chassis",
"@odata.id": "/redfish/vl/cChassis/1",
"@odata.type": "#Chassis.vl_14_0.cChassis",

"@odata.id": "/redfish/vl/chassis/1/Drives"

"IndicatorLED@Redfish.Allowablevalues": [

"@odata.id": "/redfish/vl/Systems/1"

"@odata.id": "/redfish/vl/Managers/1"
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}
]
IE
"Manufacturer": "VANTAGEO",
"Model": "2240-RE",
"Name": "Computer System Chassis",
"NetworkAdapters": {
"@odata.id": "/redfish/vl/Chassis/1/NetworkAdapters"
IE
"oem": {
"Public": {
"DeviceMaxNum": {
"CPUNum": 2,
"DiskNum": 25,
"FanNum": 12,
"MemoryNum": 32,
"PCIeNum": 32,
"PowersupplyNum": 4
IE
"ProductName": "a6",
"BoardProductver": null,
"PartNumber": null,
"Mainboard": {
"Manufacturer": "VANTAGEO",
"BoardName": "VANTAGEO",
"SerialNumber": "749973700038",
"PartNumber": "21080102",
"BoardDate": "Tue Jan 10 09:00:00 2023"
IE
"ProductSpecificidentity": "4440-RE,Intel",
"ChassisHeight": "4u",
"overallHealthstatus": "Major",
"Boards": {
"@odata.id": "/redfish/vl/chassis/1/Boards"
}
}
IE
"PCIeDevices": {
"@odata.id": "/redfish/vl/chassis/1/PCIeDevices"
IE
"PartNumber": "NULL",
"Physicalsecurity": {
"IntrusionSensor": "HardwareIntrusion"
I
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}’

}’

}’

}

"Power": {

"@odata.id": "/redfish/vl/chassis/1/Power"

"PowerState": "on",

"Status":

"Health":

"Thermal": {
"@odata.id": "/redfish/vl/chassis/1/Thermal"

"SerialNumber":

"State": "Enabled"

e Status Code: 200

Output Description

For a description of the output returned when you query information about the specified Chassis

resource, refer to Table 6-5.

Table 6-5 Output Descriptions for Querying Information About the Specified Chassis Re-

source
Field Type Description
@odata.context String OData description of the specified Chassis resource
model.
@odata.id String Access path of the specified Chassis resource.
@odata.type String Type of the specified Chassis resource.
Id String ID of the specified Chassis resource.
Name String Name of the specified Chassis resource.
Manufacturer String Manufacturer information about the Chassis.
PartNumber String Part number of the Chassis.
Model String Model of the Chassis.
AssetTag String Asset tag of the Chassis.
ChassisType String Chassis type.
Description String Description of the specified chassis resource.
IndicatorLED String Position indicator status of the specified Chassis re-
source, including:
o Lit
® Blinking
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Field Type Description
o Off

IndicatorLED@Redfish.Allow- Array Position indicator status range of the specified Chas-

ableValues sis resource.

Status Object Status of the specified Chassis resource, including:
® State: whether the Chassis is enabled
® Health: health status of the Chassis

PowerState String The power-on status of the specified System re-
source, including
e On
o Off

Oem.Public Object Manufacturer-customized properties.

Oem.Public.DeviceMaxNum Object Maximum number of board parts.

Oem.Public.Device- Number Maximum number of CPUs.

MaxNum.CPUNum

Oem.Public.Device- Number Maximum number of hard disks.

MaxNum.DiskNum

Oem.Public.Device- Number Maximum number of fans.

MaxNum.FanNum

Oem.Public.Device- Number Maximum number of memory modules.

MaxNum.MemoryNum

Oem.Public.Device- Number Maximum number of PCle cards.

MaxNum.PCleNum

Oem.Public.Device- Number Maximum number of power supplies.

MaxNum.PowerSupplyNum

Oem.Public.Mainboard Object Mainboard information.

Oem.Public.BoardName String Mainboard name.

Oem.Public.SerialNumber String Serial number of the mainboard.

Oem.Public.PartNumber String Part number of the board.

Oem.Public.BoardDate String Manufacturing date of the board.

ProductSpecificldentity String Internally defined product name.

Links Object Links related to the Chassis resource.

Links.ComputerSystems Array Link to System resources.

Links.ManagedBy Array Link to Manager resources.
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Field Type Description
PCleDevices Object Navigation of the PCle device resources.
Drives Object Navigation of the drive resources.
NetworkAdapters Object Information about the related network adapters.
Power Object Information about the related power supplies.
Thermal Object Chassis cooling resource information.
Oem.Public.Boards Object Board-level resource links.
Oem.Public.ProductName String Product name.
Oem.Public.BoardProductVer String Product version of the board.
Oem.Public.PartNumber String Material code.
Oem.Public.ProductSpecificl- String Internally defined product name.
dentity
Oem.Public.ChassisHeight String Chassis size.
Oem.Public.OverallHealthSta- | String Overall health status.
tus
SerialNumber String Serial number of the chassis.
PhysicalSecurity.IntrusionSen- | String Chassis intrusion status, including:
sor ® Normal

® Hardwarelntrusion:

Null is displayed if it is not supported by the board.

6.3 Modifying the Position Indicator Status of a Chassis
Function
Turn on or off the position indicator of a chassis.
Permission Required
Basic management.
Syntax

e Operation Type: PATCH
® URL: https://device ip/redfish/vl1/Chassis/chassis id

e Request Header:

Content-Type: header_type
X-Auth-Token: auth_value
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o Request Message Body:

"IndicatorLED": state

Parameters

For a description of the parameters for modifying the position indicator status of the Chassis, re-

fer to Table 6-6.

Table 6-6 Parameter Descriptions for Modifying the Position Indicator Status of the Chassis

Header in the PATCH request for authenti-

cation.

Parameter Description Value

device_ip IP address for logging in to the device. IPv4 or IPv6 address.

chassis_id ID of the Chassis resource. For a rack server, the value is 1 or Self.
auth_value X-Auth-Token value contained in Request | It can be obtained by creating a session

through /redfish/v1/SessionSer-

vice/Sessions.

header_type

Format of the request message.

application/json

state

Position indicator status of the Chassis re-

source.

Including:
o |Lit
® Blinking
o Off

Usage Guidelines

After configuration, you can view the result through GET https://device ip/red-
fish/v1l/Chassis/1.

Example

e Request Example:

PATCH https://device_ip/redfish/v1/Chassis/1

e Request Header:

Content-Type: application/json

o Request Message Body:

}

"IndicatorLED":

Lit"

e Response Example: None
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e Status Code: 204

Output Description

None

6.4 Querying Information About the Network Adapter Resource

Collection

Function

Query information about the network adapter resource collection of a server.

Permission Required

Query.

Syntax

e Operation Type: GET

e URL: https://device ip/redfish/v1/Chassis/chassis id/NetworkAdapters

e Request Header:

X-Auth-Token: auth_value

e Request Message Body: None

Parameters

For a description of the parameters for querying information about the network adapter re-

source collection, refer to Table 6-7.

Table 6-7 Parameter Information of Querying Information About the Network Adapter Re-

source Collection

Parameter Description Value

device_ip IP address for logging in to the device. IPv4 or IPv6 address.

chassis_id ID of the Chassis resource. For a rack server, the value is 1 or Self.

auth_value X-Auth-Token value contained in Request | It can be obtained by creating a session
Header in the GET request for authentica- | through /redfish/v1/SessionSer-
tion. vice/Sessions.

Usage Guidelines

None
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Example

Request Example:

GET https://device_ip/redfish/v1/Chassis/1/NetworkAdapters

e Request Header:

X-Auth-Token: 8574621d21b84756218c7456821c234

e Request Message Body: None
e Response Example:
{
"@odata.context":
"/redfish/vl/$metadata#NetworkAdaptersCollection.NetworkAdapterscollection",
"@odata.id": "/redfish/vl/cChassis/1/NetworkAdapters",
"@odata.type": "#NetworkAdaptercollection.NetworkAdaptercollection",
"Description": "Collection of Network Adapters for this Manager",
"Name": "Network Adapters Collection",
"Members@odata.count": 4,
"Members": [
{
"@odata.id":
"/redfish/vl/Chassis/1/NetworkAdapters/mainboardPCIeCard7"
IE
{
"@odata.id":
"/redfish/vl/Chassis/1/NetworkAdapters/mainboardPCIeCard8"
IE
{
"@odata.id":
"/redfish/vl/Chassis/1/NetworkAdapters/mainboardocPCardl"
IE
{
"@odata.id":
"/redfish/vl/Chassis/1/NetworkAdapters/mainboardocPCard2"
}
]
}

e Status Code: 200
Output Description

For a description of the output returned when you query information about the network adapter

resource collection, refer to Table 6-8.
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Table 6-8 Output Descriptions for Querying Information About the Network Adapter Resource

Collection

Field Type Description

@odata.context String OData description of the network adapter resource
collection model.

@odata.id String Access path of the network adapter resource collec-
tion.

@odata.type String Type of network adapter resource collection.

Name String Name of the network adapter resource collection.

Name String Name of the network adapter resource collection.

Members@odata.count Number Number of network adapter resource members.

Members Array Network adapter resource list.

@odata.id String Access path of a single network adapter resource
node.

6.5 Querying Information About a Specified Network Adapter Re-
source

Function

Query information about a specified network adapter resource.
Permission Required

Query.

Syntax

e Operation Type: GET
® URL:https://device ip/redfish/v1/Chassis/chassis id/Net-
workAdapters/networkadapters id

e Request Header:

X-Auth-Token: auth_value

e Request Message Body: None
Parameters

For a description of the parameters for querying information about the specified network

adapter resource, refer to Table 6-9.
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Table 6-9 Parameter Descriptions for Querying Information About the Specified Network

Adapter Resource

Parameter Description Value

device_ip IP address for logging in to the device. IPv4 or IPv6 address.

chassis_id ID of the Chassis resource. For a rack server, the value is 1 or Self.
auth_value X-Auth-Token value contained in Request | It can be obtained by creating a session

Header in the GET request for authentica-

tion.

through /redfish/v1/SessionSer-

vice/Sessions.

networkadapters_id

ID of the specified network adapter re-

source.

It can be obtained by querying information
about the network adapter resource collec-

tion.

Usage Guidelines

None

Example

e Request Example:

GET https://device_ip/redfish/v1/Chassis/1/NetworkAdapters/mainboardLOM1

e Request Header:

X-Auth-Token:

8574621d21b84756218c7456821c234

e Request Message Body: None

e Response Example:

"d"-

"Name":

}’

"Model":

{

"mainboardPCIecCard5",

'mainboardPCIecard5",

"NetworkPorts": {
"@odata.id":

"Manufacturer": "Xilinx",

"FPGA-Xi7p",

"Controllers": [

"ControllercCapabilities": {

"NetworkPortCount": 4

"@odata.context": "/redfish/vl/$metadata#NetworkAdapter.NetworkAdapter",
"@odata.id": "/redfish/vl/chassis/1/NetworkAdapters/mainboardocPcard5",

"@odata.type": "#NetworkAdapter.vl_4_0.NetworkAdapter",

"/redfish/vl/Chassis/1/NetworkAdapters/mainboardocPCard2/NetworkPorts"
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IE
"FirmwarePackageversion": "0101",
"Links": {
"NetworkPorts": [
{
"@odata.id":
"/redfish/vl/Chassis/1/NetworkAdapters/mainboardPCIiecCard5/

NetworkPorts/1"

"@odata.id":
"/redfish/vl/Chassis/1/NetworkAdapters/mainboardPCIecCard5/

NetworkPorts/2"

"@odata.id":
"/redfish/vl/Chassis/1/NetworkAdapters/mainboardPCIiecCcard5/

NetworkPorts/3"

"@odata.id":
"/redfish/vl/Chassis/1/NetworkAdapters/mainboardPCIecCard5/

NetworkPorts/4"

]’

"NetworkPorts@odata.count": 4

1:
"oem": {
"Public": {
"cardmanufacturer": "vT",
"Name": "X1410",
"cardmodel": "4*25GE",
"cardType": "fiber",
"CurrentPower":null,
"cardcelsius":null,
"NiccardType":"NIC",
"Driverversion": null,
"NetworkTechnology": [
"Ethernet"

1:

"DevicelLocator": "mainboardpPCIecard5",

"STotNumber": 5,
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}

"RootBDF": "0000:98:00.0",
"AlarmTmp": 100,
"CurrentTmp": 46,
"FpgaStatus": 0,
"HistoryMaxTmp": 51,

"NicMemory": [

{
"CapacityGb": 80,
"Model": "DDR4_2400MHZz",
"Status": 0
IE
{
"CapacityGb": 32,
"Model": "DDR4_2400MHZz",
"Status": 0
IE
{
"CapacityGb": 16,
"Model": "DDR4_2400MHZz",
"Status": 0
}
]
}
IE
"Status": {
"Health": "ok",
"State": "Enabled"
IE

"SerialNumber": "202308244444"

e Status Code: 200

Output Description

For a description of the output returned when you query information about the specified network

adapter resource, refer to Table 6-10.

Table 6-10 Output Descriptions for Querying Information About the Specified Network

Adapter Resource

Field

Type

Description

@odata.context String OData description of the specified network adapter

resource model.
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Field Type Description
@odata.id String Access path of the specified network adapter re-
source.
@odata.type String Type of the specified network adapter resource.
Id String Unique ID of the network adapter resource in the
iBMC system.
Name String Name of the specified network adapter resource.
NetworkPorts Array Network port resource list.
@odata.id String Access path of a single network port resource.
Manufacturer String Manufacturer of the specified network adapter.
Model String Model of the specified network adapter.
Controllers Array Information about adapter controllers.
FirmwarePackageVersion String Firmware version of the specified network adapter.
ControllerCapabilities.Network- | Number Number of network ports of the specified network
PortCount adapter.
Links Object Links to the related resources.
NetworkPorts Array Network port resource information.
@odata.id String Access path of the network port resource collection.
NetworkPorts@odata.count Number Number of network port resources.
Oem.Public Object Manufacturer-customized properties.
CardManufacturer String Manufacturer of the specified network adapter.
Name String Name of the specified network adapter.
CardModel String Interface mode of the specified network adapter.
CardType String Type of the specified network adapter.
NicCardType Character string NIC type of the specified network adapter. Common
cards and smart cards are distinguished.
CurrentPower Number NIC power of the specified network adapter.
CardCelsius Number NIC temperature of the specified network adapter.
DriverVersion String Driver version of the specified network adapter.
NetworkTechnology Array Network protocol of the specified network adapter:
® FEthernet
e FC
® iSCSl
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Field Type Description

® FCoE

e OPA

e B
Devicelocator String Screen printing of the specified network adapter.
SlotNumber Number Slot number of the specified network adapter.
RootBDF String Root, port, and BDF of the specified network adapter.
AlarmTmp Number Alarm temperature of the network adapter. Query is

not supported. By default, null is displayed.

CurrentTmp Number Main chip temperature of the network adapter. Query
is not supported. By default, null is displayed.

FpgaStatus Number FPGA status of the network adapter:

e 0: The FPGA status of the network adapter is nor-
mal.

o 1: The FPGA status of the network adapter is ab-
normal.

This field is displayed only for an FPGA card.

HistoryMaxTmp Number Maximum historical temperature of the network
adapter. This field is displayed only for an FPGA card.

NicMemory Array Memory information of the network adapter. This field

is displayed only for an FPGA card.

CapacityGb Number Memory capacity of the network adapter. This field is
displayed only for an FPGA card.

Model String Memory model of the network adapter. Default:
DDR4_2400MHz. This field is displayed only for an
FPGA card.

Status Number Memory status of the specified network adapter, op-
tions:

® (: normal memory status of the network adapter

® 1: abnormal memory status of the network adapter

Status Object Status of the network adapter, including:
® Health: health status of the network adapter
® State: enabling status of the network adapter

SerialNumber String Serial number of the specified network adapter.
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6.6 Querying Information About All Network Adapter Resources

Function

Query information about all network adapter resources of a server.

Permission Required

Query.

Syntax

e Operation Type: GET

® URL:https://device ip/redfish/v1/Chassis/chassis id/Net-

workAdapters?Sexpand=.

e Request Header:

X-Auth-Token: auth_value

e Request Message Body: None

Parameters

For a description of the parameters for querying information about all network adapter re-

sources, refer to Table 6-11.

Table 6-11 Parameter Descriptions for Querying Information About All Network Adapter Re-

sources

Parameter

Description

Value

device_ip

IP address for logging in to the device.

IPv4 or IPv6 address.

chassis_id

ID of the Chassis resource.

For a rack server, the value is 1 or Self.

auth_value

X-Auth-Token value contained in Request
Header in the GET request for authentica-

tion.

It can be obtained by creating a session
through /redfish/v1/SessionSer-

vice/Sessions.

Usage Guidelines

None

Example

e Request Example:

GET https://device_ip/redfish/v1/Chassis/1/NetworkAdapters?$expand=.

e Request Header:

X-Auth-Token: 8574621d21b84756218c7456821c234
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e Request Message Body: None

e Response Example:

"@odata.context":
"/redfish/vl/$metadata#NetworkAdaptersCollection.NetworkAdapterscCollection",
"@odata.id": "/redfish/vl/cChassis/1/NetworkAdapters?$expand=.",
"@odata.type": "#NetworkAdaptercollection.NetworkAdaptercollection",
"Description": "Collection of Network Adapters for this Manager",
"Name": "Network Adapters collection",
"Members@odata.count": 4,
"Members": [
{
"@odata.id":
"/redfish/vl/Chassis/1/NetworkAdapters/mainboardPCIeCard7",
"@odata.type": "#NetworkAdapter.vl_4_0.NetworkAdapter",
"1d": "mainboardPCIeCard7",
"Name": "mainboardPCIecCard7",
"NetworkPorts": {
"@odata.id":
"/redfish/vl/Chassis/1/NetworkAdapters/mainboardPCIeCard7/
NetworkPorts"
IE
"Manufacturer": "Mellanox",
"Model": "cx4",
"Controllers": [
{
"ControllercCapabilities": {
"NetworkPortCount": 2
IE
"FirmwarePackageversion": null,
"Links": {

"NetworkPorts": [

{
"@odata.id":
"/redfish/vl/Chassis/1/NetworkAdapters/
mainboardPCIeCard7/NetworkPorts/1"

IE

{
"@odata.id":
"/redfish/vl/Chassis/1/NetworkAdapters/
mainboardPCIeCard7/NetworkPorts/2"

}

Document Serial Number: V120240304 (R1.3) 349



VANTAGEO Server Redfish Interface Description (BMC V4) Vant8890

"NetworkPorts@odata.count": 2

"Public": {
"cardmanufacturer": "vT",
"Name": '"NS212",
"cardmodel": "2*10GE",
"CcardType": "fiber",
"Driverversion": null,
"NetworkTechnology": [

"Ethernet"
1:
"DevicelLocator": "mainboardPCIecard7",
"STotNumber": 7,
"RootBDF": "0000:27:00.0"

IE
"Status": {
"Health": "ok",
"State": "Enabled"
IE
"SerialNumber": "733320500068"

"@odata.id":
"/redfish/vl/Chassis/1/NetworkAdapters/mainboardPCIeCard8",
"@odata.type": "#NetworkAdapter.vl_4_0.NetworkAdapter",
"1d": "mainboardPCIeCard8",
"Name": "mainboardPCIeCard8",
"NetworkPorts": {
"@odata.id":
"/redfish/vl/Chassis/1/NetworkAdapters/mainboardPCIeCard8/NetworkPorts"
IE
"Manufacturer": "Intel",
"Model": "x710",
"Controllers": [
{
"ControllercCapabilities": {
"NetworkPortCount": 2
IE
"FirmwarePackageversion": "8.40",

"Links": {
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"NetworkPorts": [

{
"@odata.id":

mainboardPCIeCard8/NetworkPorts/1"

"@odata.id":

mainboardPCIeCard8/NetworkPorts/2"

]’

"NetworkPorts@odata.count": 2

"Public": {
"cardmanufacturer": "Intel",
"Name": "X710T2L",
"cardmodel": "2*10GE",
"CardType": "copper",
"Driverversion": null,
"NetworkTechnology": [

"Ethernet"

1:
"DevicelLocator": "mainboardPCIecCard8",
"STotNumber": 8,
"RootBDF": "0000:38:00.0"

B
"Status": {
"Health": "oK",
"State": "Enabled"
B

"SerialNumber": "~MAC -------mmm- P

"@odata.id":

"1d": "mainboardocpPcCardl",

"Name": "mainboardocPcCardl",

"NetworkPorts": {

"/redfish/vl/Chassis/1/NetworkAdapters/

"/redfish/vl/Chassis/1/NetworkAdapters/

"/redfish/vl/Chassis/1/NetworkAdapters/mainboardocPCardl”,
"@odata.type": "#NetworkAdapter.vl_4_0.NetworkAdapter",
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"@odata.id":

"/redfish/vl/Chassis/1/NetworkAdapters/mainboardocPCardl/NetworkPorts"

IE
"Manufacturer": "Mellanox",
"Model": "cx5",
"Ccontrollers": [
{
"ControllercCapabilities": {
"NetworkPortCount": 2
IE
"FirmwarePackageversion": "16.31.1014",
"Links": {
"NetworkPorts": [
{
"@odata.id":
"/redfish/vl/Chassis/1/NetworkAdapters/
mainboardocPCardl/NetworkPorts/1"

"@odata.id":
"/redfish/vl/Chassis/1/NetworkAdapters/
mainboardocPCardl/NetworkPorts/2"

]’

"NetworkPorts@odata.count": 2

1:
"oem": {
"Public": {
"Cardmanufacturer": "Mellanox",
"Name": "MCX562A-ACAB",
"cardmodel": "2*25GE",
"cardType": "fiber",
"Driverversion": null,
"NetworkTechnology": [
"Ethernet"

1:
"DevicelLocator": "mainboardocpcardl",
"STotNumber": 1,
"RootBDF": "0000:ba:00.0"

}’
"Status": {
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"Health": "oK",
"State": "Enabled"
IE
"SerialNumber": "MT2144328308"

"@odata.id":
"/redfish/vl/Chassis/1/NetworkAdapters/mainboardocPCard2",
"@odata.type": "#NetworkAdapter.vl_4_0.NetworkAdapter",
"1d": "mainboardocpPcard2",
"Name": "mainboardocPcCard2",
"NetworkPorts": {
"@odata.id":
"/redfish/vl/Chassis/1/NetworkAdapters/mainboardoCcPCard2/NetworkPorts"
IE
"Manufacturer": "Mellanox",
"Model": "cx5",
"Controllers": [
{
"ControllercCapabilities": {
"NetworkPortCount": 2
IE
"FirmwarePackageversion": "16.30.1004",
"Links": {
"NetworkPorts": [
{
"@odata.id":
"/redfish/vl/Chassis/1/NetworkAdapters/
mainboardocPCard2/NetworkPorts/1"

"@odata.id":
"/redfish/vl/Chassis/1/NetworkAdapters/
mainboardocPCard2/NetworkPorts/2"

]’

"NetworkPorts@odata.count": 2

1:
"oem": {
"Public": {
"Cardmanufacturer": "Mellanox",

"Name": "MCX562A-ACAB",
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}

"CardModel": "2%25GE",

"CardType": "fiber",

"Driverversion": null,

"NetworkTechnology": [
"Ethernet"

P

"DevicelLocator": "mainboardocpcard2",

"STotNumber": 2,
"RoOtBDF": "0000:18:00.0"

}
IE
"Status": {
"Health": "ok",
"State": "Enabled"
IE

"SerialNumber": "MT2030Xx11548"

e Status Code: 200

Output Description

For a description of the output returned when you query information about all network adapter

resources, refer to Table 6-12.

Table 6-12 Output Descriptions for Querying Information About All Network Adapter Re-

sources
Field Type Description
@odata.context String OData description of the network adapter resource

collection model.

@odata.id String Access path of the network adapter resource collec-
tion.

@odata.type String Type of network adapter resource collection.

Name String Name of the network adapter resource collection.

Members@odata.count Number Number of network adapter resource members.

Members Array Network adapter resource information.

For a description of the parameters of the network adapter resource information, refer to Table

6-10.
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6.7 Querying Information About a Specified Network Port Re-

source

Function

Query the information about a single network port resource of a specified Chassis of a server.

The information includes the network port name, status, MAC address, network port type, and

network port BDF information.

Permission Required

Query.

Syntax

e Operation Type: GET

® URL: https://device ip/redfish/v1/Chassis/chassis id/Net-

workAdapters/networkadapteras id/NetworkPorts/networkports id

e Request Header:

X-Auth-Token: auth_value

e Request Message Body: None

Parameters

For a description of the parameters for querying information about the specified network port re-

source, refer to Table 6-13.

Table 6-13 Parameter Descriptions for Querying Information About the Specified Network

Port Resource

Header in the GET request for authentica-

tion.

Parameter Description Value

device_ip IP address for logging in to the device. IPv4 or IPv6 address.

chassis_id ID of the Chassis resource. For a rack server, the value is 1 or Self.
auth_value X-Auth-Token value contained in Request | It can be obtained by creating a session

through /redfish/v1/SessionSer-

vice/Sessions.

networkadapters_id

ID of the specified network adapter re-

source.

It can be obtained by querying the in-
formation about the network adapter re-
source collection.

networkports_id

ID of the network port resource.

It can be obtained by querying the infor-
mation about the network port resource

collection.
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Usage Guidelines
None
Example

e Request Example:

GET https://device_ip/redfish/v1/Chassis/1/NetworkAdapters/mainboardPCleCard8/NetworkPorts/2

e Request Header:

X-Auth-Token: 8574621d21b84756218c7456821c234

e Request Message Body: None

e Response Example:

"@odata.context": "/redfish/vl/$metadata#EthernetInterface.EthernetInterface",
"@odata.id":
"/redfish/vl/Chassis/1/NetworkAdapters/mainboardocPCardl/NetworkPorts/1",
"@odata.type": "#NetworkPort.vl_4_0.NetworkPort",
"AssociatedNetworkAddresses": [

"08:c0:eb:84:cb:d3"

1:
"AutoNeg": true,
"Id": "1",
"LinkStatus": "up",
"Name": "1",
"oem": {

"Public": {

"BDF": "0000:ba:00.1",
"CurrentSpeed": "1000Mb/s",
"Driverversion": null,
"FirmwarePackageversion": "16.31.1014",
"PortMaxSpeed": "25000Mb/s",
"PortType": "Opticalport",
"Lldpservice": {
"ServiceEnabled":false,
"LldpEnabled": false,
"workmode": null
IE
"SupportSpeed": [
"10Mb/s",
"100Mb/s",
"1000mb/s",
"10000Mb/s",
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}’

"@odata.id":

}’

}

"40000Mb/s",
"25000Mb/s"

"opticalModule": {

"PhysicalPortNumber":

NetworkPorts/0/0OpticalmModule"”

"/redfish/vl/Chassis/1/NetworkAdapters/mainboardPCIeCard8/

e Status Code: 200

Output Description

For a description of the output returned when you query information about the specified network

port resource, refer to Table 6-14.

Table 6-14 Output Descriptions for Querying Information About the Specified Network Port

Resource
Field Type Description
@odata.context String OData description of the specified network
port resource model.
@odata.id String Access path of the specified network port
resource.
@odata.type String Type of the specified network port re-
source.
Id String UID of the specified network port resource
in the iBMC system.
Name String Name of the specified network port re-
source.
AutoNeg Boolean Negotiation mode:
® true: automatic
® false: forced
LinkStatus String Status of the specified network port, in-
cluding:
® Up: connected
® Down: disconnected
AssociatedNetworkAddresses Array Network address of the specified network

port.
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Field Type Description

Oem.Public Object Manufacturer-customized properties.

PortMaxSpeed String Port speed of the specified network port,
unit: Mb/s.

PortType String Type of the specified network port, includ-
ing:

® Optical port: OpticalPort
® Electrical port: ElectricalPort
® Location: N/A

BDF String BDF of the specified network port.

CurrentSpeed Number Current speed.

FirmwarePackageVersion String Firmware version of the specified network
port.

DriverVersion String Driver version of the specified network
port.

LldpService Object LLDP-related properties.

LidpEnable Boolean Whether LLDP is enabled for the specified

network port:
® true: enabled

® false: disabled

ServiceEnabled Boolean Whether the specified network port sup-
ports LLDP information query.

® true: LLDP query is supported.

e false: LLDP query is not supported.

If this parameter is set to false, only the
default values of LidpEnabled and Work-

Mode are displayed, making no sense.

WorkMode String LLDP operation mode.

SupportSpeed Array Supported speed of the specified network
port.

OpticalModule Object Indicates the optical module resources

connected to the network port.

PhysicalPortNumber String Physical screen printing of the specified

network port.
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6.8 Querying Information About the Optical Module Resource
Connected to a Network Port

Function

Query the information about the optical module resource connected to a network port of a spec-

ified server chassis.

Permission Required

Query.

Syntax

e Operation Type: GET

® URL: https://device ip/redfish/v1/Chassis/chassis id/Net-

workAdapters/networkadapteras id/NetworkPorts/networkports id/Opti-

calModule

e Request Header:

x-auth-token:auth_value

e Request Message Body: None

Parameters

For a description of the parameters for querying the information about the optical module re-

source connected to a network port, refer to Table 6-15.

Table 6-15 Parameter Descriptions for Querying Information About the Optical Module Re-

source Connected to the Network Port

"x-auth-token" value must be carried in
"Headers" for authentication.

Parameter Description Value

device_ip IP address for logging in to the device. IPv4 or IPv6 address.

chassis_id ID of the Chassis resource. For a rack server, the value is 1 or Self.
auth_value When the Get request is executed, the It can be obtained by creating a session

through /redfish/v1/SessionSer-

vice/Sessions.

networkadapters_id

ID of the network adapter resource.

It can be obtained by querying the in-
formation about the network adapter re-
source collection.

networkports_id

ID of the network port resource.

It can be obtained by querying the infor-
mation about the network port resource
collection.
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Usage Guidelines
None
Example

e Request Example:

GET https://device_ip/redfish/v1/Chassis/1/NetworkAdapters/mainboardPCleCard8/NetworkPorts/2/Opti-
calModule

e Request Header:

X-Auth-Token: 8574621d21b84756218c7456821c234

e Request Message Body: None

e Response Example:

"@odata.context": "/redfish/vl/$metadata#OpticalModule.OpticalModule",
"@odata.id": "/redfish/vl/Chassis/1/NetworkAdapters/mainboardPCIeCard4/
NetworkPorts/1/0pticalmModule",

"@odata.type": "#OpticalModule.vl_0_0.0pticalModule",

"1d": "opticalModule",

"Manufacturer": "Hisense",

"Name": "OpticalModule",

"PartNumber": "LTF8502-BC+",

"Productionbate": "2020-11-09",

"RXPower": [

{
"LowerThresholdCritical": -9.9,
"ReadingMilliwatts": [
-40
1:
"UpperThresholdCritical”: 0.49
}

1:
"SerialNumber": "UHYABJ09852",
"Status": {

"State": "Enabled"
IE
"BR_Nominal": 10300,
"TXBiasCurrent": [

{
"LowerThresholdCritical": 0, "
ReadingMilliwatts": [

6.24
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1:
"UpperThresholdCritical":
}
1:
"TXPower": [
{
"LowerThresholdCritical":
"ReadingMilliwatts": [
-2.53
1:
"UpperThresholdCritical":
}

1:

"Temperature": {
"LowerThresholdcCritical": -10,
"ReadingCelsius": 30.32,
"UpperThresholdCritical": 75

IE

"voltage": {
"LowerThresholdcCritical": 3.1,
"Readingvolts": 3.29,
"UpperThresholdCritical": 3.5

IE

"waveLengthNanometer": 850

}

12

-5.5,

-1

e Status Code: 200

Output Description

For a description of the output returned when you query the information about the optical mod-

ule resource connected to the network port, refer to Table 6-16.

Table 6-16 Output Descriptions for Querying Information About the Optical Module Resource

Connected to the Network Port

Field Type Description

@odata.context Character string OData description of the specified network port re-
source model.

@odata.id Character string Access path of the specified network port resource
model.

@odata.type Character string Resource type of the specified network port resource
model.

Id Character string ID of the optical module resource.
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Field Type Description
Name Character string Name of the optical module resource.
Status Object Status of the optical module, including:
® Enabled: enabled state.
Manufacturer Character string Name of the manufacturer of the optical module.
PartNumber Character string Part number of the optical module.
ProductionDate String Production date of the optical module.
RXPower.LowerThresholdCriti- | Number Critical alarm threshold for too low receive power.
cal
RXPower.ReadingMilliWatts Array Current receive power reading of the optical module.
RXPower.UpperThresholdCriti- | Number Critical alarm threshold for too high receive power.
cal
SerialNumber Character string Serial number of the optical module.
Status.State String Whether the optical module is enabled.
BR_Nominal Number Rate supported by the optical module.
TXBiasCurrent.LowerThresh- Number Critical alarm threshold for too low transmit bias cur-
oldCritical rent of the optical module.
TXBiasCurrent.ReadingMil- Array Current transmit bias current reading of the optical
liAmperes module.
TXBiasCurrent.UpperThresh- Number Critical alarm threshold for too high transmit bias cur-
oldCritical rent of the optical module.
TXPower.ReadingMilliWatts Array Current reading of the transmission power of the opti-
cal module.
TXPower.LowerThresholdCriti- | Number Critical alarm threshold for low transmission power.
cal
TXPower.UpperThresholdCriti- | Number Critical alarm threshold for high transmission power.
cal
Temperature.ReadingCelsius Number Current temperature reading of the optical module.
Temperature.LowerThreshold- | Number Critical alarm threshold for low temperature.
Critical
Temperature.UpperThreshold- | Number Critical alarm threshold for high temperature.
Critical
Voltage.ReadingVolts Number Current voltage reading of the optical module.
Voltage.LowerThresholdCritical | Number Critical alarm threshold for low voltage.
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Field Type Description
Voltage.UpperThresholdCritical | Number Critical alarm threshold for high voltage.
WavelengthNanometer Number Wavelength of the optical module.

6.9 Modifying the LLDP Switch of a Specified Network Port
Function
Modify the LLDP switch of a specified network port.
Permission Required
Security management
Syntax

e Operation Type: PATCH

® URL: https://device ip/redfish/v1l/Chassis/chassis id/Net-
workAdapters/networkadapteras id/NetworkPorts/networkports id

e Request Header:

x-auth-token:auth_value
Content-Type:header_type

o Request Message Body:

{
"oem": {
"Public": {
"Lldpservice": {
"LldpEnabled": enable_value,

"WorkMode": workmode_value

Parameters

For a description of the parameters for modifying the LLDP switch of a network port, refer to Ta-
ble 6-17.

Table 6-17 Parameter Descriptions for Modifying the LLDP Switch of the Network Port

Parameter Description Value

device_ip IP address for logging in to the device. IPv4 or IPv6 address.
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Header in the PATCH request for authenti-

cation.

Parameter Description Value
chassis_id ID of the chassis resource. For a rack server, the value is 1 or Self.
auth_value X-Auth-Token value contained in Request | It can be obtained by creating a session

through /redfish/v1/SessionSer-

vice/Sessions.

header_type

Format of the request message.

application/json

networkadapters_id

ID of the specified network adapter re-

source.

It can be obtained by querying the in-
formation about the network adapter re-

source collection.

networkports_id

ID of the network port resource.

enable_value

Whether LLDP is enabled.

® true: enabled
® false: disabled

workmode_value

LLDP operation mode.

® TxRx (default): enables LLDP packet
transmission and reception. If LLDP is
disabled, workmode_value is unavail-
able.

® Rx: enables LLDP packet reception on-
ly.

® Tx: transmitting mode

Usage Guidelines

None

Example

e Request Example:

PATCH https://device_ip/redfish/v1/Chassis/1/NetworkAdapters/mainboardPCleCard7/NetworkPorts/1

e Request Header:

x-auth-token:LXIrQPHHOPTz6k4rrPB/UfABUd45p9PFIC8QG2Ip2F0=
Content-Type:application/json

o Request Message Body:

{
"oem": {
"Public": {
"Lldpservice": {
"LldpEnabled": true,
"workmode": "TxRx"
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}
}
}
e Response Example:
{
"@odata.context": "/redfish/vl/$metadata#EthernetInterface.Ethernetinterface",
"@odata.id":
"/redfish/vl/Chassis/1/NetworkAdapters/mainboardoCcPCardl/NetworkPorts/1",
"@odata.type": "#NetworkPort.vl_4_0.NetworkpPort",
"AssociatedNetworkAddresses": [
"08:c0:eb:84:cb:d3"
1:
"AutoNeg": true,
"Id": "1",
"LinkStatus": "up",
"Name": "1",
"oem": {
"Public": {
"BDF": "0000:ba:00.1",
"CurrentSpeed": "1000Mb/s",
"Driverversion": null,
"FirmwarePackageversion": "16.31.1014",
"PortMaxSpeed": "25000Mb/s",
"PortType": "Opticalport",
"Lldpservice": {
"ServiceEnabled":true,
"LldpEnabled": false,
"workmode": null
IE
"SupportSpeed": [
"10Mb/s",
"100Mb/s",
"1000mb/s",
"10000Mb/s",
"40000Mb/s",
"25000Mb/s"
]
}
IE
"PhysicalPortNumber": "1"
}

e Status Code: 200
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Output Description

For a description of the output returned when you modify the LLDP switch of the network port,
refer to Table 6-18.

Table 6-18 Output Descriptions for Modifying the LLDP Switch of the Network Port

Field Type Description

@odata.context String OData description of the specified network

port resource model.

@odata.id String Access path of the specified network port
resource.

@odata.type String Type of the specified network port re-
source.

Id String UID of the specified network port resource

in the iBMC system.

Name String Name of the specified network port re-
source.
AutoNeg Boolean Negotiation mode:

® true: automatic
o false: forced

LinkStatus String Status of the specified network port, in-
cluding:
e Up
® Down

AssociatedNetworkAddresses Array Network address of the specified network
port.

Oem.Public Object Manufacturer-customized properties.

PortMaxSpeed String Port speed of the specified network port,
unit: Mb/s.

PortType String Type of the specified network port, includ-
ing:

® Optical port: OpticalPort
® Electrical port: ElectricalPort
® Location: N/A

BDF String BDF of the specified network port.

CurrentSpeed Number Current speed.

FirmwarePackageVersion String Firmware version of the specified network
port.
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Field Type Description

DriverVersion String Driver version of the specified network
port.

LldpService Object LLDP-related properties.

LidpEnable Boolean Whether LLDP is enabled for the specified

network port:
® true: enabled

® false: disabled

ServiceEnabled Boolean Whether LLDP information query is sup-
ported by the specified network port.

® true: yes.

® false: no.

If this parameter is set to false, only the

default values are displayed for LIdpEn-

abled and WorkMode.

WorkMode String LLDP operation mode.

SupportSpeed Array Supported speed of the specified network
port.

PhysicalPortNumber String Physical screen printing of the specified

network port.

6.10 Querying Information About the PCle Device Resource Col-
lection

Function

Query information about the PCle device resources of a server.
Permission Required

Query.

Syntax

e Operation Type: GET
e URL: https://device ip/redfish/v1/Chassis/chassis id/PCIeDevices

e Request Header:

X-Auth-Token: auth_value

e Request Message Body: None
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Parameters

For a description of the parameters for querying information about the PCle device resource

collection, refer to Table 6-19.

Table 6-19 Parameter Descriptions for Querying Information About the PCle Device Resource

Collection
Parameter Description Value
device_ip IP address for logging in to the device. IPv4 or IPv6 address.
chassis_id ID of the Chassis resource. For a rack server, the value is 1 or Self.
auth_value X-Auth-Token value contained in Request | It can be obtained by creating a session
Header in the GET request for authentica- | through /redfish/v1/SessionSer-
tion. vice/Sessions.

Usage Guidelines
None
Example

e Request Example:

GET https://device_ip/redfish/v1/Chassis/1/PCleDevices

e Request Header:

X-Auth-Token: 8574621d21b84756218c7456821c234

e Request Message Body: None

e Response Example:

"@odata.context": "/redfish/vl/

"Description": "PCIe Device Collection",

"Members": [

$metadata#PCIeDevicesCollection.PCIeDevicesCollection",
"@odata.id": "/redfish/vl/chassis/self/PCIeDevices",

"@odata.type": "#PCIeDeviceCollection.PCIeDeviceCollection",

{

"@odata.id": "/redfish/vl/Chassis/Self/PCIeDevices/PCIeCard22"
IE
{

"@odata.id": "/redfish/vl/chassis/Self/PCIeDevices/PCIeCard5"
IE
{

"@odata.id": "/redfish/vl/Chassis/Self/PCIeDevices/PCIeCardl9"
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}’
{
"@odata.id": "/redfish/vl/chassis/Self/PCIeDevices/PCIeCard8"

]’
"Members@odata.count": 4,
"Name": "PCIe Device Collection"

}

e Status Code: 200
Output Description

For a description of the output returned when you query information about the PCle device re-

source collection, refer to Table 6-20.

Table 6-20 Output Descriptions for Querying Information About the PCle Device Resource

Collection
Field Type Description
@odata.context String OData description of the PCle device resource collec-

tion model.

@odata.id String Access path of the PCle device resource collection.
@odata.type String Type of PCle device resource collection.
Description String Description of the PCle device resource collection.
Name String Name of the PCle device resource collection.
Members@odata.count Number Number of PCle device resource members.
Members Array PCle device resource list.

6.11 Querying Information About a Specified PCle Device Re-
source

Function

Query information about a specified PCle device resource of a server.
Permission Required

Query.

Syntax

e Operation Type: GET
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® URL:https://device ip/redfish/v1/Chassis/chassis id/PCIeDe-

vices/pciedevices id

e Request Header:

X-Auth-Token: auth_value

e Request Message Body: None

Parameters

For a description of the parameters for querying information about the specified PCle device re-

source, refer to Table 6-21.

Table 6-21 Parameter Descriptions for Querying Information About the Specified PCle Device

Resource

Parameter Description Value

device_ip IP address for logging in to the device. IPv4 or IPv6 address.

chassis_id ID of the Chassis resource. For a rack server, the value is 1 or Self.
auth_value X-Auth-Token value contained in Request | It can be obtained by creating a session

Header in the GET request for authentica-
tion.

through /redfish/v1/SessionSer-

vice/Sessions.

pciedevices_id

ID of specified PCle device resource.

It can be obtained by querying the infor-
mation about the specified resource col-

lection.

Usage Guidelines

None

Example

e Request Example:

GET https://device_ip/redfish/v1/Chassis/1/PCleDevices/PCleCard5

e Request Header:

X-Auth-Token: 8574621d21b84756218c7456821c234

e Request Message Body: None

e Response Example1:

"@odata.context":

"@odata.id":

"@odata.type": "#PCIeDevice.vl_4_0.PCIeDevice",

"/redfish/vl/$metadata#PCIeDevices.PCIeDevices",
"/redfish/vl/cChassis/self/PCIleDevices/PCIeCard5",
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"Ccardmanufacturer": "vT",
"cardmodel": null,
"Description": "RS241-181i 2G",
"Firmwareversion": "3.22",
"1d": "mainboardpPCIecCard5",
"Links": {

"PCIeFunctions": [

{
"@odata.id": "/redfish/vl/cChassis/Self/PCIeDevices/PCIeCard5/Functions/1"
}
]
IE
"oem": {
"Public": {
"DeviceBDF": "0000:27:00.0",
"DevicelLocator": "PCIeCard5",
"MemorySizeMiB": 2097152,
"LinkSpeed": "3GT/s",
"MaxLinkSpeed": "3GT/s",
"Linkwidth": 8,
"MaxLinkwidth": 8,
"PCIeCardType": "Storage card",
"PowercCapacitywatts": null,
"Powerwatts": null,
"PowercConsumedwatts": null,
"RootPortBDF": "0000:26:01.0",
"STotNumber": 5
}
IE

"Manufacturer": null,
"Model": "RAID_SAS8236",
"Name": "Storage card5",
"PCIeInterface": {
"LanesInuse": 8,
"MaxLanes": 8
IE
"SerialNumber": "743551500214",
"Status": {
"Health": "ok",
"State": "Enabled"
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e Response Example2:

{

"@odata.id": "/redfish/vl/Chassis/Self/PCIeDevices/PCIeCard5",
"@odata.type": "#PCIeDevice.vl_4_0.PCIeDevice",
"cardmanufacturer": "Nvidia",

"Cardmodel": "NVIDIA A10",

"Description": "NVIDIA A10",

"Firmwareversion": "94.02.5C.00.04",

"1d": "mainboardpCIecard5",

"Links": {

"PCIeFunctions": [

{
"@odata.id": "/redfish/vl/chassis/Self/PCIeDevices/PCIeCard5/Functions/1"
}
]
IE
"oem": {
"Public": {
"DevicelLocator": "mainboardPCIecard5",

"GpucCore": [
{
"BuildTime": "2021/06/26",
"CapacityGB": 24,
"Memberid": 1,
"PartNum": null,
"Power": null,

"Temperature": 40

1:

"GpuPerformanceParameters": {
"EncoderusagePercent": 20,
"DecoderusagePercent": 10,
"GPUUsagePercent": 30,
"ReservedCapacitymiB": 1560,
"ReservedcapacityPercent": 50,
"TemperatureCelsius": 55,
"Powerwatts": 120

IE

"SFP": [

{
"Memberzd": "0",

"TemperaturecCelsius": 20

]’
"LinkSpeed": "16.0GT/s",
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"MaxLinkSpeed": "16.0GT/s",
"MemoryBandwidth": "600GB/s",
"MemorySizeMiB": 24576,
"PCIeCardType": "GPU",
"PowercCapacitywatts": 150,
"Powerwatts": null,
"PowercConsumedwatts": null,
"ReadingCelsius": 40,
"STotNumber": 5,
"Linkwidth": 8,
"MaxLinkwidth": 8

}
i
"Manufacturer": "Nvidia",
"Model": "NVIDIA A1l0",

"Name": "GPUS5",
"PCIeInterface": {
"LanesInuse": 16,

"MaxLanes": 16

IE
"SerialNumber": "1322521044226",
"Status": {
"Health": "ok",
"State": "Enabled"
}

3
e Status Code: 200

Output Description

For a description of the output returned when you query information about the specified PCle

device resource, refer to Table 6-22.

Table 6-22 Output Descriptions for Querying Information About the Specified PCle Device Re-

source
Field Type Description
@odata.context String OData description of the specified PCle device re-
source model.
@odata.id String Access path of the specified PCle device resource.
@odata.type String Type of the specified PCle device resource.
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Field Type Description

CardManufacturer String PCle device manufacturer, which is the same as the
CardManufacturer value of the storage controller and
NIC.

CardModel String PCle device model, which is the same as the Card-
Model of the storage controller and the Oem.Pub-
lic.Name of the NIC.

Name String Name of the specified PCle device resource.

Id String UID of the specified PCle device resource in the
iBMC system.

Description String Description of the specified PCle device resource.

Manufacturer String Manufacturer of the specified PCle device.

Model String Model of the specified PCle device resource.

Links.PCleFunctions.@odata.id | String Access path of the PCleFunctions resource.

FirmwareVersion String Version number of the specified PCle device.

SerialNumber String Serial number of the specified PCle device.

Status Object Status of the specified PCle device, including:

® Health: health status of the specified PCle device
e State: whether the specified PCle device is en-

abled
PClelnterface Object Interface information about the specified PCle device.
LanesInUse Number Number of currently negotiated PCle lanes of the

specified PCle device.

MaxLanes Number Maximum number of PCle lanes supported by the

specified PCle device.

Oem.Public Object -

LinkSpeed Number Current link speed of the specified PCle device, unit:
GT/s.

MaxLinkSpeed Number Maximum link speed supported by the specified PCle
device, unit: GT/s.

LinkWidth Number Link bandwidth of the specified PCle device.

DeviceBDF String Device BDF of the specified PCle device.

Devicelocator String Screen printing of the specified PCle device.

MemorySizeMiB String Total memory capacity of the specified PCle device.
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Field Type Description

MemoryBandWidth String Bandwidth of the display memory data of the spec-
ified GPU or NPU when PCleCardType is GPU or
NPU, unit: GB/s.

PowerCapacityWatts Number Maximum Thermal Design Power (TDP) of the speci-
fied GPU, unit: W.

PowerConsumedWatts Number Actual power consumed by the specified GPU, unit:
W.

ReadingCelsius Number Actual temperature of the specified GPU, unit: centi-
grade.

PCleCardType String Type of the specified PCle device.

PowerWatts Number Power of the specified PCle device, unit: W.

RootPortBDF String Root port BDF of the specified PCle device.

SlotNumber Number Slot number of the specified PCle device.

Oem.Public.GpuCore Array Memory resource list of the specified PCle device.

BuildTime String Production date of the memory of the specified PCle
device.

CapacityGB Number Memory capacity of the specified PCle device, unit:
GB.

Memberld Number Memory index of the specified PCle device.

PartNum String Memory part number of the specified PCle device.

Power String Power of the specified PCle device, unit: W.

Temperature Number Temperature of the specified PCle device, unit: centi-
grade.

Oem.Public.GpuPerfor- Number Encoder usage.

manceParameters.En-

coderUsagePercent

Oem.Public.GpuPerfor- Number Decoder Usage.
manceParameters.De-

coderUsagePercent

Oem.Public. GpuPerforman- Number GPU usage.

ceParameters.GPUUsagePer-
cent
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Field Type Description

Oem.Public. GpuPerforman- Number Display memory capacity in MiB.
ceParameters.ReservedCapac-
ityMiB

Oem.Public. GpuPerforman- Number Display memory capacity in percentage.
ceParameters.ReservedCapac-

ityPercent

Oem.Public. GpuPerforman- Number GPU temperature.
ceParameters. Temperature-
Celsius

Oem.Public. GpuPerforman- Number GPU power.
ceParameters.PowerWatts

Oem.Public.SFP.Memberld String Optical module ID.
Oem.Public.SFP.Temperature- | Number Optical module temperature.

Celsius

Oem.Public.NVMeAIC Object -

CapacityGB Number Storage capacity of the specified PCle device.
DiskTemperatureCelsius Number Temperature of the specified PCle device.
MediaType String Media type of the specified PCle device.
PredictedMediaL ifeLeftPercent | Number Remaining lifetime of the specified PCle device.
Interface String Interface type of the specified PCle device.
CapacityBytes Number Capacity of the specified PCle device, unit: bytes.
HealthStatus String Health status of the specified PCle device.
Model String Model of the specified PCle device.

Vendor String Manufacturer of specified PCle device.
SerialNumber String Serial number of the specified PCle device.

6.12 Querying Information About All PCle Device Resources

Function
Query information about all PCle device resources of a server.
Permission Required

Query.
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Syntax

e Operation Type:

GET

® URL:https://device ip/redfish/v1/Chassis/chassis id/PCIeDe-

vices?Sexpand=.

e Request Header:

X-Auth-Token: auth_value

e Request Message Body: None

Parameters

For the parameter descriptions for querying information about all PCle device resources, refer

to Table 6-23.

Table 6-23 Parameter Descriptions for Querying Information About All PCle Device Re-

sources
Parameter Description Value
device_ip IP address for logging in to the device. IPv4 or IPv6 address.
chassis_id ID of the Chassis resource. For a rack server, the value is 1 or Self.
auth_value X-Auth-Token value contained in Request | It can be obtained by creating a session
Header in the GET request for authentica- | through /redfish/v1/SessionSer-
tion. vice/Sessions.
Usage Guidelines
None
Example

e Request Example:

GET https://device_ip/redfish/v1/Chassis/1/PCleDevices?$expand=.

e Request Header:

X-Auth-Token: 8574621d21b84756218c7456821c234

e Request Message Body: None

e Response Example:

"@odata.id"

"@odata.context":

"/redfish/vl/$metadata#PCIeDevicesCollection.PCIeDevicesCollection",

: "/redfish/vl/cChassis/self/PCIeDevices",

"@odata.type": "#PCIeDeviceCollection.PCIeDeviceCollection",
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"/redfish/vl/Chassis/Self/PCIleDevices/PCIeCard5/Functions/1"

"Description": "PCIe Device Collection",
"Members": [
{
"@odata.id": "/redfish/vl/Chassis/Self/PCIeDevices/PCIeCard5",
"@odata.type": "#PCIeDevice.vl_4_0.PCIeDevice",
"cardmanufacturer": "Nvidia",
"Ccardmodel": "NVIDIA A10",
"Description": "NVIDIA AlQ0",
"Firmwareversion": "94.02.5C.00.04",
"1d": "mainboardPCIecCard5",
"Links": {
"PCIeFunctions": [
{
"@odata.id":
}
]
IE
"oem": {
"Public": {
"DevicelLocator": "mainboardPCIecard5",
"GpuCore": [
{
"BuildTime": "2021/06/26",
"CapacityGB": 24,
"Memberid": 1,
"PartNum": null,
"power": null,
"Temperature": 40
}
1:
"LinkSpeed": "16.0GT/s",
"MaxLinkSpeed": "16.0GT/s",
"MemoryBandwidth": "600GB/s",
"MemorySizeMiB": 24576,
"PCIeCardType": "GPU",
"PowercCapacitywatts": 150,
"Powerwatts": null,
"PowercConsumedwatts": null,
"ReadingCelsius": 40,
"STotNumber": 5
}
IE
"Manufacturer": "Nvidia",
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"Model": "NVIDIA A1Q0",

"Name": "GPUS5",

"PCIeInterface": {
"LanesInuse": 16,

"MaxLanes": 16

IE
"SerialNumber": "1322521044226",
"Status": {
"Health": "ok",
"State": "Enabled"
}
IE
{

"@odata.type": "#PCIeDevice.vl_4_0.PCIeDevice",
"Cardmanufacturer": "Memblaze",

"cardmodel": "P5516CH0160T00",

"Description": "AIC",

"Firmwareversion": "22400560",

"1d": "mainboardPCIecard6",

"Links": {

"PCIeFunctions": [

"CapacityGB": 1600,

"CapacityBytes": 1600000000000,
"DiskTemperatureCelsius": 52,
"MediaType": "SSD",
"PredictedmediaLifeLeftPercent": 100,
"Interface": "PCIe",

"HealthStatus": "oOK",

"Model": "P5516CH0160T00",

"vendor": "Memblaze",

"SerialNumber": "SH203401337"

"@odata.id": "/redfish/vl/Chassis/1/PCIeDevices/PCIeCard6",

{
"@odata.id": "/redfish/vl/cChassis/1/PCIeDevices/PCIeCard6/
Functions/1"
}
]
IE
"oem": {
"Public": {
"DeviceBDF": "0000:e1:00.0",
"DeviceLocator": "mainboardPCIecCard6",
"NVMeAIC": {
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"LinkSpeed": "8.0GT/s",
"MaxLinkSpeed": "8.0GT/s",
"MemorySizeMiB": null,
"PCIeCardType": "NvMe AIC",
"PowercCapacitywatts": null,
"Powerwatts": null,
"PowercConsumedwatts": null,
"RootPortBDF": "0000:e0:01.1",
"STotNumber": 6

IE

"Manufacturer": "Memblaze",

"Model": "P5516CH0160T00",

"Name": "NVMe AIC6",

"PCIeInterface": {
"LanesInUse": 4,

"MaxLanes": 4

IE
"SerialNumber": "SH203401337",
"Status": {
"Health": "ok",
"State": "Enabled"
}
IE
{

"@odata.type": "#PCIeDevice.vl_4_0.PCIeDevice",
"Cardmanufacturer": "Memblaze",

"cardmodel": "P5916CH0320M00",

"Description": "AIC",

"Firmwareversion": "21300BA0",

"1d": "mainboardPCIeCard7",

"Links": {

"PCIeFunctions": [

{
"@odata.id":
}
]
IE
"oem": {
"Public": {

"DeviceBDF": "0000:a8:00.0",

"DevicelLocator": "mainboardPCIecCard7",

"@odata.id": "/redfish/vl/Chassis/Self/PCIeDevices/PCIeCard7",

"/redfish/vl/Chassis/Self/PCIeDevices/PCIeCardl9/Functions/1"
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"LinkSpeed": "8.0GT/s",
"MaxLinkSpeed": "8.0GT/s",
"MemorySizeMiB": 3200,
"PCIeCardType": "NvMe AIC",
"PowercCapacitywatts": null,
"Powerwatts": null,
"PowercConsumedwatts": null,
"RootPortBDF": "0000:a7:01.0",
"SlotNumber": 7

IE

"Manufacturer": "Memblaze",

"Model": "P5916CH0320M00",

"Name": "NVMe AIC7",

"PCIeInterface": {
"LanesInUse": 4,

"MaxLanes": 8

IE
"SerialNumber": "SH193800164",
"Status": {
"Health": "ok",
"State": "Enabled"
}

]’
"Members@odata.count": 2,

"Name": "PCIe Device Collection"

}

e Status Code: 200
Output Description

For a description of the output returned when you query information about all PCle device re-

sources, refer to Table 6-24.

Table 6-24 Output Descriptions for Querying Information About All PCle Device Resources

Field Type Description

@odata.context String OData description of the PCle device resource collec-
tion model.

@odata.id String Access path of the PCle device resource collection.

@odata.type String Type of PCle device resource collection.

Description String Description of the PCle device resource collection.
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Field Type Description
Name String Name of the PCle device resource collection.
Members@odata.count Number Number of PCle device resource members.

Members

Array PCle device resources.

For a description of the parameters of the PCle device resource information, refer to Table 6-22

6.13 Querying Information About the Drive Resource Collection

Function

Query information about the drive resource collection of a server.

Permission Required

Query.

Syntax

e Operation Type: GET
® URL: https://device ip/redfish/vl1/Chassis/chassis id/Drives
e Request Header:

X-Auth-Token: auth_value

e Request Message Body: None
Parameters

For a description of the parameters for querying information about the drive resource collection,
refer to Table 6-25.

Table 6-25 Parameter Descriptions for Querying Information About the Drive Resource Col-

lection

Parameter

Description

Value

device_ip

IP address for logging in to the device.

IPv4 or IPv6 address.

chassis_id

ID of the Chassis resource.

For a rack server, the value is 1 or Self.

auth_value

X-Auth-Token value contained in Request
Header in the GET request for authentica-
tion.

It can be obtained by creating a session
through /redfish/v1/SessionSer-

vice/Sessions.

Usage Guidelines

None
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Example

e Request Example:

GET https://device_ip/redfish/v1/Chassis/1/Drives

e Request Header:

X-Auth-Token: 8574621d21b84756218c7456821c234

e Request Message Body: None

e Response Example:

{
"@odata.context": "/redfish/vl/$metadata#DrivesCollection.DrivescCollection",
"@odata.id": "/redfish/vl/chassis/1/Drives",
"@odata.type": "#Drivercollection.Drivercollection",
"Description": "Drivers Collection",
"Name": "Drivers Collection",
"Members@odata.count": 4,
"Members": [
{
"@odata.id": "/redfish/vl/chassis/1/Drives/HDDPlaneDisk16"
IE
{
"@odata.id": "/redfish/vl/chassis/1/Drives/HDDPlaneDiskl7"
IE
{
"@odata.id": "/redfish/vl/chassis/1/Drives/HDDPlaneDisk19"
IE
{
"@odata.id": "/redfish/vl/chassis/1/Drives/HDDPlaneDisk21"
}
]
}

e Status Code: 200
Output Description

For a description of the output returned when you query information about the drive resource

collection, refer to Table 6-26.

Document Serial Number: V120240304 (R1.3) 383



VANTAGEO Server Redfish Interface Description (BMC V4) VantaSBO

Table 6-26 Output Descriptions for Querying Information About the Drive Resource Collec-

tion
Field Type Description
@odata.context String OData description of the drive resource collection

model.

@odata.id String Access path of the drive resource collection.
@odata.type String Type of drive resource collection.
Description String Description of the drive resource collection.
Name String Name of the drive resource collection.
Members@odata.count Number Number of drive resource members.
Members Aarray Drive resource list.
@odata.id String Access path of the drive resource node.

6.14 Querying Information About a Specified Drive Resource
Function
Query information about a specified drive resource of a server.
Permission Required
Query.
Syntax

e Operation Type: GET
e URL:https://device ip/redfish/v1/Chassis/chassis id/Drives/dri-
ves 1id

e Request Header:

X-Auth-Token: auth_value

Request Message Body: None
Parameters

For a description of the parameters for querying information about the specified drive resource,
refer to Table 6-27.
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Table 6-27 Parameter Descriptions for Querying Information About the Specified Drive Re-

source

Parameter Description Value

device_ip IP address for logging in to the device. IPv4 or IPv6 address.

chassis_id ID of the Chassis resource. For a rack server, the value is 1 or Self.

auth_value X-Auth-Token value contained in Request | It can be obtained by creating a session
Header in the GET request for authentica- | through /redfish/vi/SessionSer-
tion. vice/Sessions.

drives_id ID of the specified disk. It can be obtained from the drive list man-

aged by the current specified controllers

Usage Guidelines

None

Example

e Request Example:

GET https://device_ip/redfish/v1/Chassis/1/Drives/HDDPlaneDisk17

e Request Header:

X-Auth-Token: 8574621d21b84756218c7456821c234

e Request Message Body: None

e Response Example:

"@odata.context": "/redfish/vl/$metadata#Drives.Drives",
"@odata.id": "/redfish/vl/chassis/1/Drives/HDDPlaneDisk17",
"@odata.type": "#Drive.vl_1_0.Drive",

"CapableSpeedGbs": 12,

"CapacityBytes": 644245094400,

"FailurePredicted": null,

"HotspareType": null,

"1d": "HDDPlaneDisk1l7",

"IndicatorLED": "Off",
"Location": [
{
"Info": "Disk17",
"InfoFormat": "DeviceName"
}

]’

"Manufacturer": "TOSHIBA",
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"MediaType": "HDD",
"Model": "AL14SEBO6ON",
"Name": "Diskl7",
"NegotiatedSpeedGbs": 12,
"oem" : {

"Public":{
"SASAddress":"30015EBE04B2BI93F",
"RotationSpeedRPM" :null,
"SATAPort": {

"BelongCPU":null,
"ControllerBDF":null,
"controllerPortNum":null

}’

"TemperaturecCelsius":30

}’
"PartNumber": null,

"PredictedMediaLifeLeftPercent": null,
"Protocol": "SAS",
"Revision": "0103",
"SerialNumber": "38Q0A03LFV7B",
"STotNumber": 17,
"Status": {

"Health": "ok",

"State": "Enabled"

}

e Status Code: 200

Output Description

For a description of the output returned when you query information about the specified drive

resource, refer to Table 6-28.

Table 6-28 Output Descriptions for Querying Information About the Specified Drive Resource

Field Type Description

@odata.context String OData description of the specified drive re-
source model.

@odata.id String Access path of the specified drive re-
source.

@odata.type String Type of the specified drive resource.

Id String ID of the specified drive resource.
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Field Type Description
Name String Name of the specified drive resource.
Model String Model of the specified drive.
Revision String Version information about the specified
drive.
Status Object Status of the specified drive, including:
® State: whether drives are enabled
® Health: health status of the drives
CapableSpeedGbs Number Maximum interface speed of the specified
drive.
NegotiatedSpeedGbs Number Negotiated rate of the specified drive. The
value for NVMe is null.
Oem.Public Object -
TemperatureCelsius Number Temperature unit (Celsius) of the specified
drive.
Backpanelld Number Backplane ID of the specified drive.
BackPanelLocation String Backplane position of the specified drive.
SASAddress String -
CapacityBytes Number Capacity of the specified drive, in bytes.
FailurePredicted Boolean Pre-failure status of the specified drive, in-
cluding:
® frue
e false
Protocol Sting Compliant protocol of the specified drive:

SPI
PCle
AHCI
UHCI
SAS
SATA
USB
NVMe
FC
iSCSI
FCoE
NVMeOverFabrics
SMB
NFSv3
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Field Type Description

e NFSv4
HTTP
HTTPS
FTP
SFTP

MediaType String Media type of the specified drive:
e HDD
® SSD
e SMR

Manufacturer String Manufacturer of the specified drive.

PredictedMediaL ifeLeftPercent Number Percentage of the remaining service life of

the specified drive.

SerialNumber String Serial number of the specified drive.
PartNumber String Part number of the specified drive.
SlotNumber Number Slot number of the specified drive.
IndicatorLED String Positioning indicator status of the specified

drive:

o |Lit

o Off

® UnKnown

Location Array Screen printing of the specified drive.

Info String Screen printing information about the

specified drive.

InfoFormat String Screen printing format of the specified dri-
ve.

RotationSpeedRPM Number Rotation speed of the specified drive, unit:
RPM.

BelongCPU String CPU of the controller of the specified dri-
ve.

ControllerBDF String Controller BDF of the specified drive.

ControllerPortNum Number Controller port number of the specified dri-
ve.
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6.15 Querying Information About All Drive Resources

Function

Query information about the drive resource collection of a server.

Permission Required

Query.

Syntax

e Operation Type: GET

e URL:https://device ip/redfish/v1/Chassis/chassis id/Drives?$ex-—

pand=.

e Request Header: None

X-Auth-Token: auth_value

e Request Message Body: None

Parameters

For a description of the parameters for querying information about all drive resources, refer to

Table 6-29.

Table 6-29 Parameter Descriptions for Querying Information About All Drive Resources

Parameter

Description

Value

device_ip

IP address for logging in to the device.

IPv4 or IPv6 address.

chassis_id

ID of the Chassis resource.

For a rack server, the value is 1 or Self.

auth_value

X-Auth-Token value contained in Request
Header in the GET request for authentica-

tion.

It can be obtained by creating a session
through /redfish/v1/SessionSer-

vice/Sessions.

Usage Guidelines

None

Example

e Request Example:

GET https://device_ip/redfish/v1/Chassis/1/Drives?$expand=.

e Request Header:

X-Auth-Token: 8574621d21b84756218c7456821c234

e Request Message Body: None
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e Response Example:

"@odata.context": "/redfish/vl/$metadata#DrivesCollection.DrivesCollection",

"@odata.id": "/redfish/vl/cChassis/self/Drives",

"@odata.type": "#Drivercollection.Drivercollection",
"Description": "Drivers Collection",
"Name": "Drivers Collection",

"Members": [
{
"@odata.id": "/redfish/vl/Chassis/Self/Drives/HDDPlaneDisk30",
"@odata.type": "#Drive.vl_1_0.Drive",
"CapableSpeedGbs": 3,
"CapacityBytes": 2000000000000,
"FailurePredicted": null,
"HotspareType": null,
"1d": "HDDPlaneDisk30",
"IndicatorLED": null,
"Location": [
{
"Info": "",

"InfoFormat": "DeviceName"

1:

"Manufacturer": "ATA",
"MediaType": "HDD",

"Model": "wDC wD2000FYYZ-01UL1BO",
"Name": "Disk30",

"NegotiatedSpeedGbs": 3,

"oem": {
"Public": {
"SASAddress": null,
"SATAPort": {
"BelongcPu": "cCPUO",
"ControllerBDF": "0000:00:17.0",
"ControllerPortNum": 2
IE
"RotationSpeedRPM": 7200,
"TemperaturecCelsius": 30
}

}’
"PartNumber": null,

"PredictedMediaLifeLeftPercent": null,

"Protocol": "SATA",
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"Revision": "01.x1Kkx2",
"SerialNumber": "wD-wCC1P0458212",
"STotNumber": 30,
"Status": {

"Health": null,

"State": null

"@odata.id": "/redfish/vl/cChassis/self/Drives/HDDPlaneDisk9",
"@odata.type": "#Drive.vl_1_0.Drive",

"CapablesSpeedGbs": 8,

"CapacityBytes": 3840755982336,

"FailurePredicted": false,

"HotspareType": null,

"1d": "HDDPlaneDisk9",

"IndicatorLED": "Off",

"Location": [

{
"Info": "Disk9",
"InfoFormat": "DeviceName"
}
P
"Manufacturer": "Intel",

"MediaType": "SSD",
"Model1": "INTEL SSDPF2KX038T1",
"Name": "Disk9",

"NegotiatedSpeedGbs": null,

"oem": {
"Public": {
"Backpanel1id": 10,
"BackPanelLocation": "Front",
"TemperaturecCelsius": 30
}

IE
"PartNumber": null,
"PredictedmediaLifeLeftPercent": 100,
"Protocol": "NvMe",
"Revision": "9cv10200",
"SerialNumber": "PHAX2170001D3P8CGN",
"SlotNumber": 9,
"Status": {

"Health": "ok",

"State": "Enabled"
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]’

"Members@odata.count": 2

}

e Status Code: 200
Output Description

For a description of the output returned when you query information about all drive resources,
refer to Table 6-30.

Table 6-30 Output Descriptions for Querying Information About All Drive Resources

Field Type Description

@odata.context String OData description of the drive resource collection
model.

@odata.id String Access path of the drive resource collection.

@odata.type String Type of drive resource collection.

Description String Description of the drive resource collection.

Name String Name of the drive resource collection.

Members@odata.count Number Number of drive resource members.

Members Array All drive resources.

For a description of the parameters of the drive resource information, refer to Table 6-28.

6.16 Querying the Power Supply Information About a Specified
Chassis

Function

Query power supply information about a specified Chassis.

Permission Required

Query.

Syntax

e Operation Type: GET
e URL: https://device ip/redfish/v1/Chassis/Chassis id/Power
e Request Header:

x-auth-token:auth_value
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e Request Message Body: None
Parameters

For a description of the parameters for querying the power supply information about the speci-
fied Chassis, refer to Table 6-31.

Table 6-31 Parameter Descriptions for Querying Information About the Specified Chassis

Power Supply

Parameter Description Value

device_ip IP address for logging in to the device. IPv4 or IPv6 address.

chassis_id ID of the Chassis resource. For a rack server, the value is 1 or Self.

auth_value X-Auth-Token value contained in Request | It can be obtained by creating a session
Header in the GET request for authentica- | through /redfish/vi/SessionSer-
tion. vice/Sessions.

Usage Guidelines
None
Example

e Request Example:

GET https://device_ip/redfish/v1/Chassis/1/Power

e Request Header:

x-auth-token:LXIrQPHHOPTz6k4rrPB/UfABUd45p9PFIC8QG2Ip2F0=

e Request Message Body: None

e Response Example:

"@odata.context": "/redfish/vl/$metadata#Power.Power",
"@odata.id": "/redfish/vl/chassis/1/Power",
"@odata.type": "#Power.vl_5_4.Power",

"Description": "Power sensor readings",

"1d": "Power",

"Name": "Power",

"Powercontrol": [

{
"@odata.id": "/redfish/vl/Chassis/1/Power#/PowerControl/1",

"Memberzd": "1",
"Name": "Chassis Power Control",

"PowerLimit": {
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"LimitInwatts": null,

"PowerLimitEnable": false,

"LimitException": "NoAction"

i

"PowerMetrics": {
"Averageconsumedwatts": 0,
"IntervalInMmin": 0,
"MaxConsumedwatts": 0,

"MinConsumedwatts": 0

]’
"PowercControl@odata.count": 1,
"Powersupplies": [

{

"Firmwareversion": "DC:1.01 PFC:1.00",
"LineInputvoltage": 217,
"Manufacturer": "Great wall",
"Model": "CRPS1200D",

"Name": "Psul",
"PowercCapacitywatts": 1200,
"PowerInputwatts": 26,
"Poweroutputwatts": 5,
"PowersupplyType": "AC",
"Productionbate": "190123",
"SerialNumber": "22M010020400",

"@odata.id": "/redfish/vl/Chassis/1/Power#/PowerSupplies/1",

IE
"PowerConsumedwatts": 29,
"oem": {
"Public": {
"ExpectedActivePsu": [
{
"@odata.id": "/redfish/vl/cChassis/1/Power#/PowerSupplies/1"
{
"@odata.id": "/redfish/vl/cChassis/1/Power#/PowerSupplies/4"
}
1:
"CurrentCPUPowerwatts": 0,
"CurrentFanPowerwatts": 0,
"CurrentMemoryPowerwatts": O,
"CurrentHDDPowerwatts": 0
}
}
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"Status": {
"Health": "oOK",

"State": "Enabled"

"public": {
"STotNumber": 1,

"ActiveStandby": "Active"

}’
"Memberzd": "1"

"@odata.id": "/redfish/vl/Chassis/1/Power#/PowerSupplies/2",
"Firmwareversion": null,
"LineInputvoltage": 0,
"Manufacturer": null,
"Model": null,
"Name": "PsSu2",
"PowercCapacitywatts": null,
"PowerInputwatts": null,
"Poweroutputwatts": null,
"PowersupplyType": null,
"Productionbate": "190123",
"SerialNumber": null,
"Status": {

"Health": "warning",

"State": "Disabled"
IE
"oem": {

"Public": {

"STotNumber": 2,

"ActiveStandby": "Standby"

}’
"Memberzd": "2"

1:
"Powersupplies@odata.count": 2,
"Actions": {
"#Power.CollectHistorybata": {
"target": "/redfish/vl/Chassis/1/Power/Actions/Power.CollectHistoryData"
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"voltages": [
{

"@odata.id": "/redfish/vl/Chassis/1/Power#/voltages/1",
"LowerThresholdCritical": 2.643,
"LowerThresholdFatal": 0,
"LowerThresholdNonCritical": O,
"MaxReadingRange": 4.463,
"Memberzd": "1",
"MinReadingRange": 0,
"Name": "RGM_vCC3.3V",
"Physicalcontext": "voltageRegulator",
"SensorNumber": 1,
"Status": {

"State": "Absent"
IE
"UpperThresholdcritical"”: 3.955,
"UpperThresholdFatal": 0,
"UpperThresholdNonCritical": 0

"@odata.id": "/redfish/vl/Chassis/1/Power#/voltages/2",
"LowerThresholdCritical": 0.802,
"LowerThresholdFatal": 0,
"LowerThresholdNonCritical": O,
"MaxReadingRange": 1.811,
"Memberzd": "2",
"MinReadingRange": 0,
"Name": "CPUl_PVNN_MAIN",
"Physicalcontext": "voltageRegulator",
"Readingvolts": 0.014,
"SensorNumber": 2,
"Status": {

"Health": "Critical",

"State": "Enabled"
IE
"UpperThresholdCritical": 1.2,
"UpperThresholdFatal": 0,
"UpperThresholdNonCritical™: 0

"@odata.id": "/redfish/vl/Chassis/1/Power#/voltages/3",
"LowerThresholdCritical": 0.802,
"LowerThresholdFatal": 0,

"LowerThresholdNonCritical": O,
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"MaxReadingRange": 1.811,
"Memberzd": "3",
"MinReadingRange": 0,
"Name": "CPUO_PVNN_MAIN",
"Physicalcontext": "voltageRegulator",
"SensorNumber": 3,
"Status": {

"State": "Absent"
IE
"UpperThresholdCritical"”: 1.2,
"UpperThresholdFatal": 0,

"UpperThresholdNonCritical”: 0

"@odata.id": "/redfish/vl/Chassis/1/Power#/voltages/4",
"LowerThresholdCritical": 2.3,
"LowerThresholdFatal": 0,
"LowerThresholdNonCritical": O,
"MaxReadingRange": 3.621,
"Memberzd": "4",
"MinReadingRange": 0,
"Name": "CPUl_PVPP_HBM",
"Physicalcontext": "voltageRegulator",
"SensorNumber": 4,
"Status": {

"State": "Absent"
IE
"UpperThresholdCritical": 2.797,
"UpperThresholdFatal": 0,
"UpperThresholdNonCritical": 0

]’
"Redundancy": [

{
"@odata.id": "/redfish/vl/Chassis/1/Power#/Redundancy/1",
"Mode": "sharing",

"Name": "PowersSupply Redundancy Group 1"

}

e Status Code: 200
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Output Description

For a description of the output returned when you query the power supply information about the

specified Chassis, refer to Table 6-32.

Table 6-32 Output Descriptions for Querying the Power Supply Information About the Speci-

fied Chassis

Field Type Description

@odata.context String OData description of the power supply resource mod-
el.

@odata.id String Access path of the power resource.

@odata.type String Type of power supply resource.

Description String Description.

Id String ID of the power supply resource.

Name String Name of the power supply resource.

PowerControl Array Power control list.

PowerControl.@odata.id String Access path of the specified power control.

PowerControl.Memberld String ID of the specified power control. The ID is the unique
identifier of the power control in the power control list.

PowerControl.Name String Name of the specified power control.

PowerLimit Object Power capping information.

PowerControl.PowerLimit.Pow- | Boolean Whether power capping is enabled.

erLimitEnable

PowerControl.PowerLimit.Lim- | Number Server power limit:

itinWatts o Value: Power capping is enabled. The value indi-
cates the currently valid configuration value.

® null: Power capping is disabled.

PowerControl.PowerLimit.Limi- | String Action to be taken when power capping becomes in-
tException valid.
Value: NoAction (no action).

PowerControl.PowerMetric- Number Average power in the latest measurement interval.

s.AverageConsumedWatts

PowerControl.PowerMetrics.In- | Number Measurement interval.
tervallnMin
PowerControl.PowerMetric- Number Highest power consumption level.

s.MaxConsumedWatts
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Field Type Description

PowerControl.PowerMetric- Number Lowest power consumption level.

s.MinConsumsedWatts

PowerControl.PowerLimit.Pow- | Number Current power of the device.

erConsumedWatts

PowerControl.PowerLim- Object Customized properties.

it.Oem.Public

PowerControl.ExpectedAc- String Access path of a specified power supply.

tivePSU.@odata.id

PowerControl.Cur- Number Current CPU power consumption.

rentCPUPowerWatts

PowerControl.CurrentFanPow- | Number Current fan power consumption.

erWatts

PowerControl.CurrentMemory- | Number Current memory power consumption.

PowerWatts

CurrentHDDPower\Watts Number Current hard disk power consumption.

PowerControl@odata.count Number Array size of the power control list.

PowerSupplies Array Power supply list. The Status field indicates whether
or not the corresponding power module is present.

PowerSupplies.FirmwareVer- String Firmware version of the specified power supply.

sion

PowerSupplies.LinelnputVolt- Number Input voltage of the specified power supply.

age

PowerSupplies.Manufacturer String Manufacturer of the specified power supply.

PowerSupplies.Model String Model of the specified power supply.

PowerSupplies.Name String Name of the specified power supply.

PowerSupplies.PowerCapacity- | Number Rated power of the specified power supply.

Watts

PowerSupplies.Powerlnput- Number Input power of the specified power supply.

Watts

PowerSupplies.PowerOutput- Number Output power of the specified power supply.

Watts

PowerSupplies.PowerSupply- String Type of the specified power supply.

Type

PowerSupplies.ProductionDate | String Production date of the specified power module.
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Field Type Description
PowerSupplies.SerialNumber String Serial number of the specified power supply.
PowerSupplies.Status Object Power supply status, including:
® State: whether the power supply is enabled.
® Health: health status of the power supply.
Oem.Public Object Customized properties.
PowerSupplies.Oem.Pub- Number Slot number of the specified power supply.
lic.SlotNumber
PowerSupplies.Oem.Public.Ac- | String Active or standby power supply mode.
tiveStandby Active: active mode.
Standby: standby mode.
PowerSupplies.Memberld String ID of the specified power supply. The ID is the unique
identifier of the power supply in the power supply list.
PowerSupplies@odata.count Number Number of power supplies.
Voltages.LowerThresholdCriti- | Number Critical warning threshold for low voltage of the speci-
cal fied voltage sensor.
Voltages.LowerThresholdFatal | Number Fatal warning threshold for low voltage of the speci-
fied voltage sensor.
Voltages.LowerThresholdNon- | Number Noncritical warning threshold for low voltage of the
Critical specified voltage sensor.
Voltages.MaxReadingRange Number Maximum voltage reading for the specified voltage
Sensor.
Voltages.Memberld String ID of the specified voltage sensor.
Voltages.MinReadingRange Number Minimum voltage reading for the specified voltage
Sensor.
Voltages.Name String Name of the specified voltage sensor.
Voltages.ReadingVolts Number Current reading of the specified voltage sensor. If
no voltage value is obtained from the current voltage
sensor, this field will be not displayed.
Voltages.SensorNumber Number Serial number of the specified voltage sensor.
Voltages.Status.State String Status of the specified voltage sensor.
Voltages.Status.Health String Health status of the specified voltage sensor.
Voltages.UpperThresholdCriti- | Number Critical warning threshold for high voltage of the spec-

cal

ified voltage sensor.
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Field Type Description

Voltages.UpperThresholdFatal | Number Fatal warning threshold for high voltage of the speci-

fied voltage sensor.

Voltages.LowerThresholdNon- | Number Noncritical warning threshold for low voltage of the

Critical specified voltage sensor.

Voltages.@odata.id String Access path of the specified voltage sensor.

Redundancy.@odata.id String Access path of a specified power redundancy group.

Redundancy.Name String Name of the specified power redundancy group.

Redundancy.Mode String Redundancy mode of the specified power redundancy
group:

® Sharing: load balancing mode.

® Failover: active-standby mode.

Actions Object Power operations.
#Power.CollectHistoryData.tar- | String Operation path for collecting historical power statis-
get tics.

6.17 Collecting Information About Power Statistics
Function
Collect the information about the power statistics of the last 24 hours.
Permission Required
Query.
Syntax

e Operation Type: POST
® URL:https://device ip/redfish/v1/Chassis/Chassis id/Power/Ac-
tions/Power.CollectHistoryData

e Request Header: None

X-Auth-Token: auth_value
Content-Type: header_type

o Request Message Body:

"Range":range_value,

"cycle":cycle_value
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Parameters

For a description of the parameters for collecting the information about the power statistics of
the last 24 hours, refer to Table 6-33.

Table 6-33 Parameter Descriptions for Querying Information About Power Statistics

"X-Auth-Token" value must be carried in

"Headers" for authentication.

Parameter Description Value

device_ip IP address for logging in to the device. IPv4 or IPv6 address.

chassis_id ID of the Chassis resource. For a rack server, the value is 1 or Self.
auth_value When the post request is executed, the It can be obtained by creating a session

through /redfish/v1/SessionSer-

vice/Sessions.

header_type

Format of the request message.

application/json

range_value Power statistics collection range. Day: daily statistics.
® \Week: weekly statistics.
cycle_value Power statistics collection period. e Hour: Statistics are collected once an

hour (applicable to daily statistics).
o Day: Statistics are collected once a day
(applicable to weekly statistics).

Usage Guidelines

When the TFTP protocol is used for transmission, the TFTP server needs to be enabled on the

server end, for example, through the 3CD software.

Example

e Request Example:

POST https://device_ip/redfish/v1/Chassis/1/Power/Actions/Power.CollectHistoryData

e Request Header:

x-auth-token:LXIrQPHHOPTz6k4rrPB/UfABUd45p9PFIC8QG2Ip2F0=
Content-Type: application/json

e Request message body:

}

"Range":"Day",

"cycle":"Hour"

e Response Example 1: Refer to the CSV file.

Perform the following steps to get the CSV file:

Document Serial Number: VT20240304 (R1.3)

402




VANTAGEO Server Redfish Interface Description (BMC V4)

vantageo

Click Send and Download on the Postman. Select a path to save the CSV file.

e Response code: 200
Output Description

None.

6.18 Modifying Properties of a Specified Power Supply

Function

Modify properties of a specified power supply of a server.
Permission Required

Power control

Syntax

e Operation Type: PATCH

e URL: https://device ip/redfish/v1/Chassis/Chassis id/Power

e Request Header:

x-auth-token:auth_value

Content-Type: header_type

e Request message body:

> Power capping parameter configuration:

{
"PowercControl": [
{
"PowerLimit": {
"LimitInwatts": Timit_value
}
}
1
I

> Active power supply configuration:

{
"Redundancy": [
{
"Mode": redundancy_type
}

]’

"PowercControl": [
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{
"oem": {
"Public": {
"ExpectedActivePsu": [
{
"@odata.id":
"/redfish/vl/Chassis/1/Power#/PowerSupplies/power_id"
}
1:
"ExpectedRedundancy": [
{
"@odata.id":
"/redfish/vl/Chassis/1/Power#/Redundancy/redundancy_id"
}
]
}
}
}
]
}
Parameters

For a description of the parameters for modifying properties of the specified power supply, refer

to Table 6-34.

Table 6-34 Parameter Descriptions for Modifying Properties of the Specified Power Supply

Header in the PATCH request for authenti-
cation.

Parameter Description Value

device_ip IP address for logging in to the device. IPv4 or IPv6 address.

chassis_id ID of the Chassis resource. For a rack server, the value is 1 or Self.
auth_value X-Auth-Token value contained in Request | It can be obtained by creating a session

through /redfish/v1/SessionSer-

vice/Sessions.

header_type Format of the request message.

application/json

limit_value Server power capping value ® |Integer: Power capping is enabled and
the capping values are set. Range: 1—
32767
® null: Power capping is disabled
power_id Slot number of the power supply. Set it in accordance with the number of

power supplies of different models. Range:
1-4.
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Parameter Description Value
redundancy_id Power group ID. Set it as required.
redundancy_type Power redundancy type. Power redundancy type. Options:

e Sharing: If redundancy_type is set
to Sharing, Oem does not need to be
configured.

® Failover

Usage Guidelines
None
Example

e Request Example:

PATCH https://device_ip/redfish/v1/Chassis/1/Power

e Request Header:

x-auth-token:LXIrQPHHOPTz6k4rrPB/UfABUd45p9PFIC8QG2Ip2F0=
Content-Type: application/json

o Request Message Body1:

{
"PowercControl": [
{
"PowerLimit": {
"LimitInwatts": 700
}
}
]
}

o Request Message Body?2:

{
"Redundancy": [
{
"Mode": "Failover"
}
1:
"PowercControl": [
{
"oem": {
"Public": {

"ExpectedActivePsu": [
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{
"@odata.id": "/redfish/vl/Chassis/1/Power#/PowerSupplies/1"
}
1:
"ExpectedRedundancy": [
{
"@odata.id": "/redfish/vl/cChassis/1/Power#/Redundancy/1"
}
]
}
}
}
]
}
e Response Example:
{
"@odata.context": "/redfish/vl/$metadata#Power.Power",

"@odata.id": "/redfish/vl/cChassis/1/Power",
"@odata.type": "#Power.vl_5_4.Power",

"Description": "Power sensor readings",
"1d": "Power",
"Name": "Power",

"Powercontrol": [
{

"Name": "Chassis Power Control",

"PowerLimit": {
"LimitInwatts": 550,
"PowerLimitEnable": true,
"LimitException": "NoAction"

i

"PowerMetrics": {
"Averageconsumedwatts": 0,
"IntervalInmin": 0,
"MaxConsumedwatts": 0,
"MinConsumedwatts": 0

i

"@odata.id": "/redfish/vl/Chassis/1/Power#/PowerControl/1",

"Memberzd": "1",

"PowercConsumedwatts": 29,

"oem": {
"Public": {

"ExpectedActivePsu": [

{
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"@odata.id": "/redfish/vl/cChassis/1/Power#/PowerSupplies/1"

"@odata.id": "/redfish/vl/Chassis/1/Power#/PowerSupplies/4"

P

"CurrentCPUPowerwatts": 0,
"CurrentFanPowerwatts": 0,
"CurrentMemoryPowerwatts": O,

"CurrentHDDPowerwatts": 0

1:
"PowercControl@odata.count": 1,
"Powersupplies": [
{
"Firmwareversion": "DC:1.01 PFC:1.00",
"LineInputvoltage": 217,
"Manufacturer": "Great wall",
"Model": "CRPS1200D",
"Name": "PSul",
"PowercCapacitywatts": 1200,
"PowerInputwatts": 26,
"Poweroutputwatts": 5,
"PowersupplyType": "AC",
"SerialNumber": "22M010020400",
"Status": {
"Health": "ok",
"State": "Enabled"
IE
"@odata.id": "/redfish/vl/Chassis/1/Power#/PowerSupplies/1",
"oem": {
"Public": {
"STotNumber": 1,

"ActiveStandby": "Active"

}’
"Memberzd": "1"

"Firmwareversion": "N/A",
"LineInputvoltage": O,

"Manufacturer": "N/A",
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}’

"Mode1": "N/A",
"Name": "PsSu2",
"PowercCapacitywatts": 65535,
"PowerInputwatts": 65535,
"Poweroutputwatts": 65535,
"PowersupplyType": "N/A",
"SerialNumber": "N/A",
"Status": {
"Health": "warning",
"State": "Disabled"
IE
"@odata.id": "/redfish/vl/Chassis/1/Power#/PowerSupplies/2",
"oem": {
"Public": {
"SlotNumber": 2,

"ActiveStandby": "Standby"

}’
"Memberzd": "2"

"Firmwareversion": "N/A",
"LineInputvoltage": O,
"Manufacturer": "N/A",
"Model": "N/A",
"Name": "PsSu3",
"PowercCapacitywatts": 65535,
"PowerInputwatts": 65535,
"Poweroutputwatts": 65535,
"PowersupplyType": "N/A",
"SerialNumber": "N/A",
"Status": {

"Health": "warning",

"State": "Disabled"
IE
"@odata.id": "/redfish/vl/Chassis/1/Power#/PowerSupplies/3",
"oem": {

"Public": {

"SlotNumber": 3,

"ActiveStandby": "Standby"

}’
"Memberzd": "3"
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"Firmwareversion": "DC:1.01 PFC:1.00",
"LineInputvoltage": O,
"Manufacturer": "Great wall",
"Model": "CRPS1200D",
"Name": "PsSu4",
"PowercCapacitywatts": 1200,
"PowerInputwatts": 0,
"Poweroutputwatts": 0,
"PowersupplyType": "AC",
"SerialNumber": "22M010020399",
"Status": {

"Health": "warning",

"State": "Enabled"
IE
"@odata.id": "/redfish/vl/Chassis/1/Power#/PowerSupplies/4",
"oem": {

"Public": {

"STotNumber": 4,

"ActiveStandby": "Active"

}’
"Memberzd": "4"

]’
"Powersupplies@odata.count": 4,
"Actions": {

"#Power.CollectHistorybata": {

IE
"voltages": [
{

"@odata.id": "/redfish/vl/Chassis/1/Power#/voltages/1",
"LowerThresholdCritical": 2.643,
"LowerThresholdFatal": 0,
"LowerThresholdNonCritical": O,
"MaxReadingRange": 4.463,
"Memberzd": "1",
"MinReadingRange": 0,
"Name": "RGM_vCC3.3V",
"Physicalcontext": "voltageRegulator",
"SensorNumber": 1,

"Status": {

"target": "/redfish/vl/Chassis/1/Power/Actions/Power.CollectHistoryData"
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"State": "Absent"
IE
"UpperThresholdcritical"”: 3.955,
"UpperThresholdFatal": 0,
"UpperThresholdNonCritical™: 0

"@odata.id": "/redfish/vl/Chassis/1/Power#/voltages/2",
"LowerThresholdCritical": 0.802,
"LowerThresholdFatal": 0,
"LowerThresholdNonCritical": O,
"MaxReadingRange": 1.811,
"Memberzd": "2",
"MinReadingRange": 0,
"Name": "CPU1l_PVNN_MAIN",
"Physicalcontext": "voltageRegulator",
"Readingvolts": 0.014,
"SensorNumber": 2,
"Status": {

"Health": "Critical",

"State": "Enabled"
IE
"UpperThresholdCritical": 1.2,
"UpperThresholdFatal": 0,

"UpperThresholdNonCritical”: 0

"@odata.id": "/redfish/vl/Chassis/1/Power#/voltages/3",
"LowerThresholdCritical": 0.802,
"LowerThresholdFatal": 0,
"LowerThresholdNonCritical": O,
"MaxReadingRange": 1.811,
"Memberzd": "3",
"MinReadingRange": 0,
"Name": "CPUO_PVNN_MAIN",
"Physicalcontext": "voltageRegulator",
"SensorNumber": 3,
"Status": {

"State": "Absent"
IE
"UpperThresholdCritical": 1.2,
"UpperThresholdFatal": 0,
"UpperThresholdNonCritical": 0

IE
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"@odata.id": "/redfish/vl/Chassis/1/Power#/voltages/4",
"LowerThresholdCritical": 2.3,
"LowerThresholdFatal": 0,
"LowerThresholdNonCritical": O,
"MaxReadingRange": 3.621,
"Memberzd": "4",
"MinReadingRange": 0,
"Name": "CPUl_PVPP_HBM",
"Physicalcontext": "voltageRegulator",
"SensorNumber": 4,
"Status": {

"State": "Absent"
IE
"UpperThresholdCritical": 2.797,
"UpperThresholdFatal": 0,
"UpperThresholdNonCritical™: 0

]’
"Redundancy": [

{
"@odata.id": "/redfish/vl/Chassis/1/Power#/Redundancy/1",
"Mode": "sharing",

"Name": "PowersSupply Redundancy Group 1"

}

e Status Code: 200
Output Description

For a description of the output returned when you modify properties of the specified power sup-
ply, refer to Table 6-35.

Table 6-35 Output Descriptions for Modifying Properties of the Specified Power Supply

Field Type Description

@odata.context String OData description of the power supply resource mod-
el.

@odata.id String Access path of the power resource.

@odata.type String Type of power supply resource.

Description String Description.

Id String ID of the power supply resource.
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Field Type Description

Name String Name of the power supply resource.

PowerControl Array Power control list.

PowerControl.@odata.id String Access path of the specified power control.
PowerControl.Memberld String ID of the specified power control. The ID is the unique

identifier of the power control in the power control list.

PowerControl.Name String Name of the specified power control.
PowerLimit Object Power capping information.
PowerControl.PowerLimit.Pow- | Boolean Whether power capping is enabled.

erLimitEnable

PowerControl.PowerLimit.Lim- | Number Server power limit:

itinWatts o Value: Power capping is enabled. The value indi-
cates the currently valid configuration value.

® null: Power capping is disabled.

PowerControl.PowerLimit.Limi- | String Action to be taken when power capping becomes in-
tException valid.
Value: NoAction (no action).

PowerControl.PowerMetric- Number Average power in the latest measurement interval.

s.AverageConsumedWatts

PowerControl.PowerMetrics.In- | Number Measurement interval.
tervallnMin
PowerControl.PowerMetric- Number Highest power consumption level.

s.MaxConsumedWatts

PowerControl.PowerMetric- Number Lowest power consumption level.

s.MinConsumsedWatts

PowerControl.PowerLimit.Pow- | Number Current power of the device.
erConsumedWatts

PowerControl.PowerLim- Object Customized properties.

it.Oem.Public

PowerControl.ExpectedAc- String Access path of a specified power supply.

tivePSU.@odata.id

PowerControl.Cur- Number Current CPU power consumption.
rentCPUPowerWatts

PowerControl.CurrentFanPow- | Number Current fan power consumption.
erWatts
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Field Type Description
PowerControl.CurrentMemory- | Number Current memory power consumption.
PowerWatts
CurrentHDDPowerWatts Number Current hard disk power consumption.
PowerControl@odata.count Number Array size of the power control list.
PowerSupplies Array Power supply list. The Status field indicates whether
or not the corresponding power module is present.
PowerSupplies.FirmwareVer- String Firmware version of the specified power supply.
sion
PowerSupplies.LinelnputVolt- Number Input voltage of the specified power supply.
age
PowerSupplies.Manufacturer String Manufacturer of the specified power supply.
PowerSupplies.Model String Model of the specified power supply.
PowerSupplies.Name String Name of the specified power supply.
PowerSupplies.PowerCapacity- | Number Rated power of the specified power supply.
Watts
PowerSupplies.Powerlnput- Number Input power of the specified power supply.
Watts
PowerSupplies.PowerOutput- Number Output power of the specified power supply.
Watts
PowerSupplies.PowerSupply- String Type of the specified power supply.
Type
PowerSupplies.ProductionDate | String Production date of the specified power module.
PowerSupplies.SerialNumber String Serial number of the specified power supply.
PowerSupplies.Status Object Power supply status, including:
® State: whether the power supply is enabled.
® Health: health status of the power supply.
Oem.Public Object Customized properties.
PowerSupplies.Oem.Pub- Number Slot number of the specified power supply.
lic.SlotNumber
PowerSupplies.Oem.Public.Ac- | String Active or standby power supply mode.
tiveStandby Active: active mode.
Standby: standby mode.
PowerSupplies.Memberld String ID of the specified power supply. The ID is the unique

identifier of the power supply in the power supply list.
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Field Type Description
PowerSupplies@odata.count Number Number of power supplies.
Voltages.LowerThresholdCriti- | Number Critical warning threshold for low voltage of the speci-
cal fied voltage sensor.
Voltages.LowerThresholdFatal | Number Fatal warning threshold for low voltage of the speci-
fied voltage sensor.
Voltages.LowerThresholdNon- | Number Noncritical warning threshold for low voltage of the
Critical specified voltage sensor.
Voltages.MaxReadingRange Number Maximum voltage reading for the specified voltage
Sensor.
Voltages.Memberld String ID of the specified voltage sensor.
Voltages.MinReadingRange Number Minimum voltage reading for the specified voltage
Sensor.
Voltages.Name String Name of the specified voltage sensor.
Voltages.ReadingVolts Number Current reading of the specified voltage sensor. If
no voltage value is obtained from the current voltage
sensor, this field will be not displayed.
Voltages.SensorNumber Number Serial number of the specified voltage sensor.
Voltages.Status.State String Status of the specified voltage sensor.
Voltages.Status.Health String Health status of the specified voltage sensor.
Voltages.UpperThresholdCriti- | Number Critical warning threshold for high voltage of the spec-
cal ified voltage sensor.
Voltages.UpperThresholdFatal | Number Fatal warning threshold for high voltage of the speci-
fied voltage sensor.
Voltages.LowerThresholdNon- | Number Noncritical warning threshold for low voltage of the
Critical specified voltage sensor.
Voltages.@odata.id String Access path of the specified voltage sensor.
Redundancy.@odata.id String Access path of a specified power redundancy group.
Redundancy.Name String Name of the specified power redundancy group.
Redundancy.Mode String Redundancy mode of the specified power redundancy
group:
® Sharing: load balancing mode.
® Failover: active-standby mode.
Actions Object Power operations.
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Field

Type Description

get

#Power.CollectHistoryData.tar- | String

tics.

Operation path for collecting historical power statis-

6.19 Querying Cooling Resource Information About a Specified

Chassis

Function

Query the temperature and fan sensor information about a specified Chassis.

Permission Required

Query.

Syntax

e Operation Type: GET

o URL: https://device ip/redfish/v1/Chassis/Chassis id/Thermal

e Request Header:

x-auth-token:auth_value

e Request Message Body: None

Parameters

For a description of the parameters for querying the temperature and fan sensor information

about a specified Chassis, refer to Table 6-36.

Table 6-36 Parameter Descriptions for Querying the Temperature and Fan Sensor Resource

Information About the Specified Chassis

Parameter

Description

Value

device_ip

IP address for logging in to the device.

IPv4 or IPv6 address.

chassis_id

ID of the Chassis resource.

For a rack server, the value is 1 or Self.

auth_value

X-Auth-Token value contained in Request
Header in the GET request for authentica-

tion.

It can be obtained by creating a session
through /redfish/v1/SessionSer-

vice/Sessions.

Usage Guidelines

None

Example

e Request Example:
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GET https://device_ip/redfish/v1/Chassis/1/Thermal

e Request Header:

x-auth-token:LXIrQPHHOPTz6k4rrPB/UfABUd45p9PFIC8QG2Ip2F0=

e Request Message Body: None

e Response Example:

"@odata.id": "/redfish/vl/chassis/1/Thermal",
"@odata.type": "#Thermal.vl_5_3.Thermal",
"Description": "Thermal sensor readings",
"oem": {
"Public": {
"FanspeedAdjustmentMode": "Manual",

"SpeedRatio": 24

IE

"FanSummary": {
"Count": 4

IE

"Fans": [

{

"Memberzd": "0",
"Name": "FAN_SPEED_01",
"LowerThresholdcCritical": 1000,
"LowerThresholdFatal": null,
"LowerThresholdNonCritical": null,
"UpperThresholdcritical": 16500,
"UpperThresholdFatal": null,
"UpperThresholdNonCritical": null,
"SerialNumber": '"20150305",
"Status": {

"Health": "ok",

"State": "Enabled"

IE
"oem": {

"Public": {
"STotNumber": 1,
"FanName'": "FAN1",
"SpeedRatio": 24

}

IE

"@odata.context": "/redfish/vl/$metadata#Thermal.Thermal",

"@odata.id": "/redfish/vl/cChassis/1/Thermal#/Fans/0",
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"Reading": 3600,
"Readingunits": "RPM",
"MinReadingRange": 1000,
"MaxReadingRange": 16500,
"Model1": "8038"

"@odata.id": "/redfish/vl/cChassis/1/Thermal#/Fans/1",
"Memberzd": "1",
"Name": "FAN_SPEED_02",
"LowerThresholdcCritical": 1000,
"LowerThresholdFatal": null,
"LowerThresholdNonCritical": null,
"UpperThresholdcritical": 16500,
"UpperThresholdFatal": null,
"UpperThresholdNoncCritical": null,
"SerialNumber": '"20150305",
"Status": {

"Health": "ok",

"State": "Enabled"

IE
"oem": {

"Public": {
"STotNumber": 2,
"FanName'": "FAN2",
"SpeedRatio": 24

}

IE
"Reading": 3600,
"Readingunits": "RPM",

"MinReadingRange": 1000,
"MaxReadingRange": 16500,
"Model1": "8038"

"@odata.id": "/redfish/vl/Chassis/1/Thermal#/Fans/2",
"Memberzd": "2",

"Name": "FAN_SPEED_03",

"LowerThresholdcCritical": 1000,
"LowerThresholdFatal": null,
"LowerThresholdNonCritical": null,
"UpperThresholdcritical": 16500,
"UpperThresholdFatal": null,
"UpperThresholdNonCritical"”: null,
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"SerialNumber": "20150305",
"Status": {
"Health": "oK",

"State": "Enabled"

IE
"oem": {

"Public": {
"SlotNumber": 3,
"FanName": "FAN3",
"SpeedRatio": 24

}

IE
"Reading": 3600,
"Readingunits": "RPM",

"MinReadingRange": 1000,
"MaxReadingRange": 16500,
"Model1": "8038"

"@odata.id": "/redfish/vl/chassis/1/Thermal#/Fans/3",
"Memberzd": "3",
"Name": "FAN_SPEED_04",
"LowerThresholdcCritical": 1000,
"LowerThresholdFatal": null,
"LowerThresholdNonCritical": null,
"UpperThresholdcritical": 16500,
"UpperThresholdFatal": null,
"UpperThresholdNonCritical": null,
"SerialNumber": '"20150305",
"Status": {

"Health": "ok",

"State": "Enabled"

IE
"oem": {

"Public": {
"STotNumber": 4,
"FanName'": "FAN4",
"SpeedRatio": 24

}

IE
"Reading": 3600,
"Readingunits": "RPM",

"MinReadingRange": 1000,
"MaxReadingRange": 16500,
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"Model": "8038"
]’

"1d": "Thermal",
"Name": "Thermal",

"Temperatures": [

"LowerThresholdFatal": null,
"LowerThresholdNonCritical":
"MinReadingRangeTemp": -128,
"MaxReadingRangeTemp": 127,
"Memberzd": "1",
"Name": "OUTPUT_TEMP",
"PhysicalContext": "Intake",
"ReadingCelsius": 39,
"SensorNumber": 32,
"Status": {
"Health": "ok",
"State": "Enabled"
IE
"UpperThresholdcritical":
"UpperThresholdFatal": null,

"@odata.id": "/redfish/vl/Chassis/1/Thermal#/Temperatures/0",

null,

45

{
"LowerThresholdCritical": null,
"LowerThresholdFatal": null,
"LowerThresholdNonCritical":
"MinReadingRangeTemp": -128,
"MaxReadingRangeTemp": 127,
"Memberzd": "0",
"Name": "INPUT_TEMP",
"PhysicalcContext": "Intake",
"ReadingCelsius": 30,
"SensorNumber": 31,
"Status": {
"Health": "ok",
"State": "Enabled"
IE
"UpperThresholdcritical"”: 50,
"UpperThresholdFatal": 52,
"UpperThresholdNonCritical":
IE
{

"@odata.id": "/redfish/vl/Chassis/1/Thermal#/Temperatures/1",

"LowerThresholdCritical": null,

null,

null,
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"UpperThresholdNonCritical": null

"@odata.id": "/redfish/vl/Chassis/1/Thermal#/Temperatures/2",
"LowerThresholdCritical": null,

"LowerThresholdFatal": null,

"LowerThresholdNonCritical": null,
"MinReadingRangeTemp": -128,
"MaxReadingRangeTemp": 127,
"Memberzd": "2",
"Name": "CPU1l_TEMP",
"PhysicalcContext": "Intake",
"ReadingCelsius": 62,
"SensorNumber": 40,
"Status": {

"Health": "ok",

"State": "Enabled"
IE
"UpperThresholdcritical": 90,
"UpperThresholdFatal": null,
"UpperThresholdNonCritical": null

"@odata.id": "/redfish/vl/Chassis/1/Thermal#/Temperatures/3",
"LowerThresholdCritical": null,

"LowerThresholdFatal": null,

"LowerThresholdNonCritical": null,
"MinReadingRangeTemp": -128,
"MaxReadingRangeTemp": 127,
"Memberzd": "3",
"Name": "CPU2_TEMP",
"PhysicalcContext": "Intake",
"ReadingCelsius": 59,
"SensorNumber": 43,
"Status": {

"Health": "ok",

"State": "Enabled"
IE
"UpperThresholdcritical": 90,
"UpperThresholdFatal": null,
"UpperThresholdNonCritical": null
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e Status Code: 200

Output Description

For a description of the output returned when you query the temperature and fan sensor re-

source information about the specified Chassis, refer to Table 6-37.

Table 6-37 Output Descriptions for Querying the Temperature and Fan Sensor Resource In-

formation About the Specified Chassis

Field Type Description
@odata.context String OData description of the cooling resource.
@odata.id String Access path of the cooling resource.
@odata.type String Type of cooling resource.
Description String Description of the cooling resource.
Id String ID of the cooling resource.
Name String Name of the cooling resource.
Oem.Public.FanSpeedAdjust- String This field is displayed when Oem.Pub-
mentMode lic.FanSpeedAdjustmentMode is set to Automatic.
Fan speed adjustment mode, including:
® Automatic mode
® Manual mode
Oem.Public.FanSmartCooling- | String Fan speed smart-adjustment mode, including:
Mode ® NormalMode: balance mode
® | owNoiseMode: low noise mode
® HighPerformanceMode: high-performance mode
Oem.Public.SpeedRatio Number Fan rotation speed ratio in percentage terms.
Temperatures.@odata.id String Access path of the specified temperature sensor.
Temperatures.LowerThreshold- | Number Critical warning threshold for low speed rotation of the
Critical specified fan sensor.
Temperatures.LowerThreshold- | Number Fatal warning threshold for high speed rotation of the
Fatal specified fan sensor.
Temperatures.LowerThreshold- | Number Noncritical warning threshold for low speed rotation of
NonCritical the specified fan sensor.
Temperatures.Memberld String ID of the specified temperature sensor.
Temperatures.Name String Name of the specified temperature sensor.
Temperatures.PhysicalContext | String Area or device to which the temperature measure-

ment applies.
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Field Type Description

Temperatures.ReadingCelsius | Number Current reading of the specified temperature sensor.

Temperatures.SensorNumber | String Serial number of the specified temperature sensor.

Temperatures.Status.State String Status of the specified temperature sensor.

Temperatures.Status.Health String Health status of the specified temperature sensor.

Temperatures.UpperThreshold- | Number Critical warning threshold for high speed rotation of

Critical the specified fan sensor.

Temperatures.UpperThreshold- | Number Fatal warning threshold for high speed rotation of the

Fatal specified fan sensor.

Temperatures.UpperThreshold- | Number Noncritical warning threshold for low speed rotation of

NonCiritical the specified fan sensor.

Temperatures.MinReadin- Number Minimum rotation speed reading for the specified fan

gRange Sensor.

Temperatures.MaxReadin- Number Maximum rotation speed reading for the specified fan

gRange Sensor.

FanSummary.Count Number Number of fan sensors.

Fans.Name String Name of the specified fan sensor.

Fans.LowerThresholdCritical Number Critical alarm threshold for the low temperature of the
specified fan sensor.

Fans.LowerThresholdFatal Number Fatal alarm threshold for the low temperature of the
specified fan sensor.

Fans.LowerThresholdNonCriti- | Number Noncritical alarm threshold for the low temperature of

cal the specified fan sensor.

Fans.UpperThresholdCritical Number Critical alarm threshold for overtemperature of the
specified fan sensor.

Fans.UpperThresholdFatal Number Fatal alarm threshold for overtemperature of the
specified fan sensor.

Fans.UpperThresholdNonCriti- | Number Noncritical alarm threshold for overtemperature of the

cal specified fan sensor.

Fans.SerialNumber Number Serial number of the specified fan sensor.

Fans.Status.State String Status of the specified fan sensor.

Fans.Status.Health String Health status of the specified fan sensor.

Fans.Oem.Public.SlotNumber Number Slot number of the specified fan sensor.
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Field Type Description

Fans.Oem.Public.FanName String Name of the fan that the specified fan sensor belongs
to.

Fans.Oem.Public.SpeedRatio Number Current reading of the specified fan sensor, in per-
centage.

Fans.Reading Number Current reading of the specified fan sensor.

Fans.ReadingUnits String Unit of the fan rotation speed reading for the fan sen-

sor, including:

e RPM
® Percent

Fans.MinReadingRange Number Minimum rotation speed reading for the specified fan
Sensor.

Fans.MaxReadingRange Number Maximum rotation speed reading for the specified fan
Sensor.

Fans.Model String Model of the specified fan sensor.

Fans.@odata.id String Access path of the specified fan sensor.

6.20 Querying Information About the Expansion Board Resource
Collection

Function

Query the information about the expansion board resource collection.
Permission Required

Query.

Syntax

e Operation Type: GET
® URL: https://device ip/redfish/vl1/Chassis/chassis id/Boards

e Request Header:

x-auth-token:auth_value

e Request Message Body: None
Parameters

For a description of the parameters for querying the information about the expansion board re-

source collection, refer to Table 6-38.
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Table 6-38 Parameter Descriptions for Querying Information About the Expansion Board Re-

source Collection

Parameter Description Value
device_ip IP address for logging in to the device. IPv4 or IPv6 address.
chassis_id ID of the Chassis resource. For a rack server, the value is 1 or Self.
auth_value When the Get request is executed, the It can be obtained by creating a session
"x-auth-token" value must be carried in through /redfish/vl/SessionSer-
"Headers" for authentication. vice/Sessions.
Usage Guidelines
None
Example
e Request Example:
GET https://device_ip/redfish/v1/Chassis/1/Boards
e Request Header:
X-Auth-Token: 8574621db1284756218c7564821c234
e Request Message Body: None
e Response Example:
{
"@odata.context": "/redfish/vl/$metadata#Boardinformation.BoardInformation",
"@odata.id": "/redfish/vl/chassis/1/Boards",
"@odata.type": "#BoardInformation.BoardInformation",
"Description": "Board Information",
"DiskBackplanes": {
"@odata.id": "/redfish/vl/cChassis/1/Boards/DiskBackplanes"
} 3
"Risercard": {
"@odata.id": "/redfish/vl/chassis/1/Boards/Risercard"
} bl
"1d": "Boards",
"Name": "Board Information"
}

e Status Code: 200
Output Description

For a description of the output returned when you query the information about the expansion
board resource collection, refer to Table 6-39.
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Table 6-39 Output Descriptions for Querying Information About the Expansion Board Re-

source Collection

Field Type Description

@odata.context String OData description of the expansion board resource
collection module.

@odata.id String Access path of the expansion board resource collec-
tion.

@odata.type String Type of expansion board resource collection.

Description String Description of the expansion board resource collec-
tion.

DiskBackplanes Object Information about hard disk backplanes.

Risercard Object Riser card collection information.

Id String ID of the expansion board resource collection.

@odata.id String Access path of the riser card.

Name String Board name.

6.21 Querying Information About the Hard Disk Backplane Re-

source Collection

Function

Query the information about the hard disk backplane resource collection of a server.

Permission Required
Query.
Syntax

e Operation Type: GET

® URL:https://device ip/redfish/v1/Chassis/Chassis id/Boards/

DiskBackplanes

e Request Header:

x-auth-token:auth_value

Parameters

Request Message Body: None

For a description of the parameters for querying the information about the hard disk backplane

resource collection, refer to Table 6-40.
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Table 6-40 Parameter Descriptions for Querying Information About the Hard Disk Backplane

Resource Collection

Parameter Description Value

device_ip IP address for logging in to the device. IPv4 or IPv6 address.

chassis_id ID of the Chassis resource. For a rack server, the value is 1 or Self.

auth_value When the Get request is executed, the It can be obtained by creating a session
"x-auth-token" value must be carried in through /redfish/vl/SessionSer-
"Headers" for authentication. vice/Sessions.

Usage Guidelines
None
Example

e Request Example:

GET https://device_ip/redfish/v1/Chassis/1/Boards/DiskBackplanes

e Request Header:

x-auth-token:LXIrQPHHOPTz6k4rrPB/UfABUd45p9PFIC8QG2Ip2F0=

e Request Message Body: None

e Response Example:

{
"@odata.context":
"/redfish/vl/$metadata#DiskBackplanesCollection.DiskBackplanesCollection",
"@odata.id": "/redfish/vl/chassis/1/Boards/DiskBackplanes",
"@odata.type": "#DiskBackplanesCollection.DiskBackplanesCollection",
"Description": "DiskBackplanes collection",
"Name": "DiskBackplanes Collection",
"Members": [
{
"@odata.id": "/redfish/vl/chassis/1/Boards/DiskBackplanes/DiskBackplanesl10"
IE
{
"@odata.id": "/redfish/vl/chassis/1/Boards/DiskBackplanes/DiskBackplanesll"
}
1:
"Members@odata.count": 2
}

e Status Code: 200
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Output Description

For a description of the output returned when you query the hard disk backplane resource col-

lection, refer to Table 6-41.

Table 6-41 Output Descriptions for Querying Information About the Hard Disk Backplane Re-

source Collection

Field Type Description

@odata.context Character string OData description of the hard disk backplane re-
source collection model.

@odata.id Character string Access path of the hard disk backplane resource col-
lection.

@odata.type Character string Type of hard disk backplane resource collection.

Description String Description of the hard disk backplane resource col-
lection.

Name Character string Name of the hard disk backplane resource collection.

Members@odata.count Number Current number of hard disk backplane resources.

Members Array Hard disk backplane resources list.

@odata.id Character string Access path of a hard disk backplane resource node.

6.22 Querying Information About a Specified Hard Disk Backplane

Resource

Function

Query information about a specified hard disk backplane resource of a server.

Permission Required
Query.
Syntax

e Operation Type: GET

® URL:https://device ip/redfish/v1/Chassis/Chassis id/Boards/

DiskBackplanes/DiskBackplaneId

e Request Header:

x-auth-token:auth_value

e Request Message Body: None
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Parameters

For a description of the parameters for querying the information about the specified hard disk

backplane resource, refer to Table 6-42.

Table 6-42 Parameter Descriptions for Querying Information About the Specified Hard Disk

Backplane Resource

Parameter Description Value

device_ip IP address for logging in to the device. IPv4 or IPv6 address.

chassis_id ID of the Chassis resource. For a rack server, the value is 1 or Self.

auth_value When the Get request is executed, the It can be obtained by creating a session
"x-auth-token" value must be carried in through /redfish/v1/SessionSer-
"Headers" for authentication. vice/Sessions.

DiskBackplaneld ID of the specified hard disk backplane. Obtained from the information about the

slot of the hard disk backplane.

Usage Guidelines

None

Example

e Request Example:

GET https://device_ip/redfish/v1/Chassis/1/Boards/DiskBackplanes/DiskBackplane8

e Request Header:

x-auth-token:LXIrQPHHOPTz6k4rrPB/UfABUd45p9PFIC8QG2Ip2F0=

e Request Message Body: None

e Response Example:

"@odata.context":

"Location":

"Name": "SBF24MB",
"CcPLDVersion": null,
"MaxDiskCountSupported": 24,
"PartNumber": "19020100",

"Front",

"Manufacturer":"VANTAGEO",
"PortCount": "SLIMSAS*2 + SLIMLINE*4",
"SerialNumber": null,

"Type": "3.5 SAS/SATA*24,U.2*8,Expander",

"/redfish/vl/$metadata#DiskBackplane.DiskBackplane",
"@odata.id": "/redfish/vl/Chassis/1/Boards/DiskBackplanes/DiskBackplanes8",
"@odata.type": "#DiskBackplane.vl_0_0.DiskBackplane",
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"onTlineDiskCount": 0,
"Ip": 10,
"PcbIiD": 1

}

e Status Code: 200

Output Description

For a description of the output returned when you query the information about the specified

hard disk backplane resource, refer to Table 6-43.

Table 6-43 Output Descriptions for Querying Information About the Specified Hard Disk Back-

plane Resource

Field Type Description

@odata.context String OData description of the hard disk backplane re-

source collection model.

@odata.id String Access path of the hard disk backplane resource col-
lection.

@odata.type String Type of hard disk backplane resource collection.

Name String Name of the hard disk backplane resource collection.

CPLDVersion String CPLD version of the specified hard disk backplane.

MaxDiskCountSupported Number Maximum number of hard disks supported by the

specified hard disk backplane.

PartNumber String Part number of the specified hard disk backplane.
Location String Lcation of the specified hard disk backplane.
Manufacturer String Manufacturer of the specified hard disk backplane.
PortCount String Number of ports supported by the specified hard disk
backplane.
SerialNumber String Serial number of the specified hard disk backplane.
Type String Type of the specified hard disk backplane.
OnlineDiskCount Number Number of present hard disks supported by the speci-

fied hard disk backplane.

ID Number Serial number of the specified hard disk backplane.

PcblD Number PCB ID of the specified hard disk backplane.
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6.23 Querying Information About the Riser Card Resource Collec-

tion

Function

Query information about the Riser card resource collection of a server.
Permission Required

Query.

Syntax

e Operation Type: GET
e URL:https://device ip/redfish/v1/Chassis/Chassis id/Boards/Riser-
card

e Request Header:

x-auth-token:auth_value

e Request Message Body: None
Parameters

For a description of the parameters for querying information about the Riser card resource col-
lection, refer to Table 6-44.

Table 6-44 Parameter Descriptions for Querying Information About the Riser Card Resource

Collection
Parameter Description Value
device_ip IP address for logging in to the device. IPv4 or IPv6 address.
chassis_id ID of the Chassis resource. For a rack server, the value is 1 or Self.
auth_value When the Get request is executed, the It can be obtained by creating a session
"x-auth-token" value must be carried in through /redfish/vl/SessionSer-
"Headers" for authentication. vice/Sessions.

Usage Guidelines
None
Example

e Request Example:

GET https://device_ip/redfish/v1/Chassis/1/Boards/Risercard

e Request Header:
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x-auth-token:LXIrQPHHOPTz6k4rrPB/UfABUd45p9PFIC8QG2Ip2F0=

e Request Message Body: None

e Response Example:

{
"@odata.context": "/redfish/vl/$metadata#RisercardCollection.RisercardCollection",
"@odata.id": "/redfish/vl/chassis/1/Boards/Risercard",
"@odata.type": "#Risercardcollection.Risercardcollection",
"Description": "Risercard Collection",
"Name": "Risercard Collection",
"Members": [
{
"@odata.id": "/redfish/vl/chassis/1/Boards/Risercard/Risercard6"
}
1:
"Members@odata.count": 1
}

e Status Code: 200

Output Description

For a description of the output returned when you query information about the riser card re-

source collection, refer to Table 6-45.

Table 6-45 Output Descriptions for Querying Information About the Riser Card Resource Col-

lection
Field Type Description
@odata.context Character string OData description of the riser card resource collection

model.

@odata.id Character string Access path of the riser card resource collection.
@odata.type Character string Type of riser card resource collection.
Description Character string Description of the riser card resource collection.
Name Character string Name of the riser card resource collection.
Members@odata.count Number Current number of riser card resources.
Members Object array Riser card resource list.
@odata.id Character string Access path of a riser card resource node.
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6.24 Querying Information About a Specified Riser Card Resource
Function
Query the information about a specified riser card resource of a server.
Permission Required
Query.
Syntax

e Operation Type: GET
e URL:https://device ip/redfish/v1/Chassis/Chassis id/Boards/Riser-
card/RisercardId

e Request Header:

x-auth-token:auth_value
Content-Type:header_type

Request Message Body: None
Parameters

For a description of the parameters for querying the information about the specified riser card

resource, refer to Table 6-46.

Table 6-46 Parameter Descriptions for Querying Information About the Specified Riser Card

Resource
Parameter Description Value
device_ip IP address for logging in to the device. IPv4 or IPv6 address.
chassis_id ID of the Chassis resource. For a rack server, the value is 1 or Self.
auth_value When the Get request is executed, the It can be obtained by creating a session
"x-auth-token" value must be carried in through /redfish/v1/SessionSer-
"Headers" for authentication. vice/Sessions.
Risercardld ID of the specified riser card. Obtained from the information about the
slot of the riser card.

Usage Guidelines

None

Example

e Request Example:
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GET https://device_ip/redfish/v1/Chassis/1/Boards/Risercard/Risercard6

e Request Header:

x-auth-token:LXIrQPHHOPTz6k4rrPB/UfABUd45p9PFIC8QG2Ip2F0=

e Request Message Body: None

e Response Example:

{
"Manufacturer": "VANTAGEO",
"Name": "Risercard6",
"PartNumber": "",
"SerialNumber": "208540654320"
}

"@odata.context": "/redfish/vl/$metadata#Risercard.Risercard",
"@odata.id": "/redfish/vl/chassis/1/Boards/Risercard/Risercard6",

"@odata.type": "#Risercard.vl_0_0.Risercard",

e Status Code: 200

Output Description

For a description of the output returned when you query the information about the specified ris-

er card resource, refer to Table 6-47.

Table 6-47 Output Descriptions for Querying Information About the Specified Riser Card Re-

source
Field Type Description
@odata.context String OData description of the specified riser card resource.
@odata.id String Access path of the specified riser card resource.
@odata.type String Type of the specified riser card resource.
Manufacturer String Manufacturer of the specified riser card.
Name String Name of the specified riser card resource.
PartNumber String Part number of the specified riser card resource.
SerialNumber String Serial number of the specified riser card resource.

6.25 Modifying the Cooling Resource Information About a Speci-

fied Chassis

Function

Modify the cooling resource information about a specified chassis of a server.
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Permission Required
Basic management.
Syntax

e Operation Type: PATCH

e URL: https://device ip/redfish/v1/Chassis/Chassis id/Thermal

e Request Header:

x-auth-token:auth_value
Content-Type:header_type

o Request Message Body:

"PubTlic": {

"SpeedRatio": speed_ratio_value

"FanspeedAdjustmentMode": fan_speed_adjustment_mode_value,

"FansmartCoolingMode": smart_cool_mode_value,

Parameters

For a description of the parameters for modifying the cooling information about the specified

chassis, refer to Table 6-48.

Table 6-48 Parameter Descriptions for Modifying the Cooling Resource Information About a

Specified Chassis

Header in the PATCH request for authenti-
cation.

Parameter Description Value

device_ip IP address for logging in to the device. IPv4 or IPv6 address.

chassis_id ID of the chassis resource. For a rack server, the value is 1 or Self.
auth_value X-Auth-Token value contained in Request | It can be obtained by creating a session

through /redfish/v1/SessionSer-

vice/Sessions.

header_type Format of the request message.

application/json

e _value

fan_speed_adjust- Fan speed adjustment mode. ® Automatic
ment_mode_value ® Manual
smart_cool_mod- Smart fan speed adjustment mode. ® NormalMode: balance mode.

® |LowNoiseMode: low noise mode.
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Parameter Description

Value

This parameter is required when mod-

el_value is set to Automatic.

o HighPerformanceMode: high perfor-
mance mode.

speed_ratio_value Fan rotation speed ratio.

This parameter is required when mod-

el_value is set to Manual.

10~100

Usage Guidelines
None
Example

e Request Example:

PATCH https://device_ip/redfish/v1/Chassis/1/Thermal

e Request Header:

Content-Type: application/json

X-Auth-Token: LXIrQPHHOPTz6k4rrPB/UfABUd45p9PFIC8QG2Ip2F0=

o Request Message Body:

{
"oem": {
"Public": {
"FanspeedAdjustmentMode": "Manual",
"SpeedRatio": 50
}
}
}

e Response Example:

"@odata.type": "#Thermal.vl_5_3.Thermal",
"Description": "Thermal sensor readings",
"oem": {
"Public": {
"FanspeedAdjustmentMode": "Manual",

"SpeedRatio": 50

}’

"FanSummary": {

"@odata.context": "/redfish/vl/$metadata#Thermal.Thermal",
"@odata.id": "/redfish/vl/chassis/1/Thermal",

Document Serial Number: VT20240304 (R1.3)

435



VANTAGEO Server Redfish Interface Description (BMC V4)

vantageo

"Count": 4
IE
"Fans": [
{
"@odata.id": "/redfish/vl/chassis/1/Thermal#/Fans/0",
"Memberzd": "0",
"Name": "FAN_SPEED_01",
"LowerThresholdcCritical": 1000,
"LowerThresholdFatal": null,
"LowerThresholdNonCritical": null,
"UpperThresholdcritical": 16500,
"UpperThresholdFatal": null,
"UpperThresholdNoncCritical": null,
"SerialNumber": '"20150305",
"Status": {
"Health": "ok",

"State": "Enabled"

IE
"oem": {

"Public": {
"STotNumber": 1,
"FanName'": "FAN1",
"SpeedRatio": 50

}

IE

"Reading": 7500,
"Readingunits": "RPM",
"MinReadingRange": 1000,
"MaxReadingRange": 16500,
"Model1": "8038"

"@odata.id": "/redfish/vl/Chassis/1/Thermal#/Fans/1",
"Memberzd": "1",
"Name": "FAN_SPEED_02",
"LowerThresholdCritical": 1000,
"LowerThresholdFatal": null,
"LowerThresholdNonCritical": null,
"UpperThresholdcritical": 16500,
"UpperThresholdFatal": null,
"UpperThresholdNonCritical": null,
"SerialNumber": "20150305",
"Status": {

"Health": "OK",
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"State": "Enabled"

"Public": {
"SlotNumber": 2,
"FanName'": "FAN2",
"SpeedRatio": 50

IE

"Reading": 7500,
"Readingunits": "RPM",
"MinReadingRange": 1000,
"MaxReadingRange": 16500,
"Model1": "8038"

"@odata.id": "/redfish/vl/Chassis/1/Thermal#/Fans/2",
"Memberzd": "2",
"Name": "FAN_SPEED_03",
"LowerThresholdCritical": 1000,
"LowerThresholdFatal": null,
"LowerThresholdNonCritical": null,
"UpperThresholdcritical": 16500,
"UpperThresholdFatal": null,
"UpperThresholdNonCritical": null,
"SerialNumber": '"20150305",
"Status": {

"Health": "ok",

"State": "Enabled"

"Public": {
"SlotNumber": 3,
"FanName": "FAN3",
"SpeedRatio": 50

IE

"Reading": 7500,
"Readingunits": "RPM",
"MinReadingRange": 1000,
"MaxReadingRange": 16500,
"Model1": "8038"
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"@odata.id": "/redfish/vl/Chassis/1/Thermal#/Fans/3",
"Memberzd": "3",
"Name": "FAN_SPEED_04",
"LowerThresholdcCritical": 1000,
"LowerThresholdFatal": null,
"LowerThresholdNonCritical": null,
"UpperThresholdcritical": 16500,
"UpperThresholdFatal": null,
"UpperThresholdNoncCritical": null,
"SerialNumber": '"20150305",
"Status": {

"Health": "ok",

"State": "Enabled"

IE
"oem": {

"Public": {
"STotNumber": 4,
"FanName'": "FAN4",
"SpeedRatio": 50

}

IE
"Reading": 7500,
"Readingunits": "RPM",

"MinReadingRange": 1000,
"MaxReadingRange": 16500,
"Model1": "8038"

]’
"1d": "Thermal",

"Name": "Thermal",
"Temperatures": [
{

"@odata.id": "/redfish/vl/Chassis/1/Thermal#/Temperatures/0",
"LowerThresholdCritical": null,
"LowerThresholdFatal": null,
"LowerThresholdNonCritical": null,
"MinReadingRangeTemp": -128,
"MaxReadingRangeTemp": 127,
"Memberzd": "0",
"Name": "INPUT_TEMP",
"PhysicalcContext": "Intake",
"ReadingCelsius": 30,
"SensorNumber": 31,

"Status": {
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"Health": "ok",
"State": "Enabled"

}’

"UpperThresholdFatal": 52,

"LowerThresholdFatal": null,
"LowerThresholdNonCritical":
"MinReadingRangeTemp": -128,
"MaxReadingRangeTemp": 127,
"Memberzd": "2",
"Name": "CPU1l_TEMP",
"PhysicalContext": "Intake",
"ReadingCelsius": 66,
"SensorNumber": 40,
"Status": {
"Health": "ok",
"State": "Enabled"
IE
"UpperThresholdcritical"”: 90,

"UpperThresholdcritical"”: 50,

45

"@odata.id": "/redfish/vl/Chassis/1/Thermal#/Temperatures/1",

null,

null

"UpperThresholdNonCritical":
IE
{
"LowerThresholdCritical": null,
"LowerThresholdFatal": null,
"LowerThresholdNonCritical":
"MinReadingRangeTemp": -128,
"MaxReadingRangeTemp": 127,
"Memberzd": "1",
"Name": "OUTPUT_TEMP",
"PhysicalcContext": "Intake",
"ReadingCelsius": 39,
"SensorNumber": 32,
"Status": {
"Health": "ok",
"State": "Enabled"
IE
"UpperThresholdcritical": null,
"UpperThresholdFatal": null,
"UpperThresholdNonCritical":
IE
{

"@odata.id": "/redfish/vl/Chassis/1/Thermal#/Temperatures/2",

"LowerThresholdCritical": null,

null,
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"UpperThresholdFatal": null,
"UpperThresholdNonCritical": null

IE

{
"@odata.id": "/redfish/vl/Chassis/1/Thermal#/Temperatures/3",
"LowerThresholdCritical": null,
"LowerThresholdFatal": null,
"LowerThresholdNonCritical": null,
"MinReadingRangeTemp": -128,
"MaxReadingRangeTemp": 127,
"Memberzd": "3",
"Name": "CPU2_TEMP",
"PhysicalcContext": "Intake",
"ReadingCelsius": 64,
"SensorNumber": 43,
"Status": {

"Health": "ok",
"State": "Enabled"

IE
"UpperThresholdcritical": 90,
"UpperThresholdFatal": null,
"UpperThresholdNonCritical": null

}

]
}

e Status Code: 200
Output Description

For a description of the output returned when you modify the cooling information about the

specified chassis, refer to Table 6-49.

Table 6-49 Output Descriptions for Modifying the Cooling Information About the Specified

Chassis
Field Type Description
@odata.context String OData description of the cooling resource.
@odata.id String Access path of the cooling resource.
@odata.type String Type of cooling resource.
Description String Description of the cooling resource.
Id String ID of the cooling resource.
Name String Name of the cooling resource.
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Field Type Description
Oem.Public.FanSpeedAdjust- String Fan speed adjustment mode, including:
mentMode ® Automatic

® Manual
Oem.Public.FanSmartCooling- | String This field is displayed when Oem.Pub-
Mode lic.FanSpeedAdjustmentMode is set to Automatic.

Smart fan speed adjustment mode, including:

® NormalMode: balance mode

® | owNoiseMode: low noise mode

® HighPerformanceMode: high-performance mode
Oem.Public.SpeedRatio Number Fan rotation speed ratio.
Temperatures.@odata.id String Access path of the specified temperature sensor.
Temperatures.LowerThreshold- | Number Critical alarm threshold for the low rotation speed of
Critical the specified fan sensor.
Temperatures.LowerThreshold- | Number Fatal alarm threshold for the high rotation speed of
Fatal the specified fan sensor.
Temperatures.LowerThreshold- | Number Noncritical alarm threshold for the low rotation speed
NonCiritical of the specified fan sensor.
Temperatures.Memberld String ID of the specified temperature sensor.
Temperatures.Name String Name of the specified temperature sensor.
Temperatures.PhysicalContext | String Area or device to which the temperature measure-

ment applies.
Temperatures.ReadingCelsius | Number Current reading of the specified temperature sensor.
Temperatures.SensorNumber | String Serial number of the specified temperature sensor.
Temperatures.Status.State String Status of the specified temperature sensor.
Temperatures.Status.Health String Health status of the specified temperature sensor.
Temperatures.UpperThreshold- | Number Critical alarm threshold for overtemperature of the
Critical specified temperature sensor.
Temperatures.UpperThreshold- | Number Fatal alarm threshold for overtemperature of the
Fatal specified temperature sensor.
Temperatures.UpperThreshold- | Number Noncritical alarm threshold for overtemperature of the
NonCiritical specified temperature sensor.
Temperatures.MinReadin- Number Minimum temperature reading for the specified tem-

gRangeTemp

perature sensor.
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Field Type Description

Temperatures.MaxReadin- Number Maximum temperature reading for the specified tem-

gRangeTemp perature sensor.

FanSummary.Count Number Number of present fans.

Fans.Memberld String ID of the specified fan sensor.

Fans.Name String Name of the specified fan sensor.

Fans.LowerThresholdCritical Number Critical alarm threshold for the low temperature of the
specified fan sensor.

Fans.LowerThresholdFatal Number Fatal alarm threshold for the low temperature of the
specified fan sensor.

Fans.LowerThresholdNonCriti- | Number Noncritical alarm threshold for the low temperature of

cal the specified fan sensor.

Fans.UpperThresholdCritical Number Critical alarm threshold for overtemperature of the
specified fan sensor.

Fans.UpperThresholdFatal Number Fatal alarm threshold for overtemperature of the
specified fan sensor.

Fans.UpperThresholdNonCriti- | Number Noncritical alarm threshold for overtemperature of the

cal specified fan sensor.

Fans.SerialNumber Number Serial number of the specified fan sensor.

Fans.Status.State String Status of the specified fan sensor.

Fans.Status.Health String Health status of the specified fan sensor.

Fans.Oem.Public.SlotNumber Number Slot number of the specified fan sensor.

Fans.Oem.Public.FanName String Name of the fan that the specified fan sensor belongs
to.

Fans.Oem.Public.SpeedRatio Number Current reading of the specified fan sensor, in per-
centage.

Fans.Reading Number Current reading of the specified fan sensor.

Fans.ReadingUnits String Unit of the fan rotation speed read by the fan sensor,
including:
e RPM
® Percent

Fans.MinReadingRange Number Minimum rotation speed reading for the specified fan
Sensor.

Fans.MaxReadingRange Number Maximum rotation speed reading for the specified fan

Sensor.

Document Serial Number: VT20240304 (R1.3)

442




VANTAGEO Server Redfish Interface Description (BMC V4)

vantageo

Field Type Description
Fans.Model String Model of the specified fan sensor.
Fans.@odata.id String Access path of the specified fan sensor.

6.26 Querying Information About a Specified PCle Device Func-

tion Resource

Function

Query information about a specified PCle device function resource of a server.

Syntax

e Operation Type: GET

® URL:https://device ip/redfish/v1/Chassis/chassis id/PCIeDe-

vices/pciedevices id/Functions/functions

e Request Header:

x-auth-token:auth_value

e Request Message Body: None

Parameters

For a description of the parameters for querying the information about the specified PCle device

function resource, refer to Table 6-50.

Table 6-50 Parameter Descriptions for Querying Information About the Specified PCle Device

Function Resource

"x-auth-token" value must be carried in

"Headers" for authentication.

Parameter Description Value

device_ip IP address for logging in to the device. IPv4 or IPv6 address.

chassis_id ID of the Chassis resource. For a rack server, the value is 1 or Self.
auth_value When the Get request is executed, the It can be obtained by creating a session

through /redfish/v1/SessionSer-

vice/Sessions.

pciedevices_id ID of the specified PCle device resource. This parameter can be queried through the
specified resource set.
functions_id ID of the PCle device function resource. This parameter can be queried through the

specified resource set.

Usage Guidelines

None
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Example

Request Example:

GET https://device_ip/redfish/v1/Chassis/1/PCleDevices/PCleCard64/Functions/1

Request Header:

X-Auth-Token: 8574621d21b84756218c7456821c234

Request Message Body: None
Response Example:

{
"@odata.context": "/redfish/vl/$metadata#PCIeFunction.PCIeFunction",
"@odata.id": "/redfish/vl/Chassis/1/PCIeDevices/PCIeCard64/Functions/1",
"@odata.type": "##PCIeFunction.vl_2_3.PCIeFunction",
"DeviceClass": "NetworkcController",
"Devicerd": "0x1017",
"Id": "1",
"Links": {
"PCIeDevice": [
{
"@odata.id": "/redfish/vl/cChassis/1/PCIeDevices/PCIeCard64"
}
]
IE
"Name": "Functionl",
"oem": {
"Public": {
"AssociatedResource": "CPul",
"BusNumber": "O0xb8",
"DeviceNumber": "0x00",
"FunctionNumber": "0x00"
}
IE
"Subsystemid": "0x0052",
"Subsystemvendorid": "0x15b3",
"vendorzd": "Ox15b3",
"@odata.etag": "W/\"1lae394128c6b9056e8d6da3cde35c220\""
}

Status Code: 200
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Output Description

For a description of the output returned when you query the information about the specified

PCle device function resource, refer to Table 6-51.

Table 6-51 Output Descriptions for Querying Information About the Specified PCle Device

Function Resource

Field Type Description

@odata.context String OData description of the specified PCle device func-

tion resource.

@odata.id String Access path of the specified PCle device function re-
source.
@odata.type String Type of the specified PCle device function resource.
DeviceClass String Class of the specified PCle device function resource,
including:
UnclassifiedDevice

MassStorageController
NetworkController
DisplayController
MultimediaController
MemoryController

Bridge
CommunicationController
GenericSystemPeripheral
InputDeviceController
DockingStation

Processor
SerialBusController
WirelessController
IntelligentController
SatelliteCommunicationsController
EncryptionController
SignalProcessingController
ProcessingAccelerators
NonEssentiallnstrumentation

Coprocessor
UnassignedClass
Other
Deviceld String DID of the specified PCle device.
Id String UID of the specified PCle device function resource in

the iIBMC system.
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Field Type Description

Links Object Links to the related resources.

PCleDevice Array PCle device resource list.

Name String Name of the specified PCle device function resource.
Oem Object Customized properties.

Public Object Customized properties.

AssociatedResource String Associated resource of the specified PCle device

function resource.

BusNumber String Bus number of the specified PCle device root port.

DeviceNumber String Device number of the specified PCle device root port.

FunctionNumber String Function number of the specified PCle device root
port.

Subsystemld String SDID of the specified PCle device root port.

SubsystemVendorld String SVID of the specified PCle device root port.

Vendorl String VID of the specified PCle device root port.

6.27 Querying Information About the Collection of Leak Detection
Device Resources

Function

Query information about the collection of leak detection device resources of a server.
Permission Required

Query.

Syntax

e Operation Type: GET
e URL:https://device ip/redfish/v1/Chassis/chassis id/ThermalSubsys-
tem/LeakDetection

e Request Header:

X-Auth-Token: auth_value

e Request Message Body: None
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Description

For a description of the parameters for querying information about the collection of leak detec-

tion device resources, refer to Table 6-52.

Table 6-52 Parameter Descriptions for Querying the Information About the Collection of Leak

Detection Device Resources

Parameter Setting Value

device_ip IP address for logging in to the device. IPv4 or IPv6 address.

chassis_id ID of the chassis resource. For a rack server, the value is 1 or Self.

auth_value X-Auth-Token value contained in Request | It can be obtained by creating a session
Header in the POST request for authenti- | through /redfish/vi/SessionSer-
cation. vice/Sessions.

Usage Guidelines
None

Example

e Request Example:

GET https://device_ip/redfish/v1/Chassis/1/ThermalSubsystem/LeakDetection

e Request Header:

X-Auth-Token: 8574621d21b84756218c7456821c234

e Request Messag

e Body: None

e Response Example:

{
"@odata.context": "/redfish/vl/$metadata#Chassis/LeakDetection.LeakDetection",
"@odata.id": "/redfish/vl/cChassis/1/ThermalSubsystem/LeakDetection",
"@odata.type": "#LeakDetection.vl_0_0.LeakDetection",
"Id": "LeakDetection",
"Name" :
"LeakDetection",
"LeakDetectors": {
"@odata.id": "/redfish/vl/cChassis/1/ThermalSubsystem/LeakDetection/LeakDetectors"
}
}

e Status Code: 200
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Output Description

For a description of the output returned when you query information about the collection of leak

detection device resources, refer to Table 6-53.

Table 6-53 Output Descriptions for Querying Information About Leak Detection Device Re-

sources

Field Type Description

@odata.context String OData description of the model of the collection of
leak detection device resources.

@odata.id String Access path of the collection of leak detection device
resources.

@odata.type String Type of collection of leak detection device resources.

Id String ID of the collection of leak detection device resources.

Name String Name of the collection of leak detection device re-
sources.

LeakDetectors Object Collection of leak detectors.

@odata.id String Access path of the leak detector resource node.

6.28 Querying Information About the Leak Detector Resource Col-
lection

Function

Query the information about the leak detector resource collection.
Permission Required

This example shows how to query modules.

Syntax

e Operation Type: GET
e URL:https://device ip/redfish/v1/Chassis/chassis id/ThermalSubsys-
tem/LeakDetection/LeakDetectors

e Request Header:

X-Auth-Token: auth_value

e Request Message Body: None
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Description

For a description of the parameters for querying information about the leak detector resource

collection, refer to Table 6-54.

Table 6-54 Parameter Descriptions for Querying Information About the Leak Detector Re-

source Collection

Parameter Setting Value

device_ip IP address for logging in to the device. IPv4 or IPv6 address.

chassis_id ID of the chassis resource. For a rack server, the value is 1 or Self.

auth_value X-Auth-Token value contained in Request | It can be obtained by creating a session
Header in the POST request for authenti- | through /redfish/vi/SessionSer-
cation. vice/Sessions.

Usage Guidelines

None

Example

e Request Example:

GET https://device_ip/redfish/v1/Chassis/1/ThermalSubsystem/LeakDetection/LeakDetectors

e Request Header:

X-Auth-Token: 8574621d21b84756218c7456821c234

e Request Message Body: None

e Response Example:

{

"Members":

"@odata.context":

"Name": "Leak Detector Collection",

"Members@odata.count": 2,

[

"@odata.id":

"@odata.id":

"/redfish/vl/$metadata#LeakDetectorcCollection.LeakDetectorcollection",
"@odata.id": "/redfish/vl/Chassis/1/ThermalSubsystem/LeakDetection/LeakDetectors",

"@odata.type": "#LeakDetectorcCollection.LeakDetectorcollection",

"/redfish/vl/Chassis/1/ThermalSubsystem/LeakDetection/LeakDetectors/1"

"/redfish/vl/Chassis/1/ThermalSubsystem/LeakDetection/LeakDetectors/2"
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}

e Status Code: 200
Output Description

For a description of the output returned when you query information about the leak detector re-
source collection, refer to Table 6-55.

Table 6-55 Output Descriptions for Querying Information About the Leak Detector Resource

Collection

Field Type Description

@odata.context String OData description of the leak detector collection mod-
el.

@odata.id String Access path of the leak detector resource collection.

@odata.type String Type of leak detector resource collection.

Name String Name of the leak detector resource collection.

Members@odata.count Number Number of leak detector resources.

Members Array List of leak detector resources.

@odata.count String Access path of a specified leak detector resource
node.

6.29 Querying Information About a Specified Leak Detector
Function
Query information about a specified detector of a server.
Permission Required
Query.
Syntax

e Operation Type: GET

e URL:https://device ip/redfish/v1/Chassis/chassis id/ThermalSubsys-
tem/LeakDetection/LeakDetectors/LeakDetector id

e Request Header:

X-Auth-Token: auth_value

e Request Message Body: None
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Description

For a description of the parameters for querying information about the specified detector, refer

to Table 6-56.

Table 6-56 Parameter Descriptions for Querying Information About the Specified Detector

Parameter Setting Value

device_ip IP address for logging in to the device. IPv4 or IPv6 address.

chassis_id ID of the chassis resource. For a rack server, the value is 1 or Self.

LeakDetector_id ID of the leak detector. ID of the leak detector.

auth_value X-Auth-Token value contained in Request | It can be obtained by creating a session
Header in the POST request for authenti- | through /redfish/v1/SessionSer-
cation. vice/Sessions.

Usage Guidelines
None
Example

e Request Example:

GET https://device_ip/redfish/v1/Chassis/1/ThermalSubsystem/LeakDetection/LeakDetectors/1

e Request Header:

X-Auth-Token: 8574621d21b84756218c7456821c234

e Request Message Body: None

e Response Example:

"@odata.id": "/redfish/vl/Chassis/1/ThermalSubsystem/LeakDetection/LeakDetectors/1",

{
"@odata.context": "/redfish/vl/$metadata#LeakDetector.LeakDetector",
"@odata.type": "#LeakDetector.vl_0_0.LeakDetector",
"id": "1",
"Name": "Moisture-type Leak Detector",
"DetectorState": "OK",
"Status": {
"State": "Enabled",
"Health": "ok"
}
I

e Status Code: 200
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Output Description

For a description of the output returned when you query information about the specified leak de-

tector, refer to Table 6-57.

Table 6-57 Output Descriptions for Querying Information About the Specified Leak Detector

Field Type Description
@odata.context String OData description of the specified leak detector mod-
el.
@odata.id String Access path of the specified leak detector resource.
@odata.type String Type of the specified leak detector resource.
Id String Unique ID of the specified leakage detector resource.
Name String Name of the specified leak detector resource.
DetectorState String Liquid leakage status of the liquid cooling server:
® OK:indicates that is no leak.
o Warning: indicates tat there is a warning-level leak
alarm, which needs to be given attention.
e Critical: indicates that there is a critical-level leak
alarm, which needs immediate action.
Status Object Status of the specified leakage sensor, including:

® State: whether the leakage sensor is enabled.
® Health: Health status of the leakage sensor:
> OK: indicates that is no leak.

> Critical: indicates that there is a leak.

6.30 Modifying Information About a Specified Drive Resource

Function

Modify the indicator status of a specified drive resource.

Permission Required
Basic management.

Syntax

e Operation Type: PATCH

e URL:https://device ip/redfish/v1/Chassis/chassis id/Drives/dri-

ves 1id

e Request Header:
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Content-Type: header_type
X-Auth-Token: auth_value

o Request Message Body:

"IndicatorLED": state

Description

For a description of the parameters for modifying information about the specified drive resource,

refer to Table 6-58.

Table 6-58 Parameter Descriptions for Modifying Information About the Specified Drive Re-

source

Parameter

Setting

Value

device_ip

IP address for logging in to the device.

IPv4 or IPv6 address.

chassis_id

ID of the chassis resource.

For a rack server, the value is 1 or Self.

auth_value

X-Auth-Token value contained in Request
Header in the PATCH request for authenti-
cation.

It can be obtained by creating a session
through /redfish/v1/SessionSer-

vice/Sessions.

header_type

Format of the request message.

application/json

drives_id

ID of the specified drive.

It can be obtained from the drive list man-

aged by the current specified controller.

state

Indicator status of the specified drive re-

source.

o |Lit
® Blinking
o Off

Usage Guidelines

After configuration, you can view the result through GET https://device_ip/redfish/vi/Chas-

sis/1/Drives/drives_1id.

Example

e Request Example:

PATCH https://device_ip/redfish/v1/Chassis/1/Drives/drives_id

e Request Header:

X-Auth-Token: 8574621d21b84756218c7456821c234
Content-Type: application/json
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o Request Message Body:

{

}

"IndicatorLED":"Lit"

e Response Example: None
e Status Code: 204

Output Description

None

6.31 Querying Information About the Network Port Resource Col-
lection of a Specified Network Adapter

Function

Query information about the network port resource collection of a specified network adapter of a

server.

Permission Required

Query.

Syntax

e Operation Type: GET

® URL:https://device ip/redfish/v1/Chassis/chassis id/Net-

workAdapters/networkadapters id/NetworkPorts

e Request Header:

X-Auth-Token: auth_value

Description

Request Message Body: None

For a description of the parameters for querying information about the network port resource

collection of the specified network adapter, refer to Table 6-59.

Table 6-59 Parameter Descriptions for Querying Information About the Network Port Re-

source Collection of the Specified Network Adapter

Parameter

Setting

Value

device_ip

IP address for logging in to the device.

IPv4 or IPv6 address.

chassis_id

ID of the chassis resource.

For a rack server, the value is 1 or Self.
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Parameter

Setting

Value

auth_value

X-Auth-Token value contained in Request
Header in the GET request for authentica-
tion.

It can be obtained by creating a session
through /redfish/v1/SessionSer-

vice/Sessions.

networkadapters_id

ID of the specified network adapter re-

source.

It can be obtained by querying the in-
formation about the network adapter re-

source collection.

Usage Guidelines

None

Example

e Request Example:

GET https://device_ip/redfish/v1/Chassis/1/NetworkAdapters/mainboardOCPCard 1/NetworkPorts

e Request Header:

X-Auth-Token: 8574621d21b84756218c7456821c234

e Request Message Body: None

e Response Example:

"Members":

{

]’

"Name" :

}

"@odata.context": "/redfish/vl/$metadata#NetworkAdapter.NetworkAdapter",
"@odata.id": "/redfish/vl/Chassis/1/NetworkAdapters/mainboardPCIeCard4/NetworkPorts",
"@odata.type": "#NetworkPortCollection.NetworkPortcollection",

"Description": "Collection of Ethernet Interfaces for this Manager",

[

"@odata.id":

"/redfish/vl/Chassis/1/NetworkAdapters/mainboardPCIeCard4/NetworkPorts/1"

"@odata.id":

"/redfish/vl/Chassis/1/NetworkAdapters/mainboardPCIeCard4/NetworkPorts/2"

"Members@odata.count": 2,

"Ethernet Network Interface Collection"

e Status Code: 200
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Output Description

For a description of the output returned when you query information about the network port re-

source collection of the specified network adapter, refer to Table 6-60.

Table 6-60 Output Descriptions for Querying Information About the Network Port Resource

Collection of the Specified Network Adapter

Field Type Description

@odata.context String OData description of the network port resource collec-
tion of the specified network adapter.

@odata.id String Access path of the network port resource collection of
the specified network adapter.

@odata.type String Type of the network port resource collection of the
specified network adapter.

Name String Name of the network port resource collection of the
specified network adapter.

Description String Description of the network port resource collection of
the specified network adapter.

Members Array Members of the network port resource collection of
the specified network adapter.

@odata.id String Access path of a single network port resource.

Members@odata.count Number Number of network port resources.

6.32 Querying Historical Environmental Humidity Information

About a Chassis

Function

Query historical environmental humidity information about a specified chassis of a server.

Permission Required
Query.
Syntax

e Operation Type: GET

e URL:https://device ip/redfish/v1/Chassis/chassis id/EnvironmentHis-

toryHumidity

e Request Header:
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X-Auth-Token: auth_value

e Request Message Body: None

Description

For a description of the parameters for querying historical environmental humidity information

about the specified chassis, refer to Table 6-61.

Table 6-61 Parameter Descriptions for Querying Historical Environmental Humidity Informa-

tion About the Chassis

Parameter Setting Value

device_ip IP address for logging in to the device. IPv4 or IPv6 address.

chassis_id ID of the chassis resource. For a rack server, the value is 1 or Self.

auth_value X-Auth-Token value contained in Request | It can be obtained by creating a session
Header in the GET request for authentica- | through /redfish/vi/SessionSer-
tion. vice/Sessions.

Usage Guidelines
None

Example

e Request Example:

GET https://device_ip/redfish/v1/Chassis/1/EnvironmentHistoryHumidity

e Request Header:

X-Auth-Token: 8574621d21b84756218c7456821c234

e Request Message Body: None

e Response Example:

"Id": "Envi

"Data":[

{

"@odata.context":

ronmentHistoryHumidity",

"Name": "EnvironmentHistoryHumidity",

"Description": "System History Humidity",

"Time":"2024-08-09 15:38:33",
"HumidityPercent": 75

"/redfish/vl/$metadata#Chassis.Chassis/Members/1/EnvironmentHistoryHumidity",
"@odata.id": "/redfish/vl/chassis/1/EnvironmentHistoryHumidity",

"@odata.type": "#EnvironmentHistoryHumidity.vl_1_0.EnvironmentHistoryHumidity",
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}

"Time":"2024-08-08 15:43:35",

"HumidityPercent": 76

e Status Code: 200

Output Description

For a description of the output returned when you query historical environmental humidity infor-

mation about the chassis, refer to Table 6-62.

Table 6-62 Output Descriptions for Querying Historical Environmental Humidity Information

About the Chassis

Field Type Description

@odata.context String OData description of the environmental humidity infor-
mation about the specified chassis.

@odata.id String Access path of the environmental humidity informa-
tion about the specified chassis.

@odata.type String Type of historical environmental humidity information
about the specified chassis.

Id String ID of the historical environmental humidity information
about the specified chassis.

Name String Name of the historical environmental humidity infor-
mation about the specified chassis.

Description String Description of the historical environmental humidity
information about the specified chassis.

Data Array Data array of the historical environmental humidity in-
formation about the specified chassis.

Time String Humidity information collection time.

HumidityPercent Number Humidity value.
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Chapter 7
Operations on Ses- sionService
Resources
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Figure 7-1 shows the path requirements for the SessionService resources supported by
VANTAGEO servers.

Figure 7-1 SessionService Resource Path Requirements

SessionService Sessions Session_id

Redfish/ V1

For a description of properties of SessionService resources and operations supported by the
properties, refer to Table 7-1.

Table 7-1 Descriptions of SessionService Resources Properties

URL Property Description Operation
[redfish/v1/SessionService Id ID of the SessionService | GET
resource.
Name Name of the SessionSer- | GET

vice resource.

SessionTimeout Session service timeout GET/PATCH
period.

Sessions Access path of the ses- GET
sion list.
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URL Property Description Operation
[redfish/v1/SessionSer- Name Name of the session re- GET
vice/Sessions source.
Members@odata.count Number of session mem- | GET
bers.
Members Session resource list, GET

which provides refer-
ences for all session re-

source URLs.

[redfish/v1/SessionSer- - Specified session re- DELETE
vice/Sessions/session_id source.
Id UID of the specified ses- | GET

sion resource.

Name Name of the specified GET
session.
UserName Account information GET

about the specified ses-

sion.

6.33Querying Information About the Session Service
Function
Query information about the current session service of a server.
Permission Required
Query.
Syntax

e Operation Type: GET
® URL: https://device ip/redfish/vl/SessionService

Request Header:

X-Auth-Token: auth_value

Request Message Body: None
Parameters

For a description of the parameters for querying information about the session service, refer to
Table 7-2.
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Table 7-2 Parameter Descriptions for Querying Information About the Session Service

Header in the GET request for authentica-

Parameter Description Value
device_ip IP address for logging in to the device. IPv4 or IPv6 address.
auth_value X-Auth-Token value contained in Request | It can be obtained by creating a session

through /redfish/v1/SessionSer-

tion. vice/Sessions.
Usage Guidelines
None
Example
e Request Example:
GET https://device_ip/redfish/v1/SessionService
e Request Header:
X-Auth-Token: 8574621d21b84756218c7456821¢c234
e Request Message Body: None
e Response Example:
{
"@odata.context": "/redfish/vl/$metadata#SessionService.SessionService",
"@odata.id": "/redfish/vl/SessionService",
"@odata.type": "#SessionService.vl_1_3.SessionService",
"Description": "Session Service",
"1d": "SessionService",
"Name": "Session Service",
"ServiceEnabled": true,
"SessionTimeout": 180,
"Sessions": {
"@odata.id": "/redfish/vl/SessionService/Sessions"
}’
"Status": {
"Health": "oOK",
"State": "Enabled"
1
}

e Status Code: 200
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Output Description

For a description of the output returned when you query information about the session service,
refer to Table 7-3.

Table 7-3 Output Descriptions for Querying Information About the Session Service

Field Type Description

@odata.context String OData description of the SessionService resource
model.

@odata.id String Access path of the SessionService resource node.

@odata.type String Type of SessionService resource.

Description String Description of the SessionService resource.

Id String ID of the SessionService resource.

Name String Name of the SessionService resource.

ServiceEnabled Boolean Whether the SessionService resource is enabled.

SessionTimeout Number Redfish session timeout period.

Sessions Object Session list.

@odata.id String Access path of the session list.

Status.Health String Health status of the SessionService resource.

Status.State String Status of the SessionService resource.

6.34Modifying Information About the Session Service

Function

Modify the timeout period of the current session service of a server.
Permission Required

Basic management.

Syntax

e Operation Type: PATCH
® URL: https://device ip/redfish/vl/SessionService

e Request Header:

X-Auth-Token: auth_value
Content-Type: header_type

o Request Message Body:
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"SessionTimeout": time

Parameters

For a description of the parameters for modifying information about the session service, refer to

Table 7-4.

Table 7-4 Parameter Descriptions for Modifying Information About the Session Service

Parameter

Description

Value

device_ip

IP address for logging in to the device.

IPv4 or IPv6 address.

auth_value

X-Auth-Token value contained in Request
Header in the PATCH request for authenti-
cation.

It can be obtained by creating a session
through /redfish/v1/SessionSer-

vice/Sessions.

header_type

Format of the request message.

application/json

time

Redfish session timeout period.

Integer, range: 30-86400, unit: seconds.

Usage Guidelines

None

Example

e Request Example:

PATCH https://device_ip/redfish/v1/SessionService

e Request Header:

X-Auth-Token: 8574621d21b84756218c7456821c234

Content-Type: application/json

o Request Message Body:

}

"SessionTimeout": 300

e Response Example: None
e Status Code: 204

Output Description

None
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6.35Creating Information About a
Session

Function

Create a session.

Permission Required

Basic management.

Syntax

Operation Type: POST

URL: https://device ip/redfish/vl1/SessionService/Sessions

Request Header:

Content-Type: header_type

Request Message Body:

"UserName" : name,

"Password":password

Parameters

For a description of the parameters for creating a session, refer to Table 7-5.

Table 7-5 Parameter Descriptions for Creating a Session

Parameter Description Value

device_ip IP address for logging in to the device. IPv4 or IPv6 address.

header_type Format of the request message. application/json

name User for the new session. User of the BMC system.

password Password the user for the new session. Password of the user for the BMC system.

Usage Guidelines

In the Redfish operations on the server, this POST operation is performed first. Because most

follow-up operations need the "X-Auth-Token" value in "Headers" for authentication, the "X-

Auth-Token" value can be obtained through this operation.

Example

Request Example:

POST https://device_ip/redfish/v1/SessionService/Sessions

Document Serial Number: VT20240304 (R1.3)

464




VANTAGEO Server Redfish Interface Description (BMC V4)

vantageo

e Request Header:

Content-Type: application/json

o Request Message Body:

}

"UserName": "username",

"password": "password"

e Response Example:

}

"@odata.context": "/redfish/vl/$metadata#SessionService.Sessions",

"@odata.id": "/redfish/vl/SessionService/Sessions/qlxUU91KqyADxiL1Icq9jdygxuz",
"@odata.type": "#Session.vl_1_0.Session",

"Name": "User Session",
"Id": "glxUu91KqyADxiL13cq9jdygxuzrOHwe",

"UserName": "Administrator"

o Response Header Example:

Location: /redfish/v1/SessionService/Sessions/1
X-Auth-Token: YzAhv2WCqg5ZMDJUq7JJ3ELEpNF3eoOab

e Status Code: 201

Output Description

For a description of the output returned when you create a session, refer to Table 7-6.

Table 7-6 Output Descriptions for Session Creation

Field Type Description

@odata.context String OData description of the newly created session re-
source model.

@odata.id String Access path of the newly created session resource.
The detailed information about the session can be ob-
tained.

@odata.type String Type of the newly created session resource.

Id String UID of the newly created session resource.

Name String Name of the newly created session.

Description String Description of the new session.

UserName String Account information about newly created session.
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6.36 Querying Information About the Session Resource Collection

Function

Query information about the current session resource collection of a server.

Permission Required

Query.
Syntax

e Operation Type:

GET

e URL: https://device ip/redfish/vl/SessionService/Sessions

Request Header:

X-Auth-Token: auth_value

Parameters

Request Message Body: None

For a description of the parameters for querying information about the session resource collec-

tion, refer to Table 7-7.

Table 7-7 Parameter Descriptions for Querying Information About the Session Resource Col-

lection

Parameter Description Value

device_ip IP address for logging in to the device. IPv4 or IPv6 address.

auth_value X-Auth-Token value contained in Request | It can be obtained by creating a session

Header in the GET request for authentica-
tion.

through /redfish/v1/SessionSer-

vice/Sessions.

Usage Guidelines
None

Example

Request Example:

GET https://device_ip/redfish/v1/SessionService/Sessions

e Request Header:

X-Auth-Token: 8574621d21b84756218c7456821c234

Request Message Body: None

Response Example:
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"@odata.context": "/redfish/vl/$metadata#SessionCollection.SessionCollection",
"@odata.id": "/redfish/vl/SessionService/Sessions",
"@odata.type": "#SessionCollection.SessionCollection",
"Name": "Session Collection",
"Members": [
{
"@odata.id":
"/redfish/vl/SessionService/Sessions/izZoEEcrx8c2u0zFefkA8pFDOXnSqDgaG"
IE
{
"@odata.id":
"/redfish/vl/SessionService/Sessions/sf318CJIsQrpwCumCRIniUTcpFVeaz2wx"

]’

"Members@odata.count": 2

}

e Status Code: 200
Output Description

For a description of the output returned when you query information about the session resource

collection, refer to Table 7-8.

Table 7-8 Output Descriptions for Querying Information About the Session Resource Collec-

tion
Field Type Description
@odata.context String OData description of the session resource model.
@odata.id String Access path of the session resource node.
@odata.type String Type of session resource.
Name String Name of the session resource.
Members@odata.count Number Number of session members.
Members Array Session list
@odata.id String Access path of a single session resource node.

6.37Querying Information About a Specified Session Resource
Function

Query information about a specified session resource.
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Permission Required

Query.

Syntax

e Operation Type: GET

e URL: https://device ip/redfish/vl/SessionService/Sessions/Session id

e Request Header:

X-Auth-Token: auth_value

e Request Message Body: None

Parameters

For a description of the parameters for querying information about the specified session re-

source, refer to Table 7-9.

Table 7-9 Parameter Descriptions for Querying Information About the Specified Session Re-

source

Parameter Description Value

device_ip IP address for logging in to the device. IPv4 or IPv6 address.

Session_id ID of the specified session. It can be obtained from the session re-

source collection.

auth_value X-Auth-Token value contained in Request | It can be obtained by creating a session
Header in the GET request for authentica- | through /redfish/v1/SessionSer-
tion. vice/Sessions.

Usage Guidelines

None

Example

e Request Example:

GET https://device_ip/redfish/v1/SessionService/Sessions/57f5ff2105218ad2df694ab94cbebal0

e Request Header:

X-Auth-Token: 8574621d21b84756218c7456821c234

o Request Message Body: None

e Response Example:

"@odata.context": "/redfish/vl/$metadata#Session.Session",
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"@odata.id":
"/redfish/vl/SessionService/Sessions/iZoEEcrx8c2u0zFefkA8pFDOXnSgDgaG" ,
"@odata.type": "#Session.vl_1_0.Session",
"Description": "Session for user Administrator",
"UserName": "Administrator",
"Name": "Session",
"Id": "izZoEEcrx8c2uozFefkA8pFDOXnSgDgaG"
I

e Status Code: 200
Output Description

For a description of the output returned when you query information about the specified session

resource, refer to Table 7-10.

Table 7-10 Output Descriptions for Querying Information About the Specified Session Re-

source
Field Type Description
@odata.context String OData description of the specified session resource
model.
@odata.id String Access path of the specified session resource node.
@odata.type String Type of the specified session resource.
Description String Description of the specified session resource.
Id String UID of the specified session resource.
Name String Name of the session resource.
UserName String Username for the specified session.

6.38Deleting Information About a Specified Session Resource

Function

Delete information about a specified session resource of a server.
Permission Required

Basic management.

Syntax

e Operation Type: DELETE
e URL: https://device ip/redfish/vl/SessionService/Sessions/Session id

e Request Header:
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X-Auth-Token: auth_value

e Request Message Body: None

Parameters

For a description of the parameters for deleting information about the specified session re-

source, refer to Table 7-11.

Table 7-11 Parameter Descriptions for Deleting Information About the Specified Session Re-

source

Parameter

Description

Value

device_ip

IP address for logging in to the device.

IPv4 or IPv6 address.

Session_id

Session ID to be deleted

The session_id of each session is con-
tained in the session list query result.

The ID can be used when the information
about the corresponding session needs to
be deleted.

auth_value

X-Auth-Token value contained in Request
Header in the DELETE request for authen-
tication.

It can be obtained by creating a session
through /redfish/v1/SessionSer-

vice/Sessions.

Usage Guidelines

None

Example

e Request Example:

DELETE https://device_ip/redfish/v1/SessionService/Sessions/57f5ff2105218ad2df694ab94cbebal0

e Request Header:

X-Auth-Token: 8574621d21b84756218c7456821c234

e Request Message Body: None

e Response Example: None
e Status Code: 204

Output Description

None
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Figure 8-1 shows the path requirements for the EventService resources supported by
VANTAGEO servers.

Figure 8-1 EventService Resource Path Requirements

Redfish/ V1

EventService

Subscriptions id

Alarms?$skip =skip_value&$top=top_value

DeleteAlarmsAll

CurrentAlarms alarm _id

DeleteCurrentAlarmsAll

CurrentAlertEvents

For a description of properties of EventService resources and operations supported by the

properties, refer to Table 8-1.

Table 8-1 Descriptions of EventService Resources Properties

URL Property Description Opera-
tion
Iredfish/v1/Even- Id ID of an event resource. GET
tService
Name Name of the event resource. GET
Status Whether the EventService resource | GET
is enabled.
ServiceEnabled Whether event reporting is enabled. | GET
DeliveryRetryAttempts Maximum number of retries for deliv- | GET
ering event subscriptions.
DeliveryRetryIntervalSeconds Interval (in seconds) at which an GET
event is resent upon a failure.
EventTypesForSubscription Type of events that can be sub- GET
scribed to.
Subscriptions Navigation resource of the event tar- | GET
get resource collection.
Iredfish/v1/Even- Name Name of the event subscription re- GET
tService/Subscrip- source collection.
tions "
Members@odata.count Number of event subscription re- GET
source members.
Members Event subscription resource list. GET
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URL Property Description Opera-
tion
Id ID of the specified event subscription | PATCH
resource.
Destination Valid HTTPS destination address. PATCH
EventTypes Types of monitored events. PATCH
context String PATCH
protocal It must be Redfish. PATCH
Messagelds Optional parameter. Combination PATCH
of valid message IDs defined in the
event registry.
OriginResources Combination of valid resource URIs. | PATCH
OriginResources@odata.count Number of event sources. PATCH
HttpHeaders It is displayed as "null" in the query PATCH
result.
Iredfish/v1/Even- Id ID of the event subscription re- GET/
tService/Subscrip- source. PATCH
tions/subscription/id T
Name Name of the event subscription re- GET/
source. PATCH
Destination Destination event service URI. GET/
PATCH
EventTypes Type of event to be submitted. GET/
PATCH
Context String provided by the client and GET/
stored together with the event target | PATCH
subscription.
Protocol Protocol connected to the event. GET/
PATCH
Messagelds Submitted message ID list. GET/
PATCH
OriginResources Submits the event-related resource GET/
list. PATCH
OriginResources@odata.count Number of event sources. GET/
PATCH
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URL

Property

Description

Opera-

tion

HttpHeaders

HTTP Headers, for example, GET
Object is empty for an authentication

message.

GET

Status

Status of the specified vent subscrip-

tion.

® Enabled

® Disabled

e StandbyOffline: suspended when
the number of times that an event
is reported exceeds the thresh-
old.

GET

DeliveryRetryPolicy

Event delivery retry policy. Options:

o SuspendRetries (required): sus-
pends subscription information if
the number of retries exceeds the
threshold. Default.

o TerminateAfterRetries (optional):
deletes subscription information if
the number of retries exceeds the
threshold.

® RetryForever (optional): always
retries delivery.

GET

Actions

Actions.

GET

EventDestination.ResumeSubscrip-
tion

Resumes event subscription.

GET

target

Operation path for event subscription

resumption.

GET

Iredfish/v1/Even-
tService/Alarms?
$skip=skip_val-
ue&$top=top_value

Description

Description of the event resource

collection.

GET

ID of the event resource collection.

GET

Name

Name of the event resource collec-

tion.

GET

Members@odata.count

Number of members in the event re-

source collection.

GET

Members

List of members in the event re-

source collection.

GET
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URL Property Description Opera-
tion
AlarmCode Event code. GET
AlarmLevel Event level. GET
TimeStamp Event generation time. GET
Message Event information. GET
Iredfish/v1/Even- Description Description of the current alarm re- GET
tService/CurrentA- source collection.
larms ] .
Actions Operations that can be performed on | GET
the current alarm resource collection.
Oem Customized properties. GET
EventService.DeleteCurrentAlarm- Deletes all current alarms. GET
sAll
target Operation path. GET
Name Name of the current alarm resource GET
collection.
Members@odata.count Number of members in the current GET
alarm resource collection.
Members - GET
Alarmlid ID of the current alarm. GET
AlarmCode Code of the current alarm. GET
AlarmLevel Level of the current alarm. GET
TimeStamp Alarm generation timestamp. GET
Message Information about the current alarm. | GET
[redfish/v1/Even- Id ID of the current alarm resource. GET
t i tA-
Service/Curren Name Name of the current alarm resource. | GET
larms/alarm_id
Description Description of the current alarm re- GET
source.
AlarmCode Code of the current alarm. GET
AlarmLevel Level of the current alarm. GET
TimeStamp Alarm generation timestamp. GET
Message Information about the current alarm. | GET
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URL Property Description Opera-
tion
Iredfish/v1/Even- Description Description of the current alarm GET
tService/Cur- event resource collection.
rentAlertEvents
Id ID of the current alert alarm resource | GET
collection.
Name Name of the current alarm eventre- | GET
source collection.
Members@odata.count Number of members in the current GET
alarm event resource collection.
Members - GET
Eventld Alarm event ID. GET
EventType Alarm event type. GET
EventTimestamp Alarm event generation timestamp. GET
Severity Alarm event severity level. GET
Message Alarm event message. GET
Oem.Public - GET
alarmStatus Alarm status. GET
specificProblemID Alarm classification ID (alarm code). | GET
specificProblem Alarm classification description GET
(alarm name).
neUlD Alarm server ID (serial number of the | GET
server).
neName Alarm server name (asset code of GET
the server)
neType Type of device where the alarm is GET
raised.
objectUID ID of the alarm part. GET
objectName Name of the alarm part. GET
objectType Type of alarm part. GET
locationinfo Alarm positioning information. GET
Addinfo Additional alarm information. GET
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8.1 Querying Information About the EventService Resource
Function
Query the information about the EventService resource of a server.
Permission Required
Query.
Syntax

e Operation Type: GET
e URL: https://device ip/redfish/v1/EventService

e Request Header:

X-Auth-Token: auth_value

e Request Message Body: None
Parameters

For the parameter descriptions for querying the event service resource, refer to Table 8-2.

Table 8-2 Parameter Descriptions for Querying the Event Service Resource

Parameter Description Value
device_ip IP address for logging in to the device. IPv4 or IPv6 address.
auth_value X-Auth-Token value contained in Request | It can be obtained by creating a session

Header in the GET request for authentica- | through /redfish/v1/SessionSer-

tion. vice/Sessions.

Usage Guidelines
None
Example

e Request Example:

GET https://device_ip/redfish/v1/EventService

e Request Header:

X-Auth-Token: 8574621d21b84756218c7456821c234

e Request Message Body: None

e Response Example:

"@odata.context": "/redfish/vl/$metadata#EventService.EventService",
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"@odata.id": "/redfish/vl/EventService",
"@odata.type": "#EventService.vl_5_0.EventService",
"Actions": {
"#EventService.SubmitTestEvent": {
"EventType@Redfish.Allowablevalues": [
"StatusChange",
"ResourceUpdated",
"ResourceAdded",
"ResourceRemoved",
"Alert"
P
"target": "/redfish/vl/EventService/Actions/EventService.SubmitTestEvent"
i
"oem": {
"Public": {
"#EventService.ClearHistoryAlarm": {
"target":

"/redfish/vl/EventService/Actions/EventService.ClearHistoryAlarm"

i
"DeliveryRetryAttempts": 3,
"DeliveryRetryIntervalSeconds": 60,
"Description": "Event Service",
"EventTypesForsSubscription": [
"StatusChange",
"ResourceUpdated",
"ResourceAdded",
"ResourceRemoved",
"Alert"
P
"1d": "EventService",
"Name": "Event Service",
"oem": {
"Public": {
"Alarms": {
"@odata.id": "/redfish/vl/EventService/Alarms"
i
"CurrentAlarms": {
"@odata.id": "/redfish/vl/EventService/CurrentAlarms"
i
"CurrentAlertEvents": {

"@odata.id": "/redfish/vl/EventService/CurrentAlertEvents"
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IE
"ServiceEnabled": true,
"Status": {

"State": "Enabled"
IE
"Subscriptions": {

"@odata.id": "/redfish/vl/EventService/Subscriptions"

}

e Status Code: 200
Output Description

For a description of the output returned when you query the event service resource, refer to Ta-
ble 8-3.

Table 8-3 Output Descriptions for Querying the Event Service Resource

Field Type Description

@odata.context String OData description of the EventService re-

source model.

@odata.id String Access path of the EventService resource
node.

@odata.type String Type of EventService resource.

Actions #EventService.SubmitTestEven- Array EventService resource ID.

t.EventType@Redfish.AllowableValues

Actions.#EventService.SubmitTestEven- String URL for executing the operation.
t.targe
Actions.Oem.Public.#EventSer- String URL for executing the operation.

vice.ClearHistoryAlarm.target

DeliveryRetryAttempts Number Maximum number of retries for delivering
event subscriptions.

DeliveryRetryIntervalSeconds Number Interval (in seconds) at which an event is

resent upon a failure.

Description String Description of the EventService resource.

EventTypesForSubscription Array Type of events that can be subscribed to.
The ranges are the combinations of the
following valid values:

Document Serial Number: V120240304 (R1.3) 479



VANTAGEO Server Redfish Interface Description (BMC V4) Vant8890

Field Type Description

e® StatusChange: resource status change
event

® ResourceUpdated: resource update
event

® ResourceAdded: resource addition
event

® ResourceRemoved: resource removal
event

® Alert: alarming event

Id String ID of the EventService resource.

Name String Name of the EventService resource.

Oem.Public.Alarms.@odata.id String Access path of the alarm resource collec-
tion.

Oem.Public.CurrentAlarms.@odata.id String Access path of the current alarm resource
collection.

Oem.Public.CurrentAlertEvents.@odata.id | String Access path of the current alarm event re-

source collection.

ServiceEnabled Boolean Whether event reporting is enabled.

Status.State String Whether the EventService resource is en-
abled.

Subscriptions.@odata.id String Access path of the specified event object
resource.

8.2 Querying Information About the Event Subscription Resource
Collection

Function
Query the information about the event subscription resource collection.
Syntax

e Operation Type: GET
e URL: https://device ip/redfish/v1/EventService/Subscriptions

e Request Header:

X-Auth-Token: auth_value

e Request Message Body: None
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Parameters

For the parameter descriptions for querying the event subscription resource collection, refer to

Table 8-4.

Table 8-4 Parameter Descriptions for Querying the Event Subscription Resource Collection

Header in the GET request for authentica-
tion.

Parameter Description Value
device_ip IP address for logging in to the device. IPv4 or IPv6 address.
auth_value X-Auth-Token value contained in Request | It can be obtained by creating a session

through /redfish/v1/SessionSer-

vice/Sessions.

member_id User ID

It can obtained by querying the user list.

Usage Guidelines
None
Example

e Request Example:

GET https://device_ip/redfish/v1/EventService/Subscriptions

e Request Header:

X-Auth-Token: 8574621d21b84756218c7456821c234

e Request Message Body: None

e Response Example:

{
"@odata.context":
"/redfish/vl/$metadata#EventDestinationCollection.EventDestinationCollection",
"@odata.id": "/redfish/vl/EventService/Subscriptions",
"@odata.type": "#EventDestinationCollection.EventDestinationCollection",
"Members": [
{
"@odata.id": "/redfish/vl/EventService/Subscriptions/1"
}
P
"Members@odata.count": 1,
"Name": "Event Subscriptions Collection”
I

e Status Code: 200
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Output Description

For a description of the output returned when you query the event subscription resource collec-

tion, refer to Table 8-5.

Table 8-5 Output Descriptions for Querying the Event Subscription Resource Collection

Field Type Description

@odata.context String OData description of the event subscription resource
collection model.

@odata.id String Type of event subscription resource collection.

@odata.type String Access path of the event subscription resource collec-
tion.

Name String Name of the event subscription resource collection.

Members@odata.count Number Number of event subscription resource members.

Members Array Event subscription resource list.

@odata.id String Access path of a single event subscription resource
node.

Function
Create an event subscription resource.
Syntax

e Operation Type: POST

8.3 Creating an Event Subscription Resource

e URL: https://device ip/redfish/v1/EventService/Subscriptions

e Request Header:

X-Auth-Token: auth_value
Content-Type: header_type

o Request Message Body:

"Destination": event_destination,
"EventTypes": event_types,
"HttpHeaders": http_headers,
"Context": context,

"Protocol": protocal,
"MessageIds": message_ids,

"originResources": origin_resources,

Document Serial Number: VT20240304 (R1.3)

482




VANTAGEO Server Redfish Interface Description (BMC V4)

vantageo

"DeliveryRetryPolicy":delivery_retry_policy

Parameters

For the parameter descriptions for creating an event subscription resource, refer to Table 8-6.

Table 8-6 Parameter Descriptions for Creating the Event Subscription Resource

Parameter

Description

Value

device_ip

IP address for logging in to the device.

IPv4 or IPv6 address.

header_type

Format of the request message.

application/json

auth_value

X-Auth-Token value contained in Request
Header in the POST request for authenti-
cation.

It can be obtained by creating a session
through /redfish/v1/SessionSer-

vice/Sessions.

event_destination

Event subscription destination address.

Valid HTTPS destination address.

event_types

Event type for event subscription monitor-

ing.

A combination of the following values:

e® StatusChange: resource status change
event

® ResourceUpdated: resource update
event

o ResourceAdded: resource addition
event

® ResourceRemoved: resource removal
event

® Alert: alarming event

http_headers

Event subscription HTTP header parame-

ters, which are carried when an event is

Optional parameter. The value shall com-

ply with the key:value format, and is dis-

reported. played as null when being queried.
context Event subscription context information. String
protocal Protocol used by the event subscription. It must be Redfish.

message_ids

Message |ID matching list of the event sub-

scription.

Optional parameter. Combination of valid

message |IDs defined in the event registry.

origin_resources

Event source list.

Combination of valid resource URIs.

delivery_retry_poli-
cy

Event delivery retry policy.

Options:

® SuspendRetries (required): suspends
subscription information if the number
of retries exceeds the threshold. De-
fault.

® TerminateAfterRetries (optional):
deletes subscription information if the
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Parameter Description

Value

number of retries exceeds the thresh-
old.

® RetryForever (optional): always retries
delivery.

Usage Guidelines

The specified event destination address used for creating a subscription cannot be the same as

any existing subscription destination address.

Example

e Request Example:

"@odata.id":"/redfish/vl/Chassis/1/Power#/PowerSupplies/0"

POST https://device_ip/redfish/v1/EventService/Subscriptions
e Request Header:
X-Auth-Token: 8574621d21b84756218¢c7456821¢c234
Content-Type: application/json
o Request Message Body:
{
"Destination": "https://10.228.34.200/redfish/test/",
"EventTypes": [ "Alert" ],
"HttpHeaders": {
"Content-Type":
"Application/JSON",
"OData-Version": "4.0",
"X-Auth-Token":"5ac44e4c36db20ee69f661f42239b6f5"
IE
"Context": "event subscription context string",
"Protocol":"Redfish",
"MessageIds":[
"iBMCEvents.2.0.PsPredicFailureInfo"
1:
"originResources": [
{
}
1:
"DeliveryRetryPolicy":"TerminateAfterrRetries"
}

e Response Example:
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"@odata.context": "/redfish/vl/$metadata#EventDestination.EventDestination",
"@odata.id": "/redfish/vl/EventService/Subscriptions",
"@odata.type": "#EventDestination.vl_7_0.EventDestination",
"Context": "event subscription context string",
"Destination": "https://10.228.34.200/redfish/test/",
"EventTypes": [
"Alert"
1:
"id": 1,
"MessageIds": [
"iBMCEvents.2.0.PsPredicFailureInfo"
1:
"Name": "Subscription 1",
"originResources": [
"/redfish/vl/Chassis/1/Power#/PowerSupplies/0"
1:
"OriginResources@odata.count": 1,
"Protocol": "Redfish",
"HttpHeaders": null

}

e Status Code: 201
Output Description

For a description of the output returned when you create the event subscription resource, refer
to Table 8-7.

Table 8-7 Output Descriptions for Creating the Event Subscription Resource

Field Type Description

@odata.context String OData description of the event subscrip-
tion resource model.

@odata.id String Access path of the event subscription re-

source node.

@odata.type String Type of event subscription resource.

Id String ID of the event subscription resource.
Context String Event subscription context information.
Destination String Event subscription destination address.
EventTypes Array Event type for event subscription monitor-

ing.A combination of the following values:
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Field Type Description

e® StatusChange: resource status change
event

® ResourceUpdated: resource update
event

® ResourceAdded: resource addition
event

® ResourceRemoved: resource removal
event

® Alert: alarming event

Id String ID of the event subscription resource.

Messagelds String Message |ID matching list of the event sub-
scription.

Name String Name of the event subscription resource.

Protocal String Protocol used by the event subscription.

OriginResources Array Event source list.

OriginResources@odata.count | Number Number of event sources.

HttpHeaders String Event subscription HTTP header.

8.4 Querying Information About an Event Subscription Resource

Function

Query the information about an event subscription resource.
Permission Required

Query.

Syntax

e Operation Type: GET
e URL: https://device ip/redfish/v1/EventService/Subscriptions/id

e Request Header:

X-Auth-Token: auth_value

e Request Message Body: None
Parameters

For the parameter descriptions for querying an event subscription resource, refer to Table 8-8.
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Table 8-8 Parameter Descriptions for Querying the Event Subscription Resource

Parameter

Description

Value

device_ip

IP address for logging in to the device.

IPv4 or IPv6 address.

id

ID of the valid event subscription.

auth_value

X-Auth-Token value contained in Request
Header in the GET request for authentica-

tion.

It can be obtained by creating a session
through /redfish/v1/SessionSer-

vice/Sessions.

Usage Guidelines

None

Example

e Request Example:

GET https://device_ip/redfish/v1/EventService/Subscriptions/1

e Request Header:

X-Auth-Token: 8574621d21b84756218c7456821c234

e Request Message Body: None

e Response Example:

"@odata.context":

"/redfish/vl/$metadata#EventDestination.EventDestination",

"@odata.id": "/redfish/vl/EventService/Subscriptions/1",

"@odata.type": "#EventDestination.vl_7_0.EventDestination",
"Context": "event subscription context string",
"Destination": "https://10.228.34.200/redfish/test/",
"EventTypes": [

"Alert"
1:
"Id": "1",
"MessageIds": [

"iBMCEvents.2.0.PsPredicFailureInfo"
1:
"Name": "Subscription 1",
"originResources": [

{

"@odata.id": "/redfish/vl/cChassis/1/Power#/PowerSupplies/0"

]’
"OriginResources@odata.count": 1,

"Protocol": "Redfish",
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"SubscriptionType": "RedfishEvent",
"HttpHeaders": null,
"Status": "Enabled",
"DeliveryRetryPolicy":"TerminateAfterretries",
"Actions": {
"#EventDestination.ResumeSubscription": {
"target":
"/redfish/vl/EventService/Subscriptions/1/Actions/

EventDestination.ResumeSubscription"

}

e Status Code: 200
Output Description

For a description of the output returned when you query the event subscription resource, refer
to Table 8-9.

Table 8-9 Output Descriptions for Querying the Event Subscription Resource

Field Type Description

@odata.context String OData description of the event subscription resource
model.

@odata.id String Access path of the event subscription resource node.

@odata.type String Type of event subscription resource.

Id String ID of the specified event subscription resource.

Name String Name of the event subscription resource.

Destination String Valid HTTP/HTTPS destination address.

EventTypes Array Types of events to which a client can subscribe.

® StatusChange: resource status change event
ResourceUpdated: resource update event

® ResourceAdded: resource addition event

® ResourceRemoved: resource removal event

® Alert: alarming event
Context String Event subscription context information.
Protocol String Protocol used for event subscription.
SubscriptionType String Event subscription type.
Messagelds Array Message ID matching list of the event subscription.
OriginResources Array Event source list.
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Field Type Description
OriginResources@odata.count | Number Number of event sources.
HttpHeaders Object Event subscription HTTP header, which is displayed

as "null" when being queried.

Status String Status of the specified vent subscription.

® Enabled

® Disabled

e StandbyOffline: suspended when the number
of times that an event is reported exceeds the
threshold.

DeliveryRetryPolicy String Event delivery retry policy. Options:

® SuspendRetries (required): suspends subscription
information if the number of retries exceeds the
threshold. Default.

o TerminateAfterRetries (optional): deletes subscrip-
tion information if the number of retries exceeds
the threshold.

® RetryForever (optional): always retries delivery.

Actions Object Actions.

sumeSubscription.target

#EventDestination.Re- String Operation path for event subscription resumption.

8.5 Modifying Information About an Event Subscription Resource

Function

Modify an event subscription resource.

Permission Required

Basic management.

Syntax

Operation Type: PATCH
URL: https://device ip/redfish/v1/EventService/Subscriptions/id
Request Header:

X-Auth-Token: auth_value
Content-Type: header_type

Request Message Body:
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"HttpHeaders": http_headers,

"Context":

context,

"DeliveryRetryPolicy":delivery_retry_policy

Parameters

For the parameter descriptions for modifying an event subscription resource, refer to Table 8-10

Table 8-10 Parameter Descriptions for Modifying the Event Subscription Resource

Header in the PATCH request for authenti-

cation.

Parameter Description Value

device_ip IP address for logging in to the device. IPv4 or IPv6 address.

id ID of the valid event subscription. -

auth_value X-Auth-Token value contained in Request | It can be obtained by creating a session

through /redfish/v1/SessionSer-

vice/Sessions.

header_type

Format of the request message.

application/json

http_headers

Event subscription HTTP header parame-
ters, which are carried when an event is

reported.

The value shall comply with the key :val-
ue format.

During configuration, the previous informa-
tion can be replaced directly.

context

Event subscription context information.

String

delivery_retry_poli-
cy

Event delivery retry policy.

® SuspendRetries (required): suspends
subscription information if the number
of retries exceeds the threshold. De-
fault.

o TerminateAfterRetries (optional):
deletes subscription information if the
number of retries exceeds the thresh-
old.

® RetryForever (optional): always retries
delivery.

Usage Guidelines

None

Example

e Request Example:

PATCH https://device_ip/redfish/v1/EventService/Subscriptions/1
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e Request Header:

X-Auth-Token: 8574621d21b84756218c7456821c234

Content-Type: application/json

o Request Message Body:

{
"HttpHeaders":
{
"Content-Type": "Application/JSON",
"OData-Version": "4.0",
"X-Auth-Token": "5ac44e4c36db20ee69f661f42239b6f5"
IE
"Context": "event subscription context string",
"DeliveryRetryPolicy":"TerminateAfterrRetries"
}

e Response Example:

"@odata.id": "/redfish/vl/EventService/Subscriptions/2",
"@odata.type": "#EventDestination.vl_7_0.EventDestination",
"Context": "Event_2",
"Destination": "https://10.228.34.158:9002/redfish/test/",
"EventTypes": [

"Alert"
1:
"Id": "2",
"MessageIds": [

"iBMCEvents.2.0.PsPredicFailureInfo"
1:
"Name": "Subscription 2",
"originResources": [

{

"@odata.id": "/redfish/vl/Chassis/1/Power#/PowerSupplies/4"

P

"OriginResources@odata.count": 1,
"Protocol": "Redfish",
"SubscriptionType": "RedfishEvent",
"HttpHeaders": null

}

"@odata.context": "/redfish/vl/$metadata#EventDestination.EventDestination",

e Status Code: 200

Document Serial Number: VT20240304 (R1.3)

491



VANTAGEO Server Redfish Interface Description (BMC V4) Vant8890

Output Description

For a description of the output returned when you modify an event subscription resource, refer
to Table 8-11.

Table 8-11 Output Descriptions for Modifying the Event Subscription Resource

Field Type Description

@odata.context String OData description of the event subscription resource
model.

@odata.id String Access path of the event subscription resource node.

@odata.type String Type of event subscription resource.

Id String ID of the specified event subscription resource.

Name String Name of the event subscription resource.

Destination String Valid HTTP/HTTPS destination address.

EventTypes Array Types of events to which a client can subscribe.

StatusChange: resource status change event
ResourceUpdated: resource update event
ResourceAdded: resource addition event
ResourceRemoved: resource removal event

Alert: alarming event

Context String Event subscription context information.

Protocol String Protocol used for event subscription, It must be Red-

fish in this version.

SubscriptionType String Event subscription type.

Messagelds Array (Optional) Message ID matching list of the event sub-
scription. Combination of valid message IDs defined

in the event registry.

OriginResources Array Mapping between event subscriptions and event
sources.

OriginResources@odata.count | Number Number of event sources.

HttpHeaders Object Event subscription HTTP header, which is displayed

as "null" when being queried.

8.6 Deleting an Event Subscription Resource
Function

Delete an event subscription resource.
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Permission Required

Basic management.

Syntax

e Operation Type: DELETE
e URL: https://device ip/redfish/v1/EventService/Subscriptions/id

Request Header:

X-Auth-Token: auth_value

Parameters

Request Message Body: None

For a description of the parameters for deleting an event subscription resource, refer to Table

8-12.

Table 8-12 Parameter Descriptions for Deleting the Event Subscription Resource

Parameter

Description

Value

device_ip

IP address for logging in to the device.

IPv4 or IPv6 address.

id

User ID

auth_value

X-Auth-Token value contained in Request
Header in the DELETE request for authen-
tication.

It can be obtained by creating a session
through /redfish/v1/SessionSer-

vice/Sessions.

Usage Guidelines

None

Example

Request Example:

DELETE https://device_ip/redfish/v1/EventService/Subscriptions/1

e Request Header:

X-Auth-Token: 8574621d21b84756218c7456821c234

e Request Message Body: None

e Response Example: None
e Status Code: 204

Output Description

None
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8.7 Resuming Event Subscription

Function

Resumes event subscription.

Permission Required

Basic management.

Syntax

e Operation Type: POST
e URL:https://device ip/redfish/v1/EventService/Subscriptions/id/Ac-

tions/EventDestination.ResumeSubscription

e Request Header:

X-Auth-Token: auth_value
Content-Type: header_type

o Request Message Body:

"DeliverBufferedeventDuration":deliver_buffered_event_duration

Description

For a description of the parameters for resuming event subscription, refer to Table 8-13.

Table 8-13 Parameter Descriptions for Resuming Event Subscription

Header in the POST request for authenti-

cation.

Parameter Setting Value

device_ip IP address for logging in to the device. IPv4 or IPv6 address.

id ID of the valid event subscription. -

auth_value X-Auth-Token value contained in Request | It can be obtained by creating a session

through /redfish/v1/SessionSer-

vice/Sessions.

header_type

Format of the request message.

application/json

deliv-
er_buffered_even-

t_duration

After the subscription is resumed, the
server resends the unsent events buffered
for the subscription. Only those that are
within the time range specified by this pa-

rameter can be resent.

Time expression that complies with the
ISO-8601 specifications.

For example, PT8H indicates that those
that occurred with the last eight hours from

the current time are sent.
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Usage Guidelines
None
Example

e Request Example:

POST https://device_ip/redfish/v1/EventService/Subscriptions/13/Actions/EventDestination.ResumeSub-
scription

e Request Header:

X-Auth-Token: 8574621d21b84756218c7456821c234

Content-Type: application/json

o Request Message Body:

{

"DeliverBufferedeventbDuration":"PT8H"

}

e Response Example: None

e Response code: 204
Output Description

None

8.8 Reporting an Event
Function
Report an event.
Permission Required
Basic management.
Syntax

e Operation Type: POST
e URL: https://event destination

Parameters

For the parameter descriptions for reporting an event, refer to Table 8-14.
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Table 8-14 Parameter Descriptions for Reporting an Event Parameters

Field Type Description

@odata.context String OData description of the root service resource model.

@odata.id String Access path of the root service resource node.

@odata.type String Type of root service resource.

Id String ID of the root service resource. Set it to alart_id.

Name String Root service resource name, which is fixed to Event
Array.

Events Object Set of events.

EventType String Event type. Options:

StatusChange: resource status change event
ResourceUpdated: resource update event
ResourceAdded: resource addition event
ResourceRemoved: resource removal event

Alert: alarm event

Eventld String ID of this alarm event, that is, the serial number of
the alarm event. The ID is incremented when a new
alarm caused by the same fault is raised. The ID of
the active alarm is the same as that of the cleared

alarm.

EventTimestamp String Event occurrence time.
® Active alarm: alarm occurrence time.
® Cleared alarm: time when the alarm is cleared.

Severity String Alarm severity level.

® 1: Critical

® 2: Major

® 3: Minor

® 4:Warning. The OrigSeverity value of an ac-
tive alarm is the same as that of the correspond-
ing cleared alarm. This field does not need to be
specified for notifications of event type, and needs

to be set to Inform for notifications of internal

alarm type.
Message Object Manufacturer-customized alarm event or title.
Oem Object Customized properties.
alarmStatus String Alarm status.
® 1: active.

® O: cleared.
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Field Type Description

specificProblemID String Alarm event code, which is displayed in decimal for-
mat.

specificProblem String Alarm classification description.

specificProblemID String Alarm classification description.

neUID String Alarm server ID, which is set to the SerialNumber

value of the server.

neName String Alarm server name, which is set to the asset number
of the server.

neType String Type of alarm device, which is set to server.

objectUID String Alarm object ID, which is defined by the manufactur-
er.

objectName String Alarm object name, which is defined by the manufac-
turer.

objectType String Alarm object type, which corresponds to the manufac-

turer-customized tAlarmPublic.DeviceType.

o {ALARM_DEVICE_TYPE_MAINBOARD, "Main-
Board"}

{ALARM_DEVICE_TYPE_PSU, "PSU"}
{ALARM_DEVICE_TYPE_FAN, "Fan"}
{ALARM_DEVICE_TYPE_CPU, "CPU"}
{ALARM_DEVICE_TYPE_DISK, "Disk"}
{ALARM_DEVICE_TYPE_MEMORY, "Memory"}
{ALARM_DEVICE_TYPE_IOMODULE, "IOMou-
dle"}

e {ALARM_DEVICE_TYPE_GPU, "GPU"}

o {ALARM_DEVICE_TYPE_NIC_CARD,

"NIC_Card"}
locationinfo String Alarm positioning information, which is defined by the
manufacturer.
Addinfo String Detailed information about the alarm, including multi-

ple Key-Value pairs, which are defined by the manu-
facturer.

A key and its value are separated by a colon. Multiple
Key-Value pairs are separated by semicolons. Keys

and values cannot include colons or semicolons.

Name String Name of the alarm event, format: Log entry
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8.9 Querying Information About the Event Resource Collection

Function

Query the information about the event resource collection.

Permission Required

Query.

Syntax

e Operation Type: GET

e URL: https://device ip/redfish/vl/EventService/Alarms?

sskip=skip values&$Stop=top value

e Request Header:

x-auth-token:auth_value

e Request Message Body: None

Parameters

For a description of the parameters for querying the event resource collection, refer to Table

8-15.

Table 8-15 Parameter Descriptions for Querying the Event Resource Collection

Parameter

Description

Value

device_ip

IP address for logging in to the device.

IPv4 or IPv6 address.

auth_value

When the Get request is executed, the
"x-auth-token" value must be carried in

"Headers" for authentication.

It can be obtained by creating a session
through /redfish/v1/SessionSer-

vice/Sessions.

skip_value

Integer that indicates the number of mem-
bers in the resource collection to be
skipped before the first resource is re-

trieved.

0 and positive integers

top_value

Integer that indicates the maximum num-
ber of members to be included in the re-

sponse.

0-100

Usage Guidelines

None
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Example

Request Example:

GET https://device_ip/redfish/v1/EventService/Alarms?$skip=10&$top=3

e Request Header:

X-Auth-Token: 8574621d21b84756218c7456821c234

e Request Message Body: None
e Response Example:
{
"@odata.context": "/redfish/vl/$metadata#AlarmsCollection.AlarmsCollection",
"@odata.id": "/redfish/vl/EventService/Alarms",
"@odata.type": "#AlarmsCollection.vl 0_0.AlarmsCollection",
"Description": "Collection of Alarms",
"1d": "Alarms",
"Members": [
{
"AlarmCode": "0x1a000016",
"AlarmLevel": "Major",
"Message": "Disk22 is missing assert.",
"TimeStamp": "2010-05-23 02:56:09"
IE
{
"AlarmCode": "0x1a000016",
"AlarmLevel": "Major",
"Message": "Disk20 is missing assert.",
"TimeStamp": "2010-05-23 02:56:09"
IE
{
"AlarmCode": "0x1a000016",
"AlarmLevel": "Major",
"Message": "Diskl8 is missing assert.",
"TimeStamp": "2010-05-23 02:56:09"
}
1:
"Members@odata.count": 131,
"Name": "Alarms Collection"
}

e Status Code: 200
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Output Description

For a description of the output returned when you query information about the event resource
collection, refer to Table 8-16.

Table 8-16 Output Descriptions for Querying the Event Resource Collection

Field Type Description

@odata.context String OData description of the event resource collection.
@odata.id String Access path of the event resource collection.
@odata.type String Type of event resource collection.
Description String Description of the event resource collection.
Id String ID of the event resource collection.

Name String Name of the event resource collection.
Members@odata.count Number Number of event resources.

Members Array Event resource list.

AlarmCode String Event Code

AlarmLevel String Event level.

TimeStamp String Event generation time.

Message String Event information.

8.10 Deleting All Event Resources
Function
Delete all event resources.
Syntax

e Operation Type: DELETE
e URL: https://device ip/redfish/v1/EventService/DeleteAlarmsAll
e Request Header:

x-auth-token:auth_value

e Request Message Body: None
Parameters

For a description of the parameters for deleting all event resources, refer to Table 8-17.

Document Serial Number: V120240304 (R1.3) 500



VANTAGEO Server Redfish Interface Description (BMC V4)

vantageo

Table 8-17 Parameter Descriptions for Deleting All Event Resources

Parameter

Description

Value

device_ip

IP address for logging in to the device.

IPv4 or IPv6 address.

auth_value

When the DELETE request is executed,
the "x-auth-token" value must be carried in

"Headers" for authentication.

It can be obtained by creating a session
through /redfish/v1/SessionSer-

vice/Sessions.

Usage Guidelines

None

Example

Request Example:

DELETE https://device_ip/redfish/v1/EventService/DeleteAlarmsAll

e Request Header:

X-Auth-Token: 8574621d21b84756218c7456821c234

e Request Message Body: None

e Response Example: None

e Response Code: 204

Output Description

None

8.11 Querying Information About the Current Alarm Resource

Collection

Function

Query the information about the current alarm resource collection.

Permission Required

Query.

Syntax

e Operation Type: GET

e URL: https://device ip/redfish/v1/EventService/CurrentAlarms

e Request Header:

X-Auth-Token: auth_value
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e Request Message Body: None
Parameters

For the parameter descriptions for querying the current alarm resource collection, refer to Table

8-18.
Table 8-18 Parameter Descriptions for Querying the Current Alarm Resource Collection
Parameter Description Value
device_ip IP address for logging in to the device. IPv4 or IPv6 address.
auth_value X-Auth-Token value contained in Request Header in It can be obtained by creat-
the GET request for authentication. ing a session through /red-
fish/v1/SessionSer-
vice/Sessions.

Usage Guidelines
None
Example

e Request Example:

GET https://device_ip/redfish/v1/EventService/CurrentAlarms

e Request Header:

X-Auth-Token: 8574621d21b84756218c7456821c234

e Request Message Body: None

e Response Example:

"@odata.context":
"/redfish/vl/$metadata#CurrentAlarmsCollection.CurrentAlarmsCollection”,
"@odata.id": "/redfish/vl/EventService/CurrentAlarms",
"@odata.type": "#cCurrentAlarmsCollection.vl 0_0.CurrentAlarmsCollection",
"Description": "Collection of CurrentAlarms",
"1d": "CurrentAlarms",
"Actions": {

"oem": {

"#EventService.DeleteCurrentAlarmsAll": {

"target": "/redfish/vl/EventService/DeleteCurrentAlarmsAall”

}’

"Members": [
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{
"@odata.id": "/redfish/vl/EventService/CurrentAlarms/93",
"AlarmCode": "0x03010109",
"Alarmid": 93,
"AlarmLevel": "Major",
"Message'": "CPUl_Temp CPU Temperature (86.000 degrees C)
Upper Critical - Going High (86.000 degrees C) assert.",
"TimeStamp": "2010-05-23 03:01:07"
}
1:
"Members@odata.count": 2,
"Name": "CurrentAlarms Collection"
}

e Status Code: 200
Output Description

a description of the output returned when you query the current alarm resource collection, refer
to Table 8-19.

Table 8-19 Output Descriptions for Querying the Current Alarm Resource Collection

Field Type Description

@odata.context String OData description of the current alarm re-

source collection model.

@odata.id String Access path of the current alarm resource
collection.

@odata.type String Type of alarm resource collection.

Description String Description of the current alarm resource
collection.

Id String ID of the current alarm resource collection.

Actions Object Operations that can be performed on the

current alarm resource collection.

Oem Object Customized properties.

#EventService.DeleteCurrentAlarmsAll.tar- | String Operation path.

get

Name String Name of the current alarm resource collec-
tion.

Members@odata.count Number Number of alarm resource members.

Members Array Event subscription resource list.
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Field Type Description

@odata.id String Access path of the specified alarm re-
source.

Alarmld Number ID of the current alarm.

AlarmCode String Code of the current alarm.

AlarmLevel String Level of the current alarm.

TimeStamp String Alarm generation timestamp.

Message String Information about the current alarm.

8.12 Querying Information About the Current Alarm Resource

Function

Query the information about the current alarm resource.
Permission Required

Query.

Syntax

e Operation Type: GET
e URL: https://device ip/redfish/vl/EventService/CurrentAlarms/alarm id
e Request Header:

X-Auth-Token: auth_value

e Request Message Body: None
Parameters

For the parameter descriptions for querying the current alarm resource, refer to Table 8-20.

Table 8-20 Parameter Descriptions for Querying the Current Alarm Resource

Parameter Description Value

device_ip IP address for logging in to the device. IPv4 or IPv6 address.

auth_value X-Auth-Token value contained in Request Header in It can be obtained by creat-
the GET request for authentication. ing a session through /red-

fish/vl/SessionSer—

vice/Sessions.

alarm_id alarm_id of the current alarm Obtained through the up-

per-layer collection interface.
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Usage Guidelines

None

Example

e Request Example:

GET https://device_ip/redfish/v1/EventService/CurrentAlarms/2152

e Request Header:

X-Auth-Token: 8574621d21b84756218c7456821c234

e Request Message Body: None

e Response Example:

}

"@odata.context": "/redfish/vl/$metadata#CurrentAlarm.cCurrentAlarm",
"@odata.id": "/redfish/vl/EventService/CurrentAlarms/2152",

"@odata.type": "#CurrentAlarm.vl_0_0.CurrentAlarm",

"AlarmCode": 30839,

"AlarmLevel": "Major",

"Description": "Current Alarm",

"Id": "2152",

"Message": "Abnormal reading of ambient temperature (location:INPUT_TEMP).",
"Name": "CurrentAlarm",

"TimeStamp": 1607004276

e Status Code: 200

Output Description

a description of the output returned when you query the current alarm resource, refer to Table

8-21.
Table 8-21 Output Descriptions for Querying the Current Alarm Resource
Field Type Description
@odata.context String OData description of the current alarm re-
source model.
@odata.id String Access path of the current alarm resource.
@odata.type String Type of alarm resource.
Id Number ID of the current alarm resource.
Name String Name of the current alarm resource.
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Field Type Description

Description String Description of the current alarm resource.
AlarmCode String Code of the current alarm.

AlarmLevel String Level of the current alarm.

TimeStamp String Alarm generation timestamp.

Message String Information about the current alarm.

8.13 Deleting the Current Alarm Resource

Function

Delete the current alarm resource.

Permission Required

Security management.

Syntax

e Operation Type: DELETE
e URL: https://device ip/redfish/vl/EventService/CurrentAlarms/alarm id

e Request Header:

X-Auth-Token: auth_value

e Request Message Body: None

Parameters

For the parameter descriptions for deleting the current alarm resource, refer to Table 8-22.

Table 8-22 Parameter Descriptions for Deleting an Active Alarm Resource

Parameter Description Value

device_ip IP address for logging in to the device. IPv4 or IPv6 address.
alarm_id ID of the current alarms -

auth_value When the DELETE request is executed, the "X-Auth- | It can be obtained by creat-

Token" value must be carried in "Headers" for authen- | ing a session through /red-

tication.

fish/vl/SessionSer-

vice/Sessions.

Usage Guidelines

None
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Example

e Request Example:

DELETE https://device_ip/redfish/v1/EventService/CurrentAlarms/2152

e Request Header:

X-Auth-Token: 8574621d21b84756218c7456821c234

e Request Message Body: None

e Response Example: None

e Response Code: 204

Output Description

None

8.14 Deleting All Current Alarm Resource

Function

Delete all current alarm resources.

Permission Required

Security management.

Syntax

e Operation Type: DELETE
e URL:https://device ip/redfish/v1/EventService/DeleteCurrentAlarm-

SAIl

e Request Header:

x-auth-token:auth_value

e Request Message Body: None

Parameters

For the parameter descriptions for deleting all current alarm resources, refer to Table 8-23.

Table 8-23 Parameter Descriptions for Deleting All Current Alarm Resources

Parameter

Description

Value

device_ip

IP address for logging in to the device.

IPv4 or IPv6 address.
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Parameter

Description

Value

auth_value

When the DELETE request is executed,
the "x-auth-token" value must be carried in

"Headers" for authentication.

It can be obtained by creating a session
through /redfish/v1/SessionSer-

vice/Sessions.

Usage Guidelines

None

Example

e Request Example:

DELETE https://device_ip/redfish/v1/EventService/DeleteCurrentAlarmsAll

e Request Header:

X-Auth-Token: 8574621d21b84756218c7456821c234

o Request Message Body: None

e Response Example: None

e Response Code: 204

Output Description

None

8.15 Querying Information About the Current Alarm Event Re-

source Collection

Function

Query the information about the current alarm event resource collection.

Permission Required

Query.

Syntax

e Operation Type: GET

e URL: https://device ip/redfish/vl/EventService/CurrentAlertEvents

e Request Header:

X-Auth-Token: auth_value

e Request Message Body: None
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Parameters

For the parameter descriptions for querying the current alarm event resource collection, refer to

Table 8-24.

Table 8-24 Parameter Descriptions for Querying the Current Alarm Event Resource Collection

Parameter Description Value
device_ip IP address for logging in to the device. IPv4 or IPv6 address.
auth_value X-Auth-Token value contained in Request Header in It can be obtained by creat-

the GET request for authentication. ing a session through /red-
fish/v1/SessionSer-

vice/Sessions.

Usage Guidelines

None

Example

e Request Example:

GET https://device_ip/redfish/v1/EventService/CurrentAlertEvents

e Request Header:

X-Auth-Token: 8574621d21b84756218c7456821c234

e Request Message Body: None

e Response Example:

{

"@odata.context":
"/redfish/vl/$metadata#CurrentAlertsCollection.CurrentAlertEventsCollection”,
"@odata.id": "/redfish/vl/EventService/CurrentAlertEvents",

"@odata.type": "#CurrentAlertEventsCollection.vl _0_0.CurrentAlertEventscCollection",
"Description": "Collection of CurrentAlertEvents",

"1d": "CurrentAlertEvents",

"Members": [

"EventId": "1513",
"EventTimestamp": "2024-05-07T19:37:36+0800",
"EventType": "Alert",

"Message": "Hard disk is missing",
"oem": {
"Public": {
"Addinfo": "Disk20 is missing assert.",

"alarmstatus": 1,
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"locationInfo": "Disk_20",

"neName": "6666",

"neType": "server",

"neuId": null,

"objectName": "Disk_20",

"objectType": "Disk",

"objectuin": "20",

"specificProblem": "Hard disk is missing",

"specificProblemiD": "570623745"

}
IE
"Severity": "Major"
IE
{
"EventId": "1512",
"EventTimestamp": "2024-05-07T19:37:36+0800",
"EventType": "Alert",
"Message": "Hard disk is missing",
"oem": {
"Public": {
"Addinfo": "Disk1l8 is missing assert.",
"alarmstatus": 1,
"locationInfo": "Disk_18",
"neName": "6666",
"neType": "server",
"neuId": null,
"objectName": "Disk_18",
"objectType": "Disk",
"objectuin": "18",
"specificProblem": "Hard disk is missing",
"specificProblemiD": "570623745"
}
IE
"Severity": "Major"
}

]’
"Members@odata.count": 2,

"Name": "CurrentAlertEvents Collection"

}

e Status Code: 200
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Output Description

For a description of the output returned when you query the current alarm event resource col-

lection, refer to Table 8-25.

Table 8-25 Output Descriptions for Querying the Current Alarm Event Resource Collection

Field Type Description

@odata.context String OData description of the current alarm
event resource collection model.

@odata.id String Access path of the current alarm event re-
source collection.

@odata.type String Type of alarm event resource collection.

Description String Description of the current alarm event re-
source collection.

Id String ID of the current alarm event resource col-
lection.

Name String Name of the current alarm event resource
collection.

Members@odata.count Number Number of alarm event resource mem-
bers.

Members Array Event subscription resource list

Eventld String Alarm event ID.

EventType String Alarm type.

EventTimestamp String Event occurrence time.

Severity String Alarm level.

Message String Alert event message.

Oem.Public Object -

alarmStatus Number Alarm status.

specificProblemID String Alarm classification ID (alarm code).

specificProblem String Alarm classification description (alarm
name).

neUlD String Alarm server ID (serial number of the serv-
er).

neName String Alarm server name (asset number of the
server).
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Field Type Description

neType String Type of the device where the alarm is
raised.

objectUID Number ID of the alarm part.

objectName String Name of the alarm part.

objectType String Type of alarm part.

locationinfo String Alarm positioning information.

Addinfo String Additional alarm information.

8.16 Modifying Event Service Resource Information

Function

Modify event service resource information.

Permission Required

Basic management.

Syntax

Operation Type: PATCH
URL: https://device ip/redfish/v1/EventService

Request Header:

x-auth-token:auth_value
Content-Type:header_type

Request Message Body:

"DeliveryRetryAttempts" : retry_attempts,

"DeliveryRetryIntervalSeconds" : retry_seconds

Parameters

For a description of the parameters for modifying event service resource information, refer to

Table 8-26.

Table 8-26 Parameter Descriptions for Modifying Event Service Resource Information
Parameter Description Value
device_ip IP address for logging in to the device. IPv4 or IPv6 address.
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Parameter

Description

Value

auth_value

X-Auth-Token value contained in Request
Header in the PATCH request for authenti-
cation.

It can be obtained by creating a session
through /redfish/v1/SessionSer-

vice/Sessions.

header_type

Format of the request message.

application/json

retry_attempts

Maximum number of event subscription re-

tries upon a failure.

Number, range: 3—1440.

retry_seconds

Interval (in seconds) at which an event is

resent upon a failure.

Number, range: 60-3600.

Usage Guidelines

None

Example

Request Example:

PATCH https://device_ip/redfish/v1/EventService

Request Header:

X-Auth-Token: 8574621d21b84756218c7456821c234

Request Message Body:

"DeliveryRetryAttempts" : 40,
"DeliveryRetryIntervalSeconds" : 60

}

Response Example: None

Response Code: 204

Output Description

None
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Chapter 9

Operations on Up- dateService
Resources
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Figure 9-1 shows the path requirements for the UpdateService resources supported by
VANTAGEO servers.

Figure 9-1 UpdateService Resource Path Requirements

Firmwarelnventory softid

upload

UpdateService PCleSwitchUpdateActioninfo
Redfish/ V1

Actions UpdateService.SimpleUpdate

TaskService Tasks task_id

For a description of the properties of UpdateService resources and the operations supported by
the properties, refer to Table 9-1.

Table 9-1 Descriptions of UpdateService Resources Properties

URL Property Description Operation
Iredfish/v1/UpdateService Id ID of an UpdateService GET
resource.
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URL

Property

Description

Operation

Name

Name of the UpdateSer-

vice resource.

GET

ServiceEnabled

Whether the UpdateSer-
vice resource is enabled.

GET

Actions

Available actions for the

UpdateService resource.

GET/POST

#UpdateService.SimpleUpdate

Update operation.

GET

@Redfish.ActionInfo

Path to query the informa-
tion about the update op-

eration.

GET

target

Update operation path.

GET

Firmwarelnventory

Access path of the
firmware information re-

source node.

GET

Iredfish/v1/UpdateSer-

vice/Firmwarelnventory

Description

Description of the update-
able firmware resource

collection.

GET

Name

Name of the updateable
firmware resource collec-
tion.

GET

Members@odata.count

Number of updateable
firmware resources.

GET

Members

List of updateable
firmware resources.

GET

Iredfish/v1/UpdateSer-
vice/Firmwarelnventory/softid

Description

Description of the update-

able firmware resource.

GET

ID of the specified up-
dateable firmware re-

source.

GET

Name

Name of the specified
updateable firmware re-

source.

GET

Status

Status of the specified
updateable firmware re-

source.

GET
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URL

Property

Description

Operation

Version

Version of the specified
updateable firmware re-

source.

GET

Updateable

Update status of the
specified updateable

firmware resource.

GET

BuildTime

Compilation time of the
updateable firmware re-

source.

GET

Iredfish/v1/UpdateService/Ac-
tions/UpdateService.SimpleUp-
date

imageuri

Update package path.

POST

protocol

Protocol used to down-
load the update package.

POST

Oem

Customized network ser-

vices.

POST

Public

Vantageo-defined
services.

POST

Flashltem

Update package type.

POST

BMCFlash

Location for saving updat-

ed BMC firmware.

POST

BiosFlash

Location for saving updat-
ed BIOS firmware.

POST

PreserveConf

Whether to BMC and
BIOS settings are re-
tained.

POST

redfish/v1/UpdateSer-
vice/PCleSwitchUpdateAc-
tionlnfo

Unique ID of the specified

update service resource.

GET

Name

Name of the resource for
PCle switch firmware up-
date.

GET

SupportedMode

Modes supported by the
resource for PCle switch

firmware update.

GET

Mode

Mode of the resource for
PCle switch firmware up-
date.

GET
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URL Property Description Operation
/redfish/v1/UpdateService/Ac- Messages Collection of descriptions | POST
tions/UpdateService.ThirdPar- for third-party module
tyUpload firmware update.
Messages.@odata.type Type of message for POST
third-party module
firmware update.
Messages.Message Information about third- POST
party module firmware
update.
Messages.MessageArgs Message arguments POST
of third-party module
firmware update.
Messages.Messageld Message ID of third-party | POST
module firmware update.
Messages.Resolution Recommended solution. POST
Messages.Severity Severity level. POST
[/redfish/v1/UpdateService/Ac- Messages Collection of descriptions | POST
tions/UpdateService.SimpleUp- for server firmware up-
date date.
Messages.@odata.type Type of message for POST
server firmware update.
Messages.Message Message for server POST
firmware update.
Messages.MessageArgs Message arguments for POST
server firmware update.
Messages.Messageld Message ID for server POST
firmware update.
Messages.Resolution Recommended solution. POST
Messages.Severity Severity level. POST
/redfish/v1/TaskService/Tasks/ | Description Task description. POST
task_id
askt Id Task ID. POST
Messages Collection of descriptions | POST
for task details.
Messages.@odata.type Message type for the POST
task.
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URL Property Description Operation
Messages.Message Message for the task. POST
Messages.MessageArgs Message arguments of POST

the task.
Messages.Messageld Message ID of the task. POST
Messages.Resolution Recommended solution. POST
Messages.Severity Severity level. POST
Name Task name. POST
PercentComplete Task progress in percent- | POST
age.
StartTime Task start time. POST
TaskState Task execution status. POST
TaskStatus Task execution result. POST

9.1 Querying Information About an UpdateService Resource

Function

Query information about an UpdateService resource.

Permission Required
Query.
Syntax

e Operation Type: GET

e URL: https://device ip/redfish/v1/UpdateService

e Request Header:

X-Auth-Token: auth_value

e Request Message Body: None

Parameters

For a description of the parameters for querying information about the UpdateService resource,

refer to Table 9-2.
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Table 9-2 Parameter Descriptions for Querying Information About the UpdateService Re-

source
Parameter Parameter Value
device_ip IP address for logging in to the device. IPv4 or IPv6 address.
auth_value X-Auth-Token value contained in Request | It can be obtained by creating a session

Header in the GET request for authentica-

tion.

through /redfish/v1/SessionSer-

vice/Sessions.

Usage Guidelines
None

Example

e Request Example:

GET https://device_ip/redfish/v1/UpdateService

e Request Header:

X-Auth-Token: 8574621d21b84756218c7456821c234

e Request Message Body: None

e Response Example:

"Actions":

}’

}’

"State'

"@odata.id": "/redfish/vl/uUpdateService",

{

"#UpdateService.SimpleUpdate": {

UpdateService.SimpleupdateActionInfo",
"target": "/redfish/vl/uUpdateService/Actions/Simpleupdate"

"Description": "Redfish update Service",

"FirmwareInventory": {

"1d": "UpdateService",
"Name": "Update Service",
"ServiceEnabled": true,
"Status": {

"Health": "OK",

': "Enabled"

"@odata.context": "/redfish/vl/$metadata#UpdateService.UpdateService",

"@odata.type": "#UpdateService.vl_6_0.UpdateService",

"@Redfish.ActionInfo": "/redfish/vl/updateService/

"@odata.id": "/redfish/vl/uUpdateService/FirmwareInventory"
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}

e Response Code: 200
Output Description

For a description of the output returned when you query information about the UpdateService

resource, refer to Table 9-3.

Table 9-3 Output Descriptions for Querying Information About the UpdateService Resource

Field Type Description

@odata.context String OData description of a specified UpdateService re-
source model.

@odata.id String Access path of the specified UpdateService resource.
@odata.type String Type of the specified UpdateService resource.
Description String Description of the specified update service resource.
Id String ID of the specified UpdateService resource.

Name String Name of the specified UpdateService resource.
Status.Health String Status of the specified UpdateService resource.
Status.State String Health of the specified UpdateService resource.
ServiceEnabled Boolean Whether the UpdateService is enabled.

Actions Object Available actions for the UpdateService resource.
#UpdateService.SimpleUp- String Update operation path.

date.target

#UpdateService.SimpleUp- String Path to query the information about the update opera-
date.@Redfish.ActionInfo tion.

Firmwarelnventory Object Link to the updateable firmware resource list.
@odata.id String Access path of the updateable firmware resource list.

9.2 Querying Information About an Updateable Firmware Re-
source Collection

Function
Query information about an updateable firmware resource collection of a server.
Permission Required

Query.
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Syntax

e Operation Type:

GET

e URL: https://device ip/redfish/vl1/UpdateService/FirmwareInventory

e Request Header:

X-Auth-Token: auth_value

e Request Message Body: None

Parameters

For a description of the parameters for querying information about the updateable firmware re-

source collection, refer to Table 9-4.

Table 9-4 Parameter Descriptions for Querying Information About the Updateable Firmware

Resource Collection

Header in the GET request for authentica-

tion.

Parameter Parameters Value
device_ip IP address for logging in to the device. IPv4 or IPv6 address.
auth_value X-Auth-Token value contained in Request | It can be obtained by creating a session

through /redfish/v1/SessionSer-

vice/Sessions.

Usage Guidelines
None

Example

e Request Example:

GET https://device_ip/redfish/v1/UpdateService/Firmwarelnventory

e Request Header:

X-Auth-Token: 8574621d21b84756218c7456821c234

e Request Message Body: None

e Response Example:

"Members":

"@odata.context":

UpdateService",

[

"/redfish/vl/$metadata#SoftwareInventoryCollection.SoftwareInventoryCollection",
"@odata.id": "/redfish/vl/UpdateService/FirmwareInventory",
"@odata.type": "#SoftwareInventoryCollection.SoftwareInventorycCollection",

"Description": "Collection of Firmware Inventory resources available to the
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"@odata

"@odata

"@odata

]’

}

"@odata.id": "/redfish/vl/UpdateService/FirmwareInventory/ActiveBmMC"

.id":"/redfish/vl/UpdateService/FirmwareInventory/ActiveBIOS"

"@odata.id": "/redfish/vl/UpdateService/FirmwareInventory/EPLD"

.id":"/redfish/vl/UpdateService/FirmwareInventory/MainBoardFRU"

.id":"/redfish/vl/UpdateService/FirmwareInventory/SubCardFru2"

"Members@odata.count": 5,

"Name": "Firmware Inventory Collection"

e Response Code: 200

Output Description

For a description of the output returned when you query information about the updateable

firmware resource collection, refer to Table 9-5.

Table 9-5 Output Descriptions for Querying Information About the Updateable Firmware Re-

source Collection

Field Type Description

@odata.context String OData description of the updateable firmware re-
source collection model.

@odata.id String Access path of the updateable firmware resource col-
lection model.

@odata.type String Type of updateable firmware resource collection mod-
el.

Description String Description of the updateable firmware resource col-
lection.

Name String Name of the updateable firmware resource collection.

Members@odata.count Number Number of updateable firmware resources.

Members Array Session list.

@odata.id String Access path of an updateable firmware resource.
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9.3 Querying Information About a Specified Updateable Firmware

Resource

Function

Query information about a specified updateable firmware resource of a server.

Permission Required

Query.

Syntax

e Operation Type: GET

e URL:https://device ip/redfish/v1/UpdateService/FirmwareInvento-

ry/softid

e Request Header:

X-Auth-Token: auth_value

e Request Message Body: None

Parameters

For a description of the parameters for querying information about a specified updateable

firmware resource of a server, refer to Table 9-6.

Table 9-6 Parameter Descriptions for Querying Information About a Specified Updateable

Firmware Resource

Parameter

Parameters

Value

device_ip

IP address for logging in to the device.

IPv4 or IPv6 address.

auth_value

X-Auth-Token value contained in Request
Header in the GET request for authentica-

tion.

It can be obtained by creating a session
through /redfish/v1/SessionSer-

vice/Sessions.

softid

ID of the updateable firmware resource.

It can be obtained from the updateable

firmware resource collection.

Usage Guidelines

None

Example

e Request Example:

GET https://device_ip/redfish/v1/UpdateService/Firmwarelnventory/ActiveBMC
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e Request Header:

X-Auth-Token: 8574621d21b84756218c7456821c234

e Request Message Body: None

e Response Example:

{

"@odata.context": "/redfish/vl/$metadata#SoftwareInventory.SoftwareInventory",
"@odata.id": "/redfish/vl/UpdateService/FirmwareInventory/ActiveBMC",
"@odata.type": "#SoftwareInventory.vl_2_3.SoftwareInventory",
"Description": "ActiveBmMC",
"1d": "ActiveBmMC",
"Name": "ActiveBMC",
"oem": {

"Public": {

"BuildTime": "Jun 28 2023"

}
IE
"SoftwareId": "ActiveBmMC",
"Status": {

"Health": "ok",

"State": "Enabled"
IE
"Updateable": true,
"version": "04.22.01.93"

}

e Response Code: 200
Output Description

For a description of the output returned when you query information about a specified update-

able firmware resource of a server, refer to Table 9-7.

Table 9-7 Output Descriptions for Querying Information About a Specified Updateable

Firmware Resource

Field Type Description

@odata.context String OData description of the updateable firmware re-
source.

@odata.id String Access path of the updateable firmware resource.

@odata.type String Type of updateable firmware resource.

Description String Description of the updateable firmware resource.

Id String ID of the updateable firmware resource.
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Field Type Description
Name String Name of the updateable firmware resource.
Softwareld String Firmware ID.
Status.Health String Health status of the updateable firmware resource.
Status.State String Status of the updateable firmware resource.
Version String Firmware version.
Updateable Boolean Whether the Update Service can update this software
® frue
e false
BuildTime String Compilation time of the updateable firmware re-

source.

9.4 Updating Firmware

Function

Update the firmware of a server.

Permission Required

Query.

Syntax

e Operation Type: POST

e URL:https://device ip/redfish/v1/UpdateService/Actions/UpdateSer-

vice/upload

e Request Header:

X-Auth-Token: auth_value
Content-Type: header_type

o Request Message Body: In the VALUE column for the UpdateFile parameter, select the

firmware update file to be uploaded. In the VALUE column for OemParameters, select the
OEM parameter JSON file to be uploaded. In the VALUE column for UpdateParameters,
select the update parameter JSON file to be uploaded.

Parameters

For a description of the parameters for updating server firmware, refer to Table 9-8.
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Table 9-8 Parameter Descriptions for Updating Server Firmware

tained in Request Header
in the POST request for au-
thentication.

Field Type Description
device_ip IP address for logging in to IPv4 or IPv6 address.
the device.
auth_value X-Auth-Token value con- It can be obtained by creating a session through

/redfish/vl/SessionService/Sessions.

header_type

Format of the request mes-

application/json

sage.

UpdateFile File Firmware update file.

OemParameters File OEM parameter file in JSON format, including
the following content: {"ImageType":"BMC","Ac-
tion":"3"}

UpdateParameters File Content:
® Update the active BMC: ["/redfish/v1/Up-

dateService/Firmwarelnventory/BMC"]}
or {"Targets":["/redfish/v1/UpdateSer-
vice/Firmwarelnventory/ActiveBMC"}

o Update the standby BMC: {"Targets":["/red-
fish/v1/UpdateService/Firmwarelnvento-
ry/BackupBMC"}

ImageType String Options:

e BMC

e BIOS

e EPLD

e FRU

e BOOT

e EXPANDER

The file type is verified but not by file extension.

Action String Range:

When ImageType is set to BMC:

® 1: Only the BMC BOOT is retained.

® 2: Only the BMC configuration is retained.

e 3: Both BMC BOOT and configuration are re-
tained.

® 4: Neither BMC BOOT nor configuration is
retained.

Actions supported by the BMC: 1, 2, 3, and 4.

When ImageType is set to BIOS:
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Field

Type

Description

® 3: NVRAM is retained.

® 4: NVRAM is not retained.

Actions supported by the BIOS: 3 and 4.
When ImageType is set to others, the Redfish
interface does not parse the action setting.

Targets

Array

Active and standby BMCs and BIOSs can be
updated simultaneously or separately.
® BMC update:

> Update the active BMC: {"Targets":["/red-
fish/v1/UpdateService/Firmwarelnvento-
ry/ActiveBMC"]}

> Update the standby BMC: {"Targets":["/
redfish/v1/UpdateService/Firmwarelnven-
tory/BackupBMC"]}

- Update both the active and stand-
by BMCs: {"Targets":["/redfish/v1/Up-
dateService/Firmwarelnventory/Ac-
tiveBMC","/redfish/v1/UpdateSer-
vice/Firmwarelnventory/BackupBMC"]}

® BIOS update:

> JSON parameters in the UpdatePara-
meters file for updating a single-chip
BIOS are as follows: {"Targets":["/red-
fish/v1/UpdateService/Firmwarelnvento-
ry/BIOS"T}

> Update the active BIOS: {"Targets":["/red-
fish/v1/UpdateService/Firmwarelnvento-
ry/ActiveBIOS"]}

> Update the standby BIOS: {"Targets":["/
redfish/v1/UpdateService/Firmwarelnven-
tory/BackupBIOS"]}

- Update both the active and standby
BIOSs: {"Targets":["/redfish/v1/Up-
dateService/Firmwarelnventory/Ac-
tiveBIOS","/redfish/v1/UpdateSer-
vice/Firmwarelnventory/BackupBIOS"]}

Usage Guidelines
None
Example

e Request Example:
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POST https://device_ip/redfish/v1/UpdateService/Actions/UpdateService/upload

e Request Header:

X-Auth-Token: 8574621d21b84756218c7456821c234
Content-Type: multipart/form-data

e Request Message Body: In the VALUE column for the UpdateFile parameter, select the
firmware update file to be uploaded. In the VALUE column for OemParameters, select the
OEM parameter JSON file to be uploaded. In the VALUE column for UpdateParameters,
select the update parameter JSON file to be uploaded.

e Response Example:

"@odata.type": "#UpdateService.vl_6_0.UpdateService",
"Messages": [
{

"@odata.type": "#Message.vl_0_8.Message",

"Message": "A new task /redfish/vl/TaskService/Tasks/1 was created.",

"MessageArgs":

[

"/redfish/vl/TaskService/Tasks/1"

1:

"MessageId": "Task.1l.0.New",

"Resolution": "None",

"Severity": "ok"

"@odata.type": "#Message.vl_0_8.Message",
"Message'": "Device is preparing flash firmware for action
UpdateService.MultipartPush.",
"MessageArgs":
[
"UpdateService.mMultipartPush"
1:
"MessageId": "UpdateService.l.0.Prepareupdate",
"Resolution": "None",

"Severity": "ok"

}

e Response Code: 202
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Output Description

None

9.5 Querying Information About PCle Switch Firmware Update

Function

Query information about PCle switch firmware update.
Permission Required

Query.

Syntax

e Operation Type: GET
e URL:https://device ip/redfish/v1/UpdateService/PCIeSwitchUpdateAc-
tionInfo

e Request Header:

X-Auth-Token: auth_value

e Request Message Body: None
Description

For a description of the parameters for querying information about PCle switch firmware up-
date, refer to Table 9-9.

Table 9-9 Parameter Descriptions for Querying Information About PCle Switch Firmware Up-

date
Parameter Setting Value
device_ip IP address for logging in to the device. IPv4 or IPv6 address.
auth_value X-Auth-Token value contained in Request | It can be obtained by creating a session
Header in the GET request for authentica- | through /redfish/v1/SessionSer-
tion. vice/Sessions.

Usage Guidelines
None
Example

e Request Example:

GET https://device_ip/redfish/v1/UpdateService/PCleSwitchUpdateActioninfo
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e Request Header:

X-Auth-Token: 8574621d21b84756218c7456821c234

e Request Message Body: None

e Response Example:

{
"@odata.context": "/redfish/vl/$metadata#UpdateService.PCIeSwitchupdateActionInfo",
"@odata.id": "/redfish/vl/UpdateService/PCIeSwitchUpdateActionInfo",
"@odata.type": "PCIeSwitchupdateActionInfo.vl_0_0.PCIeSwitchuUpdateActionInfo",
"1d": "PCIeSwitchupdateActionInfo",
"Name": "Pcie Switch Update Service",
"SupportedMmode": ["Balance", "Cascade", "Normal"],
"Mode": "Cascade"

}

e Status Code: 200
Output Description

For a description of the output returned when you query PCle switch firmware update, refer to
Table 9-10.

Table 9-10 Output Descriptions for Querying Information About PCle Switch Firmware Update

Field Type Description

@odata.context String OData description of the PCle-switch-firmware-up-
date service model.

@odata.id String Access path of the service for PCle switch firmware
update.

@odata.type String Type of service for PCle switch firmware update.

Id String Unique ID of the service for PCle switch firmware up-
date.

Name String Name of the service for PCle switch firmware update.

Mode String Mode used by the service for PCle switch firmware
update.
® Cascade
® Balance
® Normal
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9.6 Updating Third-Party Module Firmware

Function

Update third-party module firmware.

Permission Required

Query.

Syntax

e Operation Type: POST
e URL:https://device ip/redfish/v1/UpdateService/Actions/UpdateSer-

vice.ThirdPartyUpload

e Request Header:

X-Auth-Token: auth_value
Content-Type: header_type

o Request Message Body:

UpdateFile: file_value,
UpdateParameters: update_parameters_file_value,

OemParameters: oem_parameters_file_value

Description

For a description of the parameters for updating third-party module firmware, refer to Table 9-11

Table 9-11 Parameter Descriptions for Updating Third-Party Module Firmware

Parameter

Setting

Value

device_ip

IP address for logging in to the device.

IPv4 or IPv6 address.

auth_value

X-Auth-Token value contained in Request
Header in the POST request for authenti-

cation.

It can be obtained by creating a session
through /redfish/v1/SessionSer-

vice/Sessions.

header_type

Format of the request message.

application/json

file_value

Firmware update file to be uploaded.

Only the firmware type is checked. No ap-
plicable model is checked.
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Parameter

Setting

Value

oem_parameter-
s_flie_value

JSON file for the OEM parameters to be
uploaded.

Contents: {"ImageType":"UBB_E-
PLD"}, {"ImageType":"UBB_RETIMER"},
{"ImageType":"UBB_OAM"},
{"ImageType":"UBB_BMC"}

update_parameter-

s_flie_value

JSON file for firmware update parameters

to be uploaded.

Content: {"Targets":["/redfish/v1/Up-
dateService/Firmwarelnventory/UBB_E-
PLD"]}

{"Targets":["/redfish/v1/UpdateSer-
vice/Firmwarelnventory/UBB_RETIMER"]}
{"Targets":["/redfish/v1/UpdateSer-
vice/Firmwarelnventory/UBB_OAM"]}
{"Targets":["/redfish/v1/UpdateSer-
vice/Firmwarelnventory/UBB_BMC"]}

ImageType

String

Range:

UBB_EPLD
UBB_RETIMER
e UBB_OAM

e UBB BMC

Targets

Array

EPLD of the third-party module to be up-
dated.

{"Targets":["/redfish/v1/UpdateSer-
vice/Firmwarelnventory/UBB_EPLD"]}
Retimer of the third-party module to be up-
dated.

{"Targets":["/redfish/v1/UpdateSer-
vice/Firmwarelnventory/UBB_RETIMER"]}
{"Targets":["/redfish/v1/UpdateSer-
vice/Firmwarelnventory/UBB_OAM"]}
{"Targets":["/redfish/v1/UpdateSer-
vice/Firmwarelnventory/UBB_BMC"]}

Usage Guidelines

None

Example

e Request Example:

POST https://device_ip/redfish/v1/UpdateService/Actions/UpdateService. ThirdPartyUpload

e Request Header:

POST https://device_ip/redfish/v1/UpdateService/Actions/UpdateService. ThirdPartyUpload
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e Request Message Body: In the VALUE column for the UpdateFile parameter, select the

firmware update file to be uploaded. In the VALUE column for OemParameters, select the
OEM parameter JSON file to be uploaded. In the VALUE column for UpdateParameters,

select the update parameter JSON file to be uploaded.

UpdateFile: pt516_x16_reversed_usp_p8_dspp_p9_iCCO-SDPP_FORCE_G5_P9_ACS-816_v2.json,
UpdateParameters: UpdateParameters2.json,

OemParameters: OemParameters2. jSOh

e Response Example:

{
{
}’
{
}
]
i

"@odata.type": "#UpdateService.vl_6_0.UpdateService",

"Messages": [

"@odata.type": "#Message.vl_0_8.Message",
"Message": "A new task /redfish/vl/TasksService/Tasks/1 was created.",
"MessageArgs": [
"/redfish/vl/TaskService/Tasks/1"
1:
"MessageId": "Task.1l.0.New",
"Resolution": "None",

"Severity": "OK"

"@odata.type": "#Message.vl_0_8.Message",
"Message":
"Device is preparing flash firmware for action UpdateService.MultipartPush.",
"MessageArgs": [
"UpdateService.multipartPush"
P
"MessageId": "UpdateService.l.0.Prepareupdate",
"Resolution": "None",

"Severity": "ok"

e Response code: 202

Output Description

For a description of the output returned when you update third-party module firmware, refer to

Table 9-12.
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Table 9-12 Output Descriptions for Updating Third-Party Module Firmware

Field Type Description

@odata.type String Type of message for third-party module firmware up-
date.

Messages Array Collection of descriptions for third-party module
firmware update.

Messages.@odata.type String Type of message for third-party module firmware up-
date.

Messages.Message String Information about third-party module firmware update.

Messages.MessageArgs Array Message arguments of third-party module firmware
update.

Messages.Messageld String Message ID of third-party module firmware update.

Messages.Resolution String Recommended solution.

Messages.Severity String Severity level. Options:
e OK
® \Warning
® Critical

9.7 Uploading a Firmware File to a Server

Function

Upload a firmware file to a specified server.
Permission Required

Basic management.

Syntax

e Operation Type: POST

e URL: https://device ip/redfish/vl/UpdateService/FirmwareInventory

e Request Header:

X-Auth-Token: auth_value
Content-Type: header_type

o Request Message Body:

"fwimage" : fwimage_file
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Parameters

For a description of the parameters for uploading a firmware file to the server, refer to Table

9-13.

Table 9-13 Parameter Descriptions for Uploading a Firmware File to the Server

Parameter

Setting

Value

device_ip

IP address for logging in to the device.

IPv4 or IPv6 address.

auth_value

X-Auth-Token value contained in Request
Header in the POST request for authenti-

cation.

It can be obtained by creating a session
through /redfish/v1/SessionSer-

vice/Sessions.

header_type

Format of the request message.

application/json

fwimage_file

Firmware update file to be uploaded.

Only the firmware type is checked. No ap-
plicable model is checked.

Usage Guidelines

None

Example

Request Example:

POST https://device_ip/redfish/v1/UpdateService/Firmwarelnventory

e Request Header:

X-Auth-Token: 8574621d21b84756218c7456821c234
Content-Type: multipart/form-data

e Request Message Body: In the VALUE column for the fwimage parameter, select the

firmware update file to be uploaded.

e Response Example: None

e Response code: 204

Output Description

None

9.8 Updating the Firmware of a Server

Function

Update the firmware of a server.
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Permission Required

Basic management.

Syntax

Operation Type: POST

URL: https://device ip/redfish/vi/UpdateService/Actions/UpdateSer-

vice.SimpleUpdate
Request Header:

X-Auth-Token: auth_value
Content-Type: header_type

Request Message Body:

"TransferProtocol":TransferProtocol_value,
"ImageURI":ImageURI_value,
"oem": {

"Public": {
"FlashItem":FlashItem_value,
"BMCFlash":BMCFlash_value,
"BiosFlash":BiosFlash_value,

"PreserveConf":PreserveConf_value

Parameters

For a description of the parameters for updating the firmware of the specified server, refer to
Table 9-14.

Table 9-14 Parameter Descriptions for Updating the Firmware of the Specified Server

Header in the POST request for authenti-
cation.

Parameter Setting Value
device_ip IP address for logging in to the device. IPv4 or IPv6 address.
auth_value X-Auth-Token value contained in Request | It can be obtained by creating a session

through /redfish/v1/SessionSer-

vice/Sessions.

header_type

Format of the request message.

application/json

col_value

TransferProto- String

Protocol used to download the update
package: HTTPS
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Parameter

Setting

Value

Note: For local update, this parameter

does not need to be set.

ImageURI_value

String

URI for the firmware update file.

Note: This parameter is used for remote
update. For local update, this parameter
does not need to be set.

Flashltem_value

String

Update package type, which is not re-
quired for the default user for PCle switch
firmware update.

Range:

BMC

BIOS

EPLD

FRU

BOOT

EXPANDER

VR

PSU

BMCFlash_value

String

BMC flash update option. BMCFlash_val-
ue and BiosFlash_value cannot be both
configured. Options:

® Flash1: active BMC

® Flash2: standby BMC

® Both: active and standby BMCs

BiosFlash_value

String

BIOS flash update option. BMCFlash_val-
ue and BiosFlash_value cannot be both
configured. Options:

® Flash1: active BIOS

® Flash2: standby BIOS

® Both: active and standby BIOSs

PreserveConf_value

Boolean

Whether the original configuration is kept
during the update process:
® true: yes

® false: no

Usage Guidelines

None

Example

e Request Example:
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POST https://device_ip/redfish/v1/UpdateService/Actions/UpdateService.SimpleUpdate

e Request Header:

X-Auth-Token: 8574621d21b84756218c7456821c234

Content-Type: application/json

o Request Message Body:

{
"TransferProtocol" :"HTTPS",
"ImageURI":
"https://192.168.1.5/bmcdata/
BMC_2240-RE_A6_R_V04.23.01.01T1_20230516085914.UBF", "Oem":{
"Public":{
"FlashItem":"BMC",
"BMCFlash":"Flashl",
"PreservecConf":true
}
}
}

e Response Example:

"@odata.type": "#UpdateService.vl_6_0.UpdateService",

"Messages": [

"@odata.type": "#Message.vl_0_8.Message",

"Message":

"MessageArgs": [
"UpdateService.Simpleupdate"
1:
"MessageId": "uUpdateService.l.0.Prepareupdate",

"Resolution": "None",

{
"@odata.type": "#Message.vl_0_8.Message",
"Message": "A new task /redfish/vl/TaskService/Tasks/1 was created.",
"MessageArgs": [

"/redfish/vl/TaskService/Tasks/1"

1:
"MessageId": "Task.1l.0.New",
"Resolution": "None",
"Severity": "ok"

IE

{

"Device is preparing flash firmware for action UpdateService.Simpleupdate.",
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"Severity": "ok"

}

e Response code: 202
Output Description

For a description of the output returned when you update the firmware of the server, refer to Ta-

ble 9-15.
Table 9-15 Output Descriptions for Updating the Firmware of the Server
Field Type Description
@odata.type String Type of the server firmware update resource.
Messages Array Collection of descriptions for server firmware update.
Messages.@odata.type String Type of message for server firmware update.
Messages.Message String Message for server firmware update.
Messages.MessageArgs Array Message arguments for server firmware update.
Messages.Messageld String Message ID for server firmware update.
Messages.Resolution String Recommended solution.
Messages.Severity String Severity level. Options:
e OK
® \Warning
® Critical

9.9 Querying Information About a Specified Task
Function
Query information about a specified task.
Permission Required
Query.
Syntax

e Operation Type: GET
e URL: https://device ip/redfish/v1/TaskService/Tasks/task id
e Request Header:

X-Auth-Token: auth_value
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e Request Message Body: None

Description

For a description of the parameters for querying information about the specified task, refer to

Table 9-16.
Table 9-16 Parameter Descriptions for Querying Information About the Specified Task
Parameter Setting Value
device_ip IP address for logging in to the device. IPv4 or IPv6 address.
task_id Task ID. Included in the response message body
returned when the task was created suc-
cessfully.
auth_value X-Auth-Token value contained in Request | It can be obtained by creating a session
Header in the GET request for authentica- | through /redfish/v1/SessionSer-
tion. vice/Sessions.

Usage Guidelines
None
Example

e Request Example:

GET https://device_ip/redfish/v1TaskService/Tasks/1

e Request Header:

X-Auth-Token: 8574621d21b84756218c7456821c234

e Request Message Body: None

e Response Example:

"@odata.context": "/redfish/vl/$metadata#Task.Task",
"@odata.id": "/redfish/vl/TaskService/Tasks/1",
"@odata.type": "#Task.vl_4_2.Task",
"Description": "Task for Update Service Task",
"Id": "1",
"Messages": [
{
"@odata.type": "#Message.vl_0_8.Message",
"Message": "Task /redfish/vl/updateservice/upload is running normally.",
"MessageArgs": [
"/redfish/vl/uUpdateService/upload"
1:
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"MessageId": "Task.1l.0.Running",
"Resolution": "None",
"Severity": "ok"
IE
{
"@odata.type": "#Message.vl_0_8.Message",
"Message": "Device is flashing firmware for action /redfish/vl/
UpdateService/upload.",
"MessageArgs": [
"/redfish/vl/uUpdateService/upload"
1:
"MessageId": "UpdateService.l.0.FlashFirmware",
"Resolution": "None",
"Severity": "ok"
}
1:
"Name": "Update Service Task",
"PercentComplete": 21,
"StartTime": "2024-09-13T17:59:34+08:00",
"Taskstate": "Running",
"Taskstatus": "OK"
}

e Status Code: 200
Output Description

For a description of the output returned when you query information about the specified task,
refer to Table 9-17.

Table 9-17 Output Descriptions for Querying Information About the Specified Task

Field Type Description

@odata.context String OData description of the task resource model.
@odata.id String Access path of the task resource.
@odata.type String Type of task resource.

Description String Description.

Id String Task ID.

Messages Array Collection of descriptions for task details.
Messages.@odata.type String Message type for the task.
Messages.Message String Message for the task.
Messages.MessageArgs Array Message arguments of the task.
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Field Type Description
Messages.Messageld String Message ID of the task.
Messages.Resolution String Recommended solution.
Messages.Severity String Severity level. Options:

e OK

® \Warning

® Critical
Name String Task name.
PercentComplete Number Task progress in percentage.
StartTime String Task start time.
TaskState String Task execution status.
TaskStatus String Task execution result.
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Figure 10-1 shows the path requirements for the AccountService resources supported by

VANTAGEO servers

Figure 10-1 AccountServic Resource Path Requirements

Accounts account_id

Activedirectory

AccountService l Rioas role_id
Redfish/ V1
\ LdapService LdapControllers

LDAP

For a description of properties of AccountService resources and operations supported by the

properties, refer to Table 10-1.
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Table 10-1 Descriptions of AccountService Resources Properties

figuration.

URL Property Description Operation
[redfish/v1/AccountSer- | Id ID of the AccountService resource. GET
vice
Name Name of the AccountService re- GET
source.
MinPasswordLength Minimum password length. GET
MaxPasswordLength Maximum password length. GET
AccountLockoutThresh- Maximum number of incorrect pass- | GET
old word attempts.
AccountlLockoutDuration | Account lockout duration after a GET
user login failure.
AccountLockoutCounter- | Time after which account lockout GET
ResetAfter counter is reset.
Roles Role resources. GET
Accounts User resources. GET
Status Status of the specified resource, in- | GET
cluding:
® Status: enabling status
® Health: health status
SSHAdministratorUser- Username of the SSH administrator. | GET
Name
OSUserManagementEn- | Whether permission to inband man- | GET
abled agement is enabled.
[redfish/v1/AccountSer- | Name Name of the account resource. GET
vice/Accounts
Members@odata.count Number of account members. GET
Members User list, which provides references | GET
to all user URLs.
Id ID of the specified user resource. POST
[redfish/v1/AccountSer- | Id ID of the specified user resource. GET
vice/Accounts/accoun-
‘i Name Name of the account resource. GET
&
UserName Username of the account. GET/PATCH
Password User password. GET/PATCH
Roleld Role resource ID in the account con- | GET/PATCH
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URL Property Description Operation

Locked Locked state of the account. GET/PATCH

Enabled Whether the account is enabled. GET/PATCH

Links Links to the user resource. GET

Roles Links to the roles corresponding to GET

the user.
[redfish/v1/AccountSer- | Name Name of the role resource. GET
vice/Roles

Members@odata.count Number of current roles. GET

Members - GET
Iredfish/v1/AccountSer- | Id ID of the specified role resource. GET
vice/Roles/role id "

- Name Name of the specified role resource. | GET

IsPredefined Whether the specified role is pre-de- | GET

fined.

AssignedPrivileges Privileges assigned to the specified | GET

role.

OemPrivileges Customized privileges assigned to GET

the specified role.
Iredfish/v1/AccountSer- | Id ID of the LDAP service resource. GET
vice/LdapService -

Name Name of the LDAP service resource. | GET
redfish/v1/AccountSer- | Name Name of the LDAP domain con- GET
vice/LdapService/Ldap- troller set.

Controllers ]

Members LDAP controller member list. GET
/AccountSer- Id ID of the Active Directory informa- GET/PATCH
vice/LdapService/Ldap- tion resource.

Controllers/Activedirec- ] ] ]
) Name Name of the Active Directory infor- GET/PATCH
(o]

v mation resource.

GroupLogininterface Access permission. GET/PATCH

GroupRole Role group permission. GET/PATCH

Memberld Role group ID: 0-4 GET/PATCH

GroupDomain Group domain GET/PATCH
/redfish/v1/AccountSer- | BindDN Bound DN. GET/PATCH
vice/LdapService/Ldap-

P P CommonNameType Common name types, including: GET/PATCH
Controllers/LDAP o IP
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URL Property Description Operation
e FQDN
EncryptionType Encryption type. Options: GET/PATCH
® NoEncryption
e SSL
® StartTLS
LDAPAuthenticationEn- Whether LDAP authentication is en- | GET/PATCH
able abled.
LDAPRoleGroups LDAP role group. GET/PATCH
GroupName Group name. GET/PATCH
GroupDomain Group domain. GET/PATCH
GroupLogininterface Access permission, options: GET/PATCH
® KVM
® VMedia
GroupRole Role group permission, options: GET/PATCH
® Administrator
® Operator
® ReadOnly
Memberld Role group ID. GET/PATCH
Name Name of the LDAP information re- GET/PATCH
source.
Password Password, which is displayed as GET/PATCH
null.
Port Port number. GET/PATCH
SearchBase Search base. GET/PATCH
ServerAddress Server address. GET/PATCH
UserLoginAttribute User login attributes, options: GET/PATCH
® uid
® cn

10.1 Querying User Service Information
Function

Query the current user service information about a server, including the password length, the

maximum number of incorrect password attempts, and the lockout duration.
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Permission Required

Query.

Syntax

e Operation Type: GET

® URL: https://device ip/redfish/vl1/AccountService

e Request Header:

X-Auth-Token: auth_value

e Request Message Body: None

Parameter Descriptions

For a description of the parameters for querying the user service information, refer to Table

10-2.

Table 10-2 Parameter Descriptions for Querying User Service Information

Parameter

Description

Value

device_ip

IP address for logging in to the device.

IPv4 or IPv6 address.

auth_value

X-Auth-Token value contained in Request
Header in the GET request for authentica-
tion.

It can be obtained by creating a session
through /redfish/v1/SessionSer-

vice/Sessions.

Usage Guidelines

None

Example

e Request Example:

GET https://device_ip/redfish/v1/AccountService

e Request Header:

X-Auth-Token: 8574621d21b84756218c7456821c234

e Request Message Body: None

e Response Example:

"@odata.context":

"@odata.id": "/redfish/vl/AccountService",

"AccountLockoutDuration": 180,

"/redfish/vl/$metadata#AccountService.AccountService",

"@odata.type": "#AccountService.vl 2_2.AccountService",
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}

"AccountLockoutThreshold": 3,
"Accounts": {
"@odata.id": "/redfish/vl/AccountService/Accounts"
i
"Description": "BMC User Accounts",
"1d": "AccountService",
"MaxPasswordLength": 20,
"MinPasswordLength": 5,
"Name": "Account Service",
"Roles": {
"@odata.id": "/redfish/vl/AccountService/Roles"
i
"ServiceEnabled": true,
"Status": {
"Health": "ok",
"State": "Enabled"

3
"oem" : {

"Public": {
"SSHAdministratoruserName":"sysadmin",
"OSUserManagementEnabled": true

}

}

e Status Code: 200

Output Description

For a description of the output returned when you query user service information, refer to Table

10-3.

Table 10-3 Output Descriptions for Querying User Service Information

Field Type Description

@odata.context String OData description of the AccountService
resource model.

@odata.id String Access path of the AccountService re-
source node.

@odata.type String Type of AccountService resource.

Description String Description of the AccountService re-
source.

Id String ID of the AccountService resource.

Name String Name of the AccountService resource.
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Field Type Description

MinPasswordLength Number Minimum password length.

MaxPasswordLength Number Maximum password length.

AccountLockoutThreshold Number Maximum number of incorrect password
attempts, range: 1-10.

AccountLockoutDuration Number Lockout duration after a login failure,
range: 60-3600 (It must be a multiple of
60), in seconds.

AccountLockoutCounterResetAfter Number Time after which account lockout counter
is reset.

Roles Object Role resources.

@odata.id String Access path of the role resource node.

ServiceEnabled Boolean Whether the AccountService resource is
enabled.

Accounts Object User resources.

@odata.id String Access path of the Account resource
node.

Status.Health String Health status of the AccountService re-
source resource.

Status.State String Status of the AccountService resource.

SSHAdministratorUserName String Username of the SSH administrator.

OSUserManagementEnabled Boolean Whether permission to inband manage-

ment is enabled.

Function

10.2 Modifying User Service Information

Modify the current user service information about a server, including the maximum number of

incorrect password attempts, and the lockout duration.

Permission Required
User Configuration
Syntax

e Operation Type: PATCH

® URL: https://device ip/redfish/vl1/AccountService
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e Request Header:

X-Auth-Token: auth_value
Content-Type: header_type
If-Match: ifmatch_value

o Request Message Body:

> User information modification:

}

"AccountLockoutThreshold":count,

"AccountLockoutDuration":time

> SSH administrator password modification:

}

"oem": {
"Public":{

"SSHAdministratorPassword": password

> Moadification of the inband management permission flag:

"oem": {
"Public":{

"OSUserManagementEnabled": flag

Parameter Descriptions

For a description of the parameters for modifying user service information, refer to Table 10-4.

Table 10-4 Parameter Descriptions for Modifying User Service Information

Parameter

Description

Value

device_ip

IP address for logging in to the device.

IPv4 or IPv6 address.

auth_value

Authentication parameters of the request
message.

It can be obtained by creating a session
through /redfish/v1/SessionSer-

vice/Sessions.

header_type

Format of the request message.

application/json
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Parameter

Description

Value

ifmatch_value

Parameters matching the request mes-

sage.

Perform the GET operation on the relat-
ed resource and obtain the value from the
ETag parameter in the header of the re-

sponse message.

count Maximum number of incorrect password Integer, range: 0—10.
attempts.

time Duration for which a user is locked upon a | Range: 60-3600 (It must be a multiple of
login failure. 60), unit: seconds.

password SSH administrator password. 8-64 characters.

flag Whether permission to inband manage- ® ftrue
ment is enabled. ® false

Usage Guidelines

For a specified user, multiple properties in the request message body can be modified at the

same time.

Example

e Request Example:

PATCH https://device_ip/redfish/v1/AccountService

e Request Header:

X-Auth-Token: 8574621d21b84756218c7456821c234

Content-Type: application/json

o Request Message Body:

"AccountLockoutThreshold":8,

"AccountLockoutbDuration": 3

> SSH administrator password modification:

"oem": {
"Public":{

"SSHAdministratorPassword": "Superuser9!"
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> Moadification of the inband management permission flag:

{

}

"oem" : {

"Public":{

"OSUserManagementEnabled": true

e Response Example: None

e Response Code: 204

Output Description

None

10.3 Querying Information About the User Resource Collection

Function

Query information about the user resource collection of a server.

Permission Required

Query.

Syntax

e Operation Type: GET

e URL: https://device ip/redfish/v1/AccountService/Accounts

Request Header:

X-Auth-Token: auth_value

Parameters

Request Message Body: None

For a description of the parameters for querying information about the user resource collection,
refer to Table 10-5.

Table 10-5 Parameter Descriptions for Querying Information About the User Resource Collec-

tion

Parameter

Description

Value

device_ip

IP address for logging in to the device.

IPv4 or IPv6 address.
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Parameter

Description

Value

auth_value

X-Auth-Token value contained in Request
Header in the GET request for authentica-
tion.

It can be obtained by creating a session
through /redfish/v1/SessionSer-

vice/Sessions.

Usage Guidelines

None

Example

e Request Example:

GET https://device_ip/redfish/v1/AccountService/Accounts

e Request Header:

X-Auth-Token: 8574621d21b84756218c7456821c234

e Request Message Body: None

e Response Example:

{
"@odata.context":
"/redfish/vl/$metadata#mManagerAccountCollection.ManagerAccountCollection",
"@odata.id": "/redfish/vl/AccountService/Accounts",
"@odata.type": "#ManagerAccountCollection.ManagerAccountCollection",
"Members": [
{
"@odata.id": "/redfish/vl/AccountService/Accounts/2"
IE
{
"@odata.id": "/redfish/vl/AccountService/Accounts/3"
}
1:
"Members@odata.count": 2,
"Name": "Accounts Collection"
}

e Status Code: 200

Output Description

For a description of the output returned when you query information about the user resource

collection, refer to Table 10-6.
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Table 10-6 Output Descriptions for Querying Information About the User Resource Collection

Field Type Description

@odata.context String OData description of the account resource model.
@odata.id String Access path of the account resource node.
@odata.type String Type of account resource.

Name String Name of the account resource.
Members@odata.count Number Number of account members.

Members Array User list.

@odata.id String Access path of a single account resource node.

10.4 Querying Information About a Specified Account Resource
Function
Query information about a specified account resource of a server.
Permission Required
Query.
Syntax

e Operation Type: GET
e URL: https://device ip/redfish/v1/AccountService/Accounts/account id
e Request Header:

X-Auth-Token: auth_value

e Request Message Body: None
Parameters

For a description of the parameters for querying information about the specified account re-
source, refer to Table 10-7.

Table 10-7 Parameter Descriptions for Querying Information About the Specified Account Re-

source
Parameter Description Value
device_ip IP address for logging in to the device. IPv4 or IPv6 address.
auth_value X-Auth-Token value contained in Request | It can be obtained by creating a session
Header in the GET request for authentica- | through /redfish/vi/SessionSer-
tion. vice/Sessions.
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Parameter Description Value

account_id Subscriber ID. It can obtained by querying the user list.

Usage Guidelines

None

Example

e Request Example:

GET https://device_ip/redfish/v1/AccountService/Accounts/2

e Request Header:

X-Auth-Token: 8574621d21b84756218c7456821c234

e Request Message Body: None

e Response Example:

}

"@odata.context": "/redfish/vl/$metadata#ManagerAccount.ManagerAccount",
"@odata.id": "/redfish/vl/AccountService/Accounts/2",
"@odata.type": "/redfish/vl/$metadata#ManagerAccount.ManagerAccount",
"Name": "User Account",
"Id": "2",
"Enabled": true,
"Links": {
"Roles": {

"@odata.id": "/redfish/vl/AccountService/Roles/Administrator"

}
i
"Rolexd": "Administrator",
"UserName": "Administrator",

"Locked": false

e Status Code: 200

Output Description

a description of the output returned when you query information about the specified account re-

source, refer to Table 10-8.
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Table 10-8 Output Descriptions for Querying Information About the Specified Account Re-

source

Field Type Description

@odata.context String OData description of the specified account resource
model.

@odata.id String Access path of the specified account resource node.

@odata.type String Type of the specified account resource.

Id String ID of the specified account resource.

Name String Name of the account resource.

Enabled Boolean Whether the account is enabled resource.

Links Object Links to the account resource.

Roles Object Links to the roles corresponding to the account re-
source.

Locked Boolean Locked state of the account resource.

Roleld String Role resource ID in the account configuration.

UserName String Username of the account resource.

@odata.id String Access path of the role corresponding to the account
resource.

10.5 Creating an Account
Function
Create an account.
Permission Required
User management.
Syntax

e Operation Type: POST
e URL: https://device ip/redfish/v1/AccountService/Accounts

e Request Header:

X-Auth-Token: auth_value
Content-Type: header_type

o Request Message Body:
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"UserName":
"password":
"RoleId":
"1d"

name,

password,

role,

Parameters

For the parameter descriptions for creating an account, refer to Table 10-9.

Table 10-9 Parameter Descriptions for Creating an Account

Parameter

Description

Value

device_ip

IP address for logging in to the
device.

IPv4 or IPv6 address.

header_type

Format of the request mes-
sage.

application/json

auth_value

When the post request is exe-
cuted, the "X-Auth-Token" val-
ue must be carried in "Head-
ers" for authentication.

It can be obtained by creating a session through /

redfish/vl/SessionService/Sessions.

name

Username of the new account.

A string of 4—16 characters.

password

Password of the new account.

A string of 8-16 characters.

role

Role of the new account.

Available role types include:
Administrator

Operator

User

OEM1

OEM2

OEM3

OEM4

id

Account ID.

String, range: 2—16 characters.

Usage Guidelines

None

Example

e Request Example:

POST https://device_ip/redfish/v1/AccountService/Accounts

e Request Header:
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X-Auth-Token: 8574621d21b84756218c7456821c234

Content-Type: application/json

o Request Message Body:

{
"rd":"7",
"UserName": "test77",
"password": "Superuser9!",
"RoleId":"Administrator"

I

e Response Example:

"@odata.context": "/redfish/vl/$metadata#ManagerAccount.ManagerAccount",
"@odata.id": "/redfish/vl/AccountService/Accounts/7",
"@odata.type": "#ManagerAccount.vl_ 1_1.ManagerAccount",
"Name": "User Account",
"Enabled": true,
"rd": "7",
"Links": {
"Roles": {

"@odata.id": "/redfish/vl/AccountService/Roles/Administrator"

}’

"Locked": false,
"Rolexd": "Administrator",
"UserName": "test77"

}

e Response code: 201
Output Description

a description of the output returned when you create an account, refer to Table 10-10.

Table 10-10 Output Descriptions for Creating an Account

Field Type Description

@odata.context String OData description of the specified account resource
model.

@odata.id String Access path of the specified account resource node.

@odata.type String Type of the specified account resource.

Id String ID of the specified user resource.

Name String Name of the account resource.
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Field Type Description
Enabled Boolean Whether the account is enabled.
Links Object Links to the account resource.
Roles Object Links to the roles corresponding to the account.
Locked Boolean Locked state of the account.
Roleld String Role name, including:
® Administrator
® Operator
® User
e OEM1
e OEM2
e OEM3
e OEM4
UserName String Username
@odata.id String Access path of the role resource corresponding to the
user.

10.6 Deleting an Account

Function

Delete a specified account.
Permission Required

User management.

Syntax

e Operation Type: DELETE

e URL: https://device ip/redfish/v1/AccountService/Accounts/account id

e Request Header:

X-Auth-Token: auth_value

e Request Message Body: None

Parameters

For a description of the parameters for deleting a specified account, refer to Table 10-11.
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Table 10-11 Parameter Descriptions for Deleting a Specified Account

Parameter Description Value
device_ip IP address for logging in to the device. IPv4 or IPv6 address.
account_id Subscriber ID. It can obtained by querying the account
list.
auth_value When the DELETE request is executed, It can be obtained by creating a session
the "X-Auth-Token" value must be carried | through /redfish/v1/SessionSer-
in "Headers" for authentication. vice/Sessions.

Usage Guidelines
None

Example

Request Example:

DELETE https://device_ip/redfish/v1/AccountService/Accounts/1

e Request Header:

X-Auth-Token: 8574621d21b84756218c7456821c234

e Request Message Body: None
e Response Example: None

e Response Code: 204
Output Description

None

10.7 Modifying Information About a Specified Account

Function

Modify the username, password, permission, lockout status, enabling status, and login interface
of a specified account.

Permission Required
User management.
Syntax

e Operation Type: PATCH
e URL: https://device ip/redfish/v1/AccountService/Accounts/account id

e Request Header:
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X-Auth-Token: auth_value
Content-Type: header_type

o Request Message Body:

"snmpAuthentication":

"UserName" : name,
"password" :password,
"RoleId":role,

"Enabled": flag,

"PubTlic": {

"snmpPrivacy": privprotocol

authprotocol,

{
"Ooem":
3
3
Parameters

For the parameter descriptions for modifying information about the specified account, refer to

Table 10-12.

Table 10-12 Parameter Descriptions for Modifying Information About the Specified account

Parameter

Description

Value

device_ip

IP address for logging in to the

device.

IPv4 or IPv6 address.

auth_value

Authentication parameters of

the request message.

It can be obtained by creating a session through /

redfish/vl/SessionService/Sessions.

header_type

Format of the request mes-

sage.

application/json

name

Username of the account
whose information is to be

modified.

A string of 4—16 characters.

password

Password of the account
whose information is to be
modified.

The maximum length of the string is 20 characters.

role

Role of the account whose in-

formation is to be modified.

Available role types include:
® Administrator
Operator

User
OEM1
OEM2
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rithm.

Parameter Description Value
e OEMS3
e OEM4
flag Whether the account is en- Range:
abled. ® frue
e false
authprotocol SNMPv3 authentication algo- String, range:

e SHA
e MD5
® SHA256
e SHA384
® SHA512

privprotocol

SNMPv3 encryption algorithm.

String, range:
e DES
® AES
® AES256

Usage Guidelines

For a specified account, one or more properties in the requested message body can be modi-

fied at the same time.

ii\ Note

The Oem parameter is optional. If no Oem is added, this parameter is not modified.

Example

e Request Example:

PATCH https://device_ip/redfish/v1/AccountService/Accounts/1

e Request Header:

Content-Type: application/json

X-Auth-Token: 8574621d21b84756218c7456821c234e

o Request Message Body:

"UserName": "username",
"pPassword": "Superuser9!",
"RoleId":"Administrator",
"oem": {

"Public": {

"snmpAuthentication":

"SHA",
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"snmpPrivacy": "DES"

}

e Response Example: None

e Response Code: 204
Output Description

None

10.8 Querying Information About the Role Resource Collection
Function
Query information about the role resource collection of a server.
Permission Required
User management.
Syntax

e Operation Type: GET
e URL: https://device ip/redfish/vl1/AccountService/Roles

e Request Header:

X-Auth-Token: auth_value

e Request Message Body: None
Parameters

For the parameter description for querying information about the role resource collection, refer
to Table 10-13.

Table 10-13 Parameter Descriptions for Querying Information About the Role Resource Col-

lection

Parameter Description Value

device_ip IP address for logging in to the device. IPv4 or IPv6 address.

auth_value X-Auth-Token value contained in Request | It can be obtained by creating a session

Header in the GET request for authentica- | through /redfish/vi/SessionSer-

tion. vice/Sessions.

Usage Guidelines

None
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Example

Request Example:

GET https://device_ip/redfish/v1/AccountService/Roles

e Request Header:

X-Auth-Token: 8574621d21b84756218c7456821c234

e Request Message Body: None
e Response Example:
{
"@odata.context": "/redfish/vl/$metadata#RoleCollection.RoleCollection",
"@odata.id": "/redfish/vl/AccountService/Roles",
"@odata.type": "#RoleCollection.RoleCollection",
"Name": "Roles Collection",
"Members": [
{
"@odata.id": "/redfish/vl/AccountService/Roles/Administrator"
IE
{
"@odata.id": "/redfish/vl/AccountService/Roles/Operator"
IE
{
"@odata.id": "/redfish/vl/AccountService/Roles/User"
IE
{
"@odata.id": "/redfish/vl/AccountService/Roles/OEM1"
IE
{
"@odata.id": "/redfish/vl/AccountService/Roles/OEM2"
IE
{
"@odata.id": "/redfish/vl/AccountService/Roles/OEM3"
IE
{
"@odata.id": "/redfish/vl/AccountService/Roles/OEM4"
}
1:
"Members@odata.count": 7
}

e Status Code: 200
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Output Description

a description of the output returned when you query information about the role resource collec-
tion, refer to Table 10-14.

Table 10-14 Output Description for Querying Information About the Role Resource Collection

Field Type Description

@odata.context String OData description of the role resource
model.

@odata.id String Access path of the role resource node.

@odata.type String Type of role resource.

Name String Name of the role resource.

Members@odata.count Number Number of role members.

Members Array Session List.

@odata.id String Access path of a single role resource
node.

10.9 Querying Information About a Specified Role Resource
Function
Query information about a specified role resource of a server.
Permission Required
User management.
Syntax

e Operation Type: GET
e URL: https://device ip/redfish/v1/AccountService/Roles/role id
e Request Header:

X-Auth-Token: auth_value

e Request Message Body: None
Parameters

For a description of the parameters for querying information about the specified role resource,
refer to Table 10-15.
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Table 10-15 Parameter Descriptions for Querying Information About the Specified Role Re-

source

Parameter Description Value

device_ip IP address for logging in to the device. IPv4 or IPv6 address.

auth_value X-Auth-Token value contained in Request | It can be obtained by creating a session
Header in the GET request for authentica- | through /redfish/vi/SessionSer-
tion. vice/Sessions.

role_id Role ID. It can be obtained from the role resource

collection.

Usage Guidelines
None
Example

e Request Example:

GET https://device_ip/redfish/v1/AccountService/Roles/Administrator

e Request Header:

X-Auth-Token: 8574621d21b84756218c7456821c234

e Request Message Body: None

e Response Example:

"@odata.context": "/redfish/vl/$metadata#Role.Role",
"@odata.id": "/redfish/vl/AccountService/Roles/Administrator",
"@odata.type": "#Role.vl_2_1.Role",
"IsPredefined": true,
"Name": "User Role",
"1d": "Administrator",
"AssignedPrivileges": [
"configureusers",
"configureComponents",
"ConfigureManager",
"configureself",
"Login"
1:
"OoemPrivileges": [
"OEMSecureconfig",
"OEMRemoteControl",
"OEMTelecommunicationsMedium",

"OEMPowercControl",
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"OEMDebugDiagnostics"

}

Status Code: 200

Output Description

a description of the output returned when you query information about the specified role re-

source, refer to Table 10-16.

Table 10-16 Output Descriptions for Querying Information About the Specified Role Resource

Field Type Description

@odata.context String OData description of the specified role resource mod-
el.

@odata.id String Access path of the specified role resource node.

@odata.type String Type of the specified role resource.

Id String ID of the specified role resource.

Name String Name of the specified role resource.

IsPredefined Boolean Whether the specified role is pre-defined.

AssignedPrivileges Array Privileges assigned to the specified role.

OemPrivileges Array Customized privileges assigned to the specified role.

10.10 Querying Information About the LDAP Service Resource

Function

Query the LDAP about the LDAP service resource.

Permission Required

Query.

Syntax

Operation Type: GET
URL: https://device ip/redfish/v1/AccountService/LdapService
Request Header:

x-auth-token:auth_value

Request Message Body: None
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Parameters

For a description of the parameters for querying the LDAP about the LDAP service resource,
refer to Table 10-17.

Table 10-17 Parameter Descriptions for Querying Information About the LDAP Service Re-

source
Parameter Description Value
device_ip IP address for logging in to the device. IPv4 or IPv6 address.
auth_value When the Get request is executed, the It can be obtained by creating a session
"x-auth-token" value must be carried in through /redfish/v1/SessionSer-
"Headers" for authentication. vice/Sessions.

Usage Guidelines
None
Example

e Request Example:

GET https://device_ip/redfish/v1/AccountService/LdapService

e Request Header:

X-Auth-Token: 8574621d21b84756218c7456821c234

e Request Message Body: None

e Response Example:

"@odata.context": "/redfish/vl/$metadata#AccountService.LdapService",
"@odata.id": "/redfish/vl/AccountService/LdapService",
"@odata.type": "#LdapCollection.LdapServiceCollection",
"1d": "Ldap Service",
"LdapcControllers": [

{

"@odata.id": "/redfish/vl/AccountService/LdapService/LdapControllers"

]’

"Name": "Ldap Service"

}

e Status Code: 200
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Output Description

For a description of the output returned when you query information about the LDAP about the
LDAP service resource, refer to Table 10-18.

Table 10-18 Output Descriptions for Querying Information About the LDAP Service Resource

Field Type Description

@odata.context String OData description of the LDAP service resource mod-
el.

@odata.id String Access path of the LDAP service resource node.

@odata.type String Type of LDAP service resource.

Id String ID of the LDAP service resource.

Name String Name of the LDAP service resource.

LdapControllers Array Controller list.

@odata.id String LDAP controller information.

10.11 Querying Information About the Collection of LDAP Domain
Controller Resources

Function

Query information about the collection of LDAP domain controller resources.
Permission Required

Query.

Syntax

e Operation Type: GET
e URL:nttps://device ip/redfish/v1/AccountService/LdapService/Ldap-
Controllers

e Request Header:

x-auth-token:auth_value

e Request Message Body: None
Parameters

For a description of the parameters for querying information about the collection of LDAP do-

main controller resources, refer to Table 10-19.
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Table 10-19 Parameter Descriptions for Querying Information About the Collection of LDAP

Domain Controller Resources

Parameter Description Value

device_ip IP address for logging in to the device. IPv4 or IPv6 address.

auth_value When the Get request is executed, the It can be obtained by creating a session
"x-auth-token" value must be carried in through /redfish/v1/SessionSer-
"Headers" for authentication. vice/Sessions.

Usage Guidelines

None

Example

Request Example:

GET https://device_ip/redfish/v1/AccountService/LdapService/LdapControllers

Request Header:

X-Auth-Token: 8574621d21b84756218c7456821c234

Request Message Body: None

Response Example:

"@odata.context":
"/redfish/vl/$metadata#AccountService.LdapService.LdapControllers",
"@odata.id":

"/redfish/vl/AccountService/LdapService/LdapControllers",
"@odata.type":
"#AccountService.LdapService.LdapControllers.Activedirectory",
"Members": [

{
"@odata.id":

"/redfish/vl/AccountService/LdapService/LdapControllers/Activedirectory"

"@odata.id":

"/redfish/vl/AccountService/LdapService/LdapControllers/LDAP"

]’
"Members@odata.count": 2,
"Name": "Ldap Controller Collection"

}

Status Code: 200
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Output Description

For a description of the output returned when you query information about the collection of

LDAP domain controller resources, refer to Table 10-20.

Table 10-20 Output Descriptions for Querying Information About the Collection of LDAP Con-

troller Resources

Field Type Description

@odata.context String OData description of the LDAP domain controller col-
lection model.

@odata.id String Access path of the LDAP domain controller collection
node.

@odata.type String Type of LDAP domain controller collection.

Name String Name of the LDAP domain controller collection.

Members Array LDAP controller member list.

@odata.id String ID of an LDAP controller member.

Members@odata.count Number Number of LDAP controller members.

10.12 Querying the Active Directory Information

Function

Query the Active Directory information.

Permission Required
Query.
Syntax

e Operation Type: GET

e URL:https:/device ip/redfish/v1/AccountService/LdapService/LdapCon-

trollers/Activedirectory

e Request Header:

x-auth-token:auth_value

Parameters

Request Message Body: None

For a description of the parameters for querying the Active Directory information, refer to Table

10-21.
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Table 10-21 Parameter Descriptions for Querying the Active Directory Information

"x-auth-token" value must be carried in

"Headers" for authentication.

Parameter Description Value
device_ip IP address for logging in to the device. IPv4 or IPv6 address.
auth_value When the Get request is executed, the It can be obtained by creating a session

through /redfish/v1/SessionSer-

vice/Sessions.

Usage Guidelines

None

Example

e Request Example:

GET https://device_ip/redfish/v1/AccountService/LdapService/LdapControllers/Activedirectory

e Request Header:

X-Auth-Token: 8574621d21b84756218c7456821c234

e Request Message Body: None

e Response Example:

{

}’

"@odata.context":

"@odata.id":

"ADAuthenticationEnable": true,

"ADRoleGroups": [

"Groupbomain": s
"GroupLoginInterface": [],
"GroupName": ""
"GroupRole": null,

"Memberzd": 0

"Groupbomain": s
"GroupLoginInterface": [],
"GroupName": ""
"GroupRole": null,

"Memberzd": 1

"/redfish/vl/$metadata#AccountService.LdapService.LdapControllers.Activedirectory",

"/redfish/vl/AccountService/LdapService/LdapControllers/Activedirectory",

"@odata.type": "#LdapCollection.LdapControllers.Activedirectory",
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{
"Groupbomain": "",
"GroupLoginInterface": [],
"GroupName": ""
"GroupRole": null,
"Memberid": 2
IE
{
"Groupbomain": "",
"GroupLoginInterface": [],
"GroupName": ""
"GroupRole": null,
"Memberid": 3
IE
{
"Groupbomain": "",
"GroupLoginInterface": [],
"GroupName": ""
"GroupRole": null,
"Memberid": 4
}
1:
"ADSSLEnable": false,
"DomainControllerServerAddressl":
"DomainControllerServerAddress2":
"DomainControllerServerAddress3":
"Name": "Activedirectory",
"Password": null,
"Userbomain": null,
"UserName": null
}

"192.168.5.3",

null,

null,

e Status Code: 200

Output Description

For a description of the output returned when you query the Active Directory information, refer

to Table 10-22.

Table 10-22 Output Descriptions for Querying the Active Directory Information

Field Type Description

@odata.context String OData description of the Active Directory information
resource model.

@odata.id String Access path of Active Directory information resource
node.
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Field Type Description
@odata.type String Type of Active Directory information resource.
Id String ID of the Active Directory information resource.
Name String Name of the Active Directory information resource.
Password String Displayed as null.
ADAuthenticationEnable Boolean Whether Active Directory authentication is enabled.
ADSSLEnable Boolean Whether SSL encryption is enabled.
DomainControllerServerAd- String Domain controller server address 1.
dress1
DomainControllerServerAd- String Domain controller server address 2.
dress2
DomainControllerServerAd- String Domain controller server address 3.
dress3
UserDomain String User domain.
ADRoleGroups Array AD role group.
GroupName String Group name.
GroupDomain String Group domain.
GroupLogininterface Array Access permission:
e KVM
® VMedia
GroupRole String Role group permission:
® Administrator
® Operator
® ReadOnly
Memberld Number Role group ID: 0-4
UserName String Username

10.13 Modifying the Active Directory Information

Function
Modify the Active Directory information.
Permission Required

User management.
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Syntax

e Operation Type: PATCH
e URL:https://device ip/redfish/v1/AccountService/LdapService/Ldap-

Controllers/Activedirectory

e Request Header:

x-auth-token:auth_value
Content-Type: header_type

o Request Message Body:

"DomainControllerServerAddressl
"DomainControllerServerAddress?2

"DomainControllerServerAddress3":

"ADSSLEnable":

"pPassword": password_value,
"Userbomain": user_domain_value,

"UserName": user_name_value,

adss1_enable_value,

"ADRoleGroups": [

"Groupbomain": group_domain_value,
"GroupName": group_name_value,
"GroupRole": group_role_value,

"Memberid": member_id_value

"ADAuthenticationEnable": ad_authentication_enable_value,
: DomainControllerServerAddressl_value
: DomainControllerServerAddress2_value

DomainControllerServerAddress3_value

{
{
3
]
3
Parameters

For a description of the parameters for modifying the Active Directory information, refer to Table

10-23.

Table 10-23 Parameter Descriptions for Modifying the Active Directory Information

cation.

Header in the PATCH request for authenti-

Parameter Description Value
device_ip IP address for logging in to the device. IPv4 or IPv6 address.
auth_value X-Auth-Token value contained in Request | It can be obtained by creating a session

through /redfish/v1/SessionSer-

vice/Sessions.

header_type

Format of the request message.

application/json
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Parameter Description Value
ad_authenticatio- Boolean Whether Active Directory authentication is
nEnable_value enabled.
® true: enabled.
e false: disabled.
omainCon- String Domain controller server address 1.
trollerServerAd-
dress1_value
DomainCon- String Domain controller server address 2.
trollerServerAd-
dress2_value
DomainCon- String Domain controller server address 3.
trollerServerAd-
dress3_value
adssl_enable_value | Boolean SSL encryption enabled:
® frue
e false
password_value String Password
user_domain_value | String User domain.
user_name_value String Username
The following requirements must be met:
® Range: 1-64 characters.
o Consists of letters, digits, spaces, and
hyphens (-).
Must begin with a letter.
Case-sensitive.
group_domain_val- | String Group domain.
ue The following requirements must be met:
® Range: 2-255 characters.
o Consists of letters, digits, spaces, hy-
phens (-), and periods (.).
group_name_value | String Group name. If this parameter is set to

null, the role group is deleted.

The following requirements must be met:

® Range: 1-64 characters.

o Consists of case-sensitive letters, dig-
its, spaces, hyphens (-), and under-
scores (_).

® Must not consist of only spaces.
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Parameter Description Value

e If this parameter is set to null, the role
group is deleted.

group_role_value String Role group permission:
® Administrator

® Operator

® ReadOnly

member_id_value Number Role group ID: 0-4

Usage Guidelines
None
Example

e Request Example:

PATCH https://device_ip/redfish/v1/AccountService/LdapService/LdapControllers/Activedirectory

e Request Header:

X-Auth-Token: 8574621d21b84756218c7456821c234

Content-Type: application/json

o Request Message Body:

"ADAuthenticationEnable": true,
"DomainControllerServerAddress1": "2.4.3.5",
"pPassword": "Superuser7!",
"Userbomain": "MybDddidntest.com",
"UserName": "teseddst", "ADRoleGroups": [
{
"Groupbomain": "example.com",
"GroupName": "bsp",
"GroupRole": "Readonly",
"Memberid": 1

"Groupbomain": "exampdle.com",
"GroupName": "testd",
"GroupRole": "Administrator",

"Memberzd": 3
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e Response Example:

"@odata.type": "#LdapCollection.LdapControllers.Activedirectory",

true,

"GroupLoginInterface":

"GroupLoginInterface":

"GroupLoginInterface":

"GroupLoginInterface":

"GroupLoginInterface":

{
"@odata.context":
"@odata.id":
"ADAuthenticationEnable":
"ADRoleGroups": [
{
"Groupbomain": s
"GroupName":
"GroupRole": null,
"Memberid": 0
IE
{
"Groupbomain": s
"GroupName" : s
"GroupRole": null,
"Memberzd": 1
IE
{
"Groupbomain": s
"GroupName" : s
"GroupRole": null,
"Memberid": 2
IE
{
"Groupbomain": s
"GroupName":
"GroupRole": null,
"Memberid": 3
IE
{
"Groupbomain": s
"GroupName" : s
"GroupRole": null,
"Memberid": 4

"/redfish/vl/$metadata#AccountService.LdapService.LdapControllers.Activedirectory",

"/redfish/vl/AccountService/LdapService/LdapControllers/Activedirectory",
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1:

"ADSSLEnable": false,
"DomainControllerServerAddress1": "192.168.5.3",
"DomainControllerServerAddress2": null,
"DomainControllerServerAddress3": null,

"Name": "Activedirectory",

"Password": null,

"Userbomain": null,

"UserName": null

}

e Status Code: 200
Output Description

For a description of the output returned when you modify the Active Directory information, refer
to Table 10-24.

Table 10-24 Output Descriptions for Modifying the Active Directory Information

Field Type Description

@odata.context String OData description of the Active Directory information
resource model.

@odata.id String Access path of Active Directory information resource
node.

@odata.type String Type of Active Directory information resource.

Id String ID of the Active Directory information resource.

Name String Name of the Active Directory information resource.

Password String Displayed as null.

ADAuthenticationEnable Boolean Whether Active Directory authentication is enabled.

DomainControllerServerAd- String Domain controller server address 1.

dress1

DomainControllerServerAd- String Domain controller server address 2.

dress2

DomainControllerServerAd- String Domain controller server address 3.

dress3

UserDomain String User domain.

ADRoleGroups Array AD role group.

GroupName String Group name.
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Field Type Description
GroupDomain String Group domain.
GroupLogininterface Array Access permission:

® KVM

® VMedia
GroupRole String Role group permission:

® Administrator

® Operator

® ReadOnly
Memberld Number Role group ID: 0-4
UserName String Username

10.14 Querying LDAP Information
Function
Query LDAP information.
Permission Required
Query.
Syntax

e Operation Type: GET
e URL:https://device ip/redfish/v1/AccountService/LdapService/Ldap-
Controllers/LDAP

e Request Header:

X-Auth-Token: auth_value

Request Message Body: None
Description

For a description of the parameters for querying LDAP information, refer to Table 10-25.

Table 10-25 Parameter Descriptions for Querying LDAP Information

Parameter Setting Value

device_ip IP address for logging in to IPv4 or IPv6 address.
the device.

auth_value X-Auth-Token value con- It can be obtained by creating a session through
tained in Request Header in /redfish/vl/SessionService/Sessions.
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Parameter

Setting

Value

the GET request for authenti-
cation.

Usage Guidelines

None

Example

e Request Example:

GET https://device_ip/redfish/v1/AccountService/LdapService/LdapControllers/LDAP

e Request Header:

X-Auth-Token: 8574621d21b84756218c7456821c234

o Request Message Body: None

e Response Example:

"/redfish/vl/$metadata#AccountService.LdapService.LdapControllers.LDAP",
"@odata.id": "/redfish/vl/AccountService/LdapService/LdapControllers/LDAP",

{
"@odata.context":
"@odata.type":: "#LdapCollection.LdapControllers.LDAP",
"LDAPROTeGroups": [
{
"Groupbomain": "cn=manager",
"GroupLoginInterface": [
"KvM",
"vMedia"
P
"GroupName": "testAdmin",
"GroupRole": "Administrator",
"Memberid": 0
i
{
"Groupbomain": "ou=login",
"GroupLoginInterface": [],
"GroupName": "testUser",
"GroupRole": "Readonly",
"Memberid": 1
}
P
"BindDN": "cn=manager",
"CommonNameType": "IP",
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"Name": "LDAP",
"Password": null,

"port": 389,

}

"EncryptionType": "NoEncryption",
"LDAPAuthenticationEnable":

"SearchBase": "dc=com",

"ServerAddress": "192.168.1.5",

"UserLoginAttribute": "cn

e Status Code: 200

Output Description

For a description of the output returned when you query LDAP information, refer to Table 10-26.

Table 10-26 Output Descriptions for Querying LDAP Information

Field Type Description
@odata.context String OData description of the LDAP resource model.
@odata.id String Access path of the LDAP resource node.
@odata.type String Type of LDAP resource.
BindDN String Bound DN.
CommonNameType String Common name type. Options:
e |P
e FQDN
EncryptionType String Encryption type. Options:
® NoEncryption
® SSL
® StartTLS
LDAPAuthenticationEnable Boolean Whether LDAP authentication is enabled.
LDAPRoleGroups Array LDAP role group.
GroupName String Group name.
GroupDomain String Group domain
GroupLogininterface Array Access permission, options:
® KVM
® VMedia
GroupRole String Role group permission, options:

® Administrator
® Operator
® ReadOnly
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Field Type Description
Memberld Number Role group ID, range: 0—4.
Name String Name of the LDAP information resource.
Password String Password, which is displayed as null in the query re-
sult.
Port Number Port number.
SearchBase String Search base.
ServerAddress String Server address.
UserLoginAttribute String User login attribute, options:
® uid
® cn

10.15 Modifying the LDAP Information

Function

Modify the LDAP information.

Permission Required

User management.

Syntax

Operation Type: PATCH
URL: https://device ip/redfish/v1/AccountService/LdapService/Ldap-
Controllers/LDAP

Request Header:

X-Auth-Token: auth_value
Content-Type: header_type

Request Message Body:

"LDAPRoTeGroups": [
{
"Groupbomain": group_domain_value,
"GroupName": group_name_value,
"GroupRole": group_role_value,

"MemberId": member_id_value
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"EncryptionType":

"SearchBase":

"BindDN": bind_dn_value,

encryption_type_value,

"Name": name_value,

"password": password_value,
"pPort": port_value,
search_base_value,

"ServerAddress": server_address_value,

"LDAPAuthenticationEnable": ldap_authentication_enable_value,

"UserLoginAttribute": user_login_attribute_value

Description

For a description of the parameters for modifying the LDAP information, refer to Table 10-27.

Table 10-27 Parameter Descriptions for Modifying the LDAP Information

tained in Request Header in
the PATCH request for au-
thentication.

Parameter Setting Value
device_ip IP address for logging in to IPv4 or IPv6 address.
the device.
auth_value X-Auth-Token value con- It can be obtained by creating a session through

/redfish/vl/SessionService/Sessions.

header_type

Format of the request mes-

application/json

sage.

group_domain_value String Group domain name (which consists of 4-253
letters and digits, and starts with a letter. The
following special characters are allowed: ".", ",",
" "-" and "=~". Before "=", only the following
characters are allowed: "cn", "uid", "ou", "dc",
and "o". Two examples are as follows: "cn=lo-
gin", and "dc=domain")

group_name_value String Group name. If this parameter is set to null, the
role group is deleted.

group_role_value String Role group permission:
® Administrator
® Operator
® ReadOnly

member_id_value Number Role Group ID: 0-4.

bind_dn_value Bound DN. The following requirements must be met:

® Range: 4-64 characters.
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Parameter Setting Value
® Consists of letters and digits.
® Supported special characters: ".",",", "-", ".",
and "=".
e It must start with a letter and cannot end
with "," or "=".
® The value before "=" must be "cn", "uid",
"ou", "dc", or "0", and the first segment must
start with "cn" or "uid".
Examples: "cn=manager", "ou=login" , "dc=do-
main", or "dc=com".
encryption_type_value String Encryption type, options:

® NoEncryption

® SSL

® StartTLS

You can set the encryption type to SSL or Start
TLS. This interface is not used for uloading cer-

tion resource.

tificates.
Idap_authentication_en- Whether LDAP authentication | ® true
able_value is enabled. e false
name_value Name of the LDAP informa- Name of the LDAP information resource.

password_value

Password

The following requirements must be met:
® Range: 1-47 characters.
® There is no space in the middle.

port_value

Port number.

Number, range: 1-65535.

server_address_value

Server address.

IPv4 address, |P v6 address, or domain name

format.

user_login_attribute_value

User login attribute.

Supports cn and uid, which must be the same

as the LDAP user information of the bound DN.

search_base_value

Search base.

The following requirements must be met:
® Range: 4-253 characters.
® Consists of letters and digits.

e® Supported special characters:
and "=".
® |t must start with a letter.

Usage Guidelines

None
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Example

e Request Example:

PATCH https://device_ip/redfish/v1/AccountService/LdapService/LdapControllers/LDAP

e Request Header:

X-Auth-Token: 8574621d21b84756218c7456821c234

Content-Type: application/json

o Request Message Body:

}

"BindDN": "cn=admin,dc=1dapdomain,dc=com",
"EncryptionType": "NoEncryption",
"LDAPAuthenticationEnable": true,

"LDAPRoTeGroups": [

{
"Groupbomain": "ou=testgroup,dc=1dapdomain,dc=com",
"GroupName": "sdf",
"GroupRole": "oOperator",
"Memberid": 0
}
1:
"password": "Superuser9!",
"port": 392,
"SearchBase": "ou=login,dc=domain,dc=com",

"ServerAddress": "192.168.1.5",

"UserLoginAttribute": "uid"

e Response Example:

"@odata.context":
"/redfish/vl/$metadata#AccountService.LdapService.LdapControllers.LDAP",
"@odata.id": "/redfish/vl/AccountService/LdapService/LdapControllers/LDAP",
"@odata.type": "#LdapCollection.LdapControllers.LDAP",
"LDAPRoTeGroups": [
{
"Groupbomain": "cn=manager",
"GroupLoginInterface": [
"KvM",
"vMedia"
1:

"GroupName": "sdf",
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"GroupRole": "oOperator",

"Memberzd": 0

}
P
"BindDN": "cn=manager",
"CommonNameType": "IP",

"EncryptionType": "NoEncryption",
"LDAPAuthenticationEnable": true,
"Name": "LDAP",

"Password": null,

"port": 389,

"SearchBase": "dc=com",
"ServerAddress": "192.168.1.5",

"UserLoginAttribute": "cn

}

e Status Code: 200
Output Description

For a description of the output returned when you modify the LDAP information, refer to Table
10-28.

Table 10-28 Output Descriptions for Modifying the LDAP Information

Field Type Description
@odata.context String OData description of the LDAP resource model.
@odata.id String Access path of the LDAP information resource node.
@odata.type String Type of LDAP resource.
BindDN String Bound DN..
CommonNameType String Common name type. Options:
e |P
e FQDN
EncryptionType String Encryption type. Options:
® NoEncryption
® SSL
® StartTLS
LDAPAuthenticationEnable Boolean Whether LDAP authentication is enabled.
LDAPRoleGroups Array LDAP role group.
GroupName String Group name.
GroupDomain String Group domain
GroupLogininterface Array Access permission, options:
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Field Type Description
® KVM
® VMedia
GroupRole String Role group permission, options:
® Administrator
® Operator
® ReadOnly
Memberld Number Role group ID, range: 0—4.
Name String Name of the LDAP information resource.
Password String Password, which is displayed as null in the query re-
sult.
Port Number Port number.
SearchBase String Search base.
ServerAddress String Server address.
UserLoginAttribute String User login attribute, options:
® uid
® cn
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Chapter 11
Operations on Fabric Resources
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Figure 11-1 shows the path requirements for the Fabric resources supported by for
VANTAGEO servers.

Figure 11-1 Fabric Resource Path Requirements

Fabrics fabric_id Switches switch_id Ports port_id
Redfish/ V1

For a description of properties of Fabric resources and operations supported by the properties,
refer to Table 11-1

Table 11-1 Descriptions of Fabric Resources Properties

URL Attribute Description Command

Iredfish/v1/Fabrics Name Name of the Fabric resource. GET
Members@odata.count Number of Fabric resources. GET
Members List of Fabric resources. GET

[redfish/v1/Fabrics/fab- Id ID of the Fabric resource. GET

ric_id Name Name of the Fabric resource. GET
FabricType Type of Fabric resource. GET
Switchs Collection of switch resources. | GET
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URL Attribute Description Command
Iredfish/v1/Fabrics/fab- Description Description of the switch re- GET
ric_id/Switches source collection.
Name Name of the switch resource GET
collection.
Members@odata.count Number of members in the GET
switch resource collection.
Members List of switch resources. GET
Iredfish/v1/Fabrics/fab- Id ID of a switch resource. GET
ric_id/Switches/switch_id }
- - Name Name of the switch resource. GET
Ports List of port resources of a spec- | GET
ified switch.
Iredfish/v1/Fabrics/fab- Description Description of the port resource | GET
ric_id/Switches/switch_id/ collection of a specified switch.
Ports .
Members@odata.count Number of members in the port | GET
resource collection of the spec-
ified switch.
Members List of port resources of the GET
specified switch.
Name Name of the port resource col- | GET
lection of the specified switch.
Iredfish/v1/Fabrics/fab- Id Access path of the specified GET
ric_id/Switches/switch_id/ port resource of the specified
Ports/port_id switch.
PortProtocol Protocol used by the port re- GET
source.
Name Name of the port resource. GET
ActiveWidth Number of active channels of GET
the port.
LinkStatus Link status of the port. GET
CurrentSpeedGbps Current speed of the port. GET
SFP.PartNumber Part number the SFP. GET
SFP.SerialNumber Optical module sequence num- | GET
ber
SFP.Manufacturer Manufacturer of the SFP. GET
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URL Attribute Description Command
SFP.MediumType Data transmission mediatype | GET
of SFP.

11.1 Querying Information About the Fabrics Resource
Collection

Function

Query the information about the Fabrics resource collection.
Permission Required

Query.

Syntax

rorahrr<ahry - Operation Type: GET
o @rr<hy URL: https://device ip/redfish/v1/Fabrics
r~rrarr<hE  Request Header:

x-auth-token:auth_value

rrrahrr<ahg — Request Message Body: None
Parameters

For a description of the parameters for querying information about the Fabrics resource collec-
tion, refer to Table 11-2.

Table 11-2 Parameter Descriptions for Querying Information About the Fabrics Resource Col-

lection
Parameter Setting Value
device_ip IP address for logging in to the device. IPv4 or IPv6 address.
auth_value X-Auth-Token value contained in Request | It can be obtained by creating a session
Header in the GET request for authentica- | through /redfish/vi/SessionSer-
tion. vice/Sessions.

Usage Guidelines
Only servers with GPUs support this function.
Example

rry@r @B Request Example:

GET https://device_ip/redfish/v1/Fabrics

Document Serial Number: V120240304 (R1.3) 591



VANTAGEO Server Redfish Interface Description (BMC V4) VantaSBO

@@ Request Header:

X-Auth-Token: 8574621d21b84756218c7456821c234

rorrahrr<ahe  Request Message Body: None

r~rr<ahrr<a®  Response Example:

}

"@odata.context": "/redfish/vl/$metadata#FabricCollection.FabricCollection",
"@odata.id": "/redfish/vl/Fabrics",

"@odata.type": "#FabricCollection.FabricCollection",

"Description": "The Collection of Fabric",

"Members": [

{

"@odata.id": "/redfish/vl/Fabrics/PCIe"
IE
{

"@odata.id": "/redfish/vl/Fabrics/Serdes"
}

]’
"Members@odata.count": 2,

"Name": "FabricCollection"

=aryad@ne  Status Code: 200

Output Description

For a description of the output returned when you query information about the Fabrics resource

collection, refer to Table 11-3.

Table 11-3 Output Descriptions for Querying Information About the Fabrics Resource Collec-

tion
Field Type Description
@odata.context String OData description of the Fabrics resource collection.
@odata.id String Access path of the Fabric resource collection.
@odata.type String Type of Fabric resource collection.
Description String Description of the Fabric resource collection.
Name String Name of the Fabric resource collection.
Members@odata.count Number Number of Fabric resources.
Members Array List of Fabric resources.
@odata.id String Access path of a single Fabric resource node.

Document Serial Number: V120240304 (R1.3) 592




VANTAGEO Server Redfish Interface Description (BMC V4)

vantageo

11.2 Querying Information About a Specified Fabrics Resource

Function

Query the information about a specified Fabrics resource.

Permission Required

Query.
Syntax

rrr@pary
rrrahpap
r~rrahpaE

Operation Type: GET

URL: https://device ip/redfish/vl1/Fabrics/fabric id

Request Header:

x-auth-token:auth_value

o @B

Parameters

Request Message Body: None

For a description of the parameters for querying information about the specified Fabrics re-

source, refer to Table 11-4.

Table 11-4 Parameter Descriptions for Querying Information About the Specified Fabrics Re-

source
Parameter Setting Value
device_ip IP address for logging in to the device. IPv4 or IPv6 address.
auth_value X-Auth-Token value contained in Request | It can be obtained by creating a session
Header in the GET request for authentica- | through /redfish/vi/SessionSer-
tion. vice/Sessions.
fabric_id ID of the Fabric resource. PCle or SerDes.

Usage Guidelines

Only servers with GPUs support this function.

Example

r~rv<apas

Request Example:

GET https://device_ip/redfish/v1/Fabrics/PCle

r=rrapag

Request Header:

X-Auth-Token: 8574621d21b84756218c7456821c234
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rrr@hpa& Request Message Body: None
rr @B a Response Example:

{
"@odata.context": "/redfish/vl/$metadata#Fabric.Fabric",
"@odata.id": "/redfish/vl/Fabrics/PCie",
"@odata.type": "#Fabric.vl_2_2.Fabric",
"FabricType": "PCIe",
"Name": "PCIe Fabric",
"1d": "PCIe",
"Switches": {

"@odata.id": "/redfish/vl/Fabrics/PCIe/Switches"

}

}

rr>ahpae Status Code: 200
Output Description

For a description of the output returned when you query information about the specified Fabrics
resource, refer to Table 11-5.
Table 11-5 Output Descriptions for Querying Information About the Specified Fabrics Re-

source
Field Type Description
@odata.context String OData description of the Fabrics resource.
@odata.id String Access path of the Fabric resource.
@odata.type String Type of Fabric resource.
Id String ID of the Fabric resource.
Name String Name of the Fabric resource.
FabricType String Type of Fabric resource.
Switchs Object Collection of switch resources.
@odata.id String Access path of the switch resource collection node.

11.3 Querying Information About the Switch Resource Collection
Function
Query the information about the switch resource collection.
Permission Required

Query.
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Syntax

rrr@E@ry
r~rreeadp

Operation Type: GET
URL:

https://device ip/redfish/v1/Fabrics/fabric id/Switches

r~r<eaE

Request Header:

x-auth-token:auth_value

o @By

Parameters

Request Message Body: None

For a description of the parameters for querying information about the switch resource collec-

tion, refer to Table 11-6.

Table 11-6 Parameter Descriptions for Querying Information About the Switch Resource Col-

lection
Parameter Setting Value
device_ip IP address for logging in to the device. IPv4 or IPv6 address.
auth_value X-Auth-Token value contained in Request | It can be obtained by creating a session
Header in the GET request for authentica- | through /redfish/vi/SessionSer-
tion. vice/Sessions.
fabric_id ID of the Fabric resource. PCle or SerDes.

Usage Guidelines

Only servers with GPUs support this function.

Example

r~rv<heEas

Request Example:

GET https://device_ip/redfish/v1/Fabrics/PCle/Switches

r=r7eEag

Request Header:

X-Auth-Token: 8574621d21b84756218c7456821c234

rr> e & Request Message Body: None
r~r DB Response Example:
{

"@odata.id"

"@odata.context":

"/redfish/vl/$metadata#switchCollection.SwitchCollection",

: "/redfish/vl/Fabrics/PCIe/Switches",

"Description": "The Collection of Switch",

"Name": "Switch Collection",

"@odata.type": "#SwitchCollection.SwitchCollection",
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"Members": [

{
"@odata.id": "/redfish/vl/Fabrics/PCIe/Switches/PCIeRetimerQ"

]’

"Members@odata.count": 1

}

ror><heae Status Code: 200
Output Description

For a description of the output returned when you query the information about the switch re-
source collection, refer to Table 11-7.

Table 11-7 Output Descriptions for Querying Information About the Switch Resource Collec-

tion
Field Type Description
@odata.context String OData description of the switch resource collection.
@odata.id String Access path of the switch resource collection.
@odata.type String Type of switch resource collection.
Name String Name of the switch resource collection.
Members@odata.count Number Number of members in the switch resource collection.
Members Array List of switch resources.
@odata.id String Access path of a single switch resource node.

11.4 Querying Information About a Specified Switch Resource
Function
Query information about a specified switch resource.
Permission Required
Query.
Syntax

r~rr<ag<aer - Operation Type: GET
Hvahgek URL:
https://device ip/redfish/v1/Fabrics/fabric id/Switc
h- es/switch id
r~r7 <@ E<eDE Request Header:
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x-auth-token:auth_value

@ gang

Parameters

Request Message Body: None

For a description of the parameters for querying information about the specified switch re-

source, refer to Table 11-8.

Table 11-8 Parameter Descriptions for Querying Information About the Specified Switch Re-

source
Parameter Setting Value
device_ip IP address for logging in to the device. IPv4 or IPv6 address.
auth_value X-Auth-Token value contained in Request | It can be obtained by creating a session
Header in the GET request for authentica- | through /redfish/v1/SessionSer-
tion. vice/Sessions.
fabric_id ID of the Fabric resource. PCle or SerDes.
switch_id Switch resource ID. Obtained from the upper-level URL.

Usage Guidelines

Only servers with GPUs support this function.

Example

o @ gDy

Request Example:

GET https://device_ip/redfish/v1/Fabrics/PCle/Switches/PCleRetimer0

oy @ g s

Request Header:

X-Auth-Token: 8574621d21b84756218c7456821c234

o @ e
Fo T @G a

Request Message Body: None

Response Example:

"@odata.context":

"@odata.type": "#Switch.vl_6_0.Switch",

"1d": "PCIeRetimerQ",
"Name": "PCIeRetimer0Q",
"Ports":

"/redfish/vl/$metadata#switch.switch",
"@odata.id": "/redfish/vl/Fabrics/PCIe/Switches/PCIeRetimer0",

"@odata.id": "/redfish/vl/Fabrics/PCIe/Switches/PCIeRetimer0/Ports"
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rry @ gaee Status Code: 200
Output Description

For a description of the output returned when you query information about the specified switch
resource, refer to Table 11-9.

Table 11-9 Output Descriptions for Querying Information About the Specified Switch Re-

source
Field Type Description
@odata.context String OData description of the switch resource model.
@odata.id String Access path of the switch resource.
@odata.type String Type of switch resource.
Id String ID of the switch resource.
Name String Name of the switch resource.
Ports Object Port resources.
@odata.id String Access path of a specified port resource node.

11.5 Querying Information About the Port Resource Collection of
a Specified Switch

Function

Query the information about the port resource collection of a specified switch.
Permission Required

Query.

Syntax

ror@Ber> Operation Type: GET
g URL:
https://device ip/redfish/v1/Fabrics/fabric id/Switc
h- es/switch id/Ports
r~r7<@pahE Request Header:

x-auth-token:auth_value

ror>@hiang Request Message Body: None
Parameters

For a description of the parameters for querying information about the port resource collection

of the specified switch, refer to Table 11-10.
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Table 11-10 Querying Information About the Port Resource Collection of a Specified Switch

Parameter Setting Value

device_ip IP address for logging in to the device. IPv4 or IPv6 address.

auth_value X-Auth-Token value contained in Request | It can be obtained by creating a session
Header in the GET request for authentica- | through /redfish/vi/SessionSer-
tion. vice/Sessions.

fabric_id ID of the Fabric resource. PCle or SerDes.

switch_id Switch resource ID. Obtained from the upper-level URL.

Usage Guidelines

Only servers with GPUs support this function.

Example

r~r7<een

Request Example:

GET https://device_ip/redfish/v1/Fabrics/PCle/Switches/PCleRetimer0/Ports

7B

Request Header:

X-Auth-Token: 8574621d21b84756218c7456821c234

ror> @& Request Message Body: None
o7 @B Response Example:
{

"@odata.context": "/redfish/vl/$metadata#PortCollection.PortCollection”,
"@odata.id": "/redfish/vl/Fabrics/PCIie/Switches/PCIeRetimer0/Ports",
"@odata.type": "#PortcCollection.PortCollection",

"Description": "The Collection of Port",

"Members": [

{
"@odata.id": "/redfish/vl/Fabrics/PCIe/Switches/PCIeRetimer0/Ports/0"

]’

"Members@odata.count": 1,

"Name": "Port Collection"
3
= d@EE e Status Code: 200
Output Description

For a description of the output returned when you query information about the port resource col-

lection of the specified switch, refer to Table 11-11.
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Table 11-11 Output Descriptions for Querying Information About the Port Resource Collec-
tion of the Specified Switch

Field Type Description

@odata.context String OData description of the port resource collection
model.

@odata.id String Access path of the port resource collection.

@odata.type String Type of port resource collection.

Description String Description of the port resource collection.

Members@odata.count Number Number of members in the port resources collection

of the specified switch.

Members Array List of port resources of the specified switch.

@odata.id String Access path of a single port resource node of the
specified switch.

Name String Name of the switching port resource collection.

11.6 Querying Information About a Specified Port of a
Specified Switch

Function

Query information about a specified port of a specified switch.
Permission Required

Query.

Syntax

ror <@g Operation Type: GET
rrehgane URL:
https://device ip/redfish/v1/Fabrics/fabric id/Switc
h- es/switch id/Ports/port id
r~ry<ahgahE Request Header:

x-auth-token:auth_value

rrr@gang Request Message Body: None
Parameters

For a description of the parameters for querying information about the specified port of the

specified switch, refer to Table 11-12.
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Table 11-12 Parameter Descriptions for Querying LDAP Service Resources

Parameter Setting Value

device_ip IP address for logging in to the device. IPv4 or IPv6 address.

auth_value X-Auth-Token value contained in Request | It can be obtained by creating a session
Header in the GET request for authentica- | through /redfish/vi/SessionSer-
tion. vice/Sessions.

fabric_id ID of the Fabric resource. PCle or SerDes.

switch_id ID of the switch resource. Obtained from the upper-level URL.

port_id ID of the port resource. The port number can be obtained by

querying the specified port resource col-

lection.

Usage Guidelines

Only servers with GPUs support this function.

Example

r=ragas

Request Example:

GET https://device_ip/redfish/v1/Fabrics/PCle/Switches/PCleRetimer0/Ports/0

= @3as

Request Header:

X-Auth-Token: 8574621d21b84756218c7456821c234

rrr@hg & Request Message Body: None

77 <@g ap Response Example:

"@odata.type": "#Port.vl_5_0.Port",

"PortProtocol": "PCIe",

"Id": "0",

"Name": "PCIeRetimerQ Port 0",
"Activewidth": "0",
"Linkstatus": "starting",

"currentSpeedGbps": 0,
"SFP": {

"PartNumber": null,
"SerialNumber": null,
"Manufacturer": null,

"MediumType": null

"@odata.context": "/redfish/vl/$metadata#Ports.Ports",
"@odata.id": "/redfish/vl/Fabrics/PCIe/Switches/PCIeRetimerQ/Ports/0",
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}

e d@zadns Status Code: 200

Output Description

For a description of the output returned when you query the specified port of the specified

switch, refer to Table 11-13.

Table 11-13 Output Descriptions for Querying the Specified Port of the Specified Switch

Field Type Description

@odata.context String OData description of the port resource model.
@odata.id String Access path of the port resource.
@odata.type String Type of port resource.

PortProtocol String Protocol used by the port resource.

Id String ID of the port resource.

Name String Name of the port resource.
ActiveWidth String Number of active channels of the port.
LinkStatus String Link status of the port.
CurrentSpeedGbps Number Current speed of the port.
SFP.PartNumber String Part number the SFP.
SFP.SerialNumber String Sequence number of the SFP.
SFP.Manufacturer String Manufacturer of the SFP.
SFP.MediumType String Data transmission media type of SFP.
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Chapter 12
Operations on Registry Resources

Table of Contents
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Figure 12-1 shows the Redfish registry resource path requirements applicable to VANTAGEO
servers.

Figure 12-1 Redfish Registry Resource Path Requirements

/ N\ Registries registry_id resourceName
\ Redfish/ V1 J

For a description of the properties of registry resources and the operations supported by the

properties, refer to Table 12-1.

Table 12-1 Descriptions for Properties of Registry Resources

URL Property Description Command
/redfish/v1/Registries Name Name of the registry resource | GET
collection.
Description Description of the registry re- GET

source collection.

Members@odata.count Number of members in the reg- | GET

istry resource collection.

Members List of registry resources. GET
/redfish/v1/Registries/reg- | Description Description of the specified GET
istries_id registry resource.
Id ID of the specified registry re- GET
source.
Name Name of the specified registry | GET
resource.
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URL Property Description Command
Languages RFC5646-compliant languages | GET
for the specified registry re-
source.
Languages@odata.count Number of languages for the GET
specified registry resource.
Location Location of the specified reg- GET
istry resource file.
Language RFC5646-compliant language | GET
for the specified registry re-
source file.
Uri URI of the specified registry re- | GET
source file.
Location@odata.count Number of locations for the GET
specified registry resource file.
Registry Registry name and version. GET
/redfish/v1/Registries/reg- | RegistryVersion Registry version. GET
istries_id/resourceName ] ] ) - ]
- OwningEntity Entity that the specified registry | GET
belongs to.
Name Name of the specified registry | GET
file.
RegistryEntries List of all attributes and their GET
metadata for the specified reg-
ister file.
Attributes Attributes of the specifiedreg- | GET
istry file.
Language RFC5646-compliant language | GET
for the specified registry re-
source file.
Id ID of the specified registry file. | GET
Description Description of the specified GET
registry file.
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12.1 Querying Information About the Registry Resource
Collection

Function

Query the information about the registry resource collection.
Permission Required

Query.

Syntax

roBer @r Operation Type: GET
rreary @ URL: https://device ip/redfish/v1/Registries
rep@rr@E Request Header:

x-auth-token:auth_value

7B rr <@g Request Message Body: None
Parameters

For a description of the parameters for querying information about the registry resource collec-
tion, refer to Table 12-2.

Table 12-2 Parameter Descriptions for Querying Information About the Registry Resource

Collection
Parameter Setting Value
device_ip IP address for logging in to the device. IPv4 or IPv6 address.
auth_value X-Auth-Token value contained in Request | It can be obtained by creating a session

Header in the GET request for authentica- | through /redfish/vi/SessionSer-

tion. vice/Sessions.

Usage Guidelines
None
Example

rrBery @i Request Example:

GET https://device_ip/redfish/v1/Registries

rBpEry@ng Request Header:

X-Auth-Token: 8574621d21b84756218c7456821c234

r7p@ry @& Request Message Body: None
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rBaErr @ Response Example:

{
"@odata.id": "/redfish/vl/Registries",
"@odata.type": "#MessageRegistryFileCollection.MessageRegistryFileCollection",
"Name": "Registry File Collection",
"Description": "Registry Repository",
"Members": [
{
"@odata.id": "/redfish/vl/Registries/BiosAttributeRegistryResource"
}
1:
"Members@odata.count": 1
}

r7REry e Status Code: 200
Output Description

For a description of the output returned when you query information about the registry resource

collection, refer to Table 12-3.

Table 12-3 Output Descriptions for Querying Information About the Registry Resource Col-

lection
Field Type Description
@odata.id String Access path of the registry resource collection model.
@odata.type String Type of registry resource collection.
Name String Name of the registry resource collection.
Description String Description of the registry resource collection.
Members@odata.count Number Number of members in the registry resource collec-
tion.
Members Array List of registry resources.
@odata.id String Access path of a specified registry resource.

12.2 Querying Information About a Specified Registry Resource
Function
Query information about a specified registry resource.
Permission Required

Query.
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Syntax

rVeehp@ry
rFegheaa
rFeghaaE

Operation Type: GET

Request Header:

URL: https://device ip/redfish/v1/Registries/registries id

x-auth-token:auth_value

F BB

Parameters

Request Message Body: None

For a description of the parameters for querying the information about of the specified registry

resource, refer to Table 12-4.

Table 12-4 Parameter Descriptions for Querying Information About a Specified Registry Re-

source
Parameter Setting Value
device_ip IP address for logging in to the device. IPv4 or IPv6 address.
auth_value X-Auth-Token value contained in Request | It can be obtained by creating a session
Header in the GET request for authentica- | through /redfish/v1/SessionSer-
tion. vice/Sessions.
registries_id ID of the specified registry resource. BiosAttributeRegistryResource

Usage Guidelines
None
Example

rVeghaaH

Request Example:

GET https://device_ip/redfish/v1/Registries/BiosAttributeRegistryResource

rFegheaag

Request Header:

X-Auth-Token: 8574621d21b84756218c7456821c234

rreaRE Request Message Body: None
r~aehpap Response Example:
{

"Id": "BiosAttributeRegistryResource",

"Name": "BiosAttributeRegistryResource",

"@odata.id": "/redfish/vl/Registries/BiosAttributeRegistryResource",
"@odata.type": "#MessageRegistryFile.vl_1_0.MessageRegistryFile",

"Description": "BiosAttributeRegistryResource Message Registry File Location",
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"Languages": [
"an"
]’

"Languages@odata.count": 1,

"Location": [

{
"Language": "en",
"uri": "/redfish/vl/Registries/BiosAttributeRegistryResource/
BiosAttributeRegistry"

}

]’
"Location@odata.count": 1,

"Registry": "BiosAttributeRegistryResource.0.71.0"

I
rrpaRae Status Code: 200
Output Description

For a description of the output returned when you query the information about the specified reg-

istry resource, refer to Table 12-5.

Table 12-5 Output Descriptions for Querying Information About the Specified Registry Re-

source

Field Type Description

@odata.id String Access path of a specified registry resource.

@odata.type String Type of the specified registry resource.

Description String Description of the specified registry resource.

Id String ID of the specified registry resource.

Name String Name of the specified registry resource.

Languages Array RFC5646-compliant languages for the specified reg-
istry resource.

Languages@odata.count Number Number of languages for the specified registry re-
source.

Location Array Location of the specified registry resource file.

Language String RFC5646-compliant language for the specified reg-
istry resource file.

Uri String URI of the specified registry resource file.

Location@odata.count Number Number of locations for the specified registry re-
source file.
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Field

Type Description

Registry

String

Registry name and version.

12.3 Querying Information About a Specified Registry

Resource File

Function

Query the information about a specified registry resource file.

Permission Required

Query.
Syntax

r~eehEr>
r~e<heai
Name

rVeghEaE

Operation Type: GET

Request Header:

URL: https://device ip/redfish/vi/Registries/registries id/resource-

x-auth-token:auth_value

BB

Parameters

Request Message Body: None

For a description of the parameters for querying information about the specified registry re-

source file, refer to Table 12-6.

Table 12-6 Parameter Descriptions for Querying Information About the Specified Registry Re-

source File

Parameter Setting Value

device_ip IP address for logging in to the device. IPv4 or IPv6 address.

auth_value X-Auth-Token value contained in Request | It can be obtained by creating a session
Header in the GET request for authentica- | through /redfish/v1/SessionSer-
tion. vice/Sessions.

registries_id ID of the specified registry resource. BiosAttributeRegistryResource

resourceName Name of the resource file to be queried. Obtained by querying the resource file

name based on the upper-level registry ID.

Usage Guidelines

None
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Example

rreehg<ehs Request Example:

GET https://device_ip/redfish/v1/Registries/BiosAttributeRegistryResource/BiosAttributeRegistry

aviePalEfaats Request Header:

X-Auth-Token: 8574621d21b84756218c7456821c234

rreahEdE Request Message Body: None
r~aehEanB Response Example:
{

"Registryversion": "0.71.0",

"owningEntity": "VANTGAEO",

"Name": "BIOS Attribute Registry",

"RegistryEntries": {
"Attributes": [

{
}’
{
}
1
}’
"@odata.type": "#AttributeRegistry.vl_3_1l.AttributerRegistry",
"Language": "en",
"Id": "BiosAttributeregistry",
"Description": "This registry defines a representation of BIOS Attribute instances"
I
rreahEade Status Code: 200
Output Description

For a description of the output returned when you query information about the specified registry

resource file, refer to Table 12-7.

Table 12-7 Output Descriptions for Querying Information About the Specified Registry Re-

source File
Field Type Description
RegistryVersion String Registry version.
OwningEntity String Entity that the specified registry belongs to.
Name String Name of the specified registry resource.
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Field Type Description

RegistryEntries Object List of all attributes and their metadata for the speci-

fied register file.

Attributes Array Attributes of the specified registry file.
@odata.type String Type of the specified registry file.
Language String RFC5646-compliant language for the specified reg-

istry resource file.

Id String ID of the specified registry file.

Description String Description of the specified registry file.
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Chapter 13
Redfish Installation and Use

Table of Contents
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13.1 Environment Installation

Redfish supports environment installation in the following two ways:
e (Recommended) Use the Postman tool to manage the Redfish interface. The download link
is https://www.postman.com/.

o Usethe httprequester-2.2-fx.xpi plug-in for Firefox earlier than 56.0b3 (64 bits).

13.2 Use Case

Abstract

This procedure uses querying the current service root resources as an example to describe

how to use the Postman tool. For other resource operation methods, refer to this procedure.

ii‘ Note

For details on how to query the current root service resources, refer to 3.2 Querying the Current Root Ser-
vice Resources.

Steps

1. Open the Postman tool, create a request on the main page, and select a request action, see
Figure 13-1.
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Figure 13-1 Selecting a Request Action

. . No Environment
GET https://192.168.5.7 /redfish, ®  GET https://192.168.5.7 /redfish ®  GET Untitled Request X A e

Untitled Request

GET - m

GET
POST

VALUE DESCRIPTION
PUT
PATCH
DELETE
copy
HEAD
OPTIONS
LINK
UNLINK
PURGE
LOCK
UNLOCK
PROPFIND

VIEW

2. On the Params tab, set the URL of the Redfish interface, see Figure 13-2.

Figure 13-2 Setting the URL

https://192.168.5.7/redfish/v1/

Params

KEY VALUE DESCRIPTION
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3. Select Authorization > TYPE. Select Basic Auth, see Figure 13-3.

Figure 13-3 Selecting an Authentication Type

https://192.168.5.7/redfish/v1/

GET v https://192.168.5.7 /redfish/v1/

Authorization

TYPE

Inherit auth from parent -

Inherit auth from parent
No Auth

Bearer Token

Basic Auth

Digest Auth

OAuth 1.0

OAuth 2.0

Hawk Authentication

NTLM Authentication [Beta]

any authorization helper at the moment. Save itin a ¢

4. On the Authorization tab, enter the BMC username and password, see Figure 13-4.

Figure 13-4 Entering the BMC Username and Password

https://192.168.5.7/redfish/v1/

GET v https://192.168.5.7 /redfishivl/

Authorization @

TYPE

Basic Auth

sitive data. To keep this data secure while working in a collaborative environment, we recommend usir

admin
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5. Click Send to send a request through the Redfish interface, see Figure 13-5.

Figure 13-5 Sending a Request

https://192.168.5.7/redfish/v1/

GET v https://192.168.5.7 /redfish/vl/ “

Authorization ® (0]

TYPE

itive data. To keep this data sec

while working in a collaborative environment, we recommend usin

Basic Auth v

Username admin

Password s

Show Password

Body 3] Status: 200 OK Time: 331 ms Size: 1.37KB
Pretty JSON v
Bk
7 "/redfish/v1/AccountService”
10 "@odata.id": "/redfish/v1/Chassis”
1 s
12 "Descriptiy "The service root for all Redfish requests on this host",
13~
14 "/redfish/v1/EventService”
15
16 ootService”,
17~ {
8 Sessions”: {
19 "@odata.id": "/redfish/vl/SessionService/Sessions"
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AD

- Active Directory
AHCI

- Advanced Host Controller Interface
API

- Application Program Interface
ARM

- Asynchronous Response Mode
BBU

- Battery Backup Unit
BDF

- Bus/Device/Function
BIOS

- Basic Input/Output System
BMC

- Baseboard Management Controller
BMC

- Baseboard Management Controller
CD

- Compact Disk
CIFS

- Common Internet File System

CPLD

- Complex Programmable Logic Device
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CPU

- Central Processing Unit
CSRF

- Cross-Site Request Forgery
DDR

- Double Data Rate
DHCP

- Dynamic Host Configuration Protocol
DNS

- Domain Name System
ECC

- Error Check and Correction
EPLD

- Erasable Programmable Logic Device
FC

- Fiber Channel
FCoE

- Fibre Channel Over Ethernet
FPGA

- Field Programmable Gate Array
FQDN

- Fully Qualified Domain Name
FRU

- Field Replaceable Unit
FTP

- File Transfer Protocol
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GPU

- Graphics Processing Unit
HDD

- Hard Disk Drive
HDM

- Handoff Direction Message
HTTP

- Hypertext Transfer Protocol
HTTPS

- Hypertext Transfer Protocol Secure
(o)

- Input/Output
IB

- InfiniBand
ID

- Identification
10

- Input & Output
IP

- Internet Protocol
IPv4

- Internet Protocol Version 4
IPv6

- Internet Protocol Version 6

JSON

- Java Script Object Notation
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KVM

- Keyboard, Video and Mouse

SMTP

- Simple Message Transfer Protocol
LDAP

- Lightweight Directory Access Protocol
LLDP

- Link Layer Discovery Protocol
MAC

- Media Access Control
MTU

- Maximum Transfer Unit
NAT

- Network Address Translation
NFS

- Network File System
NTP

- Network Time Protocol
NVMe

- Non-Volatile Memory Express
OEM

- Original Equipment Manufacturer
OPA

- Optical Pre-Amplifier
os

- Operating System
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PCB

- Printed Circuit Board
PCle

- Peripheral Component Interconnect Express
PSU

- Power Supply Unit
PXE

- Preboot eXecution Environment
RAID

- Redundant Array of Independent Disks
RPM

- Rotations Per Minute
SAS

- Serial Attached SCSI
SATA

- Serial ATA
SEL

- System Event Log
SFTP

- Secure File Transfer Protocol
SMB

- Server Message Block
SMR

- Switching Mode Rectifier

SMTP

- Simple Message Transfer Protocol
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SN

- Serial Number
SNMP

- Simple Network Management Protocol
SPI

- Serial Peripheral Interface
SSD

- Solid State Drive
SSDP

- Simple Service Discovery Protocol
SSH

- Secure Shell

SSL

- Secure Sockets Layer

TCP
- Transmission Control Protocol

TDP

- Thermal Design Power

TLS

- Transport Layer Security

UDP

- User Datagram Protocol

UHCI

- Universal Host Controller Interface

uiD

- User Identifier
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uiD

- Unique Identifier

URI

- Uniform Resource Identifier

URL

- Uniform Resource Locator

usB

- Universal Serial Bus

uuiD

- Universal Unique Identifier

VvVID

- VLAN Identifier

VLAN

- Virtual Local Area Network

VNC

- Virtual Network Computing

VR

- Voltage Regulator

XML

- Extensible Markup Language

iBMC
- intelligent Board Management Controller

iSCSI

- Internet Small Computer System Interface
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