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About This Manual

Purpose

This manual describes the iBMC Redfish interfaces of the VANTAGEO server and the related

management operations on various resources.

Intended Audience

This manual is intended for:
e Data configuration engineers

e Maintenance engineers

What Is in This Manual

This manual contains the following chapters.

Chapter 1, Redfish Overview

Describes the basic concept of the Redfish interfaces.

Chapter 2, Redfish Resource Tree

Describes the Redfish interface resource paths and the opera-

tions allowed for various resources.

Chapter 3, Operations on Public Fixed Re-
sources

Describes the operations on public fixed resources through Red-

fish interfaces.

Chapter 4, Operations on Manager Re-

sources

Describes the operations on Manager resources through Redfish

interfaces.

Chapter 5, Operations on System Re-
sources

Describes the operations on System resources through Redfish

interfaces.

Chapter 6, Operations on Chassis Re-

sources

Describes the operations on Chassis resources through Redfish

interfaces.

Chapter 7, Operations on SessionService
Resources

Describes the operations on SessionService resources through

Redfish interfaces.

Chapter 8, Operations on EventService
Resources

Describes the operations on EventService resources through

Redfish interfaces.

Chapter 9, Operations on UpdateService

Resources

Describes the operations on UpdateService resources through

Redfish interfaces.

Chapter 10, Operations on AccountSer-
vice Resources

Describes the operations on AccountService resources through

Redfish interfaces.

Chapter 11, Operations on Fabric Re-
sources

Describes the operations on Fabric resources through Redfish

interfaces.
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Chapter 12, Operations on Registry Re-

sources

Describes the operations on Registry resources through Redfish

interfaces.

Chapter 13, Redfish Installation and Use

Describes how to install the environment and use a Redfish inter-

face.

Conventions

This manual uses the following conventions.

i

Note: provides additional information about a topic.
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Chapter 1
Redfish Overview

Table of Contents

BaSiC CONCE P S . . e ittt 12

General DESCIIPIONS. ... e 12

1.1 Basic Concepts

Redfish is an HTTPS-based management standard. Each HTTPS operation submits or returns
a resource in JSON format encoded in UTF-8 through a RESTful interface to implement device
management.

The Redfish’s goal of addressing all the components in the data center with a consistent API
adapts to the development trend towards universal software interfaces in the Internet industry.
Redfish provides advantages, such as reduced development complexity, easy to implement
and use, and high scalability, and is called the next-generation data center management stan-
dard.

1.2 General Descriptions

This section describes the Redfish interfaces from the following five aspects: resource opera-

tions, resource functions, request headers, response headers, and returned status codes.
Resource Operations

A resource operation supported by a Redfish interface includes two parts: method and URI. For

a description of the resource operations supported by a Redfish interface, refer to Table 1-1.

Table 1-1 Resource Operation Descriptions

Operation Description

GET resource URI Returns the requested resource.

POST resource URI Creates aresource or performs a specified action for
a resource.

PATCH resource URI Modifies the properties of a resource.

DELETE resource URI Deletes a specified resource.

Document Serial Number: VT20240304 (R1.3) 12
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The URI described in this manual is in the following format: https://device ip/red-

fish/v1/path, which is divided into three parts:

e The first part indicates the URI address, thatis, https://device ip, where device ip
indicates the HDM IP address of the server to be accessed.

e The second part indicates the service and version, that is, /redfish/v1/. The Redfish in-
terface of the current device is developed based on Redfish v1.

e The third part indicates the unique resource path, thatis, /path/.

ii‘ Note

Some resource operations also need request parameters, including request headers and request bodies,
which are described in the command format of each resource operation.

Resource Functions

For a description of the resources and their main operations supported by a Redfish interface,
refer to Table 1-2.

Table 1-2 Resource Function Descriptions

Resource Function

Managers Used for managing BMC resources, including network resources (such as
NTP, SNMP, SMTP, LLDP, and SYSLOG), security resources (such as cer-

tificates and services), operation logs, and virtual media.

Systems Used for device management such as host CPU, memory, RAID card, vol-
ume, and GPU management, and resource management such as BIOS op-
tion, KVM, and event log management.

Chassis Used for managing physical disks, power supplies, fans, UID, PCle, NICs,
and other devices in the chassis.

SessionService Used for managing BMC sessions.
EventService Used for reporting and managing BMC SEL events.
UpdateService Used for managing updateable BMC firmware resources.

Request Headers

For a description of the request headers of the Redfish interface, refer to Table 1-3.

Table 1-3 Request Header Descriptions

Request Header Description

Content-Type Request message format, which is used for operations with a request body.
Services shall accept the Content-Type header set to application/json or appli-
cationl/json;charset=utf-8. It is recommended that clients use either of the above
values in requests because other values may cause errors.

Document Serial Number: V120240304 (R1.3) 13
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Request Header

Description

Odata-Version

OData version.

e If arequest contains an unsupported OData version, a service shall reject the
request.

e If a service receives a request that contains an unsupported OData version,
the service shall reject the request by using the HTTP 412 status code.

Origin

Enables a Web application to use a Redfish service while preventing CSRF at-

tacks.

If-None-Match

e If the ETag of a resource does not match the ETag sent in the request header,
the service returns the latest resource and its ETag and the client replaces the
cached version with the latest version.

e If the ETag in the request header matches the ETag of the resource, the GET
operation returns the HTTP 304 status code.

If-Match

To ensure that clients update the resource from a known status, PATCH requests

for resources for which a service returns ETags must support If-Match.

X-Auth-Token

Authenticates the identity of a user in a session.
The token value is indistinguishable from the random value. If a service supports

this request header, a client can access unsecured resources without establishing

a session.
Accept Communicates to the server the media type or types that the client is prepared to
accept.
Services shall support the following media types:
® Resource requests whose Accept message header is set to application/json
or application/json;charset=utf-8 (that is, requests in JSON format).
® Metadata requests whose Accept message header is set to application/xml
or application/ xml;charset=utf-8(that is, requests in XML format).
Authorization Used for basic authentication.

In a system that supports basic authentication, a client can access unsecured re-

sources without this request header.

Response Headers

For a description of the response headers of the Redfish interface, refer to Table 1-4.

Table 1-4 Response Header Descriptions

Response Header

Description

OData-Version

Describes the version number of the OData protocol that the payload complies

with in the response message.

Content-Type

Describes the media type used in the message body.
e Services shall set Content-Type to application/json when returning re-
sources as JSON.

Document Serial Number: V120240304 (R1.3) 14
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Response Header

Description

e Services shall set Content-Type to application/xml when returning metadata
as XML.

o ;charset=utf-8 shall be appended to the Content-Type if Content-Type is
specified in the selected media type in the Accept header for the request.

Content-Length

Describes the size of the message body.

To indicate the size of the body, a client preferentially uses the Transfer-Encod-
ing: chunked header instead of the Content Length header, because the Trans-
fer-Encoding: chunked header allows the length of the currently transmitted
message to be repeatedly sent.

If a service does not support Transfer-Encoding and needs to use Con-

tent-Length, the service shall return status code 411.

ETag Identifier for a specified version of a resource, which is usually a message digest.
The ETag header shall be included in responses to GET requests for Manager-
Account resources.

Link Link headers shall be returned as described in the Link headers clause.

Cache-Control

Shall be supported and indicates whether a response can or cannot be cached.

Allow Description requests supported by services.
If a service receives an unsupported request, the service returns a 405 status
code together with all supported requests.
Status Codes

For a description of the returned status codes of the Redfish interface, refer to Table 1-5.

Table 1-5 Status Code Descriptions

Status Code Description

200 The request is successful.

201 The resource is created successfully.

202 The task is created successfully.

204 The request is successful, but no content is returned in the response message
body.

301 The requested resource resides under a different URI.

302 The requested resource resides temporarily under a different URI.

304 The service has performed a conditional GET request where access is allowed,
but the resource content is not changed.

400 The request is illegal. An error occurs on the client and an error message is re-
turned.

Document Serial Number: V120240304 (R1.3) 15
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Status Code

Description

401

Invalid user request.

403

The server rejects the request.

404

The requested resource does not exist.

405

The operation is not supported.

406

The Accept header is specified in the request. The resource identified in the re-
quest cannot generate a resource representation corresponding to a media type
contained in the Accept header.

409

The request causes a conflict in the current state of the resources.

410

The requested resource is unavailable to the service, and no forwarding address
is known. This condition is considered permanent.

Clients with hyperlink editing capabilities shall delete references to the URI in the
client request after user approval. If the service does not know, or has no facility
to determine, whether or not the condition is permanent, the status code 404 (Not
Found) is used instead. Unless otherwise specified, this response can be cached.

411

The request does not specify the length of its content using the Content-Length
header (perhaps Transfer- Encoding: chunked was used instead). The ad-

dressed resource requires the Content-Length header.

412

The precondition (such as OData-Version or If-Match) check fails.

415

The request specifies a Content-Type for an unsupported message body.

500

An internal error occurs on the server.

501

The requested function is not available.

503

The service is temporarily overloaded or in maintenance, so it cannot process re-

quests.

® A service may use this response to indicate that the request URI is valid but
the service is performing initialization or other maintenance on the resource.

® The service can also use this response to indicate that the service itself is in
maintenance. For example, the service is being initialized after reboot.

Others

N/A: indicates that the field value cannot be obtained or the result cannot be confirmed.

NULL: Indicates that the field value is not supported and the obtained value is null.

Document Serial Number: V120240304 (R1.3) 16




Chapter 2
Redfish Resource Tree

vantageo

For a description of the operations allowed for various resources through the Redfish interface,

refer to Table 2-1.

Table 2-1 Redfish Resource Tree

URL Operation
Public fixed resources

Iredfish GET
[redfish/v1 GET
Managers resources

[redfish/v1/Managers GET
Iredfish/v1/Managers/manager_id GET/PATCH
Iredfish/v1/Managers/manager_id/SyslogService GET/PATCH
Iredfish/v1/Managers/manager_id/SyslogService/Actions/SyslogService.Sub- POST
mitTestEvent

[redfish/v1/Managers/manager_id/NtpService GET/PATCH
Iredfish/v1/Managers/manager_id/NetworkProtocol GET/PATCH
Iredfish/v1/Managers/manager_id/Ethernetinterfaces GET
[redfish/v1/Managers/manager_id/Ethernetinterfaces/id GET/PATCH
Iredfish/v1/Managers/manager_id/Actions/Manager.Reset POST
[redfish/v1/Managers/manager_id/LIdpService GET/PATCH
Iredfish/v1/Managers/manager_id/SnmpService GET/PATCH
[redfish/v1/Managers/manager_id/SnmpService/Actions/SnmpService.Sub- POST
mitTestEvent

[redfish/v1/Managers/manager_id/VirtualMediae GET
Iredfish/v1/Managers/manager_id/VirtualMedia/Media_type GET
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URL Operation
[redfish/v1/Managers/manager_id/VirtualMedia/media_type/Actions/VirtualMedia.Vmm- POST
Control

/redfish/v1/Managers/manager_id/LogServices/Actions/LogServices.Dump POST
[redfish/v1/Managers/manager_id/LogServices/Actions/LogServices.Dump/Progress GET
[redfish/v1/Managers/manager_id/LogServices/Actions/LogServices.ExportLogs POST
Iredfish/v1/Managers/manager_id/KvmService GET/PATCH
Iredfish/v1/Managers/manager_id/LogServices/SEL/Entries/entries_id GET
Iredfish/v1/Managers/manager_id/ISDTService GET/PATCH
[redfish/v1/Managers/manager_id/ISDTService/Actions/ISDTService.VmmControl POST
Systems resources

Iredfish/v1/Systems GET
[redfish/v1/Systems/system_id GET/PATCH
Iredfish/v1/Systems/system_id/Actions/ComputerSystem.Reset POST
/redfish/v1/Systems/system_id/Processors GET
Iredfish/v1/Systems/system_id/Processors/cpu_id GET
[redfish/v1/Systems/system_id/Processors?$expand=. GET
Iredfish/v1/Systems/system_id/Memory GET
Iredfish/v1/Systems/system_id/Memory/memory_id GET
[redfish/v1/Systems/system_id/Memory?$expand=. GET
Iredfish/v1/Systems/system_id/Storages GET
Iredfish/v1/Systems/system_id/Storages/storage_id GET
[redfish/v1/Systems/system_id/Storages?$expand=. GET
Iredfish/v1/Systems/system_id/Storages/storage_id/Volumes GET/POST
[redfish/v1/Systems/system_id/Storages/storage_id/Volumes/volume_id GET/DELETE
[redfish/v1/Systems/system_id/Bios GET
Iredfish/v1/Systems/system_id/Bios/SD GET/PATCH
Iredfish/v1/Systems/system_id/Bios/Actions/Bios.ChangePassword POST
Iredfish/v1/Systems/system_id/Bios/Actions/Bios.ResetBios POST

Chassis resources
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URL Operation
Iredfish/v1/redfish/v1/Chassis GET
Iredfish/v1/redfish/v1/Chassis/chassis_id GET/PATCH
[redfish/v1/Chassis/chassis_id/NetworkAdapters GET
Iredfish/v1/Chassis/chassis_id/NetworkAdapters/networkadapters_id GET
[redfish/v1/Chassis/chassis_id/NetworkAdapters?$expand=. GET
Iredfish/v1/Chassis/chassis_id/NetworkAdapters/networkadapters_id/NetworkPorts GET
[redfish/v1/Chassis/chassis_id/NetworkAdapters/networkadapteras_id/Network- GET/PATCH

Ports/networkports_id

Iredfish/v1/Chassis/chassis_id/NetworkAdapters/networkadapteras_id/Network- GET
Ports/networkports_id/OpticalModule

Iredfish/v1/Chassis/chassis_id/PCleDevices GET
Iredfish/v1/Chassis/chassis_id/PCleDevices/pciedevices_id GET
Iredfish/v1/Chassis/chassis_id/PCleDevices/pciedevices_id/Functions/functions_id GET
[redfish/v1/Chassis/chassis_id/PCleDevices?$expand=. GET
Iredfish/v1/Chassis/chassis_id/Drives GET
Iredfish/v1/Chassis/chassis_id/Drives/drives_id GET
[redfish/v1/Chassis/chassis_id/Drives?$expand=. GET
Iredfish/v1/Chassis/chassis_id/Power GET/PATCH
Iredfish/v1/Chassis/Chassis_id/Power/Actions/Power.CollectHistoryData POST
Iredfish/v1/Chassis/chassis_id/Thermal GET/PATCH
Iredfish/v1/Chassis/chassis_id/Boards GET
/redfish/v1/Chassis/Chassis_id/Boards/DiskBackplanes GET
/redfish/v1/Chassis/Chassis_id/Boards/DiskBackplanes/DiskBackplaneld GET
Iredfish/v1/Chassis/Chassis_id/Boards/Risercard GET
Iredfish/v1/Chassis/Chassis_id/Boards/Risercard/Risercardld GET
Iredfish/v1/Chassis/chassis_id/PCleDevices/pciedevices_id/Functions/functions_ GET

SessionService resources

[redfish/v1/SessionService GET/PATCH
[redfish/v1/SessionService/Sessions GET/POST
[redfish/v1/SessionService/Sessions/Session_id GET/DELETE
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URL Operation
EventService resources
Iredfish/v1/EventService GET/PATCH
Iredfish/v1/EventService/Subscriptions GET/POST
Iredfish/v1/EventService/Subscriptions/id GET/PATCH/
DELETE
[redfish/v1/EventService/Alarms?$skip=skip_value&$top=top_value GET
Iredfish/v1/EventService/DeleteAlarmsAll DELETE
redfish/v1/EventService/CurrentAlarms GET
[redfish/v1/EventService/CurrentAlarms/alarm_id GET/DELETE
Iredfish/v1/EventService/DeleteCurrentAlarmsAll DELETE
[redfish/v1/EventService/CurrentAlertEvents GET
UpdateService resources
Iredfish/v1/UpdateService GET
Iredfish/v1/UpdateService/Firmwarelnventory GET
Iredfish/v1/UpdateService/Firmwarelnventory/softid GET
Iredfish/v1/UpdateService/upload POST
[redfish/v1/UpdateService/InsideFirmwarelnventory GET
Iredfish/v1/UpdateService/InsideFirmwarelnventory/softid GET
Iredfish/v1/UpdateService/Actions/UpdateService.SimpleUpdat POST
AccountService resources
Iredfish/v1/AccountService GET/PATCH
Iredfish/v1/AccountService/Accounts GET/POST
[redfish/v1/AccountService/Accounts/account_id GET/DELETE/
PATCH
Iredfish/v1/AccountService/Roles GET
Iredfish/v1/AccountService/Roles/role_id GET
Iredfish/v1/AccountService/LdapService GET
Iredfish/v1/AccountService/LdapService/LdapControllers GET
Iredfish/v1/AccountService/LdapService/LdapControllers/Activedirectory GET/PATCH
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Table of Contents

Querying the Redfish Version Information

Querying the Current Root Service Resources

Figure 3-1 shows the path requirements for the public fixed resources supported by
VANTAGEO servers.

Figure 3-1 Public Fixed Resources Path Requirements

Redfish/ V1

For a description of the properties of public fixed resources and the operations supported by the

properties, refer to Table 3-1.

Table 3-1 Descriptions for Properties of Public Fixed Resources

URL Property Description Operation

Iredfish v1 Redfish version information. GET

[redfish/v1 Description Root service description. GET
Id ID of the root server. GET
Name Name of the root service resource. GET
Product Products. GET
Redfish Version Detailed Redfish version information. GET
uuiD UUID of the device. GET
AccountService AccountService resources. GET
CertificateService Certificate service resources. GET
Systems System resources. GET
Chassis Chassis resources. GET
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turesSupport-
ed/SelectQuery

query parameter for the query operation.

URL Property Description Operation
EventService EventService resources. GET
JsonSchemas JSON schema file resources in array for- GET

mat.
Links Links. GET
Sessions Session service resources. GET
Managers Manager resources. GET
RtpVersion RTP version information. GET
ProtocolFea- Information about protocol features sup- GET
turesSupported ported by related services.
ProtocolFea- Deep operations. GET
turesSupport-
ed/DeepOperations
DeepOpera- (AMI native) GET
tions/DeepPATCH
DeepOpera- (AMI native) GET
tions/DeepPOST
DeepOpera- (AMI native) GET
tions/MaxLevels
ProtocolFea- Support for the "expand" query parameter. | GET
turesSupported/Ex-
pandQuery
ExpandQuery/Ex- Whether to expand all entries. GET
pandAll
ExpandQuery/Lev- | Whether to support the "Levels" qualifier. GET
els
ExpandQuery/Links | Whether to expand hyperlinks inside the GET
Links property.
Expand- Maximum depth to which resources are GET
Query/MaxLevels expanded.
ExpandQuery/No- Whether to expand hyperlinks outside the | GET
Links Links property.
ProtocolFea- Whether to support the use of the "select" | GET
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URL Property Description Operation
ProtocolFea- Whether to support the use of the "ex- GET
turesSupported/Ex- | cerpt" query parameter.
cerptQuery
ProtocolFea- Whether to support the use of the "filter" GET
turesSupported/Fil- | query parameter.
terQuery
ProtocolFea- (AMI native) GET
turesSupported/On-
lyMemberQuery
Registries Message registry resources. GET
SessionService SessionService resources. GET
Systems System resources. GET
Tasks TaskService resources. GET
TelemetryService Network telemetry service resources. GET
SessionService SessionService resources. GET

2.1 Querying the Redfish Version Information
Function
Query the current version of the Redfish protocol.
Permission Required
Query.
Syntax

e Operation Type: GET
e URL: https://device ip/redfish
e Request Header: None

e Request Message Body: None

Parameters

For a description of the parameters for querying the Redfish version information, refer to Table

3-2.
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Table 3-2 Parameter Description for Querying Redfish Version Information

Parameter Description Value
device_ip IP address for logging in to the de- | IPv4 or IPv6 address.
vice.

Usage Guidelines
None
Example

e Request Example:

GET https://device_ip/redfish

Request Header: None

Request Message Body: None

Response Example:

{
"v1": "/redfish/v1l/"
}

Status Code: 200

Output Description

For a description of the output returned when you query the Redfish version information, refer
to Table 3-3.

Table 3-3 Output Descriptions for Querying the Redfish Version Information

Field Type Description

v1 String Redfish version information.

2.2 Querying the Current Root Service Resources
Function
Query the current root service resources of a server.
Permission Required
Query.
Syntax

e Operation Type: GET
e URL: https://device ip/redfish/vl
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e Request Header: None

e Request Message Body: None
Parameters

For a description of the parameters for querying the current root service resources, refer to Ta-

ble 3-4.
Table 3-4 Parameter Descriptions for Querying the Current Root Service Resources
Parameter Description Value
device_ip IP address for logging in to the de- | IPv4 or IPv6 address.
vice.

Usage Guidelines
None
Example

e Request Example:

GET https://device_ip/redfish/v1

e Request Header: None
e Request Message Body: None

e Response Example:

"@odata.context": "/redfish/vl/$metadata#ServiceRoot.ServiceRoot",
"@odata.etag": "\"1717400038\"",
"@odata.id": "/redfish/v1",
"@odata.type": "#ServiceRoot.vl 7_0.Serviceroot",
"AccountService": {
"@odata.id": "/redfish/vl/AccountService"
IE
"CertificateService": {
"@odata.id": "/redfish/vl/CertificateService"
IE
"Chassis": {
"@odata.id": "/redfish/vl/cChassis"
IE
"Description": "The service root for all Redfish requests on this host",
"EventService": {
"@odata.id": "/redfish/vl/EventService"
IE

"Fabrics": {
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"@odata.id": "/redfish/vl/Fabrics"
IE
"1d": "RootService",
"JsonSchemas": {

"@odata.id": "/redfish/vl/JsonSchemas"

IE
"Links": {
"Sessions": {
"@odata.id": "/redfish/vl/SessionService/Sessions"
}
IE

"Managers": {
"@odata.id": "/redfish/vl/Managers"
IE
"Name": "Root Service", "Product":
"Vantageo Redfish server",
"ProtocolFeaturesSupported": {
"DeepOperations": {
"DeepPATCH": true,
"DeepPOST": false,
"MaxLevels": 6
IE
"ExcerptQuery": true,
"ExpandQuery": {
"ExpandAll1": true,
"Levels": true,
"Links": true,
"MaxLevels": 5,
"NoLinks": true
IE
"FilterQuery": true,
"onlyMemberQuery": true,
"SelectQuery": true
IE
"Redfishversion": "1.15.1",
"Registries": {
"@odata.id": "/redfish/vl/Registries"
IE
"SessionService": {
"@odata.id": "/redfish/vl/SessionService"
IE
"Systems": {
"@odata.id": "/redfish/vl/Systems"
T
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"Tasks": {

"@odata.id": "/redfish/vl/TaskService"
IE
"TelemetryService": {

"@odata.id": "/redfish/vl/TelemetryService"
IE
"UuID": "30e72400-0000-1000-0000-000000000000",
"UpdateService": {

"@odata.id": "/redfish/vl/UpdateService"

3
e Status Code: 200

Output Description

For a description of the output returned when you query the current root service resources, re-
fer to Table 3-5.

Table 3-5 Output Descriptions for Querying the Current Root Service Resources

Field Type Description

@odata.context String OData description of the root service resource model.
@odata.id String Access path of the root service resource node.
@odata.type String Type of root service resource.

Description String Root service description.

Id String ID of the root service.

Name String Name of the root service resource.

Product String Products.

RedfishVersion String Detailed Redfish version information.

uuiD String UUID of the device.

AccountService Object AccountService resources.

CertificateService Object Certificate service resources.

Chassis Object Chassis resources.

EventService Object EventService resources.

JsonSchemas Object JSON schema file resources in array format.
Links Object Links.

Sessions Object SessionService resources.

Managers Object Manager resources.
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Field Type Description

RtpVersion String RTP version information.

ProtocolFeaturesSupported Object Information about protocol features supported by re-
lated services.

ProtocolFeaturesSupport- Object Deep operations.

ed/DeepOperations

DeepOperations/DeepPATCH | Boolean (AMI native)

DeepOperations/DeepPOST Boolean (AMI native)

DeepOperations/MaxLevels Number (AMI native)

ProtocolFeaturesSupported/Ex- | Object Support for the "expand" query parameter.

pandQuery

ExpandQuery/ExpandAll Boolean Whether to expand all entries.

ExpandQuery/Levels Boolean Whether to support the "Levels" qualifier.

ExpandQuery/Links Boolean Whether to expand hyperlinks inside the Links proper-
ty.

ExpandQuery/MaxLevels Number Maximum depth to which resources are expanded.

ExpandQuery/NoLinks Boolean Whether to expand hyperlinks outside the Links prop-
erty.

ProtocolFeaturesSupport- Boolean Whether to support the use of the "select" query para-

ed/SelectQuery meter for the query operation.

ProtocolFeaturesSupported/Ex- | Boolean Whether to support the use of the "excerpt" query pa-

cerptQuery rameter.

ProtocolFeaturesSupported/Fil- | Boolean Whether to support the use of the "filter" query para-

terQuery meter.

ProtocolFeaturesSupport- Boolean (AMI native)

ed/OnlyMemberQuery

Registries Object Message registry resources.

SessionService Object SessionService resources.

Systems Object System resources.

Tasks Object TaskService resources.

TelemetryService Object Network telemetry service resources.

UpdateService Object UpdateService resources.
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Figure 4-1 shows the path requirements for the Managers resources supported by
VANTAGEDO servers.

Figure 4-1 Managers Resource Path Requirements

SyslogService.SubmitTestEvent

SyslogService.ImportRootCertificate
SyslogService Actions
SyslogService.ImportClientCertificate
SyslogService.ImportPrivateKeyCertificate
NtpService
NetworkProtocol
id

Ethernetinterfaces
Ethernetinterface.AddRoutes
mac_id Actions

Ethernetinterface.DeleteRoutes

Manager.Reset

Manager.CaptureScreenShot

ZTE/Manager.SetBMCTimes

Actions

Manager.LogDump

Manager.ExportConfiguration

Manager.ImportConfiguration

Manager.GeneralDownload

Managers manager_id LidpService
Redfish/ V1
SnmpService Actions SnmpService.SubmitTestEvent

VirtualMedia.VmmControl

VirtualMediae Media_type Actions / VirtualMedia.InsertMedia
\  VirtualMedia.EjectMedia
LogServices.Dump Progress
Actions
. LogServices.ExportLogs
LogServices
SEL Entries entries_id
KvmService
Actions ISDTService.VmmControl
ISDTService
ISDTFWUpdate update_id Actions SDTFWU pdate.SimpleUpdate

FirewallRule.AddRules
FirewallRules Actions

. . FirewallRule.DeleteRules
SecurityService
HttpsCert Actions HttpsCert.ImportServerCertificate

DnsService

For a description of the properties of Manager resources and the operations supported by the

properties, refer to Table 4-1.

Table 4-1 Description for Properties of Manager Resources

URL Property Description Operation
[redfish/v1/Man- Name Name of the Manager resource col- | GET
agers lection.
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URL Property Description Operation
Members@odata.count Number of Manager resource mem- | GET
bers.
Members Manager resource list. GET
[redfish/v1/Man- Id ID of the Manager resource. GET
agers/manager_id
9 ger Name Name of the Manager resource. GET
ManagerType Type of Manager resource. GET
FirmwareVersion Firmware version of the Manager re- | GET
source.
FirmwareVersionDate BMC version date. GET
Model Model of the Manager resource. GET
uuiD UUID of the Manager resource. GET
DateTime System time of the Manager re- GET
source.
DateTimeLocalOffset Time zone of the Manager resource. | GET/PATCH
NetworkProtocol Access path of the network protocol | GET
supported by the specified Manager
resource.
Ethernetinterfaces Access path of the Ethernet interface | GET
information about the specified Man-
ager resource.
NtpService Access path of the NTP service of GET
the specified Manager resource.
SyslogService Access path of the Syslog service of | GET
the specified Manager resource.
KvmService Access path of the KVM service the | GET
specified Manager resource.
SnmpService Access path of the KVM service the | GET
specified Manager resource.
SmtpService Access path of the KVM service the | GET
specified Manager resource.
LldpService Access path of the KVM service the | GET
specified Manager resource.
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URL Property Description Operation
VirtualMedia Access path of the virtual media ser- | GET
vice of the specified Manager re-
source.
Links Links to the related resources. GET
Actions Available actions for the specified GET
Manager resource.
Oem Customized properties. GET
#Manager.RollIBack OS operation. GET
RollBackType@Redfish.Allow- | OS operations allowed through the GET
ableValues Redfish interface, including: RollBack
target Operation path. GET
Manager.RollBack Switches BMC versions. GET
Manager.ImportConfiguration Imports the configuration. GET
Manager.ExportConfiguration Exports the configuration. GET
Manager.FactoryReset Resets factory settings. GET
Oem.Public Customized field. GET
USBOInterfaceEnabled Whether the virtual network interface | GET
named usb0 is enabled:
® true: yes.
® false: no.
IfMatchEnabled Whether the match operation is en- GET
abled:
® true: yes.
® false: no.
ISDTService Access path of the ISDT service the | GET
specified Manager resource.
FirewallService Access path of the firewall service GET
the specified Manager resource.
NAT Access path of the NAT resource. GET
Manufacturer BMC chip manufacturer. GET
[redfish/v1/Man- Id ID of the Syslog resource. GET
agers/manag-
g 9 Name Name of the Syslog resource. GET
er_id/SyslogService
ServiceEnabled Syslog service enabled. GET/PATCH
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URL Property Description Operation
ServerldentitySource ® Board serial number: BoardSN GET/PATCH
® Asset tag: ProductAssetTag
® Host name: HostName
TransmissionProtocol Transmission protocol: GET/PATCH
e UDP
e TCP
AuthenticateMode Authentication mode: GET
o OneWay: unidirectional authenti-
cation.
e TwoWay: bidirectional authentica-
tion.
SyslogServers Syslog servers. GET/PATCH
Memberld e 0 GET
° 1
®o 2
e 3
Enabled Channel enabled. GET/PATCH
Address Server address. GET/PATCH
Port Server port number. GET/PATCH
LogType Log type. GET/PATCH
[redfish/v1/Man- AlternateNtpServer Address of the alternate NTP server. | GET
agers/manag-
g 9 CurrentPollingInterval Current polling interval. GET
er_id/NtpService
Description Description of the NTP resource. GET
ExtraNtpServer Address of the extra NTP server. GET
MaxPollinglnterval Maximum polling interval. GET
MinPollinginterval Minimum polling interval. GET
PreferredNtpServer Address of the preferred NTP server. | GET
ServerAuthenticationEnabled Whether server security authentica- | GET
tion is enabled.
ServiceEnabled Whether the NTP service is enabled: | GET
® frue
e false
[redfish/v1/Man- Description BMC resource description. GET/PATCH
agers/manag-
9 9 Id BMC network protocol resource ID. GET/PATCH
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er_id/NetworkProto- | Name BMC network protocol resource GET/PATCH
col name.
HostName BMC management host name. GET/PATCH
HTTPS/KVMIP/SNMP/SSH/\Vir- | Service information supported by GET/PATCH
tualMedia/IPMI BMC.
ProtocolEnabled Whether the protocol is enabled: GET/PATCH
® frue
e false
Port Service port number. GET/PATCH
Oem.Public - GET/PATCH
VirtualMedia-CD/VirtualMe- - GET/PATCH
dia-HD
Timeout Service timeout period, unit: minutes. | GET/PATCH
ProtocolEnabled Whether the protocol is enabled: GET/PATCH
® frue
e false
Port Service port number. GET/PATCH
Instance Number of instances. GET/PATCH
NotifyMulticastintervalSeconds | Time interval between transmissions | GET/PATCH
of the multicast SSDP NOTIFY mes-
sage.
NotifylPv6Scope IPv6 scope for multicast SSDP GET/PATCH
NOTIFY messages.
e Link: SSDP Notify messages are
sent to addresses in the IPV6 lo-
cal link scope.
o Site: SSDP Notify messages are
sent to addresses in the IPV6 lo-
cal site scope.
e Organization: SSDP Notify mes-
sages are sent to addresses in
the IPVv6 local organization scope.
NotifyEnabled Whether SSDP NOTIFY messages GET/PATCH
are multicast.
VNC VNC service. GET/PATCH
SecurePort Secure port. GET/PATCH
Document Serial Number: VT20240304 (R1.3) 35




VANTAGEO Server Redfish Interface Description (BMC V4)

vantageo

® Static
e DHCP

URL Property Description Operation
[redfish/v1/Man- Description Description of the BMC management | GET
agers/manag- interface resource collection.
er_id/Ethernetinter- -
; - Name Name of the BMC management in- GET
aces
terface resource collection.
Members@odata.count Number of resources in the manage- | GET
ment interface resource collection.
Members List of resources in the management | GET
interface resource collection.
[redfish/v1/Man- Id ID of the specified BMC manage- GET
agers/manag- ment interface resource.
er_id/Ethernetinter- N
- Name Name of the specified BMC manage- | GET
faces/id .
ment interface resource.
PermanentMACAddress Permanent MAC address of the GET
specified BMC management inter-
face resource.
InterfaceEnabled Whether the interface is enabled. GET
MTUSize MTU configured on the current inter- | GET
face (in bytes).
AutoNeg Whether the rate and multiplexing GET
are automatically negotiated:
® frue
e false
FullDuplex Whether full duplex mode is used: GET
® frue
e false
SpeedMbps Current rate (in Mbps). GET
Description Description of the specified BMC GET
management interface resource.
HostName DNS hostname, which does not con- | GET
tain any domain information.
IPv4Addresses IPv4 information object. GET
Address IPv4 address. GET
AddressOrigin Source of the IPv4 address: GET
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® Automatic
® Fixed: fixed mode
® Standalone: standalone mode

URL Property Description Operation
Gateway Gateway of the IPv4 address. GET
SubnetMask IPv4 subnet mask. GET
IPv6DefaultGateway Default IPv6 gateway. GET
IPv6Addresses IPv6 information object. GET
Address IPv6 address. GET
AddressOrigin Source of the IPv6 address: GET

® Static
e DHCPv6
® LinkLocal
PrefixLength Prefix length of the IPv6 address. GET
IPv6StaticAddresses Static IPv6 information object. GET
Address Static IPv6 address. GET
PrefixLength Prefix length of the static IPv6 ad- GET
dress.
Oem.Public OEM object. GET
IPStacks Whether IPv4 and IPv6 are enabled: | GET
o null: interface not enabled
® |Pv4: |IPv4 enabled only
® |Pv6: IPv6 enabled only
o |Pv4AndIPv6: IPv4 and IPv6 both
enabled
DNSServiceEnabled Whether the DNS service is enabled. | GET
DNSDhcpEnabled Whether DNS DHCP is enabled: GET
® true: automatic
e false: manual
PatchinProgress Configuration validity flag: GET
® true: being configured
e false: applied successfully
DoMain Domain name. GET
VLANPriority VLAN priority, range: 0—7. GET
NetworkPortMode Network port mode: GET
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URL

Property

Description

Operation

NCSIModeSelect

NCSI mode:

® Automatic

® Manual

e null: default for non-standalone
mode and automatic mode

GET

ManagementNetworkPort

In fixed mode of the specified man-
agement network interface, there

is only one group of BMC manage-
ment network interface data. In auto-
matic mode and standalone mode,
there are dedicated interface data
and shared interface data.

GET

Type

o Dedicated: dedicated network in-
terface.

o SharelLink: shared network inter-
face.

GET

CardNumber

The default value for a dedicated
network interface is null, and the de-
fault value for a shared network inter-
face is:

e 1:NIC1

e 2:NIC2

GET

PortNumber

For a dedicated network port, the de-
fault serial number is set to 0. For a
shared network port, this parameter
indicates the silkscreen number of
the network interface, ranging from 1
through 4.

GET

ActualPortNumber

Actual silk screen number of the net-
work interface, range: 1—4. This field
is displayed only when the network
interface mode is set to standalone
or automatic (the selected network
interface is not a dedicated inter-
face), and the NCSI mode is set to
automatic.

GET

ManagementNetworkPort
@Redfish.AllowableValues

All available network interfaces of the
BMC.

GET

NameServers

Domain name server list.

GET
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URL Property Description Operation
Status Status information about the speci- GET
fied BMC management interface re-
source.
e State: enabling status of the BMC
management interface.
e Health: health status of the BMC
management interface.
VLAN VLAN information object. GET
VLANEnable Whether VLAN is enabled: GET
® true: enabled
e false: disabled
VLANId Configured VLAN ID, range: 2—4094. | GET
IPv4Routes IPv4 route information about the NIC. | GET
IPv6Routes IPv6 route information about the NIC. | GET
Actions Operations that can be performed on | GET
the resource.
Ethernetinterface.AddRoutes Adds a route. GET
Ethernetinterface.DeleteRoutes | Deletes a route. GET
target Access path of the route operation. GET
[redfish/v1/Man- code String indicating the specified mes- POST
agers/manag- sage ID in the message registry.
er_id/Actions/Man- )
- message Readable message for the code in POST
ager.Reset .
the message registry.
Messageld Message ID. POST
RelatedProperties Message-related properties. POST
Message Details. POST
MessageArgs Message arguments. POST
Severity Severity level. Options: POST
e OK
® \Warning
® Critical
Resolution Recommended solution. POST
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[redfish/v1/Man- Description Description of the LLDP resource. GET
/ -
agersmanag Id ID of the LLDP resource. GET
er_id/LldpService
Name Name of the LLDP resource. GET
LidpEnabled LLDP enabled. GET/PATCH
WorkMode LLDP operation mode. GET/PATCH
[redfish/v1/Man- Actions Operations that can be performed on | GET
agers/manag- the SNMP resource.
er_id/SnmpService
- P SnmpService.SubmitTestEvent | Submits an SNMP trap test event. GET
target Access path for sending the SNMP GET
trap test event.
Description Description of the LLDP resource. GET
Id ID of the LLDP resource. GET
Name Name of the LLDP resource. GET
ComplexPwdEnable Complex password switch: GET
® true: turns on the switch.
® false: turns off the switch.
ReadOnlyCommunity SNMP read-only community. Note: GET
This property contains sensitive in-
formation and is displayed as null.
The PATCH operation is available.
ReadWriteCommunity SNMP readwrite community. Note: GET
This property contains sensitive in-
formation and is displayed as null.
The PATCH operation is available.
SnmpServiceEnable Whether SNMP is enabled: GET
® true: yes.
® false: no.
SnmpServicePort SNMP port number. GET
SnmpTrapNotification SNMP Trap properties. GET
TrapServer SNMP Trap server information. GET
Memberld SNMP Trap group member number. | GET
TrapServerAddress SNMP Trap server address. GET
TrapServerEnable Current Trap Server status: GET
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URL

Property

Description

Operation

® true: enabled
o false: disabled

TrapServerPort

Trap server port number.

GET

AlarmSeverity

Event severity:
® Critical

® Major
® Minor
°

Normal

GET

TrapHostldentify

Trap host ID:

® BoardSN: board SN.

® ProductAssetTag: product asset
tag.

® HostName: host name.

GET

TrapV3User

SNMPv3 username.

GET

TrapVersion

SNMP trap version number:
e \1
e V2C
e V3

GET

TrapServer@odata.count

Number of SNMP trap servers.

GET

snmpTrapCommunity

SNMP trap community name.

GET

snmpTrapEnable

Whether to enable the SNMP trap
function.
® true: yes.

® False: no.

GET

SnmpV3AuthUser

This array lists all users with the SN-
MP permission.

GET

snmpV3AuthProtocol

SNMPv3 user authentication algo-
rithm:

SHA

MD5

SHA256

SHA384

SHA512

GET

snmpV3PrivProtocol

NMPv3 user encryption algorithm:
e DES

® AES

® AES256

GET

Document Serial Number: VT20240304 (R1.3)

41




VANTAGEO Server Redfish Interface Description (BMC V4)

vantageo

® true: mounting (inserted)
e false: removed

URL Property Description Operation
UserName Username with the SNMP permis- GET
sion.
SnmpV3AuthUser@oda- Number of users with the SNMP per- | GET
ta.count mission.
SnmpV3EnginelD SNMPv3 Engine ID. GET
[redfish/v1/Man- Description Description. GET
agers/manag- ) ) )
Members virtual media resource list, where the | GET
er_id/VirtualMediae .
- CD1 and USBStick1 resources can
be queried and used only after the
number of entities is set to two.
Members@odata.count Number of virtual media resource GET
members that can be connected cur-
rently.
Name Name of the virtual media resource GET
collection.
[redfish/v1/Man- Description Description. GET
/ -
agersimanag ConnectedVia Connection method. GET
er_id/VirtualMe-
dia/Media_type Id ID of the virtual media resource. GET
Name Name of the virtual media resource. | GET
MediaTypes Media plane type: GET
e CD
® USBStick
TransferProtocolType Transfer protocol: GET
® NFS
e CIFS
e HTTPS
TransferMethod Transfer method: stream. GET
Image Image path. GET
ImageName Image name. GET
ConnectedVia Connection method. GET
Inserted Connection status: GET
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Oem Customized properties of a specified | GET
session.
[redfish/v1/Man- Information - POST
agers/manag-
g 9 target Access path of the current virtual POST
er_id/VirtualMe- .
- media resource.
dia/media_type/Ac-
tions/VirtualMedi-
a.VmmControl
[redfish/v1/Man- Messageld Message ID. POST
agers/manag- . .
RelatedProperties Message-related properties. POST
er_id/LogSer-
vices/Ac- Message Details. POST
tions/LogSer- MessageArgs Message arguments. POST
vices.Dump
Severity Severity level. Options: POST
e OK
® \Warning
® Critical
Resolution Recommended solution. POST
[redfish/v1/Man- Percentage Task progress percentage. GET
/ :
agersimanager State State. GET
s_id/LogSer-
vices/Ac- Type Type. GET
tions/LogSer- Message Task progress status. GET
vices.Dump/Progress
TarName File name of the compressed pack- | GET
age, in which UnknownProduc-
tSN is replaced with the actual SN
number. If it is not obtained, it is Un-
knownProductSN.
TarPath Storage path of the local com- GET
pressed package.
[redfish/v1/Man- code ID of the specified message in the POST
agers/manag- message registry.
er_id/LogSer-
- 9 message Readable message for the code in POST
vices/Ac- .
the message registry.
tions/LogSer-
vices.ExportLogs Messageld Message ID. POST
RelatedProperties Message-related properties. POST
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Message Details. POST
MessageArgs Message arguments. POST
Severity Severity. Options: POST
e OK
® \Warning
® Critical
Resolution Recommended solution. POST
[redfish/v1/Man- MaximumNumberOfSessions Maximum number of KVM sessions. | POST/PATCH
agers/manag-
g 9 KvmuUr URL for logging in to the KVM. When | POST
er_id/KvmService . .
- you log in through this URL, the Web
session is automatically logged out.
NumberOfActivatedSessions Number of current KVM sessions. POST/PATCH
ActivatedSessionsType Type of KVM session: POST/PATCH
® Shared: shared
® Private: exclusive
EncryptionEnabled Whether KVM encryption is enabled: | POST/PATCH
® true: yes.
e false: no.
SessionTimeoutMinutes Session timeout period. Range: 1- POST/PATCH
60, unit: minutes.
[redfish/v1/Man- Created Time when the SEL log instance is GET
agers/manag- created.
er_id/LogSer- e . )
Description Log resource description information. | GET
vices/SEL/En-
tries/entries_id EntryCode Type of SEL log instance. GET
EntryType Type of SEL log instance. GET
EventTimestamp Timestamp of the SEL log instance GET
information.
Id ID of the SEL log instance. GET
Message Message content of the SEL log in- GET
stance information.
Name Name of the SEL log instance. GET
SensorNumber ID of the sensor that creates the SEL | GET

log instance.
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SensorType Type of the sensor that creates the GET
SEL log instance.
Message Details. GET
Severity Log severity level of the SEL log in- GET
stance information.
Oem.Public Customized properties. GET
OwnerLUN SensorNumber extension. GET
[redfish/v1/Man- Imagelnstalled Whether there is a navigation disk GET
agers/manag- image.
er_id/ISDTService ) . .
- Actions Available actions for the ISDT re- GET
source.
#ISDTService.VmmControl Control operation on the navigation GET
disk.
target Path of the control operation on the GET
navigation disk.
ServiceEnabled Whether service is enabled. PATCH
[redfish/v1/Man- Information - POST
agers/manag-
9 9 target Access path of the current ISDT re- POST
er_id/ISDTSer-
source.
vice/Ac-
tions/ISDTSer-
vice.VmmControl
[redfish/v1/Man- Name Name of the ISDT FWUpdate collec- | GET
agers/manag- tion.
er_id/ISDTSer-
- Members@odata.count Number of ISDT FWUpdate tasks, GET
vice/ISDTFWUp- o
which is fixed to one.
date
Members.@odata.id ISDT FWUpdate task. GET
[redfish/v1/Man- Id Updateable resource, which is fixed GET
agers/manag- to 1.
id/ISDTSer-
e er Name Interface description. GET
vice/ISDTFWUp-
date/updateid TransferState File transfer status. Value: Initiating. | GET
TransferFileName Name of the file being transferred. GET
Value: ImageUrl carried in the re-
quest during upgrade.
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UpgradeProgress Task completion progress, range: 0— | GET
100.

Messages Task progress description, whichis | GET
not fixed. A completion time string is
available when the task is complet-
ed.

Actions Operations that can be performed on | GET
the resource.

[redfish/v1/Man- code Response code description. POST
agers/manag-

9 9 message Prompt message that is returned. POST
er_id/ISDTSer-
vice/ISDTFWUp-
date/update_id/Ac-
tions/SDTFWUp-
date.SimpleUpdate
[redfish/v1/Man- Id Unique identifier. GET
agers/manag- Name Resource name. GET
er_id/SecuritySer-
vice FirewallRules Lower-level firewall rule URI. GET
[redfish/v1/Man- Id Unique identifier. GET
agers/manag-

Name Resource name. GET

er_id/SecuritySer-
vice/FirewallRules ActiveStrategy Currently valid policy: GET
o Accept: enables rules that accept
data, that is, the allowlist takes ef-
fect.
o Drop: enables rules that drop da-
ta, that is, the blocklist takes ef-
fect.

Rules Rule list. GET

Actions Operations that can be performed on | GET
the resource.

RuleType Mode type of this rule. GET

StartDateTime Time when the rule takes effect. GET

EndDateTime Time when the rule becomes invalid. | GET

StartIPAddress Start IP address corresponding to GET

the rule.
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EndIPAddress End IP address corresponding to the | GET
rule.
StartMacAddress Start MAC address correspondingto | GET
the rule.
EndMacAddress End MAC address correspondingto | GET
the rule.
WorkdayOnly Whether the rule is effective on work- | GET
days only.
/redfish/v1/Man- Message Details. POST
agers/manag-
9 9 Messageld Message ID. POST
er_id/Actions/Oem/
VANTAGEO/Mana- | Resolution Recommended solution. POST
ger.SetBMCTimes Severity Severity level. Options: POST
e OK
® \Warning
® Critical
[redfish/v1/Man- Id Resource ID. GET
/ -
agersimanag Name Resource name. GET
er_id/SecuritySer-
vice/HttpsCert Version Version. GET
IssuerAddress Issuer's email address. GET
KeyUsage Certificate usage. GET
PublicKey Public key. GET
PublicKeyLengthBits Public key length. GET
SerialNumber Serial number. GET
SignatureAlgorithm Signature algorithm. GET
Issuer Certificate issuer. GET
Subject Certificate receiver. GET
City City or area. GET
CommonName Common name. GET
Country Country. GET
Organization Organization. GET
OrganizationalUnit Organizational unit. GET
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State Province (state). GET
SubjectAddress Recipient's email address. GET
ValidNotAfter End time of the validity period of the | GET
certificate.
ValidNotBefore Start time of the validity period of the | GET
certificate.
/redfish/v1/Man- Message Details. POST
agers/manag-
9 9 Messageld Message ID. POST
er_id/SecuritySer-
vice/HttpsCert/Ac- MessageArgs Message arguments. POST
tions/HttpsCert.Im- Resolution Recommended solution. POST
portServerCertifi-
cate Severity Severity level. Options: POST
e OK
® \Warning
® Critical
[redfish/v1/Man- Messages Message list. POST
agers/manag-
9 9 Message Details. POST
er_id/Actions/Man-
ager.ExportConfigu- | Messageld Message ID. POST
ration Resolution Recommended solution. POST
Severity Severity level. Options: POST
e OK
® \Warning
® Critical
[redfish/v1/Man- DnslpConfig DnslpConfig resource list. GET
agers/manag- L
DnsDhcpEnable Whether the DNS service is enabled. | GET
er_id/DnsService
DnsEnable Whether DNS is enabled. GET
NameServers The first value indicates the prima- GET
ry server, the second value indicates
standby server 1, and the third value
indicates standby server 2.
DomainConfig Domain name configuration. GET
DomainName Domain name. GET
HostNameConfig Hostname object. GET
HostSetting Hostname configuration mode. GET
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PatchinProgress Configuration validity flag. GET
RegisterBMC Registration mode. GET

4.1 Querying Information About the Manager Resource Collection

Function

Query information about the Manager resource collection of a server.

Permission Required

Query.
Syntax

e Operation Type:

GET

e URL: https://device ip/redfish/v1/Managers

Request Header:

x-auth-token:auth_value

Parameters

Request Message Body: None

For a description of the parameters for querying information about the Manager resource collec-

tion, refer to Table 4-2.

Table 4-2 Parameter Descriptions for Querying Information About the Manager Resource Col-

lection

Parameter Description Value

device_ip IP address for logging in to the device. IPv4 or IPv6 address.

auth_value X-Auth-Token value contained in Request | It can be obtained by creating a session

Header in the GET request for authentica-

tion.

through /redfish/v1/SessionSer-

vice/Sessions.

Usage Guidelines
None

Example

e Request Example:

GET https://device_ip/redfish/v1/Managers
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e Request Header:

x-auth-token:LXIrQPHHOPTz6k4rrPB/UfABUd45p9PFIC8QG2Ip2F0=

e Request Message Body: None

e Response Example:

{
"@odata.context": "/redfish/vl/$metadata#Managercollection.Managercollection",
"@odata.id": "/redfish/vl/mManagers",
"@odata.type": "#ManagercCollection.Managercollection",
"Description": "The collection for Managers",
"Members": [
{
"@odata.id": "/redfish/vl/Managers/1"
}
1:
"Members@odata.count": 1,
"Name": "Manager Collection"
}

e Status Code: 200

Output Description

For a description of the output returned when you query information about the Manager re-

source collection, refer to Table 4-3.

Table 4-3 Output Descriptions for Querying Information About the Manager Resource Collec-

tion
Field Type Description
@odata.context String OData description of the Manager resource collection

model.

@odata.id String Access path of the Manager resource collection node.
@odata.type String Type of Manager resource collection.
Description String Description of the Manager resource collection.
Name String Name of the Manager resource collection.
Members@odata.count Number Number of Manager resource members.
Members Object Manager resource list.
@odata.id String Access path of a single Manager resource node.
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4.2 Querying Information About a Specified Manager Resource

Function

Query information about a specified Manager resource of a server.

ii‘ Note

Only the BMC resource information about the server itself can be queried.

Permission Required

Query.

Syntax

e Operation Type: GET

e URL: https://device ip/redfish/vl/Managers/manager id

Request Header:

x-auth-token:auth_value

Parameters

Request Message Body: None

For a description of the parameters for querying information about the specified Manager re-

source, refer to Table 4-4.

Table 4-4 Parameter Descriptions for Querying Information About the Specified Manager Re-

source

Parameter

Description

Value

device_ip

IP address for logging in to the device.

IPv4 or IPv6 address.

manager_id

ID of the Manager resource.

For a rack server, the value is 1 or Self.

auth_value

X-Auth-Token value contained in Request
Header in the GET request for authentica-

tion.

It can be obtained by creating a session
through /redfish/v1/SessionSer-

vice/Sessions.

Usage Guidelines

None

Example

e Request Example:

GET https://device_ip/redfish/v1/Managers/1
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e Request Header:

x-auth-token:LXIrQPHHOPTz6k4rrPB/UfABUd45p9PFIC8QG2Ip2F0=

e Request Message Body: None

e Response Example:

"@odata.context": "/redfish/vl/$metadata#Manager.Manager",
"@odata.id": "/redfish/vl/mManagers/1",
"@odata.type": "#Manager.vl_13_0.Manager",
"Manufacturer": "ASPEED",
"Actions": {
"oem": {
"#Manager.FactoryReset": {
"target": "/redfish/vl/Managers/1/Actions/Manager.FactoryReset",
"FactoryResetType@Redfish.Allowablevalues": [
"ResetAll"

IE
"#Manager.Rol1Back": {
"target": "/redfish/vl/Managers/1l/Actions/Manager.Rol1Back",
"Rol1BackType@Redfish.Allowablevalues": [
"Rol1Back"

IE

"#Manager.Reset": {
"target": "/redfish/vl/Managers/1l/Actions/Manager.Reset",
"ResetType@Redfish.Allowablevalues": [

"ForceRestart"

}’
"#Manager.CaptureScreenshot": {

"target": "/redfish/vl/Managers/1/Actions/Manager.Capturescreenshot"
IE
"#Manager.DownloadSscreenshot": {

"target": "/redfish/vl/Managers/1/Actions/Manager.DownloadScreenshot"
IE
"#Manager.ImportConfiguration": {

"target": "/redfish/vl/Managers/1/Actions/Manager.ImportConfiguration"
IE

"#Manager.ExportConfiguration": {

"target": "/redfish/vl/Managers/1/Actions/Manager.ExportConfiguration"
}’

Document Serial Number: V120240304 (R1.3) 52




VANTAGEO Server Redfish Interface Description (BMC V4) Vant8890 |

"#Manager.Generalbownload": {

"target": "/redfish/vl/Managers/1/Actions/Manager.Generalbownload"

IE

"commandshel1": {
"MaxConcurrentSessions": 36,
"ServiceEnabled": true

IE

"DateTime": "2010-03-24T112:34:27+08:00",

"DateTimeLocaloffset": "+08:00",

"Description": "BMC",

"EthernetInterfaces": {

"@odata.id": "/redfish/vl/Managers/1/EthernetInterfaces"”
IE
"Graphicalconsole": {
"MaxConcurrentSessions": 4,
"ServiceEnabled": true
IE
"Id": "1",
"ManagerType": "BMC",
"Model": "43707000",
"Name": "Manager",
"NetworkProtocol": {
"@odata.id": "/redfish/vl/Managers/1/NetworkProtocol"
IE
"SerialcConsole": {
"MaxConcurrentSessions": 3,

"ServiceEnabled": true

B
"Status": {
"Health": "oK",
"State": "Enabled"
B

"Virtualmedia": {

"@odata.id": "/redfish/vl/Managers/1/virtualMedia"
}’
"Links": {

"ManagerForchassis": [

{
"@odata.id": "/redfish/vl/chassis/1"
}
1:
"ManagerForservers": [
{
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"@odata.id": "/redfish/vl/Systems/1"

}
1:
"ManagerInChassis": [
{
"@odata.id": "/redfish/vl/chassis/1"
}
]

IE
"NtpService": {

"@odata.id": "/redfish/vl/Managers/1/NtpService"
IE
"LogServices": {

"@odata.id": "/redfish/vl/Managers/1l/LogServices"
IE
"Lldpservice": {

"@odata.id": "/redfish/vl/Managers/1/L1dpService"
IE
"syslogservice": {

"@odata.id": "/redfish/vl/Managers/1/SyslogService"
IE
"KvmService": {

"@odata.id": "/redfish/vl/Managers/1/KvmService"
IE
"SnmpService": {

"@odata.id": "/redfish/vl/Managers/1l/SnmpService"
IE
"Firmwareversion": "04.22.01.01",
"UuID": "30e72400-0000-1000-0000-000000000000",
"ServiceEntryPointUUID": "30e72400-0000-1000-0000-000000000000",

"oem": {
"NAT": {
"@odata.id":"/redfish/vl/Managers/1/NAT"
IE
"Public":{

"FirmwareversionDate": "May 09 2024",
"IfMatchEnabled": false,
"UsSBOInterfaceEnabled": false,
"ISDTService": {

"@odata.id": "/redfish/vl/Managers/1/ISDTService"
IE
"DnsService": {

"@odata.id": "/redfish/vl/Managers/1/DnsService"

}’
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"Firewallservice":{

"@odata.id": "/redfish/vl/Managers/1l/SecurityService"

}

e Status Code: 200
Output Description

For a description of the output returned when you query information about the specified Manag-

er resource, refer to Table 4-5.

Table 4-5 Output Descriptions for Querying Information About the Specified Manager Re-

source

Field Type Description

@odata.context String OData description of the specified Manager resource
collection model.

@odata.id String Access path of the specified Manager resource node.

@odata.type String Type of the specified Manager resource.

Id String ID of the Manager resource.

Name String Name of the Manager resource.

ManagerType String Type of Manager resource.

FirmwareVersion String Firmware version of the Manager resource.

uuiD String UUID of the Manager resource.

ServiceEntryPointUUID String UUID of the service entry point of the Manager re-
source.

Model String Model of the Manager resource.

DateTime String System time of the Manager resource.

DateTimeLocalOffset String Time zone of the Manager resource, in time zone for-
mat, for example, +08:00, or time zone/region format,
for example, Asia/Shanghai or America/New_York.

Description String Description of the Manager resource.

NetworkProtocol Object Access path of the network protocol supported by the
specified Manager resource.

Ethernetinterfaces Object Access path of the Ethernet interface information
about the specified Manager resource.
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Field Type Description

NtpService Object Access path of the NTP service of the specified Man-
ager resource.

SyslogService Object Access path of the Syslog service of the specified
Manager resource.

KvmService Object Access path of the KVM service of the specified Man-
ager resource.

SnmpService Object Access path of the SNMP service of the specified
Manager resource.

LldpService Object Access path of the LIDP service of the specified Man-
ager resource.

LogServices Object Log service access path of the specified Manager re-
source.

VirtualMedia Object Access path of the virtual media service of the speci-
fied Manager resource.

Links Object Links to the related resources.

Actions Object Available actions for the specified Manager resource.

RollBackType@Redfish.Allow- | Array OS operations allowed through the Redfish interface,

ableValues including: RollBack

#Manager.FactoryReset.target | String Resets factory settings.

#Manager.RollBack.target Object Switches BMC versions.

#Manager.Reset.target String Access path of BMC restart.

ResetType@Redfish.Allowabl- | Array BMC restart operations allowed by the Redfish, in-

eValues cluding: ForceRestart.

#Manager.Cap- String Access path for manual screenshot resources.

tureScreenShot.target

#Manager.Download- String Access path for downloading screenshots.

ScreenShot.target

#Manager.ImportConfigura- String Imports configurations.

tion.target

#Manager.ExportConfigura- String Exports configurations.

tion.target

#Manager.GeneralDown- String Access path for the general download interface.

load.target

CommandShell Object Command shell properties.
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Field Type Description

GraphicalConsole Object GUI console properties.

Manufacturer String BMC chip manufacturer.

MaxConcurrentSessions Number Maximum number of concurrent sessions.

ServiceEnabled Boolean Whether the service is enabled.

SerialConsole Object Serial console properties.

Links.ManagerForChassis Array Array of references to the chassis that this manager
has control over.

Links.ManagerForServers Array Links to servers.

Links.ManagerinChassis Array Reference to the chassis that this manager is located
in.

Oem.Public.FirmwareVersion- String BMC firmware version date.

Date

Oem.Public.IfMatchEnabled Boolean Whether the match operation is enabled:
® true: yes.
e false: no.

Oem.Public.USBOInterfaceEn- | Boolean Whether the virtual network interface named usb0 is

abled enabled:
® true: yes.
e false: no.

Oem.Public.ISDTService Object Access path of the ISDT service of the specified Man-
ager resource.

Oem.Public.DnsService Object Access path of the specified DNS service.

Oem.Public.FirewallService Object Access path of the firewall service of the specified
Manager resource.

Oem.NAT Object Access path of the NAT resource.

4.3 Modifying Information About a Specified Manager Resource

Function

Modify information about a specified Manager resource of a server.

Permission Required

Basic management.
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Syntax

e Operation Type: PATCH
e URL: https://device ip/redfish/vl/Managers/manager id

e Request Header:

x-auth-token:auth_value
Content-Type:header_type

o Request Message Body:

"DateTimeLocaloffset": datetimelocaloffset_value

Parameters

For a description of the parameters for querying information about the Syslog configuration, re-

fer to Table 4-6.

Table 4-6 Parameter Descriptions for Querying Information About the Syslog Configuration

Header in the PATCH request for authenti-
cation.

Parameter Description Value

device_ip IP address for logging in to the device. IPv4 or IPv6 address.

manager_id ID of the Manager resource. For a rack server, the value is 1 or Self.
auth_value X-Auth-Token value contained in Request | It can be obtained by creating a session

through /redfish/v1/SessionSer-

vice/Sessions.

header_type

Format of the request message.

application/json

datetimelocaloff-

set_value

Time zone of the Manager resource.

Format:

® GMTH+ time zone, for example, GMT
+09 :00.

® Time zone string, for example, Asia/
Shanghai.

Usage Guidelines

None

Example

e Request Example:

PATCH https://device_ip/redfish/v1/Managers/1

e Request Header:
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X-Auth-Token:LXIrQPHHOPTz6k4rrPB/UfABUd45p9PFIC8QG2Ip2F0=
Content-Type:application/json

o Request Message Body:

}

"DateTimeLocaloffset": "Asia/Shanghai"

e Response Example: None

e Response Code: 204

Output Description

None

4.4 Querying Information About the Syslog Configuration

Function

Query information about the Syslog configuration.

Permission Required

Query.

Syntax

e Operation Type: GET

e URL: https://device ip/redfish/vl/Managers/manager id/SyslogService

Request Header:

x-auth-token:auth_value

Parameters

Request Message Body: None

For a description of the parameters for querying information about the Syslog configuration, re-

fer to Table 4-7.

Table 4-7 Parameter Descriptions for Querying Information About the Syslog Configuration

Parameter

Description

Value

device_ip

IP address for logging in to the device.

IPv4 or IPv6 address.

manager_id

ID of the Manager resource.

For a rack server, the value 1 or Self.

auth_value

X-Auth-Token value contained in Request
Header in the GET request for authentica-

tion.

It can be obtained by creating a session
through /redfish/v1/SessionSer-

vice/Sessions.
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Usage Guidelines
None
Example

e Request Example:

GET https://device_ip/redfish/v1/Managers/1/SyslogService

e Request Header:

x-auth-token:LXIrQPHHOPTz6k4rrPB/UfABUd45p9PFIC8QG2Ip2F0=

e Request Message Body: None

e Response Example:

"@odata.context": "/redfish/vl/$metadata#SyslogService.SyslogService",
"@odata.id": "/redfish/vl/Managers/self/syslogService",
"@odata.type": "#SyslogService.vl_2_0.SyslogService",
"Actions": {
"#syslogService.SubmitTestEvent": {
"target":
"/redfish/vl/Managers/self/syslogService/Actions/

SyslogService.SubmitTestEvent"

}
IE
"1d": "SyslogService",
"Name": "SyslogService",
"ServerIdentitySource": "BoardsSN",

"ServiceEnabled": true,
"TransmissionProtocol": "TLS",
"AuthenticateMode": "Twoway",
"syslogservers": [
{
"Address": "192.168.1.6",
"Enabled": false,
"LogType": [
"SecurityLog",
"OperationLog",
"EventLog"
1:
"Memberzd": "0",
"port": 111
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"Address": "192.168.1.5",
"Enabled": false,
"LogType": [
"EventLog"

1:
"Memberzd": "1",
"Port": 222

IE

{
"Address": "",
"Enabled": false,
"LogType": [1,
"Memberzd": "2",
"Port": 514

IE

{
"Address": "",
"Enabled": false,
"LogType": [1,
"Memberzd": "3",
"Port": 514

}

]
}

e Status Code: 200
Output Description

For a description of the output returned when you query information about the Syslog configura-

tion, refer to Table 4-8.

Table 4-8 Output Descriptions for Querying Information About the Syslog Configuration

Field Type Description
@odata.context String OData description of the Syslog resource model.
@odata.id String Access path of the Syslog resource.
@odata.type String Type of Syslog resource.
Id String ID of the Syslog resource.
Name String Name of the Syslog resource.
ServiceEnabled Boolean Syslog service enabled.
ServerldentitySource String Host ID:
® Board serial number: BoardSN
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Field Type Description
® Asset tag: ProductAssetTag
® Host name: HostName
TransmissionProtocol String Transmission protocol.
e UDP
e TCP
e TLS
AuthenticateMode Character string Authentication mode:
® OneWay: unidirectional authentication.
® TwoWay: bidirectional authentication.
SyslogServers Object Syslog servers.
Memberld String Member ID:
® "0
° “
o “
° “3
Enabled Boolean Channel enabled:
® true
e false
Address String Server address.
Port Number Server port number.
LogType Array. Log type:
® OperationLog
® SecurityLog
® EventLog
#SyslogService.Sub- Character string Access path for submitting test event resources.
mitTestEvent.target

4.5 Configuring Information About the Syslog Server

Function

Configure information about the Syslog server.

Permission Required
Query.
Syntax

e Operation Type: PATCH
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e URL: https://device ip/redfish/vl/Managers/manager id/SyslogService

e Request Header:

x-auth-token:auth_value
Content-Type:header_type
o Request Message Body:
{
"ServerIdentitySource": ServerIdentitySource,
"TransmissionProtocol": TransmissionProtocol,
"AuthenticateMode": AuthenticateMode_value,
"ServiceEnabled": ServiceEnabled_value,
"SyslogServers": [
{
"Address": add_value,
"Enabled": enabled_value,
"LogType": Togtype_value,
"Port": port_value,
"MemberId": memberid_value
IE
{
"Address": add_value,
"Enabled": enabled_value,
"LogType": Togtype_value,
"pPort": port_value,
"MemberId": memberid_value
}
]
}
Parameters

For parameter description of configuring the Syslog server information, refer to Table 4-9.

Table 4-9 Parameter Description of Configuring the Syslog Server Information

quest Header in the PATCH request

for authentication.

Parameter Description Value
device_ip IP address for logging in to the de- IPv4 or IPv6 address.
vice.
manager_id ID of the Manager resource. For a rack server, the value is 1 or Self.
auth_value X-Auth-Token value contained in Re- | It can be obtained by creating a session

through /redfish/v1/SessionSer-

vice/Sessions.

header_type Format of the request message.

application/json
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Parameter

Description

Value

ServerldentitySource

Host ID.

Host ID:

® Board serial number: BoardSN

® Asset tag: ProductAssetTag

® Host name: HostName

Value descriptions:

® When ServiceEnabled is set to true,
there must be a value.

® When ServiceEnabled is set to false,
no verification is performed.

e ServerldentitySource must be set to-
gether with ServiceEnabled and Trans-
missionProtocol.

TransmissionProtocol

Transmission protocol.

Transmission protocol:

e UDP

e TCP

e TLS

Value descriptions:

® When ServiceEnabled is set to true,
there must be a value.

® When ServiceEnabled is set to false,
no verification is performed.

e ServerldentitySource must be set to-
gether with ServiceEnabled and Trans-
missionProtocol.

AuthenticateMode

Authentication mode

Authentication mode:

® OneWay: unidirectional authentication.
e TwoWay: bidirectional authentication.
This parameter is required only when
TransmissionProtocol is set to TLS.

ServiceEnabled

Whether the Syslog service is en-
abled.

Whether the Syslog service is enabled:

® true: enabled

e false: disabled

Value descriptions:

o If ServiceEnabled is set to true,
ServerldentitySource and Transmis-
sionProtocol must also be set.

o If ServiceEnabled is set to false, this
parameter can be set independently.
The original settings of Serverldenti-
tySource and TransmissionProtocol
are retained.
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Parameter Description

Value

enabled_value

Whether the channel is enabled.

Whether the channel is enabled:
® frue
® false

add_value Server address format.

Server address format:

® |P address.

® FQDN format.

When enabled_value of a channel is set
to true in SyslogServers, add_value of the

corresponding channel must be unique.

port_value Server port number.

Server port number, range: 1-65535.

logtype_value Log type.

Log type:

® OperationLog
® SecurityLog
® EventLog

memberid_value Serial number of the server.

Serial number of the server, optional,
string type. This parameter is required for
all servers.

Range: 0-3.

Usage Guidelines
None
Example

e Request Example:

PATCH https://device_ip/redfish/v1/Managers/1/SyslogService

e Request Header:

Content-Type:application/json

x-auth-token:LXIrQPHHOPTz6k4rrPB/UfABUd45p9PFIC8QG2Ip2F0=

e Request Message Body:

Configuration without Memberld:

"ServerIdentitySource": "ProductAssetTag",
"TransmissionProtocol": "UDP",
"ServiceEnabled": true,

"syslogservers": [

{

"Address": "ABCD:9A8C:39A0:FE80:02D0:BCFF:FEA6:6C01",
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"Enabled": false,
"LogType": ["EventLog","OperationLog","SecurityLog"],
"Port": 1

IE

{
"Address": "2020::12a",
"Enabled": false,
"LogType": ["EventLog","SecurityLog","OperationLog"],
"Port": 65535

IE

{
"Address": "ABCD:9A8C:39A0: : FE80:02D0",
"Enabled": false,
"LogType": ["EventLog","OperationLog","SecurityLog"],
"Port":1

IE

{
"Address": "192.168.1.5",
"Enabled": true,
"LogType": ["SecurityLog"],
"Port": 444

}

]
}

Configuration with Memberld:

"ServerIdentitySource": "HostName",

"TransmissionProtocol": "TCP",

"ServiceEnabled": true,

"syslogservers": [

{

"Address" :"ABCD:9A8C:39A0: FE80:02D0:BCFF: FEA6:6C01",
"Enabled":true,
"LogType":["EventLog","OperationLog","SecurityLog"],
"Port":1,
"MemberId":"2"

"Address":"2020::12a",
"Enabled":false,
"LogType":["EventLog","
"Port":65535,

"Memberzd":"3"

SecurityLog", "oOperationLog"],
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"Address":"test.test.test.test",

"Enabled":false,
"LogType":["EventLog","OperationLog","SecurityLog"],
"Port":698,

"Memberzd":"1"

"Address":"192.168.1.5",
"Enabled":true,
"LogType":["SecurityLog"],
"Port":444,

"MemberId":"0"

Configure the Syslog function separately:

{
"ServerIdentitySource": "ProductAssetTag",
"TransmissionProtocol": "UDP",
"ServiceEnabled": true

I

Configure the Syslog Server separately:

{
"syslogservers": [

{
"Address": "ABCD:9A8C:39A0:FE80:02D0:BCFF:FEA6:6C01",
"Enabled": false,
"LogType": ["EventLog","OperationLog","Securit yLog"],
"Port": 1

Fo 4
"Address": "2020::12a",
"Enabled": false,
"LogType": ["EventLog","SecurityLog","OperationLog"],
"Port": 65535

Fo 4
"Address": "ABCD:9A8C:39A0: : FE80:02D0",
"Enabled": false,
"LogType": ["EventLog","OperationLog","SecurityLog"],
"Port": 1

Fo 4

"Address": "10.228.34.156",

"Enabled": true,
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"LogType": ["SecurityLog"],
"Port": 444

Configure the Syslog server separately, with Memberld:

{
"syslogservers": [
{
"Address" :"ABCD:9A8C:39A0: FE80:02D0:BCFF: FEA6:6C01",
"Enabled":true,
"LogType":["EventLog","OperationLog","SecurityLog"],
"Port":1,
"MemberId":"2"
Fo 4
"Address":"2020::12a",
"Enabled":false,
"LogType":["EventLog","SecurityLog", "OperationLog"],
"Port":65535,
"MemberId":"3"
i
"Address":"test.test.test.test",
"Enabled":false,
"LogType":["EventLog","OperationLog","SecurityLog"],
"Port":698,
"MemberId":"1"
Fo
"Address":"192.168.1.5",
"Enabled":true,
"LogType":["SecurityLog"],
"Port":444,
"MemberId":"0"
}
]
}
Use Memberld to configure a separate server (for example, the second server).
{
"syslogservers": [
{
"Address":"test.test.test.test",
"Enabled":false,
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"LogType":["EventLog","OperationLog","SecurityLog"],
"Port":698,
"Memberzd":"1"

}

e Response Example: None
e Status Code: 200

Output Description

None

4.6 Submitting a Syslog Test Log
Function
Submit a Syslog test log.
Permission Required
Diagnosis.
Syntax

e Operation Type: POST
e URL:https://device ip/redfish/v1/Managers/manager id/SyslogSer-
vice/Actions/SyslogService.SubmitTestEvent

e Request Header:

x-auth-token:auth_value
Content-Type:header_type

o Request Message Body:

{
}

Parameters
None
Usage Guidelines

None
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Example

e Request Example:

POST https://device_ip/redfish/v1/Managers/1/SyslogService/Actions/SyslogService.Subm itTestEvent

e Request Header:

x-auth-token:LXIrQPHHOPTz6k4rrPB/UfABUd45p9PFIC8QG2Ip2F0=
Content-Type:application/json

o Request Message Body:

{
}

e Response Example: None
e Status Code: 204

Output Description

None

4.7 Querying Information About the NtpService Configuration Re-
source

Function

Query information about the NtpService configuration resource.

Permission Required

Query.

Syntax

e Operation Type: GET
e URL: https://device ip/redfish/vl/Managers/manager id/NtpService
e Request Header:

x-auth-token:auth_value

e Request Message Body: None
Parameters

For a description of the parameters for querying information about the NtpService configuration
resource, refer to Table 4-10.
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Table 4-10 Parameter Descriptions for Querying Information About the NtpService Configura-

tion Resource

Parameter Description Value

device_ip IP address for logging in to the device. IPv4 or IPv6 address.

manager_id ID of the Manager resource. For a rack server, the value is 1 or Self.

auth_value X-Auth-Token value contained in Request | It can be obtained by creating a session
Header in the GET request for authentica- | through /redfish/v1/SessionSer-
tion. vice/Sessions.

Usage Guidelines

None

Example

e Request Example:

GET https://device_ip/redfish/v1/Managers/1/NtpService

e Request Header:

x-auth-token:LXIrQPHHOPTz6k4rrPB/UfABUd45p9PFIC8QG2Ip2F0=

e Request Message Body: None

e Response Example:

3

"@odata.context": "/redfish/vl/$metadata#NtpService.NtpService",
"@odata.id": "/redfish/vl/mManagers/self/NtpService",
"@odata.type": "#NtpService.vl_2_0.NtpService",
"AlternateNtpServer": "",
"currentPollingInterval": 65,

"Description": "NtpService",

"ExtraNtpServer": "time.nist.gov",
"MaxPollingInterval”: 65535,
"MinPollingInterval": 60,

"PreferredNtpServer": "pool.ntp.org",
"ServerAuthenticationEnabled": false,
"ServiceEnabled": false,

"NtpSynResult": "successful"

e Status Code: 200
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Output Description

For a description of the output returned when you query information about the NtpService re-

source, refer to Table 4-11.

Table 4-11 Output Descriptions for Querying Information About the NtpService Configuration

Resource
Field Type Description
@odata.context String OData description of the NTP resource model.
@odata.id String Access path of the NTP resource.
@odata.type String Type of NTP resource.
ServiceEnabled Boolean NTP enabled.
AlternateNtpServer String Alternate NTP server address.
CurrentPollingInterval Number Current synchronization interval. Range: Min-
Pollinginterval through MaxPollinginterval.
Description String Description of the NTP resource.
ExtraNtpServer String Address of the extra NTP server.
MaxPollinglnterval Number Maximum synchronization interval.
MinPollinglnterval Number Minimum synchronization interval.
PreferredNtpServer String Address of the preferred NTP server.
ServerAuthenticationEnabled Boolean Whether server authentication is enabled.
ServiceEnabled Boolean Whether the NTP service is enabled:
® frue
e false
NtpSynResult Character string NTP synchronization result:

® successful

fail

NULL: The configuration file is null.
mode is not NTP: non-NTP mode.

ure.

get NTP result fail: configuration file reading fail-

4.8 Modifying Properties of the NTP Resource

Function

Modify properties of the NTP resource.
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Permission Required

Basic management.

Syntax
e Operation Type: PATCH
e URL: https://device ip/redfish/vl/Managers/manager id/NtpService
e Request Header:
x-auth-token:auth_value
Content-Type:header_type
o Request Message Body:
{
"ServiceEnabled": ServiceEnabled,
"AlternateNtpServer": AlternateNtpServer,
"PreferredNtpServer": PreferredNtpServer,
"ExtraNtpServer": ExtraNtpServer,
"currentPollingInterval": Currentvalue,
"NtpAddressorigin": "static"
I
Parameters

For a description of the parameters for modifying properties of the NTP resource, refer to Table
4-12.

Table 4-12 Parameter Descriptions for Modifying Properties of the NTP Resource

Parameter Description Value
device_ip IP address for logging in to the de- IPv4 or IPv6 address.
vice.
manager_id ID of the Manager resource. For a rack server, the value is 1 or Self.
auth_value X-Auth-Token value contained in Re- | It can be obtained by creating a session

quest Header in the PATCH request | through /redfish/v1/SessionSer-

for authentication. vice/Sessions.
header_type Format of the request message. application/json
ServiceEnabled Boolean Whether the NTP service is enabled:
® true

e false: If this parameter is set to false
, the request body cannot carry oth-
er parameters. If another parameter is
carried, an error is reported, indicating
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Parameter Description Value
that the ServiceEnabled value is incor-
rect.
AlternateNtpServer String Alternate NTP server address.
PreferredNtpServer String Preferred NTP server address.
ExtraNtpServer String Address of the extra NTP server.
CurrentPollingInterval Number Current polling interval. Range: Min-

PollingInterval through MaxPollingInterval.

NtpAddressOrigin

Address mode.

Address mode:

® static

® |Pv4: not supported in this version.IPv6
: not supported in this version.

Usage Guidelines

None

Example

e Request Example:

PATCH https://device_ip/redfish/v1/Managers/1/NtpService

Request Header:

x-auth-token:LXIrQPHHOPTz6k4rrPB/UfABUd45p9PFIC8QG2Ip2F0=
Content-Type:application/json

Request Message Body:

"ServiceEnabled":true,
"NtpAddressorigin":"static",
"PreferredNtpServer": "pool.ntp.org",
"ExtraNtpServer":"time.nist.gov",
"CcurrentPollingInterval": 65

}

e Response Example: None

e Status Code: 204

Output Description

None
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4.9 Querying Information About the BMC Service

Function

Query the status and port information supported by the current BMC of a server.

Permission Required

Query.

Syntax

e Operation Type: GET

e URL:https://device ip/redfish/v1/Managers/manager id/NetworkProto-

col

e Request Header:

x-auth-token:auth_value

e Request Message Body: None

Parameters

For a description of the parameters for querying information about the BMC service, refer to Ta-

ble 4-13.

Table 4-13 Parameter Descriptions for Querying Information About the BMC Service

Parameter

Description

Value

device_ip

IP address for logging in to the device.

IPv4 or IPv6 address.

manager_id

ID of the Manager resource.

For a rack server, the value is 1 or Self.

auth_value

X-Auth-Token value contained in Request
Header in the GET request for authentica-

tion.

It can be obtained by creating a session
through /redfish/v1/SessionSer-

vice/Sessions.

Usage Guidelines

None

Example

e Request Example:

GET https://device_ip/redfish/v1/Managers/1/NetworkProtocol

e Request Header:

x-auth-token:LXIrQPHHOPTz6k4rrPB/UfABUd45p9PFIC8QG2Ip2F0=

e Request Message Body: None
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e Response Example:

"@odata.context":

"/redfish/vl/$metadata#mManagerNetworkProtocol.ManagerNetworkProtocol",
"@odata.id": "/redfish/vl/mManagers/1l/NetworkProtocol",
"@odata.type": "#ManagerNetworkProtocol.vl_6_0.ManagerNetworkProtocol"

"Description": "Network Protocol Details",

"HTTPS": {

"ProtocolEnabled": true,

"Port": 443
i
"HostName": "iSAC26C4F96B1676",
"IpMI": {

"Port": 623,

"ProtocolEnabled": true
IE
"Id": "NetworkProtocol",
"KVMIP": {
"ProtocolEnabled": true,
"Port": 7578
IE
"Name": "Manager Network Protocol",
"oem": {
"Public": {
"HTTPS": {
"Timeout": 30
IE
"KVMIP": {
"Timeout": 30
IE
"VirtualMedia-cD": {
"ProtocolEnabled": true,
"Port": 5124,
"Instance": 1
IE
"VirtualMedia-HD": {
"ProtocolEnabled": false,
"pPort": 5127,
"Instance": 0
}
"WNC": {
"pPort": 5900,

"ProtocolEnabled": true,

Document Serial Number: VT20240304 (R1.3)

76




VANTAGEO Server Redfish Interface Description (BMC V4) Vantageo |

"SecurepPort": 5901

IE
"SssppP": {
"NotifyEnabled": true
}
}
IE
"SNMP": {
"ProtocolEnabled": true,
"Port": 161
IE
"SSH": {
"ProtocolEnabled": true,
"Port": 22
IE

"Virtualmedia": {

"ProtocolEnabled": true

IE

"SsppP": {
"ProtocolEnabled": true,
"Port": 1900,
"NotifyMulticastIntervalSeconds": 600,
"NotifyIPv6Scope": "Site"

}

3
e Status Code: 200

Output Description

For a description of the output returned when you query information about the BMC service, re-
fer to Table 4-14.

Table 4-14 Output Descriptions for Querying Information About the BMC Service

Field Type Description

@odata.context String OData description of the BMC
service resource collection
model.

@odata.id String Access path of the BMC ser-

vice resource collection.

@odata.type String Type of BMC service resource
collection.

Description String Description of the BMC re-
source.
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Field Type Description

HTTPS.Port Number HTTPS service port number
(secure port number of the

Web service).

HTTPS.ProtocolEnabled Boolean Whether the HTTPS service is
enabled.

HostName String BMC host name.

IPMI.Port Number IPMI service port number.

IPMI.ProtocolEnabled Boolean Whether the IPMI service is en-
abled.

Id String ID of the network protocol re-
source.

KVMIP.Port Number KVMIP service port number.

KVMIP.ProtocolEnabled Boolean KVMIP service enabling status:
true/false

Name String Name of the service resource
collection.

Oem.Public. HTTPS.Timeout Number HTTPS service timeout period.

Unit: seconds.

Oem.Public. KVMIP.Timeout Number KVMIP service timeout period.

Unit: seconds.

Oem.Public.VirtualMedia-CD.ProtocolEnabled Boolean Whether the virtual media CD
service is enabled.

Oem.Public.VirtualMedia-CD.Port Number Port number of the virtual me-

dia CD service.

Oem.Public.VirtualMedia-CD.Instance Number Number of virtual media CD in-
stances.
Oem.Public.VirtualMedia-HD.ProtocolEnabled Boolean Whether the virtual media HD

service is enabled.

Oem.Public.VirtualMedia-HD.Port Number Port number of the virtual me-

dia HD service.

Oem.Public.VirtualMedia-HD.Instance Number Number of virtual media HD in-
stances.
Oem.Public.SSDP.NotifyEnabled Boolean Whether SSDP NOTIFY mes-

sages are multicast.
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Field Type Description

Oem.Public.VNC.ProtocolEnabled Boolean Whether the VNC service is en-
abled.

Oem.Public.VNC.Port Number Port number of the VNC ser-
vice.

Oem.Public.VNC.SecurePort Number Secure port of the VNC ser-
vice.

SNMP.Port Number Port number of the SNMP ser-
vice.

SNMP.ProtocolEnabled Boolean Whether the SNMP service is
enabled.

SSH.Port Number Port number of the SSH ser-
vice.

SSH.ProtocolEnabled Boolean Whether the DNS service is en-
abled.

VirtualMedia.ProtocolEnabled Boolean Whether the virtual media ser-

vice is enabled.

SSDP.Port Number Port number of the SSDP ser-
vice.

SSDP.ProtocolEnabled Boolean Whether the SSDP service is
enabled.

SSDP.NotifyMulticastintervalSeconds Number Time interval between trans-

missions of the multicast SSDP
NOTIFY message.

SSDP.NotifylPv6Scope String IPv6 scope for multicast SSDP

NOTIFY messages.

e Link: SSDP Notify mes-
sages are sent to address-
es in the IPv6 local link
scope.

e Site: SSDP Notify mes-
sages are sent to address-
es in the IPv6 local site
scope.

® Organization: SSDP Noti-
fy messages are sent to ad-
dresses in the IPv6 local or-

ganization scope.
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4.10 Modifying Information About a Specified BMC Service

Function

Modify the information about a specified BMC service of a server.
Permission Required

Security management

Syntax

e Operation Type: PATCH

e URL:https://device ip/redfish/v1/Managers/manager id/NetworkProto-

col

e Request Header:

x-auth-token:auth_value
Content-Type:header_type

o Request Message Body:

"Service_type":{
"ProtocolEnabled":protocolenabled_value,
"Port":port_value,
"NotifyMulticastIntervalSeconds": time_value,
"NotifyIPv6Scope": scope_value
i
"oem": {
"Public":
{
"OEMServerType": {
"Port": oem_port_value,
"ProtocolEnabled": oem_protocolEnabled_value,
"Timeout": oem_timeout_value,
"NotifyEnabled": oem_notify_enabled_value,
"SecurePort": oem_secure_port_value,

"Password": oem_password_value
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Parameters

For a description of the parameters for modifying information about the specified BMC service,

refer to Table 4-15.

Table 4-15 Parameter Descriptions for Modifying Information About the Specified BMC Ser-

vice
Parameter Description Value
device_ip IP address for logging in to the device. IPv4 or IPv6 address.
manager_id ID of the Manager resource. For a rack server, the value is 1 or Self.
auth_value X-Auth-Token value contained in Request | It can be obtained by creating a session

Header in the GET request for authentica-
tion.

through /redfish/v1/SessionSer-

vice/Sessions.

header_type

Format of the request message.

application/json

Service_type

Specified BMC services of the server.

HTTPS
KVMIP
VirtualMedia
SSH

SNMP
SSDP

Service_type.proto-

colenabled_value

Whether the service is enabled.

Boolean:

® frue

e false

The service cannot be enabled when Ser-
vice_type is set to HTTPS.

When Service_type is set to VirtualMe-
dia, the enabling status can be modified,
and the modification affects the VirtualMe-
dia-CD and VirtualMedia-HD parameters.

Ser-
vice_type.port_val-

ue

Modifies the server port number.

Integer type: 1-65535.
This parameter is not supported when
Service_type is set to VirtualMedia.

Ser-
vice_type.time_val-

ue

Time interval between transmissions of
the multicast SSDP NOTIFY message (for
SSDP only).

Integer type, unit: seconds, range: 0—
1800.

Service_type.s-

cope_value

IPv6 scope for multicast SSDP NOTIFY
messages (for SSDP only).

e Link: SSDP Notify messages are sent
to addresses in the IPv6 local link

scope.
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Parameter Description Value

o Site: SSDP Notify messages are sent
to addresses in the IPv6 local site
scope.

o Organization: SSDP Notify messages
are sent to addresses in the IPv6 local
organization scope.

Oem.Pub- OEM service type to be set. Modifiable service type:
lic. OEMServerType ® VirtualMedia-CD

e VirtualMedia-HD

® HTTPS

e KVMIP

e VNC

Oem.Pub- OEM service port. Number, range: 1-65535.
lic. OEMServer-

Type.oem_port_val-

ue

Oem.Pub- Whether to enable the OEM service. Boolean type:

lic. OEMServer- ® true

Type.oem_proto- e false

colEnabled_value

Oem.Pub- Service timeout period. Only the HTTPS Number type, unit: minutes, range: 1-60.
lic. OEMServer- and KVMIP services support this parame-

Type.oem_time- ter.

out_value

Oem.Pub- Whether SSDP NOTIFY messages are Boolean type:

lic. OEMServer- multicast. (Only the SSDP function sup- ® true

Type.oem_noti- ports this parameter.) e false

fy_enabled_value

Oem.Pub-

lic. OEMServer-
Type.oem_se-
cure_port_value

Secure port, which is supported by the

VNC service only.

Number, range: 1-65535.

Oem.Pub-
lic. OEMServer-
Type.oem_pass-

word_value

VNC password, which is supported by the

VNC service only.

Type: string.

Usage Guidelines

None
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Example

e Request Example:

PATCH https://device_ip/redfish/v1/Managers/1/NetworkProtocol

e Request Header:

x-auth-token:LXIrQPHHOPTz6k4rrPB/UfABUd45p9PFIC8QG2Ip2F0=
Content-Type:application/json

o Request Message Body:

{
"HTTPS": {
"Port": 443
IE
"KVMIP": {

"ProtocolEnabled": true,
"Port": 7578
IE
"SsppP": {
"ProtocolEnabled": true,
"Port": 1900,
"NotifyMulticastIntervalSeconds": 600,
"NotifyIPv6Scope": "Site"
IE
"oem": {
"Public":{
"HTTPS": {

"Timeout": 30

IE

"KVMIP": {
"Timeout": 30

IE

"VirtualMedia-cD": {
"Port": 5123,
"ProtocolEnabled": true

IE

"WNC": {
"pPort": 5900,
"ProtocolEnabled": true,
"SecurepPort": 5901,
"Password": "123456"

IE

"SSDP": {

Document Serial Number: V720240304 (R1.3)

83



VANTAGEO Server Redfish Interface Description (BMC V4) Vant88€0

"NotifyEnabled": true

}

e Response Example:

"@odata.context":
"/redfish/vl/$metadata#mManagerNetworkProtocol.ManagerNetworkProtocol",
"@odata.id": "/redfish/vl/mManagers/1l/NetworkProtocol",

"@odata.type": "#ManagerNetworkProtocol.vl_6_0.ManagerNetworkProtocol",
"Description": "Network Protocol Details",

"1d": "NetworkProtocol",

"Name": "Manager Network Protocol",

"HostName": "iSAC26C4F96B1676",

"HTTPS": {

"ProtocolEnabled": true,

"Port": 443
IE
"KVMIP": {
"ProtocolEnabled": true,
"Port": 7578
IE
"oem": {
"Public": {
"HTTPS": {

"Timeout": 30

IE

"KVMIP": {
"Timeout": 30

IE

"VirtualMedia-cD": {
"ProtocolEnabled": true,
"pPort": 5120,
"Instance": 1

IE

"VirtualMedia-HD": {
"ProtocolEnabled": false,
"Port": 5123,
"Instance": 0

IE

"WNC": {
"pPort": 5900,
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}

true,

"ProtocolEnabled":
"SecurePort":
IE
"SssppP": {
"NotifyEnabled": true
}
}
IE
"SSH": {
"ProtocolEnabled": true,
"Port": 22
IE
"SNMP": {
"ProtocolEnabled": true,
"Port": 161
IE
"IPMI": {
"Port": 623,
"ProtocolEnabled": true
IE
"Virtualmedia": {
"ProtocolEnabled": true
IE
"SssppP": {
"ProtocolEnabled": true,
"Port": 1900,
"NotifyMulticastIntervalSeconds
"NotifyIPv6Scope": "Site"
}

": 600,

e Status Code: 200

Output Description

For a description of the output returned when you modify information about the specified BMC

service, refer to Table 4-16.

Table 4-16 Output Descriptions for Modifying Information About the Specified BMC Service

Field Type Description

@odata.context String OData description of the BMC
service resource collection
model.

@odata.id String Access path of the BMC ser-

vice resource collection.
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Field Type Description

@odata.type String Type of BMC service resource
collection.

Description String Description of the BMC re-
source.

HTTPS.Port Number HTTPS service port (secure

port of the Web service).

HTTPS.ProtocolEnabled Boolean Whether the HTTPS service is
enabled.

HostName String BMC hostname.

IPMI.Port Number Port number of the IPMI ser-
vice.

IPMI.ProtocolEnabled Boolean Whether the IPMI service is en-
abled.

Id String BMC network protocol resource
ID.

KVMIP.Port Number Port number of the KVMIP ser-
vice.

KVMIP.ProtocolEnabled Boolean Whether the KVMIP service is
enabled.

Name String BMC network protocol resource
name.

Oem.Public. HTTPS.Timeout Number Timeout period of the HTTPS

service, unit: minutes.

Oem.Public. KVMIP.Timeout Number Timeout period of the KVMIP

service, unit: minutes.

Oem.Public.VirtualMedia-CD.ProtocolEnabled Boolean Whether the virtual media CD
service is enabled.

Oem.Public.VirtualMedia-CD.Port Number Port number of the virtual me-

dia CD service.

Oem.Public.VirtualMedia-CD.Instance Number Number of virtual media CD in-
stances.
Oem.Public.VirtualMedia-HD.ProtocolEnabled Boolean Whether the virtual media HD

service is enabled.

Oem.Public.VirtualMedia-HD.Port Number Port number of the virtual me-

dia HD service.
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Field Type Description

Oem.Public.VirtualMedia-HD.Instance Number Number of virtual media HD in-
stances.

Oem.Public.SSDP.NotifyEnabled Boolean Whether SSDP NOTIFY mes-

sages are multicast.

Oem.Public.VNC.ProtocolEnabled Boolean Whether the VNC service is en-
abled.

Oem.Public.VNC.Port Number Port number of the VNC ser-
vice.

Oem.Public.VNC.SecurePort Number Secure port of the VNC ser-
vice.

SNMP.Port Number Port number of the SNMP ser-
vice.

SNMP.ProtocolEnabled Boolean Whether the SNMP service is
enabled.

SSH.Port Number Port number of the SSH ser-
vice.

SSH.ProtocolEnabled Boolean Whether the SSH service is en-
abled.

VirtualMedia.ProtocolEnabled Boolean Whether the virtual media ser-

vice is enabled.

SSDP.Port Number Port number of the SSDP ser-
vice.

SSDP.ProtocolEnabled Boolean Whether the SSDP service is
enabled.

SSDP.NotifyMulticastintervalSeconds Number Time interval between trans-

missions of the multicast SSDP
NOTIFY message.

SSDP.NotifylPv6Scope String IPv6 scope for multicast SSDP

NOTIFY messages.

e Link: SSDP Notify mes-
sages are sent to address-
es in the IPv6 local link
scope.

o Site: SSDP Notify mes-
sages are sent to address-
es in the IPv6 local site

scope.
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Field

Type

Description

® Organization: SSDP Noti-
fy messages are sent to ad-
dresses in the IPv6 local or-

ganization scope.

4.11 Querying the BMC Management Interface Resource Collec-

tion

Function

Query the management port resource collection supported by the current BMC of a server.

Permission Required

Query.

Syntax

e Operation Type: GET

e URL:https://device ip/redfish/v1/Managers/manager id/EthernetInter-

faces

e Request Header:

x-auth-token:auth_value

Parameters

Request Message Body: None

For a description of the parameters for querying the BMC management interface resource col-

lection, refer to Table 4-17.

Table 4-17 Parameter Descriptions for Querying the BMC Management Interface Resource

Collection

Parameter

Description

Value

device_ip

IP address for logging in to the device.

IPv4 or IPv6 address.

manager_id

ID of the Manager resource.

For a rack server, the value is 1 or Self.

auth_value

X-Auth-Token value contained in Request
Header in the GET request for authentica-

tion.

It can be obtained by creating a session
through /redfish/v1/SessionSer-

vice/Sessions.

Usage Guidelines

None
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Example

e Request Example:

GET https://device_ip/redfish/v1/Managers/1/Ethernetinterfaces

e Request Header:

x-auth-token:LXIrQPHHOPTz6k4rrPB/UfABUd45p9PFIC8QG2Ip2F0=

e Request Message Body: None

e Response Example:

"@odata.context":

"Members": [

{

}

"@odata.id":

"/redfish/vl/$metadata#EthernetInterfaceCollection.EthernetInterfacecCollection",
"@odata.id": "/redfish/vl/Managers/1/EthernetInterfaces"”,

"@odata.type": "#EthernetInterfaceCollection.EthernetInterfaceCollection",
"Description": "Collection of Ethernet Interfaces for this Manager",

"Name": "Ethernet Network Interface Collection",

"Members@odata.count": 1,

"/redfish/vl/Managers/1/EthernetInterfaces/D64FE89CE17C"

e Status Code: 200

Output Description

For a description of the output returned when you query the BMC management interface re-

source collection, refer to Table 4-18.

Table 4-18 Output Descriptions for Querying the BMC Management Interface Resource Col-

lection
Field Type Description
@odata.context String OData description of the BMC management interface
resource collection model.
@odata.id String Type of BMC management interface resource collec-
tion.
@odata.type String Access path of the BMC management interface re-

source collection.
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Field Type Description

Description String Description of the BMC management interface re-
source collection.

Name String Name of the BMC management interface resource
collection.

Members@odata.count Number Number of members in the BMC management inter-
face resource collection.

Members Object List of members in the BMC management interface
resource collection.

@odata.id String Access path of a single BMC management interface

resource node.

4.12 Querying Information About a Specified BMC Management

Interface Resource

Function

Query information about a specified BMC management interface resource.

Permission Required
Query.
Syntax

e Operation Type: GET

e URL:https://device ip/redfish/v1/Managers/manager id/EthernetInter-

faces/id

e Request Header:

X-Auth-Token: auth_value

Parameters

Request Message Body: None

For a description of the parameters for querying information about the specified BMC manage-

ment interface resource, refer to Table 4-19.

Table 4-19 Parameter Descriptions for Querying Information About the Specified BMC Man-

agement Interface Resource

Parameter Description

Value

device_ip IP address for logging in to the device. IPv4 or IPv6 address.
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Parameter Description Value

manager_id ID of the Manager resource. For a rack server, the value is 1 or Self.

id ID of the BMC management interface re- -
source.

auth_value X-Auth-Token value contained in Request | It can be obtained by creating a session
Header in the GET request for authentica- | through /redfish/v1/SessionSer-
tion. vice/Sessions.

Usage Guidelines
None
Example

e Request Example:

GET https://device_ip/redfish/v1/Managers/1/Ethernetinterfaces/D64FES89CE17C

e Request Header:

X-Auth-Token: 8574621d21b84756218c7456821c234

e Request Message Body: None

e Response Example:

"@odata.context":

"Id": "D64FE89CE17C",

"Name": "D64FE89CE17C",

"MACAddress": "D6:4F:E8:9C:E1:7C",
"PermanentMACAddress": "BE:0B:64:49:40:C0",
"InterfaceEnabled": true,
"MTUSize": 1500,
"AutoNeg": true,
"Fullpuplex":

"Speedmbps": 1000,

true,

"HostName": "iSACD64FE89CE17C",
"IPv4Addresses": [
{
"Address": "192.168.5.7",
"Gateway": "0.0.0.0",

"SubnetMask": "255.255.255.0",

"/redfish/vl/$metadata#EthernetInterface.EthernetInterface”,
"@odata.id": "/redfish/vl/Managers/1/EthernetInterfaces/D64FE89CEL17C",
"@odata.type": "#EthernetInterface.vl_6_2.EthernetInterface",

"Description": "Ethernet Interface D64FE89CE17C",
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"Addressorigin": "Static"

]’
"IPvbDefaultGateway": "::",

"IPvbAddresses": [

{
"Address": "fe80::4e09:b4ff:fe07:622",
"Addressorigin": "LinkLocal",
"PrefixLength": 64
IE
{
"Address": "::",
"PrefixLength": 80,
"Addressorigin": "DHCPv6"
}
1:
"IPv6StaticAddresses": [
{
"Address": "::",
"PrefixLength": 0
}
1:
"oem": {
"Public": {

"IPStacks": "IPv4AndIPv6",
"DNSServiceEnabled": true,
"DNSDhcpEnabled": true,
"PatchiInProgress": false,
"DoMain": "",

"VLANPriority": 0,
"NetworkPortMode": "Automatic",
"NCSIModeSelect":null,

"ManagementNetworkpPort" : [

{
"Type": "Dedicated",
"cardNumber" :null,
"PortNumber":0
}
1:
"ManagementNetworkPort@rRedfish.AlTowablevalues": [
{

"Type": "Dedicated",

"cardNumber" :null,

"PortNumber":0
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IE

{
"Type": "ShareLink",
"CcardNumber":1,
"PortNumber":1

IE

{
"Type": "ShareLink",
"CcardNumber":1,
"PortNumber":2

IE

{
"Type": "ShareLink",
"CcardNumber":2,
"PortNumber":1

IE

{
"Type": "ShareLink",
"CcardNumber":2,
"PortNumber":2

}

}’

"NameServers": [

"0.0.0.0",
1:
"Status": {
"Health": "ok",
"State": "Enabled"
IE
"VLAN": {
"VLANEnable": false,
"VLANId": O
}
"IPv4Routes": [
{
"Address": "192.168.1.5",
"Netmask": "255.255.255.192"
}
1:

"IPv6Routes": [
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]’

}

"Address": "ff00::",

"PrefixLength": 8

"Actions": {

"#EthernetInterfaces.AddRoute": {
"target": "/redfish/vl/Managers/1l/EthernetInterfaces/D64FE89CE17C/
Actions/EthernetInterface.AddRoutes"

IE

"#EthernetInterfaces.DeleteRoute": {
"target": "/redfish/vl/Managers/1l/EthernetInterfaces/D64FE89CE17C/

Actions/EthernetInterface.DeleteRoutes"”

e Status Code: 200

Output Description

For a description of the output returned when you query information about the specified BMC

management interface resource, refer to Table 4-20.

Table 4-20 Output Descriptions for Querying Information About the Specified BMC Manage-

ment Interface Resource

Field Type Description

@odata.context String OData description of the specified BMC management
interface resource model.

@odata.id String Access path of the specified BMC management inter-
face resource node.

@odata.type String Type of the specified BMC management interface re-
source.

Id String ID of the specified BMC management interface re-
source.

Name String Name of the specified BMC management interface re-
source.

MACAddress Character string MAC address of the specified BMC network interface.

PermanentMACAddress String Permanent MAC address allocated to the interface.

InterfaceEnabled Boolean Whether the interface is enabled.

MTUSize Number MTU configured on the current interface (in bytes).
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Field Type Description
AutoNeg Boolean Whether auto-negotiation is enabled. including:
® frue
e false
FullDuplex Boolean Whether full-duplex mode is used. including:
® frue
e false
SpeedMbps Number Current rate (in Mbps).
Description String Description of the specified BMC management inter-
face resource.
HostName String DNS hostname, which does not contain any domain
information.
IPv4Addresses Array IPv4 information object.
IPv4Addresses.Address String IPv4 address.
IPv4Addresses.AddressOrigin | String Origin of the IPv4 address. including:
® Static
e DHCP
IPv4Addresses.Gateway String IPv4 gateway address.
IPv4Addresses.SubnetMask String IPv4 subnet mask.
IPv6DefaultGateway String Default IPv6 gateway.
IPv6Addresses Array IPv6 information object.
IPv6Addresses.Addresses String IPv6 address.
IPv6Addresses.AddressOrigin | String Origin of the IPv6 address. including:
® Static
e DHCP
IPv6Addresses.PrefixLength Number Prefix length of the IPv6 address.
IPv6StaticAddresses Array Static IPv6 information object.
IPv6StaticAddresses.Address String Static IPv6 address.
IPv6StaticAddresses.Pre- Number Prefix length of the static IPv6 address.
fixLength
Oem.Public Object OEM object.
IPStacks String IPv4/IPv6 enabling switch:

o null: interface not enabled
® |Pv4: |IPv4 enabled only
® |Pv6: IPv6 enabled only
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Field Type Description

® |Pv4AndIPv6: IPv4 and IPv6 both enabled

DNSServiceEnabled Boolean Whether the DNS service is enabled.

DNSDhcpEnabled Boolean Manual or automatic DNS switch:
® true: automatic
e false: manual

PatchIinProgress Boolean Configuration validity flag:
® true: being configured
e false: applied successfully

DoMain String Domain name.
VLANPriority Number VLAN priority, range: 0—7.
NetworkPortMode String Network port mode:

® Automatic
® Fixed
® Standalone

NCSIModeSelect String NCSI mode:

® Automatic

® Manual

o null: default setting when NetworkPortMode is set
to Fixed.

ManagementNetworkPort Array In fixed mode of the specified management network
port, there is only one group of BMC management
network port data. In automatic mode and standalone
mode, the data is dedicated port data and shared port
data respectively.

Type String ® Dedicated: dedicated network port
® SharelLink: shared network port

CardNumber Number The default value of the dedicated network port is
null, and the default value of the shared network port
is:

® 1:NIC1

® 2:NIC2

PortNumber Number For a dedicated network port, the default serial
number is set to 0. For a shared network port, the
silkscreen number of the network port is set to 1
through 4.

ActualPortNumber Number Actual silk screen number of the network interface,

range: 1-4. This field is displayed only when the net-
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Field Type Description

work port mode is set to standalone or automatic (the
selected network port is not a dedicated port) and the

NCSI mode is set to automatic.

ManagementNetworkPort Array All available network ports of the BMC.
@Redfish.AllowableValues

NameServers Array Domain name server list.

Status Object Status information about the specified BMC manage-

ment interface resource.

e State: whether the BMC management interface is
enabled.

® Health: health status of the BMC management in-

terface.
VLAN Object VLAN information object.
VLANEnable Boolean Whether VLAN is enabled:

® true: enabled
® false: disabled

VLANId Number Configured VLAN ID, range: 2—4094.

IPv4Routes Object IPv4 route information about the NIC.

IPv4Routes.Address Character string Address information about the IPv4 route of the NIC.

IPv4Routes.Netmask Character string Mask information about the IPv4 route of the NIC.

IPv6Routes.Address Character string Address information about the IPv6 route of the NIC.

IPv6Routes.PrefixLength Digit Prefix length information about the IPv6 route of the
NIC.

Actions Object Operations that can be performed on the resource.

#Ethernetinterface.Ad- Character string Access path for adding route information.

dRoutes.target

#Ethernetinterface.DeleteR- Character string Access path for deleting route information.

outes.target

4.13 Modifying a Specified BMC Management Interface Resource
Function

Modify information about a specified BMC management interface resource.
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Permission Required
Basic management.
Syntax

e Operation Type: PATCH

e URL:https://device ip/redfish/v1/Managers/manager id/EthernetInter-

faces/id

e Request Header:

x-auth-token:auth_value
Content-Type:header_type

o Request Message Body:

> |Pv4 configuration:

{
"IPv4Addresses": [
{
"Address": ipv4_address,
"Addressorigin": ipv4_address_origin,
"Gateway": ipv4_gateway,
"SubnetMask": ipv4_subnet_mask
}
1:
"oem": {
"Public": {
"IPStacks": ip_stack
}
}
}

> |Pv6 configuration:

{
"IPv6Addresses": [
{
"Address": ipv6_address,
"Addressorigin": ipv6_address_origin,
"PrefixLength": ipv6_prefix
}
1:
"IPvbDefaultGateway": Gw_value,
"oem": {
"Public": {
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"IPStacks": ip_stack

}

> VLAN configuration:

{
"VLAN": {
"VLANEnable": vlan_enable,
"VLANId": vlan_id
IE
"oem": {
"Public": {
"VLANPriority": priority
}
}
}

> HostName configuration:

"HostName": hostname

}

> NameServers configuration:

{
"NameServers": [nameserver, nameserver, nameserver],
"oem": {
"public": {
"DoMain": "domain"
1
1
}

> Network port mode configuration:

"Public": {
"NetworkPortMode": network_port_mode,
"NCSIModeSelect" : ncsi_mode,
"ManagementNetworkpPort" : {
"Type": type,
"cardNumber":card_number,

"PortNumber" :port_number
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Parameters

For a description of the parameters for modifying the specified BMC management interface re-

source, refer to Table 4-21.

Table 4-21 Parameter Descriptions for Modifying the Specified BMC Management Interface

Resource

Parameter Description Value

device_ip IP address for logging in to the device. IPv4 or IPv6 address.

manager_id ID of the Manager resource. For a rack server, the value is 1 or Self.

id ID of the BMC management interface re- -
source.

auth_value X-Auth-Token value contained in Request | It can be obtained by creating a session
Header in the PATCH request for authenti- | through /redfish/vi/SessionSer-
cation. vice/Sessions.

hostname Hostname. Customized hostname:

® Cannot exceed 64 characters.
o Consists of digits, letters, and hyphens
()-

® Cannot begin or end with a hyphen.

ipv4_address

IPv4 IP address

String, valid IPv4 address.

ipv4_address_origin

Origin of the IPv4 address.

e "Static": configures a static IPv4 ad-
dress.

o "DHCP": assigns the address through
DHCP.

ipv4_subnet_mask

IPv4 subnet mask.

String, valid IPv4 address.

ipv4_gateway

IPv4 gateway.

String, valid IPv4 gateway.

ipv6_address

IPv6 address.

String, valid IPv6 address.

ipv6_address_origin

Origin of the IPv4 address.

e "Static": configures a static IPv6 ad-
dress.

o "DHCPv6": assigns the address
through DHCP.

ipv6_prefix

Prefix length of the IPv6 address.

Integer type, range: 1-128.

Gw_value

Default IPv6 gateway.

In IPv6 format.
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Parameter

Description

Value

nameserver

Domain name server.

One primary server and two secondary
servers are included. Valid IPv4 or IPv6
addresses are used.

ip_stack

Whether to enable IPv4/IPv6.

e "IPv4": Only IPv4 is enabled. The para-
meters related to IPv4 cannot be null.

e "IPv6": Only IPv6 is enabled. The para-
meters related to IPv6 cannot be null.

o "IPv4AndIPv6": IPv4 and IPv6 are both
enabled. The parameters related to
IPv4 and IPv6 cannot be null.

domain

String

Domain name.

priority

VLAN priority.

Range: 0—7.

vlan_enable

Whether to enable the VLAN.

e true: enables the VLAN. Values of
vlan_id and priority must be set togeth-
er.

e false: disables the VLAN. Values of

vlan_id and priority are not verified.

vlan_id

VLAN ID.

Range: 2—4094.

network_port_mode

String

Network port mode:

® Automatic

® Fixed

® Standalone

Description of ManagementNetworkPort
data reporting: In automatic mode, stand-
alone mode, and fixed mode, only one
group of data needs to be reported. In au-
tomatic mode and standalone mode, ded-
icated port data does not need to be re-
ported, and only shared port data is report-
ed.

ncsi_mode

String

NCSI mode:

® Automatic

® Manual

In fixed mode, you do not need to set this
parameter. In automatic mode or stand-

alone mode, you can set this parameter.

type

String

® Dedicated: dedicated network port

® SharelLink: shared network port
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Parameter Description

Value

This parameter cannot be set to Dedicat-
ed and shared link information must be
provided if network_port_mode is set to
Automatic or Standalone.

card_number Number

The value of the dedicated network port
does not need to be reported. The value of
the shared network port is as follows:

® 1:NIC1

® 2:NIC2

port_number Number

For a dedicated network port, the default
value is 0. For a shared network port, the
silkscreen number of the network port is

used. Range: 1-4.

Usage Guidelines
None
Example

e Request Example:

PATCH https://device_ip/redfish/v1/Managers/1/Ethernetinterfaces/D64FE89CE17C

e Request Header:

Content-Type:application/json

x-auth-token:LXIrQPHHOPTz6k4rrPB/UfABUd45p9PFIC8QG2Ip2F0=

o Request Message Body:

> |Pv4 configuration:

{
"IPv4Addresses": [
{
"Address": "192.168.5.7",
"Addressorigin": "static",
"Gateway": "192.168.5.1",
"SubnetMask": "255.255.255.0"
}
1:
"oem": {
"Public": {
"IPStacks": "IPv4"
}
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}

> |Pv6 configuration:

}

"IPv6Addresses": [
{
"Address": "2020::211",
"Addressorigin": "static",

"PrefixLength": 64

]’
"IPvbDefaultGateway": "2020::1",
"oem": {

"public": {

"IPStacks": "IPv6"

> VLAN configuration:

}

"VLAN": {
"VLANEnable": true,

"VLANId": 3
IE
"oem": {
"Public": {
"VLANPriority": 1
}
}

> HostName configuration:

}

"HostName": "BMC-012"

> NameServers configuration:

"NameServers": ["1.2.3.4", "2.3.4.5", ""],
"oem": {
"Public": {
"DoMain": "test.vantageo.com.cn"
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}
}
}
> Network port mode configuration:
{
"oem": {

"Public": {
"NetworkPortMode": "Fixed",
"NCSIModeSelect": null,
"ManagementNetworkpPort" : {

"Type": "ShareLink",
"CcardNumber":2,
"PortNumber":1
}
}
}
}

e Response Example: None
e Status Code: 204

Output Description

None

4.14 Restarting the BMC
Function
Restart the BMC of the server.
Permission Required
Power control.
Syntax

e Operation Type: POST
e URL:https://device ip/redfish/v1/Managers/manager id/Actions/Manag-
er.Reset

e Request Header:

Content-Type:header_type
X-Auth-Token: auth_value

Request Message Body:
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"ResetType":

Parameters

For a description of the parameters for restarting the BMC, refer to Table 4-22.

Table 4-22 Parameter Descriptions for Restarting the BMC

Parameter

Description

Value

device_ip

IP address for logging in to the

device.

IPv4 or IPv6 address.

manager_id

ID of the Manager resource.

For a rack server, the value is 1 or Self.

auth_value

X-Auth-Token value contained
in Request Header in the
POST request for authentica-

tion.

It can be obtained by creating a session
through /redfish/v1/SessionSer-

vice/Sessions.

header_type

Format of the request mes-

sage.

application/json

value

Operation type.

ForceRestart: forcibly reboots the BMC.

Usage Guidelines

None

Example

e Request Example:

POST https://device_ip/redfish/v1/Managers/1/Actions/Manager.Reset

e Request Header:

Content-Type:application/json

o Request Message Body:

"ResetType":"ForceRestart

}

e Response Example:

"error": {
"@vessage.ExtendedInfo":

{
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}

"@odata.type": "#Message.vl 0_5.Message",

"Message": "Successfully Completed Request",
"MessageArgs": [],
"MessageId": "Base.l.0.Success",
"RelatedProperties": [],
"Resolution": "None",
"Severity": "ok"
}

1:

"code": "Base.1l.0.Success",

"message": "successfully Completed Request"

e Response Code: 200

Output Description

For a description of the output returned when you restart the BMC, refer to Table 4-23.

Table 4-23 Output Descriptions for Restarting the BMC

Field Type Description

code String String indicating the specified message ID
in the message registry.

message String Readable message for the code in the
message registry.

@odata.type String OData description of the message re-
source.

Messageld String Message ID.

RelatedProperties Array Message-related properties.

Message String Message details.

MessageArgs Array Message arguments.

Severity String Severity level. Options:
e OK
® \Warning
® Critical

Resolution String Solution.
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4.15 Querying Information About the LLDP Service Configuration

Resource

Function

Query information about the LLDP service configuration resource.

Permission Required

Query.

Syntax

e Operation Type: GET

e URL: https://device ip/redfish/vl/Managers/manager id/LldpService

e Request Header:

x-auth-token:auth_value

e Request Message Body: None

Parameters

For a description of the parameters for querying information about the LLDP service configura-

tion resource, refer to Table 4-24.

Table 4-24 Parameter Descriptions for Querying Information About the LLDP Service Config-

uration Resource

Parameter Description Value

device_ip IP address for logging in to the device. IPv4 or IPv6 address.

manager_id ID of the Manager resource. For a rack server, the value is 1 or Self.

auth_value X-Auth-Token value contained in Request | It can be obtained by creating a session
Header in the GET request for authentica- | through /redfish/v1/SessionSer-
tion. vice/Sessions.

Usage Guidelines

None

Example

e Request Example:

GET https://device_ip/redfish/v1/Managers/1/LldpService

e Request Header:

x-auth-token:LXIrQPHHOPTz6k4rrPB/UfABUd45p9PFIC8QG2Ip2F0=
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e Request Message Body: None

e Response Example:

"@odata.context":"/redfish/vl/$metadata#LldpService.LldpService",
"@odata.etag": "\"1596405264\"",

"@odata.id": "/redfish/vl/Managers/1/L1dpService",

"@odata.type": "#LldpService.v1l_0_0.L1dpService",

"Description": "LLDP Service",

"1d": "LldpService",

"LldpEnabled": true,

"Name": "LldpService",

"workmode": "TxRx"

3
e Status Code: 200

Output Description

For a description of the output returned when you query information about the LLDP service
configuration resource, refer to Table 4-25.

Table 4-25 Output Descriptions for Querying Information About the LLDP Service Configura-

tion Resource

Field Type Description

@odata.context String OData description of the LLDP resource model.
@odata.id String Access path of the LLDP resource.
@odata.type String Type of LLDP resource.

Description String Description of the LLDP resource.

Id String ID of the LLDP resource.

Name String Name of the LLDP resource.

LidpEnabled Boolean Whether LLDP is enabled:

® true: enabled
® false: disabled

WorkMode String LLDP operation mode:

® TxRx: enables LLDP packet transmission and re-
ception.
Rx: enables LLDP packet reception only.
Disabled: disables LLDP packet transmission and
reception.
If this parameter is set to Disabled, LIdpEnabled
cannot be set to true.
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4.16 Modifying Properties of the LLDP Service Resource

Function

Modify properties of the LLDP service resource.

Permission Required

Security Configuration

Syntax

e Operation Type: PATCH
o URL: https://device ip/redfish/vl/Managers/manager id/LldpService

e Request Header:

x-auth-token:auth_value
Content-Type:header_type

o Request Message Body:

"LldpEnabled":enable_value,

: workmode_value

{
"wWorkmode"
3
Parameters

For a description of the parameters for modifying properties of the LLDP service resource, refer

to Table 4-26.

Table 4-26 Parameter Descriptions for Modifying Properties of the LLDP Service Resource

Parameter Description Value
device_ip IP address for logging in to the device. IPv4 or IPv6 address.
manager_id ID of the Manager resource. For a rack server, the value is 1 or Self.

enable_value

Whether LLDP is enabled.

® true: enabled
e false: disabled
Required.

workmode_value

String

LLDP operation mode:

® TxRx: enables LLDP packet transmis-
sion and reception.

® Rx: enables LLDP packet reception on-
ly.

® Disabled: disables LLDP packet trans-
mission and reception on a port.
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Parameter

Description

Value

When LLDP is enabled, the default setting
is TxRx. If LLDP is disabled, workmod-

e_value is unavailable.

Usage Guidelines
None

Example

e Request Example:

PATCH https://device_ip/redfish/v1/Managers/manager_id/LIdpService

Request Header:

x-auth-token:LXIrQPHHOPTz6k4rrPB/UfABUd45p9PFIC8QG2Ip2F0=

Content-Type:application/json

o Request Message Body:

}

"WorkMode" :

"LTdpEnabled": true,

"RX

e Response Example:

"WorkMode" :

}

"@odata.context":"/redfish/vl/$metadata#L1dpService.LldpService",
"@odata.id": "/redfish/vl/mManagers/1/L1dpService",
"@odata.type": "#LldpService.v1l_0_0.LldpService",

"Description": "LLDP Service",
"1d": "LldpService",
"LldpEnabled": true,

"Name": "LldpService",

"TXRX"

e Status Code: 200

Output Description

For a description of the output returned when you modify properties of the LLDP service re-

source, refer to Table 4-27.
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Table 4-27 Output Descriptions for Modifying Properties of the LLDP Service Resource

Field Type Description

@odata.context String OData description of the LLDP resource model.
@odata.id String Access path of the LLDP resource.
@odata.type String Type of LLDP resource.

Description String Description of the LLDP resource.

Id String ID of the LLDP resource.

Name String Name of the LLDP resource.

LidpEnabled Boolean Whether LLDP is enabled:

® true: enabled
® false: disabled

WorkMode String LLDP operation mode:

® TxRx: enables LLDP packet transmission and re-
ception.
Rx: enables LLDP packet reception only.
Disabled: disables LLDP packet transmission and
reception.

4.17 Querying Information About the SNMP Resource

Function

Query information about the SNMP resource of a server.
Permission Required

Query.

Syntax

e Operation Type: GET
o URL: https://device ip/redfish/v1/Managers/manager id/SnmpService
e Request Header:

x-auth-token:auth_value

e Request Message Body: None
Parameters

For a description of the parameters for querying information about the SNMP resource, refer to
Table 4-28.
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Table 4-28 Parameter Descriptions for Querying Information About the SNMP Resource

Parameter Description Value

device_ip IP address for logging in to the device. IPv4 or IPv6 address.

manager_id ID of the Manager resource. For a rack server, the value is 1 or Self.

auth_value X-Auth-Token value contained in Request | It can be obtained by creating a session
Header in the GET request for authentica- | through /redfish/v1/SessionSer-
tion. vice/Sessions.

Usage Guidelines
None
Example

e Request Example:

GET https://device_ip/redfish/v1/Managers/1/SnmpService

e Request Header:

x-auth-token:LXIrQPHHOPTz6k4rrPB/UfABUd45p9PFIC8QG2Ip2F0=

e Request Message Body: None

e Response Example:

"@odata.context": "/redfish/vl/$metadata#SnmpService.SnmpService",
"@odata.id": "/redfish/vl/Managers/1l/SnmpService",
"@odata.type": "#SnmpService.vl_2_0.SnmpService",
"Actions": {
"#SnmpService.SubmitTestEvent": {
"target":
"/redfish/vl/Managers/1/SnmpService/Actions/SnmpService.SubmitTestEvent"

IE
"1d": "SnmpService",
"Name": "SnmpService",
"ComplexPwdEnable": true,
"ReadonlyCommunity": null,
"ReadwriteCommunity": null,
"SnmpServiceEnable": true,
"SnmpServicepPort": 161,
"SnmpTrapNotification": {

"TrapServer": [

{

"Memberzd": "0",
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"TrapServerAddress": "1.2.3.4",
"TrapServereEnable": true,
"TrapServerport": 110

Fo 4
"Memberzd": "1",
"TrapServerAddress": "1.2.3.4",
"TrapServereEnable": false,

"Trapserverport": 111

"Memberzd": "2",
"TrapServerAddress": "2.3.4.5",
"TrapServereEnable": false,

"Trapserverport": 111

P

"AlarmSeverity": "Normal",
"TrapHostIdentify": "BoardsN",
"Trapv3user": "",
"Trapversion": "v2c",
"TrapServer@odata.count": 3,
"snmpTrapCommunity": "public",

"snmpTrapEnable": true

i
"SnmpVv3Authuser": [
{
"snmpV3AuthProtocol": "SHA",
"snmpV3PrivProtocol": "AES",
"UserName": "Administrator"
}
P

"SnmpV3AuthuUser@odata.count": 1,
"SnmpV3EngineID": "0x80000f3e035ed7580e2ddd"
}

e Status Code: 200

Output Description

For a description of the output returned when you query information about the SNMP resource,
refer to Table 4-29.

Table 4-29 Output Descriptions for Querying Information About the SNMP Resource

Field Type Description
@odata.context String OData description of the resource model.
@odata.id String Access path of the SNMP resource.
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Field Type Description

@odata.type String Type of SNMP resource.

Actions Object Operations that can be performed on the SNMP re-
source.

#SnmpService.Sub- Object Access path for sending the SNMP trap test event.

mitTestEvent.target

Id String ID of the SNMP resource.
Name String Name of the SNMP resource.
ComplexPwdEnable Boolean Complex password switch:
® frue: on.
® false: off.
ReadOnlyCommunity String Name of the SNMP read-only community. This at-

tribute contains sensitive information and is displayed

as null. The PATCH operation is supported.

ReadWriteCommunity String Name of the SNMP read/write community. This at-
tribute contains sensitive information and is displayed

as null. The PATCH operation is supported.

SnmpServiceEnable Boolean SNMP switch:

® frue: on.

® false: off.
SnmpServicePort Number SNMP service port.
SnmpTrapNotification Object SNMP Trap properties.
TrapServer Array SNMP Trap server information.
Memberld String SNMP Trap group member ID.
TrapServerAddress String SNMP Trap server address.
TrapServerEnable Boolean Current Trap Server status:

® true: enabled
® false: disabled

TrapServerPort Number SNMP Trap server port number.

AlarmSeverity String Event severity:
® Critical

® Major
® Minor
°

Normal

TrapHostldentify String Trap host ID:

® BoardSN: board serial number.
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Field Type Description
® ProductAssetTag: product asset tag.
® HostName: hostname.
TrapV3User String SNMPv3 username.
TrapVersion String SNMP Trap version number.:
®o \1
e V2C
® V3
TrapServer@odata.count Number Number of SNMP Trap servers.
snmpTrapCommunity String SNMP Trap community name.
snmpTrapEnable Boolean SNMP Trap switch:
® frue: on.
® false: off.
SnmpV3AuthUser Array This array lists the information about all users with the
SNMP permission.
snmpV3AuthProtocol String SNMPv3 user authentication algorithm:
e SHA
e MD5
® SHA256
e SHA384
® SHA512
snmpV3PrivProtocol String SNMPv3 user encryption algorithm:
e DES
® AES
® AES256
UserName String Username of the account with the SNMP permission.
SnmpV3AuthUser@oda- Number Number of users with the SNMP permission.
ta.count
SnmpV3EnginelD String SNMPv3 engine ID.

4.18 Modifying Properties of the SNMP Resource

Function

Modify the SNMP resource information about a server.

Permission Required

Basic management.
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Syntax

e Operation Type: PATCH

o URL: https://device ip/redfish/vl/Managers/manager id/SnmpService

e Request Header:

x-auth-token:auth_value
Content-Type:header_type

o Request Message Body:

"complexPwdEnable": ComplexPwdEnable,
"ReadwriteCommunity": ReadwriteCommunity,
"ReadonTlyCommunity": ReadonlyCommunity,
"SnmpServiceEnable": SnmpServiceEnable,
"SnmpServicePort": SnmpServicePort,
"SnmpTrapNotification": {
"snmpTrapCommunity": snmpTrapCommunity,
"snmpTrapEnable": snmpTrapEnable,
"AlarmSeverity": AlarmSeverity,
"TrapHostIdentify": TrapHostIdentify,
"Trapversion": Trapversion,
"Trapv3user": Trapv3user,
"TrapServer": [
{
"MemberIid": Memberid,
"TrapsServerAddress": TrapServerAddress,
"TrapsServerenable": TrapServerEnable,

"TrapServerpPort": TrapServerpPort

"MemberId": MemberId,
"TrapServerAddress": TrapServerAddress,
"TrapServerenable": TrapServerEnable,

"TrapServerpPort": TrapServerPort

Parameters

For a description of the parameters for modifying the SNMP resource information, refer to Table

4-30.
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Table 4-30 Parameter Descriptions for Modifying the SNMP Resource

Field Type Description
device_ip IP address for logging in IPv4 or IPv6 address.
to the device.
manager_id ID of the Manager re- For a rack server, the value is 1 or Self.
source.
auth_value X-Auth-Token value con- | It can be obtained by creating a session through

tained in Request Header
in the PATCH request for

/redfish/vl/SessionService/Sessions.

authentication.
header_type Format of the request application/json
message.
ComplexPwdEnable String Complex password switch:
® true: on.
e false: off.
If SnmpServiceEnable is set to true, this para-
meter must be set.
If SnmpServiceEnabile is set to false, no verifi-
cation is performed.
ReadWriteCommunity String This parameter can be configured when Snm-

pServiceEnable is set to true.

SNMP read-write community name. The naming

rule for this parameter is as follows:

o Community name rule when the complex
password switch is on: The name supports
8-32 characters, including at least letters,
Numbers, and one special character, which
can be any visible characters except for a
space (" "), single quotation mark ("), or
backslash("\"). The name cannot begin with a
pound sign ("#").

o Community name rule when the complex
password switch is off: The name supports
1-32 characters including Numbers, let-
ters, and special characters. Allowed spe-
cial characters: visible characters except for
a space (" "), single quotation mark ("), or
backslash("\"). The name cannot begin with a
pound sign ("#").
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Field Type Description

ReadWriteCommunity is not required. If it is
set, verification is performed. If it is not set, no

verification is performed.

ReadOnlyCommunity String This parameter can be configured when Snm-

pServiceEnable is set to true.

SNMP read-only community name. The naming

rule for this parameter is as follows:

o Community name rule when the complex
password switch is on: The name supports
8-32 characters, including at least letters,
Numbers, and one special character, which
can be any visible characters except for a
space (" "), single quotation mark ("), or
backslash("\"). The name cannot begin with a
pound sign ("#").

o Community name rule when the complex
password switch is off: The name supports
1-32 characters including Numbers, let-
ters, and special characters. Allowed spe-
cial characters: visible characters except for
a space (" "), single quotation mark ("), or
backslash("\"). The name cannot begin with a
pound sign ("#").

ReadOnlyCommunity is not required, and will

be checked only if there is a value.

SnmpServiceEnable Boolean SNMP switch:
® true: on.
o false: off.

SnmpServicePort Number SNMP port number, range: 1-65535, which can-
not be null.

If SnmpServiceEnable is set to true, this para-
meter must be set.
If SnmpServiceEnabile is set to false, no verifi-

cation is performed.

snmpTrapCommunity String SNMP Trap community name, which is a string
of 1-18 characters including Numbers, letters,
and special characters. Allowed special charac-
ters: visible characters except for a space (" "),
single quotation mark ("), or backslash("\"). The

name cannot begin with a pound sign ("#").
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Field Type Description
If TrapVersion is set to V1 or V2C, this parame-
ter must be set.

If TrapVersion is set to V3, no verification is per-
formed.

snmpTrapEnable Boolean SNMP Trap switch:
® true: on.

e false: off.

AlarmSeverity String Event severity:
® Critical
® Major
® Minor
® Normal
If shmpTrapEnable is set to true, this parameter
must be set.

If snhmpTrapEnable is set to false, no verification
is performed.

TrapHostldentify String Trap host ID:
® BoardSN: board serial number.
® ProductAssetTag: product asset tag.
® HostName: hostname.

If shmpTrapEnable is set to true, this parameter
must be set.

If shmpTrapEnable is set to false, no verification
is performed.

TrapVersion String SNMP Trap version number:

e \1

e V2C

e V3

If shmpTrapEnable is set to true, this parameter
must be set.

If shmpTrapEnable is set to false, no verification
is performed.

TrapV3User String SNMPv3 username. Select a user from those
with SNMP permissions as the SNMPv3 Trap
user (it is valid when TrapVersion V3 is adopted).
If TrapVersion is set to V1 and v2c, no verifica-
tion is performed.

If TrapVersion is set to V2, this parameter must
be set.

Memberld String SNMP Trap member ID, range: 1-4.
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Field Type Description

If Trap Server is set, Memberld must be set.

TrapServerAddress String SNMP Trap server address, which can be an
IPv4 or IPv6 address.
If Trap Server is set, TrapServerAddress must

be set.

TrapServerEnable Boolean Current Trap server status:

® true: enabled

® false: disabled

If Trap Server is set, TrapServerEnable must

be set.

TrapServerPort Number Port number of the SNMP Trap server. Range: 1 -
65535, which cannot be null.
If Trap Server is set, TrapServerPort must be

set.

Usage Guidelines
None
Example

e Request Example:

PATCH https://device_ip/redfish/v1/Managers/1/SnmpService

e Request Header:

x-auth-token:LXIrQPHHOPTz6k4rrPB/UfABUd45p9PFIC8QG2Ip2F0=

Content-Type:application/json

o Request Message Body:

"ComplexPwdEnable": true,
"SnmpServiceEnable": true,
"SnmpServicepPort": 161,
"ReadwriteCommunity": "7654321b&",
"ReadonTlyCommunity": "1234567a$",
"SnmpTrapNotification": {

"snmpTrapEnable": true,

"snmpTrapCommunity": "public",

"AlarmSeverity": "Normal",

"TrapHostIdentify": "BoardsN",

"Trapversion": "v2C", "TrapServer": [
{
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"Memberzd": "0",
"TrapServerAddress": "1.2.3.4",
"TrapServereEnable": false,
"TrapServerport": 110

IE

{
"Memberzd": "1",
"TrapServerAddress": "1.2.3.4",
"TrapServereEnable": false,
"Trapserverport": 111

IE

{
"Memberzd": "2",
"TrapServerAddress": "2.3.4.5",
"TrapServereEnable": false,
"TrapServerport": 111

}

]
}
}

Separate SNMP instance configuration:

{
"ComplexPwdEnable": true,
"SnmpServiceEnable": true,
"SnmpServicepPort": 161,
"ReadwriteCommunity": "7654321b&",
"ReadonTlyCommunity": "1234567a$"
}

Separate SNMP Trap instance configuration:

"SnmpTrapNotification": {
"snmpTrapEnable": true,
"snmpTrapCommunity": "public",
"AlarmSeverity": "Normal",
"TrapHostIdentify": "BoardsN",

"Trapversion": "v2c"

Separate SNMP Trap Server instance configuration:
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"SnmpTrapNotification": {
"TrapServer": [

{
"Memberzd": "0",
"TrapServerAddress": "1.2.3.4",
"TrapServereEnable": false,
"TrapServerport": 110

IE

{
"Memberzd": "1",
"TrapServerAddress": "1.2.3.4",
"TrapServereEnable": false,
"TrapServerport": 111

IE

{
"Memberzd": "2",
"TrapServerAddress": "2.3.4.5",
"TrapServereEnable": false,
"TrapServerport": 111

}

]
}
}

e Response Example: None

e Response Code: 204
Output Description

None

4.19 Submitting an SNMP Trap Test Event
Function
Submit an SNMP Trap test event.
Permission Required
Diagnosis.
Syntax

e Operation Type: POST

e URL:https://device ip/redfish/v1/Managers/manager 1id/SnmpSer-

vice/Actions/SnmpService.SubmitTestEvent
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e Request Header:

x-auth-token:auth_value
Content-Type:header_type

o Request Message Body:

"MemberIid":

MemberId

Parameters

For a description of the parameters for submitting an SNMP Trap test event, refer to Table 4-31

Table 4-31 Parameter Descriptions for Submitting an SNMP Trap Test Event

Parameter

Description

Value

device_ip

IP address for logging in to the device.

IPv4 or IPv6 address.

manager_id

ID of the Manager resource.

For a rack server, the value is 1 or Self.

auth_value

X-Auth-Token value contained in Request
Header in the POST request for authenti-
cation.

It can be obtained by creating a session
through /redfish/v1/SessionSer-

vice/Sessions.

header_type

Format of the request message.

application/json

Memberld

Trap group member ID.

Range: 1-4.

Usage Guidelines

None

Example

e Request Example:

POST https://device_ip/redfish/v1/Managers/1/SnmpService/Actions/SnmpService.SubmitTestEvent

e Request Header:

x-auth-token:LXIrQPHHOPTz6k4rrPB/UfABUd45p9PFIC8QG2Ip2F0=
Content-Type:application/json

o Request Message Body:

}

"MemberIid":

1

e Response Example: None
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e Response Code: 204

Output Description

None

4.20 Querying the Virtual Media Resource Collection

Function

Query the virtual media resource collection.

Permission Required

Query.

Syntax

e Operation Type: GET

e URL: https://device ip/redfish/vl/Managers/manager id/VirtualMedia

Request Header:

x-auth-token:auth_value

Parameters

Request Message Body: None

For a description of the parameters for querying the virtual media resource collection, refer to

Table 4-32.

Table 4-32 Parameter Descriptions for Querying the Virtual Media Resource Collection

Parameter

Description

Value

device_ip

IP address for logging in to the device.

IPv4 or IPv6 address.

manager_id

ID of the Manager resource.

For a rack server, the value is 1 or Self.

auth_value

When the Get request is executed, the
"x-auth-token" value must be carried in
"Headers" for authentication.

It can be obtained by creating a session
through /redfish/v1/SessionSer-

vice/Sessions.

Usage Guidelines

None

Example

e Request Example:

GET https://device_ip/redfish/v1/Managers/1/VirtualMedia
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e Request Header:

x-auth-token:LXIrQPHHOPTz6k4rrPB/UfABUd45p9PFIC8QG2Ip2F0

e Request Message Body: None

e Response Example:

"/redfish/vl/$metadata#VvirtualMediacCollection.VvirtualMediacCollection",
"@odata.id": "/redfish/vl/mManagers/1/virtualmedia",
"@odata.type": "#virtualMediacCollection.virtualMediaCollection",

"Description": "virtual Media Services Settings",

"/redfish/vl/Managers/1/virtualmMmedia/cD"

"/redfish/vl/Managers/1/virtualmedia/cpl"

"/redfish/vl/Managers/1/virtualMedia/uUsBStick"

"/redfish/vl/Managers/1/virtualMedia/usBStickl"

{
"@odata.context":
"Members": [
{
"@odata.id":
IE
{
"@odata.id":
IE
{
"@odata.id":
IE
{
"@odata.id":
}
1:
"Members@odata.count": 4,
"Name": "virtual Media Services"
}

e Status Code: 200

Output Description

For a description of the output returned when you query the virtual media resource collection,

refer to Table 4-33.

Table 4-33 Output Descriptions for Querying the Virtual Media Resource Collection

Field Type Description

@odata.context String OData description of the virtual media resource collec-
tion model.

@odata.id String Access path of the virtual media resource collection.

@odata.type String Type of virtual media resource collection.

Description String Description
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Field Type Description

Members Array Virtual media resource list. The CD1 and USBStick1
resources can be queried and used only when the
number of entities is set to two.

@odata.id String Access path of the virtual media resource collection.

Members@odata.count Number Number of virtual media resource members that can
be connected currently.

Name String Name of the virtual media resource collection.

4.21 Querying a Virtual Media Resource

Function

Query a virtual media resource.

Permission Required

Query.

Syntax

e Operation Type: GET

e URL:https://device ip/redfish/v1/Managers/manager id/VirtualMe-

dia/Media type

e Request Header:

x-auth-token:auth_value

e Request Message Body: None

Parameters

For a description of the parameters for querying the virtual media resource, refer to Table 4-34.

Table 4-34 Parameter Descriptions for Querying the Virtual Media Resource

Parameter

Description

Value

device_ip

IP address for logging in to the device.

IPv4 or IPv6 address.

manager_id

ID of the Manager resource.

For a rack server, the value is 1 or Self.

auth_value

When the Get request is executed, the
"x-auth-token" value must be carried in
"Headers" for authentication.

It can be obtained by creating a session
through /redfish/v1/SessionSer-

vice/Sessions.

Media_type

Virtual Media Type

Supports CD/CD1/USBStick/USBStick1.
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Usage Guidelines
None
Example

e Request Example:

GET https://device_ip/redfish/v1/Managers/1/VirtualMedia/CD

e Request Header:

x-auth-token:LXIrQPHHOPTz6k4rrPB/UfABUd45p9PFIC8QG2Ip2F0=

e Request Message Body: None

e Response Example:

"@odata.context": "/redfish/vl/$metadata#virtualMedia.VvirtualMedia",
"@odata.id": "/redfish/vl/mManagers/1/virtualmedia/cD",
"@odata.type": "#virtualMedia.vl_2_0.virtualmedia",

"Description": "CD VirtualMedia",
"Connectedvia": "NotConnected",
"1d": "cp",

"Name": "virtualMedia",

"Image": null,
"ImageName": null,
"Inserted": false,
"MediaTypes": [
"cp”
1:
"TransferMmethod": null,
"TransferProtocolType": null,
"Actions":{
"#VvirtualMedia.InsertMedia":{
"target": "/redfish/vl/Managers/1/virtualMedia/CD/Actions/
VirtualMedia.InsertMedia"
}
"#virtualMedia.EjectMedia": {
"target": "/redfish/vl/Managers/1/virtualMedia/CD/Actions/
VirtualMedia.EjectMedia"
IE
"oem": {
"Public": {
"#virtualMedia.vmmControl": {

"@Redfish.ActionInfo":

"/redfish/vl/Managers/1/virtualMedia/CcD/vmmControlActionInfo",
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"target":
"/redfish/vl/Managers/1/virtualMedia/CD/Actions/

VirtualMedia.vmmControl"

3
e Status Code: 200

Output Description

For a description of the output returned when you query the virtual media resource, refer to Ta-
ble 4-35.

Table 4-35 Output Descriptions for Querying the Virtual Media Resource

Field Type Description
@odata.context String OData description of the virtual media re-
source model.
@odata.id String Access path of the virtual media resource.
@odata.type String Type of virtual media resource.
Description String Description.
ConnectedVia String Connection method.
Id String ID of the virtual media resource.
Name String Name of the virtual media resource.
MediaTypes Array Media plane type:
e CD
® USBStick
TransferProtocol Type String Transmission protocol type:
NFS
e CIFS
® HTTPS
e HTTP
TransferMethod String Transfer method: stream
Image String Image path.
ImageName String Image name.
ConnectedVia String Connection method.
Inserted Boolean Connection status:
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Field Type Description

® true: mounting (inserted)
® false: Uninstalled (removed)

Oem Object Customized properties of a specified session.

Actions Object Available actions for the virtual media re-
source.

#VirtualMedia.lnsertMedia String Access path for attaching the remote media

to the virtual media device.

#VirtualMedia.EjectMedia String Access path for detaching the remote media
from the virtual media device.

#VirtualMedia.VmmControl String Access path for connecting to the virtual me-
dia.

4.22 Connecting to the Virtual Media

Function

Connect to the virtual media.
Permission Required
Remote media

Syntax

e Operation Type: POST
e URL:https://device ip/redfish/v1/Managers/manager id/VirtualMe-
dia/media type/Actions/VirtualMedia.VmmControl

e Request Header:

x-auth-token:auth_value
Content-Type:header_type

o Request Message Body:

{
"Image": Image_value,
"Username": username_value,
"Password": password_value,
"vmmControlType": value

I
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Parameters

For a description of the parameters for connecting to the virtual media, refer to Table 4-36.

Table 4-36 Parameter Descriptions for Connecting to the Virtual Media

"x-auth-token" value must be carried in

"Headers" for authentication.

Parameter Description Value

device_ip IP address for logging in to the device. IPv4 or IPv6 address.

manager_id ID of the Manager resource. For a rack server, the value is 1 or Self.

Media_type Virtual Media Type CD, CD1, USBStick, and USBStick1 are
supported.

auth_value When executing this POST request, the It can be obtained by creating a session

through /redfish/v1/SessionSer-

vice/Sessions.

header_type

Format of the request message.

application/json

Image_value

Type: string, shared path, determined by
the shared server.

The maximum length is 256 characters.
The format is as follows:
“Image”:“protocol://server_ip/file_path/
file_name

username_value

Type: string. This field needs to be pro-
vided when the CIFS protocol and the
HTTPS protocol are used. The maximum

length is 32 characters.

This field is not required when the NFS

protocol is used.

password_value

Type: string. This field needs to be pro-
vided when the CIFS protocol is used.
This field needs to be provided when the
HTTPS protocol is used. The maximum
length is 32 characters.

This field is not required when the NFS

protocol is used.

value

Virtual media operation type

Connect: connects to virtual media.

Usage Guidelines

None

Example

e Request Example:

POST https://device_ip/redfish/v1/Managers/1/VirtualMedia/CD/Actions/VirtualMedia.VmmControl

e Request Header:

x-auth-token:LXIrQPHHOPTz6k4rrPB/UfABUd45p9PFIC8QG2Ip2F0=
Content-Type:application/json
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o Request Message Body:

{
"Image":"cifs://device_ip/home/mount_test/isocfg-tool-vl.iso",
"Username":test,
"Password":123,
"vmmControlType":"Connect"
}

e Response Example:

"@odata.context": "/redfish/vl/$metadata#virtualMedia.VvirtualMedia",
"@odata.id": "/redfish/vl/mManagers/1/virtualMedia/CD/Actions/
VirtualMedia.vmmControl",

"@odata.type": "#virtualMedia.vl_2_0.VirtualMedia",

"Information": {

"target": "/redfish/vl/Managers/1/virtualMedia/cD"

3
e Status Code: 200

Output Description

For a description of the output returned when the virtual media is accessed, refer to Table 4-37.

Table 4-37 Output Descriptions for Connecting to the Virtual Media

Field Type Description

@odata.context String OData description of the virtual media resource.
@odata.id String Path to connect the virtual media resource.
@odata.type String Type of virtual media resource.

Information Object -

target String Access path of the current virtual media resource.

4.23 Disconnecting the Virtual Media
Function
Disconnect the virtual media.
Permission Required

Remote media
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Syntax

e Operation Type: POST
e URL:https://device ip/redfish/v1/Managers/manager id/VirtualMe-

dia/media type/Actions/VirtualMedia.VmmControl

e Request Header:

x-auth-token:auth_value
Content-Type:header_type

o Request Message Body:

"vmmControlType":value

Parameters

For the parameter descriptions for disconnecting the virtual media, refer to Table 4-38.

Table 4-38 Parameter Descriptions for Disconnecting the Virtual Media

Parameter

Description

Value

device_ip

IP address for logging in to the device.

IPv4 or IPv6 address.

manager_id

ID of the Manager resource.

For a rack server, the value is 1 or Self.

Media_type

Virtual Media Type

CD, CD1, USBStick, and USBStick1 are
supported.

auth_value

When executing this POST request, the
"x-auth-token" value must be carried in

"Headers" for authentication.

It can be obtained by creating a session
through /redfish/v1/SessionSer-

vice/Sessions.

header_type

Format of the request message.

application/json

value

Virtual media operation type

Disconnect: disconnects the virtual me-
dia.

Usage Guidelines

None

Example

e Request Example:

POST https://device_ip/redfish/v1/Managers/1/VirtualMedia/CD/Actions/VirtualMedia.VmmControl

e Request Header:
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x-auth-token:LXIrQPHHOPTz6k4rrPB/UfABUd45p9PFIC8QG2Ip2F0=
Content-Type:application/json

o Request Message Body:

"vmmControlType":"Disconnect"

}

e Response Example:

"@odata.context": "/redfish/vl/$metadata#virtualMedia.virtualMedia",
"@odata.id": "/redfish/vl/Managers/1/VvirtualMedia/CD/0Oem/VANTAGEO/Actions/
VirtualMedia.vmmControl",

"@odata.type": "#virtualMedia.vl_2_0.virtualMedia",

"Information": {

"target": "/redfish/vl/Managers/1/virtualMedia/cD"

3
e Status Code: 200

Output Description

For a description of the output returned when the virtual media is disconnected, refer to Table

4-39.
Table 4-39 Output Descriptions for Disconnecting the Virtual Media
Field Type Description
@odata.context String OData description of the virtual media resource.
@odata.id String Access path of the disconnected virtual media re-
source.
@odata.type String Type of virtual media resource.
Information Object -
target String Access path of the current virtual media resource.

4.24 Sending a One-Click Collection Request
Function
Send a one-click collection request.
Permission Required

Diagnosis.
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Syntax

e Operation Type: POST
o URL:https://device ip/redfish/v1/Managers/manager id/LogSer-

vices/Actions/LogServices.Dump

e Request Header:

x-auth-token:auth_value
Content-Type:header_type

o Request Message Body:

"Type" :type_value

Parameters

For a description of the parameters for sending a one-click collection request, refer to Table

4-40.

Table 4-40 One-Click Collection Request Parameter Descriptions

Parameter

Description

Value

device_ip

IP address for logging in to the device.

IPv4 or IPv6 address.

manager_id

ID of the Manager resource.

For a rack server, the value is 1 or Self.

auth_value

When executing this POST request, the
"x-auth-token" value must be carried in

"Headers" for authentication.

It can be obtained by creating a session
through /redfish/v1/SessionSer-

vice/Sessions.

header_type

Format of the request message.

application/json

type_value

Operation Type

Type: Logs

Usage Guidelines

None

Example

e Request Example:

POST https://device_ip/redfish/v1/Managers/1/LogServices/Actions/LogServices.Dump

e Request Header:

x-auth-token:LXIrQPHHOPTz6k4rrPB/UfABUd45p9PFIC8QG2Ip2F0=
Content-Type:application/json
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o Request Message Body:

{
"Type":"Logs"
}
e Response Example:
{
"error": {
"code": "Base.1l.8.1.Success",
"message": "Successfully Completed Request",
"@vMessage.ExtendedInfo": [
{
"@odata.type": "#Message.vl 1_1.Message",
"MessageIld": "Base.l1l.8.1.Success",
"Message": "Successfully Completed Request",
"Severity": "oK",
"Resolution": "None."
}
]
}
}

e Status Code: 200

Output Description

For a description of the output returned when you send a one-click collection request, refer to

Table 4-41

Table 4-41 Output Descriptions for One-Click Collection Requests

Field Type Description
code String ID of the specified message in the message registry.
message String Readable message for the code in the message reg-
istry.
@odata.type String OData description of the message resource.
Messageld String Message ID.
Message String Details.
Severity String Severity level. Options:
e OK
® \Warning
® Critical
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Field

Type Description

Resolution

String Solution.

4.25 Querying the One-Click Collection Progress

Function

Query the one-click collection progress.

Permission Required

Query.

Syntax

e Operation Type: GET

e URL:https://device ip/redfish/v1/Managers/managers id/LogSer-

vices/Actions/LogServices.Dump/Progress

e Request Header:

x-auth-token:auth_value

Parameters

Request Message Body: None

For a description of the parameters for querying the one-click collection progress, refer to Table

4-42.

Table 4-42 Parameter Descriptions for Querying the One-Click Collection Progress

Parameter Description Value

device_ip IP address for logging in to the device. IPv4 or IPv6 address.

manager_id ID of the Manager resource. For a rack server, the value is 1 or Self.

auth_value When the Get request is executed, the It can be obtained by creating a session
"x-auth-token" value must be carried in through /redfish/vl/SessionSer-
"Headers" for authentication. vice/Sessions.

Usage Guidelines

None

Example

e Request Example:

GET https://device_ip/redfish/v1/Managers/1/LogServices/Actions/LogServices.Dump/Progress
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e Request Header:

x-auth-token:LXIrQPHHOPTz6k4rrPB/UfABUd45p9PFIC8QG2Ip2F0=

e Request Message Body: None

e Response Example:

"@odata.content": "/redfish/vl/$metadata",

"@odata.id": "/redfish/vl/Managers/self/LogServices/Actions/
LogServices.Dump/Progress",

"@odata.type": "#Message.vl_1 1.Message",

"Message": "SUCCESSED",

"Percentage": "100",

"State": "STATE_SUCCESSED",

"TarName": "bmcinfo_UnknownProductSN.tar.gz",

"Tarpath": "/var/bmcdata/bmcinfo_unknownProductsN.tar.gz",
"Type": "Logs"

3
e Status Code: 200

Output Description

For a description of the output returned when you query the one-click collection progress, refer
to Table 4-43.

Table 4-43 Output Descriptions for Querying the One-Click Collection Progress

Field Type Description

@odata.context String OData description for the query of the one-click log

collection progress.

@odata.id String Access path for the query of the one-click log collec-

tion progress.

@odata.type String Type of query of the one-click log collection progress.
Percentage String Task progress percentage.
State String Status, options:

® STATE_FAILED

e STATE_SUCCESSED
e STATE_RUNNING
e STATE_SILENT

Type String Type. Only the Logs type is available in this version.

Message String Task progress status, including:

® SILENT: indicates that collection is triggered.

Document Serial Number: V120240304 (R1.3) 137




VANTAGEO Server Redfish Interface Description (BMC V4) VantaSBO

Field Type Description

® RUNNING: indicates that collection is in progress.

o SUCCESSED: indicates that collection is complet-
ed and successful.

o FAILED: indicates that an error occurs during col-
lection.

TarName String File name of the compressed package, in which Un-

knownProductSN varies with the actual SN. If the
actual SN is not obtained, UnknownProductSN is

used.

TarPath String Storage path of the local compressed package.

4.26 Exporting Logs

Function

Export the log information about a server.

Permission Required

Diagnosis.

Syntax

Operation Type: POST
URL: https://device ip/redfish/v1/Managers/manager id/LogSer-
vices/Actions/LogServices.ExportLogs

Request Header:

x-auth-token:auth_value
Content-Type:header_type

Request Message Body:

"Type" :type_value,

"Content" :content_value

Parameters

For a description of the parameters for exporting logs, refer to Table 4-44.
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Table 4-44 Log Export Parameter Descriptions

Header in the POST request for authenti-
cation.

Parameter Description Value

device_ip IP address for logging in to the device. IPv4 or IPv6 address.

manager_id ID of the Manager resource. For a rack server, the value is 1 or Self.
auth_value X-Auth-Token value contained in Request | It can be obtained by creating a session

through /redfish/v1/SessionSer-

vice/Sessions.

header_type

Format of the request message.

Supported message formats: application

and json
type_value Operation type. Type: Logs
content_value File path. Path for exporting log files:

o Remote download. TFTP is supported.
Value: remote service address.

® Local download. Value: TarPath in
the response returned through the
progress query interface.

Usage Guidelines

None

Example

e Request Example:

POST https://device_ip/redfish/v1/Managers/1/LogServices/Actions/LogServices.ExportLogs

e Request Header:

Content-Type: application/json

o Request Message Body:

}

"Type":"Logs",

"Content":"tftp://10.10.10.191/1ID_config.tar.gz"

e Response Example:

{
"error": {
"code": "Base.1l.8.1.Success",
"message": "successfully Completed Request",
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}

"@vessage.ExtendedInfo" :

{
"@odata.type": "#Message.vl 1_1.Message",
"MessageId": "Base.l1l.8.1.Success",
"Message": "Successfully Completed Request",
"Severity": "ok",
"Resolution":

}

e Status Code: 200

Output Description

For a description of the output returned when you export the logs, refer to Table 4-45.

Table 4-45 Log Export Descriptions

Field Type Description
code String ID of the specified message in the message registry.
message String Readable message for the code in the message reg-
istry.
@odata.type String OData description of the message resource.
Messageld String Message ID.
Message String Details.
Severity String Severity. The Redfish supports the following severity
levels:
e OK
® \Warning
® Critical
Resolution String Solution.

4.27 Querying the KVM Service Resource

Function

Query KVM resource information.

Permission Required

Query.
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Syntax

e Operation Type: GET

e URL: https://device ip/redfish/vl/Managers/manager id/KvmService

e Request Header:

x-auth-token:auth_value

e Request Message Body: None

Parameters

For a description of the parameters for querying the KVM service resource, refer to Table 4-46.

Table 4-46 Parameter Descriptions for Querying the KVM Service Resource

Parameter Description Value

device_ip IP address for logging in to the device. IPv4 or IPv6 address.

manager_id ID of the Manager resource. For a rack server, the value is 1 or Self.

auth_value X-Auth-Token value contained in Request | It can be obtained by creating a session
Header in the Get request for authentica- | through /redfish/vi/SessionSer-
tion. vice/Sessions.

Usage Guidelines
None
Example

e Request Example:

GET https://device_ip/redfish/v1/Managers/1/KvmService

e Request Header:

x-auth-token:LXIrQPHHOPTz6k4rrPB/UfABUd45p9PFIC8QG2Ip2F0=

e Request Message Body: None

e Response Example:

"@odata.type": "#KvmService.vl_0_0.KvmService",
"ActivatedSessionsType": "Private",
"EncryptionEnabled": true,

"Description": "KvmService",

"@odata.context": "/redfish/vl/$metadata#kvmService.KvmService",

"@odata.id": "/redfish/vl/mManagers/self/KvmService",

"Kvmurl": "https://192.168.5.7/viewer.htm]?&token=IywH3U7qgkckzw8aKkb" ,
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"MaximumNumberofsessions": 4,
"NumberofActivatedSessions": O,
"SessionTimeoutMinutes": 30

}

e Status Code: 200
Output Description

For a description of the output returned when you query the KVM service resource, refer to Ta-
ble 4-47.

Table 4-47 Output Descriptions for Querying the KVM service Resource

Field Type Description

@odata.context String OData description of the KVM service resource mod-
el.

@odata.id String Access path of the KVM resource.

@odata.type String Type of KVM service resource.

Description String Description of the KVM resource.

MaximumNumberOfSessions Number Maximum number of KVM sessions.

KvmuUrl String URL for accessing the KVM resource. When the URL
is used for access, the Web session is automatically
logged out.

NumberOfActivatedSessions Number Number of current KVM sessions.

ActivatedSessionsType String KVM session type. Options:

® Shared: Shared
® Private: Exclusive

EncryptionEnabled Boolean Enables or disables KVM encryption. Options:
® true: enabled.
® false: disabled.

SessionTimeoutMinutes Number Session timeout time, range: 1-60, unit: minutes.

4.28 Modifying Information About the KVM Resource
Function
Modify information about the KVM resource.
Permission Required

Remote control
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Syntax

e Operation Type: PATCH
e URL: https://device ip/redfish/vl/Managers/manager id/KvmService

e Request Header:

x-auth-token:auth_value
Content-Type:header_type

o Request Message Body:

"SessionTimeoutMinutes":

"EncryptionEnabled": EncryptionEnabled_value,

SessionTimeoutMinutes_value

Parameters

For a description of the parameters for modifying the KVM resource, refer to Table 4-48.

Table 4-48 Parameter Descriptions for Modifying Information About the KVM Resource

Header in the PATCH request for authenti-
cation.

Parameter Description Value

device_ip IP address for logging in to the device. IPv4 or IPv6 address.

manager_id ID of the Manager resource. For a rack server, the value is 1 or Self.
auth_value X-Auth-Token value contained in Request | It can be obtained by creating a session

through /redfish/v1/SessionSer-

vice/Sessions.

header_type

Format of the request message.

Supported formats: application and json.

Minutes_value

EncryptionEn- Whether KVM encryption is enabled. ® true: enabled
abled_value e false: disabled
SessionTimeout- Session timeout period. Range: 1-60, unit: minutes.

Usage Guidelines

None

Example

e Request Example:

PATCH https://device_ip/redfish/v1/Managers/1/KvmService

e Request Header:

x-auth-token:LXIrQPHHOPTz6k4rrPB/UfABUd45p9PFIC8QG2Ip2F0=
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Content-Type:application/json

o Request Message Body:

"EncryptionEnabled": true,
"SessionTimeoutMinutes": 10

}

e Response Example:

{
"@odata.context": "/redfish/vl/$metadata#KkvmService.KvmService",
"@odata.id": "/redfish/vl/mManagers/self/KvmService",
"@odata.type": "#KvmService.vl_0_0.KvmService",
"ActivatedSessionsType": "Private",
"EncryptionEnabled": true,
"Description": "KvmService",
"MaximumNumberofsessions": 4,
"NumberofActivatedSessions": O,
"SessionTimeoutMinutes": 10

I

e Status Code: 200
Output Description

For a description of the output returned when you modify information about the KVM resource,
refer to Table 4-49.

Table 4-49 Output Descriptions for Modifying Information About the KVM Resource

Field Type Description
@odata.context String OData description of the KVM service resource mod-
el.
@odata.id String Access path of the KVM resource.
@odata.type String Type of KVM service resource.
Description String Description of the KVM resource.
MaximumNumberOfSessions Number Maximum number of KVM sessions.
NumberOfActivatedSessions Number Number of current KVM sessions.
ActivatedSessionsType String KVM session type. Options:
® Shared: shared.
® Private: exclusive.
EncryptionEnabled Boolean Enables or disables KVM encryption. Options:
® true: enabled.
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Field Type Description
® False: disabled.
SessionTimeoutMinutes Number Session timeout time, range: 1-60.

4.29 Querying Information About a Specified SEL Log Service Re-

source

Function

Query information about the specified SEL log service resource of a server.

Permission Required

Security management.

Syntax

e Operation Type: GET

e URL:https://device ip/redfish/v1/Managers/manager id/LogSer-

vices/SEL/Entries/entries id

e Request Header:

X-Auth-Token:auth_value

Description

Request Message Body: None

For a description of the parameters for querying information about the specified SEL log service

resource, refer to Table 4-50.

Table 4-50 Parameter Descriptions for Querying Information About the Specified SEL Log

Service Resource

Parameter Description Value

device_ip IP address for logging in to the device. IPv4 or IPv6 address.

manager_id ID of the Manager resource. For a rack server, the value is 1 or Self.

entries_id Log resource ID. It can be obtained from the log resource

collection.

auth_value X-Auth-Token value contained in Request | It can be obtained by creating a session
Header in the GET request for authentica- | through /redfish/vi/SessionSer-
tion. vice/Sessions.
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Usage Guidelines

None

Example

e Request Example:

GET https://device_ip/redfish/v1/Managers/1/LogServices/SEL/Entries/1

e Request Header:

x-auth-token:LXIrQPHHOPTz6k4rrPB/UfABUd45p9PFIC8QG2Ip2F0=

e Request Message Body: None

e Response Example:

}

"@odata.context": "/redfish/vl/$metadata#LogEntry.LogEntry",
"@odata.id": "/redfish/vl/Managers/self/LogServices/SEL/Entries/631",
"@odata.type": "#LogEntry.vl_4_3.LogEntry",
"Created": "2010-03-04T14:56:23+08:00",
"Description": "SEL LOG info",
"EntryCode": "Assert",
"EntryType": "SEL",
"EventTimestamp": "2010-03-04T14:56:23+08:00",
"1d": "631",
"Message": "Initiated By warm Reset",
"MessageId": "Ox02FFFF",
"Name": "SEL 1221",
"SensorNumber": 128,
"oem" : {
"Public":{

"ownerLUN": 0

}’
"SensorType": "SystemBoot/Restart",

"Severity": "OK"

e Status Code: 200

Output Description

For a description of the output returned when you query information about the specified SEL log

service resource, refer toTable 4-51.
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Table 4-51 Output Descriptions for Querying Information About the Specified SEL Log Ser-

vice Resource

Field Type Description
@odata.context String OData description of the specified SEL log service re-
source model.
@odata.id String Access path of the specified SEL log service resource
node.
@odata.type String Type of the specified SEL log service resource.
Created String Time when the SEL log instance is created.
Description String Log resource description information.
EntryCode String Type of SEL log instance.
EntryType String Type of SEL log instance.
e SEL
® Oem
EventTimestamp String Timestamp of the SEL log instance information.
Id String ID of the SEL log instance.
Message String Message content of the SEL log instance information.
Messageld String Message ID of the SEL log instance information.
Name String Name of the SEL log instance.
SensorNumber Number ID of the sensor that creates the SEL log instance.
SensorType String Type of the sensor that creates the SEL log instance.
Message String Details.
Severity String Log severity level of the SEL log instance information.
e OK
® \Warning
® Critical
® Non-recoverable
Oem.Public Object Customized properties.
OwnerLUN Number SensorNumber extension.

4.30 Capturing the Screen Manually
Function

Capture the screen manually.
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Permission Required

Diagnosis.
Syntax

e Operation Type:

POST

e URL:https://device ip/redfish/v1/Managers/manager id/Actions/Manag-

er.CaptureScreenShot

e Request Header:

X-Auth-Token:auth_value

e Request Message Body: None

Description

For a description of the parameters for capturing the screen manually as the query condition,

refer to Table 4-52.

Table 4-52 Parameter Descriptions for Capturing the Screen Manually

Parameter Description Value

device_ip IP address for logging in to the device. IPv4 or IPv6 address.

manager_id ID of the Manager resource. For a rack server, the value is 1 or Self.

auth_value X-Auth-Token value contained in Request | It can be obtained by creating a session
Header in the GET request for authentica- | through /redfish/v1/SessionSer-
tion. vice/Sessions.

Usage Guidelines
None

Example

e Request Example:

POST https://device_ip/redfish/v1/Managers/1/Actions/Manager.CaptureScreenShot

e Request Header:

X-Auth-Token:LXIrQPHHOPTz6k4rrPB/UfABUd45p9PFIC8QG2Ip2F 0=

o Request Message Body: None

e Response Example: None
e Status Code: 204
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Output Description

None

4.31 Downloading the Manually Captured Screen Image

Function

Download the manually captured screen image.

Permission Required

Diagnosis.

Syntax

Operation Type: POST
URL: https://device ip/redfish/v1/Managers/manager id/Actions/Manag-
er.DownloadScreenShot

Request Header:

x-auth-token:auth_value

Request Message Body: None

Description

For a description of the parameters for downloading the manually captured screen image, refer
to Table 4-53.

Table 4-53 Parameter Descriptions for Downloading the Manually Captured Screen Image

Parameter Description Value

device_ip IP address for logging in to the | IPv4 or IPv6 address.
device.

manager_id ID of the Manager resource. For a rack server, the value is 1 or Self.

auth_value X-Auth-Token value contained | It can be obtained by creating a session
in Request Header in the GET | through /redfish/v1/SessionSer-
request for authentication. vice/Sessions.

Usage Guidelines

None

Example

Request Example:
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POST https://device_ip/redfish/v1/Managers/1/Actions/Manager.DownloadScreenShot

e Request Header:

x-auth-token:LXIrQPHHOPTz6k4rrPB/UfABUd45p9PFIC8QG2Ip2F0=

e Request Message Body: None

e Response Example: None
e Status Code: 200

Output Description

Return the image data of the manually captured screen image.

4.32 Querying Information About the ISDT Resource

Function

Query the information about the ISDT resource of a server.
Permission Required

Query.

Syntax

e Operation Type: GET
e URL: https://device ip/redfish/vl/Managers/manager 1id/ISDTService

e Request Header: None

X-Auth-Token:auth_value

e Request Message Body: None
Description

For a description of the parameters for querying information about the ISDT resource, refer to
Table 4-54.

Table 4-54 Parameter Descriptions for Querying Information About the ISDT Resource

Parameter

Description

Value

device_ip

IP address for logging in to the device.

IPv4 or IPv6 address.

manager_id

ID of the Manager resource.

For a rack server, the value is 1 or Self.

auth_value

X-Auth-Token value contained in Request
Header in the GET request for authentica-

tion.

It can be obtained by creating a session
through /redfish/v1/SessionSer-

vice/Sessions.
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Usage Guidelines
None
Example

e Request Example:

GET https://device_ip/redfish/v1/Managers/1/ISDTService

e Request Header:

x-auth-token:LXIrQPHHOPTz6k4rrPB/UfABUd45p9PFIC8QG2Ip2F0=

e Request Message Body: None

e Response Example:

e Status Code: 200

{
"@odata.context": "/redfish/vl/$metadata#ISDTService.ISDTService",
"@odata.id": "/redfish/vl/Managers/1/1ISDTService",
"@odata.type": "#ISDTService.v1l_0_0.ISDTService",
"ImageInstalled": true,
"ImageMounted": true,
"ISDTStartEnabled":
true, "Version": {
"ISDTVersion": "v01.24.04.00",
"ISDTBuildDate": "2024-08-12
23:47:19",
"IspTPlatform": "X86_64"
IE
"Actions": {
"#ISDTService.vmmControl": {
"target": "/redfish/vl/Managers/1/ISDTService/Actions/ISDTService.vmmControl'
}
}
Output Description

For a description of the output returned when you query information about the ISDT resource,

refer to Table 4-55.

Table 4-55 Output Descriptions for Querying Information About the ISDT Resource

Field Type Description
@odata.context String OData description of the ISDT resource
model.
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Field Type Description

@odata.id String Access path of the ISDT resource node.

@odata.type String Type of the ISDT resource.

Imagelnstalled Boolean Whether there is a navigation disk image.

ImageMounted Boolean Whether the ISDT image is mounted.

ISDTStartEnabled Boolean Whether one-click ISDT startup is en-
abled.

Version Object Version number object

Version.ISDTVersion String ISDT version number.

Version.ISDTBuildDate String ISDT generation date.

Version.ISDTPIlatform String Platform that supports ISDT.

Actions Object Available actions for the ISDT resource.

#ISDT Service.VmmControl.target String Path of the control operation on the navi-
gation disk.

4.33 Modifying Properties of the ISDT Service Resource

Function

Modify properties of the ISDT Service resource.
Permission Required

VMM.

Syntax

e Operation Type: PATCH
e URL: https://device ip/redfish/vl/Managers/manager id/ISDTService

e Request Header:

x-auth-token:auth_value
Content-Type: header_type

o Request Message Body:

"ServiceEnabled": ServiceEnabled_value,

"ISDTStartEnabled": ISDTStartEnabled_value

Document Serial Number: V120240304 (R1.3) 152



VANTAGEO Server Redfish Interface Description (BMC V4)

vantageo

Description

For a description of the parameters for modifying properties of the ISDT Service resource, refer

to Table 4-56.

Table 4-56 Parameter Descriptions for Modifying Properties of the ISDT Service Resource

request, the "Headers" field must
carry the "X-Auth-Token" value for
authentication.

Parameter Description Value
device_ip IP address for logging in to the de- | IPv4 or IPv6 address.
vice.
manager_id ID of the Manager resource. For a rack server, the value is 1 or
Self.
auth_value During the execution of the PATCH | It can be obtained when a session

is created through /redfish/v1/

SessionService/Sessions.

header_type

Format of the request message.

application/json

ServiceEnabled Whether service is enabled. ® true: enabled
o false: disabled
ISDTStartEnabled_value Whether one-click ISDT startupis | ® true: yes.
enabled. ® false: no.

Usage Guidelines
None
Example

e Request Example:

PATCH https://device_ip/redfish/v1/Managers/1/ISDTService

e Request Header:

x-auth-token:LXIrQPHHOPTz6k4rrPB/UfABUd45p9PFIC8QG2Ip2F0=
Content-Type: application/json

o Request Message Body:

"ServiceEnabled": true,
"ISDTStartEnabled": true

}

e Response Example: None
e Status Code: 204
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Output Description

None

4.34 Mounting and Dismounting Navigation Disks

Function

Mount and dismount navigation disks.

Permission Required

VMM.
Syntax

e Operation Type:

POST

e URL:https://device ip/redfish/v1/Managers/manager 1d/ISDTSer-

vice/Actions/ISDTService.VmmControl

e Request Header:

Content-Type: hea

x-auth-token:auth_value

der_type

o Request Message Body:

{
"vmmControlType": vmm_control_type_value
I
Description

For a description of the parameters for mounting and dismounting navigation disks, refer to Ta-

ble 4-57.

Table 4-57 Parameter Descriptions for Mounting and Dismounting Navigation Disks

Parameter Description Value

device_ip IP address for logging in to the device. IPv4 or IPv6 address.

manager_id ID of the Manager resource. For a rack server, the value is 1 or Self.

auth_value During the execution of the PATCH re- It can be obtained when a session is creat-
quest, the "Headers" field must carry the ed through /redfish/v1/SessionSer-
"X-Auth-Token" value for authentication. vice/Sessions.

vmm_con- Type of Vmm control. ® Connect: connected

trol_type_value ® Disconnect: disconnected
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Usage Guidelines
None
Example

e Request Example:

POST https://device_ip/redfish/v1/Managers/1/ISDTService/Actions/ISDTService.VmmControl

e Request Header:

x-auth-token:LXIrQPHHOPTz6k4rrPB/UfABUd45p9PFIC8QG2Ip2F0=
Content-Type: application/json

o Request Message Body:

"vmmControlType": "Connect"

}

e Response Example:

{
"@odata.context": "/redfish/vl/$metadata#ISDTService.ISDTService",
"@odata.id": "/redfish/vl/Managers/1/1SDTService/Actions/ISDTService.vmmControl",
"@odata.type": "#ISDTService.v1_0_0.ISDTService",
"Information": {
"target": "/redfish/vl/Managers/1/ISDTService"
}
}

e Status Code: 200
Output Description

For a description of the output returned when you mount and dismount navigation disks, refer to
Table 4-58.

Table 4-58 Output Descriptions for Mounting and Dismounting Navigation Disks

Field Type Description

@odata.context String OData description of the ISDT resource model.
@odata.id String Access path of the ISDT resource node.
@odata.type String Type of ISDT resource.

Information Object -

target String Access path of the current ISDT resource.
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4.35 Querying Information About the ISDT FWUpdate Collection

Function

Query information about the ISDT FWUpdate collection.

Permission Required

Query.

Syntax

e Operation Type: GET

e URL:https://device ip/redfish/v1/Managers/manager 1d/ISDTSer-

vice/ISDTFWUpdate

e Request Header:

X-Auth-Token:auth_value

e Request Message Body: None

Description

For a description of the parameters for querying information about the ISDT FWUpdate collec-
tion, refer to Table 4-59.

Table 4-59 Parameter Descriptions for Querying Information About the ISDT FWUpdate Col-

lection

Parameter

Setting

Value

device_ip

IP address for logging in to the device.

IPv4 or IPv6 address.

manager_id

ID of the Manager resource.

For a rack server, the value is 1 or Self.

auth_value

X-Auth-Token value contained in Request
Header in the GET request for authentica-
tion.

It can be obtained by creating a session
through /redfish/v1/SessionSer-

vice/Sessions.

Usage Guidelines

None

Example

e Request Example:

GET https://device_ip/redfish/v1/Managers/1/ISDTService/lSDTFWUpdate

e Request Header:

X-Auth-Token:LXIrQPHHOPTz6k4rrPB/UfABUd45p9PFIC8QG2Ip2F 0=
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e Request Message Body: None

e Response Example:

}

"@odata.context":
"/redfish/vl/$metadata#ISDTFWUpdateCollection.ISDTFWUpdateCollection",
"@odata.id": "/redfish/vl/Managers/manager_id/ISDTService/ISDTFwWUpdate",
"@odata.type": "#ISDTFwUpdateCollection.ISDTFwUpdateCollection",
"Name": "ISDT Framework Update Collection",
"Members@odata.count": 1,
"Members": [

{

"@odata.id": "/redfish/vl/Managers/manager_id/ISDTService/ISDTFwUpdate/1"

e Status Code: 200

Output Description

For a description of the output returned when you query information about the ISDT FWUpdate

collection, refer to Table 4-60.

Table 4-60 Output Descriptions for Querying Information About the ISDT FWUpdate Collec-

tion

Field Type Description

@odata.context String OData description of the ISDT resource collection
model.

@odata.id String Access path of the ISDT resource collection node.

@odata.type String Type of ISDT resource collection.

Name String Name of the ISDT resource collection.

Members@odata.count Number Number of ISDT FWUpdate tasks, which is fixed to
one.

Members.@odata.id String ISDT FWUpdate task.

4.36 Querying Information About an ISDT FWUpdate Task

Function

Query information about an ISDT FWUpdate task.
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Permission Required

Query.

Syntax

e Operation Type: GET

e URL:https://device ip/redfish/v1/Managers/manager 1d/ISDTSer-

vice/ISDTFWUpdate/updateid

e Request Header:

X-Auth-Token:auth_value

Description

Request Message Body: None

For a description of the parameters for querying information about an ISDT FWUpdate task, re-

fer to Table 4-61.

Table 4-61 Parameter Descriptions for Querying Information About an ISDT FWUpdate Task

Parameter Setting Value

device_ip IP address for logging in to the device. IPv4 or IPv6 address.

manager_id ID of the Manager resource. For a rack server, the value is 1 or Self.

auth_value X-Auth-Token value contained in Request | It can be obtained by creating a session
Header in the GET request for authentica- | through /redfish/v1/SessionSer-
tion. vice/Sessions.

updateid ID of the available ISDT FWUpdate task. Fixed to 1.

Usage Guidelines

None

Example

Request Example:

GET https://device_ip/redfish/v1/Managers/1/ISDTService/|SDTFWUpdate/12

e Request Header:

X-Auth-Token:LXIrQPHHOPTz6k4rrPB/UfABUd45p9PFIC8QG2Ip2F 0=

Request Message Body: None

Response Example:
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"@odata.context": "/redfish/vl/$metadata#ISDTFwUpdate.ISDTFwWUpdate",
"@odata.id": "/redfish/vl/Managers/manager_id/ISDTService/ISDTFwWUpdate/1",
"@odata.type": "#ISDTFwUpdate.vl_0_0.ISDTFwUpdate",
"Id": "1",
"Name": "ISDT Framework Update",
"Transferstate": null,
"TransferFileName": null,
"UpgradeProgress": 0,
"Messages": [],
"Actions": {
"#ISDTFwUpdate.Simpleupdate": {
"target":
"/redfish/vl/Managers/manager_id/ISDTService/ISDTFwUpdate/1/Actions/
ISDTFwWUpdate.Simpleupdate"

}

e Status Code: 200
Output Description

For a description of the output returned when you query information about an ISDT FWUpdate
task, refer to Table 4-62.

Table 4-62 Output Descriptions for Querying Information About an ISDT FWUpdate Task

Field Type Description
@odata.context String OData description of the ISDT FWUpdate resource
model.
@odata.id String Access path of the ISDT FWUpdate resource.
@odata.type String Type of ISDT FWUpdate resource.
Id Integer ID of the availbale ISDT FWUpdate resource, which is
fixed to 1.
Name String Description of the interface.
TransferState String File transfer status. Options:
® |[nitiating
® Ongoing
e Completed
TransferFileName String Name of the file that is transferred. Options:
® ImageUrl carried in the request during update.
® SignalUrl carried in the request during update.
UpgradeProgress Integer Task progress, range: 0-100.
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Field Type Description

Messages Array Task progress description, which is not fixed. A com-
pletion time string is available when the task is com-
pleted.

Actions String Operations that can be performed on the resource.

#ISDTFWUpdate.SimpleUp- String Operation Path for the SimpleUpdate resource.

date.target

4.37 Burning an ISDT Image

Function

Burn an ISDT image.

Permission Required

VMM.

Syntax

Operation Type: POST
URL: https://device ip/redfish/v1/Managers/manager 1id/ISDTSer-
vice/ISDTFWUpdate/update id/Actions/SDTFWUpdate.SimpleUpdate

Request Header:

X-Auth-Token:auth_value
Content-Type: header_type

Request Message Body:

"ImageURI":"image_URI_value",

"SignaluRI":"signal_URI_value"

Description

For a description of the parameters for burning an ISDT image, refer to Table 4-63.

Table 4-63 Parameter Descriptions for Burning an ISDT Image

Parameter Setting Value

device_ip IP address for logging in to the device. IPv4 or IPv6 address.

manager_id ID of the Manager resource. For a rack server, the value is 1 or Self.
update_id Update task ID. -
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Parameter

Setting

Value

auth_value

X-Auth-Token value contained in Request
Header in the POST request for authenti-
cation.

It can be obtained by creating a session
through /redfish/v1/SessionSer-

vice/Sessions.

header_type

Format of the request message.

application/json

image_URI_value

Remote path of the ISO image.

URL for the remote file path, for example,
https://192.168.1.5/abc/xxx.iso

signal_URI_value

Remote path for the authentication file cor-

responding to the update file.

URL for the authentication file path, for ex-
ample, https://192.168.1.5/abc/yyy.check-
sum

Usage Guidelines

None

Example

e Request Example:

POST https://device_ip/redfish/v1/Managers/1/ISDTService/ISDTFWUpdate/12/Actions/SDTFWUp-
date.SimpleUpdate

e Request Header:

X-Auth-Token:LXIrQPHHOPTz6k4rrPB/UfABUd45p9PFIC8QG2Ip2F0=
Content-Type: application/json

o Request Message Body:

}

"ImageURI":"https://serverip:port/ISDT.iso",

"SignalurRI":"https://serverip:port/checksum.txt"

e Response Example:

"error": {

"code": "Base.l.0.GeneralError",

"message":

"@vessage.Extendedinfo": [

"A general error has occurred. See Extendedinfo for more information.",

"@odata.type": "#Message.vl_0_0.Message",

"MessageId": "Base.l.0.Success",

"RelatedProperties": [],

"Message": "successfully Completed Request",
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"MessageArgs": [],

"Severity": "ok",

}

"Resolution":

e Response code: 202

Output Description

For a description of the output returned when you burn an ISDT image, refer to Table 4-64.

Table 4-64 Output Descriptions for Burning an ISDT Image

Field Type Description
code String Response code description.
message String Prompt message that is returned.
@Message.Extendedinfo Array Extended information about the message.
@odata.type String OData description of the message resource.
Messageld String Message ID.
RelatedProperties Array Message-related properties.
Message String Details.
MessageArgs Array Message arguments.
Severity String Severity level. Options:
e OK
® \Warning
® Critical
Resolution String Recommended solution.

4.38 Adding Routes

Function

Add routes.
Permission Required
Basic management.
Syntax

e Operation Type: POST
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e URL:https://device ip/redfish/v1/Managers/manager id/EthernetInter-

faces/id/Actions/EthernetInterface.AddRoutes

e Request Header:

X-Auth-Token:auth_value
Content-Type: header_type

o Request Message Body:

}’

"Address":

"PrefixLength":

"IPv4Route": {

ipv4_address_value,

"Netmask": ipv4_netmask_value

"IPv6Route": {

"Address": ipv6_address_value,

ipv6_prefixLen_value

Description

For a description of the parameters for adding routes, refer to Table 4-65.

Table 4-65 Parameter Descriptions for Adding Routes

Header in the POST request for authenti-

cation.

Parameter Setting Value
device_ip IP address for logging in to the device. IPv4 or IPv6 address.
manager_id ID of the Manager resource. For a rack server, the value is 1 or Self.
id ID of the BMC management interface re- It can be obtained by querying the col-
source. lection of BMC management interface re-
sources.
auth_value X-Auth-Token value contained in Request | It can be obtained by creating a session

through /redfish/v1/SessionSer-

vice/Sessions.

header_type

Format of the request message.

application/json

ipv4_address_value | String IP address( IPv4 and IPv6 addresses are
set separately)

ipv4_netmask_val- | String Mask.

ue

ipv6_address_value | String IP address.
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Parameter Setting

Value

ue

ipv6_prefixLen_val- | Number

Prefix length.

Usage Guidelines

None

Example

Request Example:

face.AddRoutes

POST https://device_ip/redfish/v1/Managers/1/Ethernetinterfaces/D64FE89CE17C/Actions/Ethernetinter-

Request Header:

Content-Type: application/json

X-Auth-Token:LXIrQPHHOPTz6k4rrPB/UfABUd45p9PFIC8QG2Ip2F0=

Request Message Body:

"IPv4Route": {
"Address": "192.168.1.5",
"Netmask": "255.255.255.192"
IE
"IPv6Route": {
"Address": "ff00::",
"PrefixLength": 8

}

Response Example: None

Response code: 204

Output Description

None

4.39 Deleting Routes

Function

Delete routes.

Permission Required

Basic management.
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Syntax

e Operation Type: POST

e URL:https://device ip/redfish/v1/Managers/manager id/EthernetInter-

faces/id/Actions/EthernetInterface.DeleteRoutes

e Request Header:

X-Auth-Token:auth_value
Content-Type: header_type
o Request Message Body:
{
"IPv4Route": {
"Address": "ipv4_address_value",
"Netmask": "ipv4_netmast_value"
IE
"IPv6Route": {
"Address": "ipv6_address_value",
"PrefixLength": ipv6_prefixLen_value
}
}
Description

For a description of the parameters for deleting routes, refer to Table 4-66.

Table 4-66 Parameter Descriptions for Deleting Routes

Parameter Setting Value
device_ip IP address for logging in to the device. IPv4 or IPv6 address.
manager_id ID of the Manager resource. For a rack server, the value is 1 or Self.
id ID of a BMC management interface re- It can be obtained by querying the col-
source. lection of BMC management interface re-
sources.
auth_value X-Auth-Token value contained in Request | It can be obtained by creating a session

Header in the POST request for authenti-
cation.

through /redfish/v1/SessionSer-

vice/Sessions.

header_type

Format of the request message.

application/json

ipv4_address_value | String IPv4 address.
ipv4_netmast_value | String IPv4 mask.
ipv6_address_value | String IPv6 address.
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Parameter Setting Value
ipv6_prefixLen_val- | Number IPv6 prefix length.
ue

Usage Guidelines

None

Example

Request Example:

POST https://device_ip/redfish/v1/Managers/1/Ethernetinterfaces/D64FE89CE17C/Actions/Ethernetinter-
face.DeleteRoutes

Request Header:

X-Auth-Token:LXIrQPHHOPTz6k4rrPB/UfABUd45p9PFIC8QG2Ip2F0=
Content-Type: application/json

o Request Message Body:
{
"IPv4Route": {
"Address": "192.168.1.5",
"Netmask": "255.255.255.192"
}’
"IPv6Route": {
"Address": "ff00::",
"PrefixLength": 8
}
}
e Response Example: None
e Response code: 204
Output Description
None

4.40 Querying Information About the SecurityService Resource

Function

Query information about the SecurityService resource of a server.

Permission Required

Query.

Document Serial Number: V120240304 (R1.3) 166




VANTAGEO Server Redfish Interface Description (BMC V4)

vantageo

Syntax

e Operation Type: GET

e URL:https://device ip/redfish/v1/Managers/manager id/SecuritySer-

vice

e Request Header:

X-Auth-Token:auth_value

e Request Message Body: None

Description

For a description of the parameters for querying information about the SecurityService re-

source, refer to Table 4-67.

Table 4-67 Parameter Descriptions for Querying Information About the SecurityService Re-

source

Parameter

Setting

Value

device_ip

IP address for logging in to the device.

IPv4 or IPv6 address.

manager_id

ID of the Manager resource.

For a rack server, the value is 1 or Self.

auth_value

X-Auth-Token value contained in Request
Header in the GET request for authentica-
tion.

It can be obtained by creating a session
through /redfish/v1/SessionSer-

vice/Sessions.

Usage Guidelines

None

Example

e Request Example:

GET https://device_ip/redfish/v1/Managers/1/SecurityService

e Request Header:

X-Auth-Token:LXIrQPHHOPTz6k4rrPB/UfABUd45p9PFIC8QG2Ip2F 0=

e Request Message Body: None

e Response Example:

"1d": "SecurityService",

"@odata.context": "/redfish/vl/$metadata#SecurityService.SecurityService",
"@odata.id": "/redfish/vl/Managers/1l/SecurityService",

"@odata.type": "#Firewallservice.vl_0_0.SecurityService",
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"Name": "Security Service",
"FirewallRules": {
"@odata.id": "/redfish/vl/Managers/1l/SecurityService/FirewallRules"
IE
"HttpsCert": {
"@odata.id": "/redfish/vl/Managers/1l/SecurityService/HttpsCert"

}

e Status Code: 200
Output Description

For a description of the output returned when you query information about the SecurityService
resource, refer to Table 4-68.

Table 4-68 Output Descriptions for Querying Information About the SecurityService Resource

Field Type Description

@odata.context String OData description of the SecurityService resource
model.

@odata.id String Access path of the SecurityService resource.

@odata.type String Type of SecurityService resource.

Id String Unique identifier.

Name String Resource name.

FirewallRules String Lower-level firewall rule URI.

HttpsCert String URI for SSL certificate information query.

4.41 Querying Information About SecurityService Rules

Function

Query information about SecurityService rules of a server.
Permission Required

Query.

Syntax

e Operation type: GET
e URL:nttps://device ip/redfish/v1/Managers/manager id/SecuritySer-
vice/FirewallRules

e Request Header:
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X-Auth-Token:auth_value

e Request Message Body: None

Description

For a description of the parameters for querying information about SecurityService rules, refer

to Table 4-69.

Table 4-69 Parameter Descriptions for Querying Information About SecurityService Rules

Parameter

Setting

Value

device_ip

IP address for logging in to the device.

IPv4 or IPv6 address.

manager_id

ID of the Manager resource.

For a rack server, the value is 1 or Self.

auth_value

X-Auth-Token value contained in Request
Header in the GET request for authentica-
tion.

It can be obtained by creating a session
through /redfish/v1/SessionSer-

vice/Sessions.

Usage Guidelines

None

Example

e Request Example:

GET https://device_ip/redfish/v1/Managers/1/SecurityService/FirewallRules

e Request Header:

X-Auth-Token:LXIrQPHHOPTz6k4rrPB/UfABUd45p9PFIC8QG2Ip2F 0=

e Request Message Body: None

e Response Example:

"@odata.context":

"@odata.id":

"Actions":

"/redfish/vl/$metadata#FirewalTRule.FirewallRule",

"/redfish/vl/Managers/1/SecurityService/FirewallRules",

"FirewallRules",
"Name": "Firewall Rules",

{

"@odata.type": "#FirewallRule.v1l_0_0.FirewallRule",
nrghs

"#FirewallRule.AddRules": {
"target":
"/redfish/vl/Managers/1/SecurityService/FirewallRules/Actions/
FirewallRule.AddRules"

}’
"#FirewallRule.DeleteRules": {
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"target":
/redfish/vl/Managers/1/SecurityService/FirewallRules/Actions/

FirewallRule.DeleteRules"

}
IE
"ActiveStrategy": "Drop",
"Rules": [

{

"RuleType": "Drop",

"@odata.id":
"/redfish/vl/Managers/1/SecurityService/FirewallRules#/Rules/BlackList_1",
"StartDateTime": null,

"EndDateTime": null,

"StartIPAddress": "192.168.1.1",

"EndIPAddress": null,

"StartMacAddress": null,

"EndMacAddress": null,

"workdayonly": false

}

e Status Code: 200
Output Description

For a description of the output returned when you query information about SecurityService
rules, refer to Table 4-70.

Table 4-70 Output Descriptions for Querying Information About SecurityService Rules

Field Type Description

@odata.context String OData description of the firewall rule resource model.
@odata.id String Access path of the firewall rule resource.
@odata.type String Type of firewall rule resource.

Id String Unique identifier.

Name String Resource name.

ActiveStrategy String Currently valid rule policy:

® Accept: enables rules for accepting data, that is,
the allowlist takes effect.

o Drop: enables rules for dropping data, that is, the
blocklist takes effect.

Rules Array Rule list.
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Field Type Description

Actions Object Operations that can be performed on the resource.
#FirewallRule.AddRules.target | String Operation path for adding a firewall rule.
#FirewallRule.DeleteRules.tar- | String Operation path for deleting a firewall rule.

get

@odata.id String Uniquely identifies the rule in IPRules.
RuleType String Type of rule.

StartDateTime String Time when the rule takes effect.

EndDateTime String Time when the rule becomes invalid.
StartIPAddress String Start IP address corresponding to the rule.
EndIPAddress String End IP address corresponding to the rule.
StartMacAddress String Start MAC address corresponding to the rule.
EndMacAddress String End MAC address corresponding to the rule.
WorkdayOnly Boolean Whether the rule is effective on workdays only.

® true: takes effect on workdays only.
o false: takes effect every day within the specified
time range.

4.42 Adding a Firewall Rule

Function

Add a firewall rule.
Permission Required
Security management.
Syntax

e Operation Type: POST

e URL:nttps://device ip/redfish/v1/Managers/manager id/SecuritySer-

vice/FirewallRules/Actions/FirewallRule.AddRules

e Request Header:

X-Auth-Token:auth_value
Content-Type: header_type

o Request Message Body:
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"Rules": [
{
"RuleType": rule_type_value,
"StartDateTime": start_data_time_value,

"EndDateTime": end_data_time_value,

"EndIPAddress": end_ip_address_value,
"StartMacAddress":

"EndMacAddress": end_mac_address_value,

"workdayonly": workday_only_value

"StartIPAddress": start_ip_address_value,

start_mac_address_value,

Description

For a description of the parameters for adding a firewall rule, refer to Table 4-71.

Table 4-71 Parameter Descriptions for Adding a Firewall Rule

Header in the POST request for authenti-

cation.

Parameter Setting Value

device_ip IP address for logging in to the device. IPv4 or IPv6 address.

manager_id ID of the Manager resource. For a rack server, the value is 1 or Self.
auth_value X-Auth-Token value contained in Request | It can be obtained by creating a session

through /redfish/v1/SessionSer-

vice/Sessions.

header_type

Format of the request message.

application/json

ue

rule_type_value Type of rule. ® Accept
® Drop
start_data_time_val- | Time when the rule takes effect. Optional.

Format example: 2029-01-11 00:00
If this parameter is configured, EndDate-

Time also needs to be configured.

end_data_time_val-

Time when the rule becomes invalid.

Optional.

ue Format example: 2029-01-11 00:00
If this parameter is configured, StartDate-
Time also needs to be configured.
start_ip_ad- Start IP address corresponding to the rule. | One of StartMacAddress and StartIPAd-
dress_value dress must be configured.
end_ip_ad- End IP address corresponding to the rule. | Optional.
dress_value
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Parameter Setting Value

start_mac_ad- Start MAC address corresponding to the One of StartMacAddress and StartIPAd-
dress_value rule. dress must be configured.

end_mac_ad- End MAC address corresponding to the Optional.

dress_value rule. A MAC address segment can contain a

maximum of 64 MAC addresses.

workday_only_value | Whether the rule is effective on workdays

only.

Optional.

e true: takes effective on workdays only.
If this option is selected, the date and
time must be configured.

o false: takes effective every day.

Usage Guidelines
None
Example

e Request Example:

dRules

POST https://device_ip/redfish/v1/Managers/1/SecurityService/FirewallRules/Actions/FirewallRule.Ad-

e Request Header:

Content-Type: application/json

X-Auth-Token:LXIrQPHHOPTz6k4rrPB/UfABUd45p9PFIC8QG2Ip2F0=

o Request Message Body:

{
"Rules": [
{
"RuleType": "Drop",
"StartDateTime": "2024-02-20 00:00",
"EndDateTime": "2024-02-22 00:00",
"StartIPAddress": "128.6.0.100",
"EndIPAddress": "128.6.1.100",
"StartMacAddress": "11:22:33:44:55:66",
"EndMacAddress": "11:22:33:44:55:76",
"workdayonly": false
}
]
}

e Response Example: None

e Response code: 204
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Output Description

None

4.43 Deleting a Firewall Rule

Function

Delete a firewall rule.

Permission Required

Security management.

Syntax

Operation Type: POST
URL: https://device ip/redfish/v1/Managers/manager id/SecuritySer-
vice/FirewallRules/Actions/FirewallRule.DeleteRules

Request Header:

X-Auth-Token:auth_value
Content-Type: header_type

Request Message Body:

"IPRules": [

{
"@odata.id":

"/redfish/vl/Managers/1/SecurityService/FirewallRules#/Rules/BlackList_1"

Description

For a description of the parameters for deleting a firewall rule, refer to Table 4-72.

Table 4-72 Parameter Descriptions for Deleting a Firewall Rule

Parameter Setting Value

device_ip IP address for logging in to the device. IPv4 or IPv6 address.

manager_id ID of the Manager resource. For a rack server, the value is 1 or Self.

auth_value X-Auth-Token value contained in Request | It can be obtained by creating a session
Header in the POST request for authenti- | through /redfish/v1/SessionSer-
cation. vice/Sessions.
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Parameter

Setting

Value

header_type

Format of the request message.

application/json

IPRules

Rule array.

There is at least one element in the array.

@odata.id

Odatau.id of the rule to be deleted.

Obtained through "GET https://de-
vice_ip/redfish/v1/Managers/1/Securi-

tyService/FirewallRules."

Usage Guidelines

None

Example

e Request Example:

POST https://device_ip/redfish/v1/Managers/1/SecurityService/FirewallRules/Actions/Firewall-
Rule.DeleteRules

Request Header:

X-Auth-Token:LXIrQPHHOPTz6k4rrPB/UfABUd45p9PFIC8QG2Ip2F0=
Content-Type: application/json

Request Message Body:

"IPRules": [

{
"@odata.id":

"/redfish/vl/Managers/1/SecurityService/FirewallRules#/Rules/BlackList_1"

}

e Response Example: None

e Response code: 204

Output Description

None

4.44 Attaching Remote Media to the Virtual Media Device

Function

Attach remote media to the virtual media device.
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Permission Required

VMM.

Syntax

Operation Type: POST

URL: https://device ip/redfish/v1/Managers/manager id/VirtualMe-

dia/media type/Actions/VirtualMedia.InsertMedia

Request Header:

X-Auth-Token:auth_value
Content-Type:header_type

Request Message Body:

"Image":ImageURI,
"Username":username_value,

"Password" :password_value,

"TransferProtocolType":TransferProtocolType

Description

For a description of the parameters for attaching remote media to the virtual media device, refer
to Table 4-73.

Table 4-73 Parameter Descriptions for Attaching Remote Media to the Virtual Media Device

Parameter Setting

Value

device_ip

IP address for logging in to the device.

IPv4 or IPv6 address.

manager_id

ID of the Manager resource.

For a rack server, the value is 1 or Self.

auth_value

cation.

X-Auth-Token value contained in Request
Header in the POST request for authenti-

It can be obtained by creating a session
through /redfish/v1/SessionSer-

vice/Sessions.

header_type

Format of the request message.

application/json

ImageURI Image address.

Remote image address. The remote serv-
er needs to support the corresponding ser-

vice.

TransferProto-

colType

Transfer protocol type.

CIFS
HTTPS
NFS
HTTP
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Parameter

Setting

Value

username_value

Username.
Whether this parameter is set or not de-

pends on the service configuration.

String type. A maximum of 32 characters

are supported.

password_value

Password
Whether this parameter is set or not de-

pends on the service configuration.

String type. A maximum of 32 characters

are supported.

Usage Guidelines

None

Example

e Request Example:

POST https://device_ip/redfish/v1/Managers/1/VirtualMedia/CD/Actions/VirtualMedia.InsertMedia

e Request Header:

X-Auth-Token:LXIrQPHHOPTz6k4rrPB/UfABUd45p9PFIC8QG2Ip2F0=
Content-Type:application/json

o Request Message Body:

}

"Image":"cifs://device_ip/home/mount_test/isocfg-tool-vl.iso",

"Username":"test",
"Password":"123",

"TransferProtocolType":"CIFS"

e Response Example:

{
}

e Status Code: 200

Output Description

None

4.45 Detaching Remote Media from the Virtual Media Device

Function

Detach remote media from the virtual media device.
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Permission Required

VMM.

Syntax

Operation Type: POST

URL: https://device ip/redfish/v1/Managers/manager id/VirtualMe-

dia/media type/Actions/VirtualMedia.EjectMedia

Request Header:

X-Auth-Token:auth_value
Content-Type: header_type

Request Message Body:

Description

For a description of the parameters for detaching remote media from the virtual media device,
refer to Table 4-74.

Table 4-74 Parameter Descriptions for Detaching Remote Media from the Virtual Media Device

cation.

Header in the POST request for authenti-

Parameter Setting Value

device_ip IP address for logging in to the device. IPv4 or IPv6 address.

manager_id ID of the Manager resource. For a rack server, the value is 1 or Self.
auth_value X-Auth-Token value contained in Request | It can be obtained by creating a session

through /redfish/v1/SessionSer-

vice/Sessions.

header_type

Format of the request message.

application/json

media_type Virtual media type.

The following types are supported:
CD

CD1

USBStick

USBStick1

Usage Guidelines

None

Example

e Request Example:

Document Serial Number: VT20240304 (R1.3)

178




VANTAGEO Server Redfish Interface Description (BMC V4) Vant8890 |

POST https://device_ip/redfish/v1/Managers/1/VirtualMedia/CD/Actions/VirtualMedia.EjectMedia

e Request Header:

X-Auth-Token:LXIrQPHHOPTz6k4rrPB/UfABUd45p9PFIC8QG2Ip2F0=
Content-Type: application/json

o Request Message Body:

{
}

e Response Example:

{
}

Status Code: 200

Output Description

None

4.46 Setting the BMC Time
Function
Set the BMC time.
Permission Required
Basic management.
Syntax

e Operation Type: POST

e URL:https://device ip/redfish/v1/Managers/manager id/Actions/Oem/
VANTAGEO/Manager.SetBMCTimes

e Request Header:

X-Auth-Token:auth_value
Content-Type:header_type

o Request Message Body:

{

"Times":times_value
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Description

For a description of the parameters for setting the BMC time, refer to Table 4-75.

Table 4-75 Parameter Descriptions for Setting the BMC Time

Parameter

Setting

Value

device_ip

IP address for logging in to the device.

IPv4 or IPv6 address.

manager_id

ID of the Manager resource.

For a rack server, the value is 1 or Self.

auth_value

X-Auth-Token value contained in Request
Header in the POST request for authenti-
cation.

It can be obtained by creating a session
through /redfish/v1/SessionSer-

vice/Sessions.

header_type

Format of the request message.

application/json

times_value

Date and time.

Format: yyyy-mm-dd HH:mm:ss. For ex-
ample, 2024-05-09 19:56:10.

Usage Guidelines

None

Example

e Request Example:

POST https://device_ip/redfish/v1/Managers/1/Actions/Oem/VANTAGEO/Manager.SetBMCTimes

Request Header:

X-Auth-Token:LXIrQPHHOPTz6k4rrPB/UfABUd45p9PFIC8QG2Ip2F0=
Content-Type:application/json

Request Message Body:

"Times":"2024-05-09 19:56:10"
}

Response Example:

{
"error": {
"code": "Base.1l.8.1.Success",
"message": "Successfully Completed Request",

"@vessage.ExtendedInfo": [

{
"@odata.type": "#Message.vl 1_1.Message",
"MessageId": "Base.l1l.8.1.Success",
"Message": "Successfully Completed Request",
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}

"Severity": "ok",

"Resolution":

e Status Code: 200

Output Description

For a description of the output returned when you set the BMC time, refer to Table 4-76.

Table 4-76 Output Descriptions for Setting the BMC Time

Field Type Description
code String ID of the specified message in the message registry.
message String Readable message for the code in the message reg-
istry.
@Message.Extendedinfo Array Extended information about the message.
@odata.type String OData description of the message resource.
Messageld String Message ID.
Message String Details.
Severity String Severity level. Options:
e OK
® \Warning
® Critical
Resolution String Recommended solution.

4.47 Importing the Syslog Root Certificate

Function

Import the Syslog root certificate into the system.

Permission Required
Basic management.
Syntax

e Operation Type: POST

e URL:https://device ip/redfish/v1/Managers/manager id/SyslogSer-

vice/Actions/SyslogService.ImportRootCertificate
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e Request Header:

X-Auth-Token:auth_value
Content-Type:header_type

o Request Message Body:

"Type":type,

"Content":value

Description

For a description of the parameters for importing the Syslog root certificate, refer to Table 4-77.

Table 4-77 Parameter Descriptions for Importing the Syslog Root Certificate

Parameter

Setting

Value

device_ip

IP address for logging in to the device.

IPv4 or IPv6 address.

manager_id

ID of the Manager resource.

For a rack server, the value is 1 or Self.

auth_value

X-Auth-Token value contained in Request
Header in the POST request for authenti-
cation.

It can be obtained by creating a session
through /redfish/v1/SessionSer-

vice/Sessions.

header_type

Format of the request message.

application/json

type

Method of importing a Syslog certificate.

o text: indicates that the value is the con-
tent of the certificate.
o URI: indicates that the value is the lo-

cal or remote URI.

value

Content or path of the certificate

For remote protocols, only HTTPS is sup-
ported.
The value varies with the type.

Usage Guidelines

None

Example

e Request Example:

POST https://device_ip/redfish/v1/Managers/1/SyslogService/Actions/SyslogService.ImportRootCertificate

e Request Header:

X-Auth-Token:LXIrQPHHOPTz6k4rrPB/UfABUd45p9PFIC8QG2Ip2F0=
Content-Type:application/json
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e Request Message Body:

Local address:

"Type":"URI",

"Content":"/data/rootcCA.pem"

Remote address:

"Type":"URT",
"Content":"https://10.226.197.41:28000/rootCA.pem"

Text:

"Type":"text",

"Content":"----- BEGIN CERTIFICATE-----
MIIDNzCCAh8CFBibt0Cg4IvSVTy1432ZNXDu9qSGMAOGCSAGSIb3DQEBCWUAMFgX
CzAIBgNVBAYTAKNOMRIWEAYDVQQIDATHAWFUZ2RvbmcxCzAIBgNVBACMATNaMQuww
CgYDVQQKDANaVEUXDDAKBgNVBASMAQINQzZEMMAOGALUEAWWDVVNBMB4XDTIOMDUY
MTA4NDCYN10XDTIOMDYYMDA4NDCYN1owwDELMAKGALUEBhMCQO4XE jAQBGNVBAGM
CUd1YW5nZG9uzzELMAKGA1UEBWWCU10XDDAKBgNVBAOMA1pURTEMMAOGALUECWWD
Qk 1DMQWwWCgYDVQQDDANVUOEWgQE 1MAOGCSAGSTb3DQEBAQUAA4IBDWAWGGEKAOIB
AQCOmcoiDI1bTmmnhhrbJloQAzNS3au022SKwcvOcUQINO3b4YdyIS+x/fFsks6r+
201kmob8kNt9+/CuUneE7jvgaoMIRp5ThTY/mec3x2caPpzvburalkmvLSBkpccxf
R6LtIQz/ggnooC30n3Mg6RxyqQh9ul/52G0z50/RSx11cyVoNvffgP9aszawx8qp
NF4SNojQFIJIwwXwi5Gv/b71ugy8K/zM4rfOEIOLS6dR5VIuU3/7x1evm//6Z30XgF
JID7ZnVAcV5zfVLppizAJaSbhRvKstU3NUOCEMWCX1ABOXC]jzH73wznGmRhi0b8mQ
5ZYVCECLQz/dx01x501a8CXzAgMBAAEWDQY JKoZIhvcNAQELBQADgGgEBABOYceg9
FpGOLNzTa9T6mAKmpIbk4FvyojoFIe+R1i18rXqfqqPIFdg5QQygs4VvsIEEdLNno8e
bL7FwLkwQ5CHO1PKc1Mkafhnvj5Xgc78wzmsSI0jv4UY9rMkLyhokwghhQlzwxMIv
2RTOMAT3DT51gbTCGsQtk5QubVpnyN3Bj5y0kg5d7jTtk6iQeDWyOXLWYpgSy 6w
kxixsU6YgGIeRCR70kiAT3eA6L00SOGHeTgP70PAZrjPYLRWEXDNJ6YpdO+SAtUX
Z1x7RUf3DoV9irLLEnkveS8Lge/QWEedWEZIOB]jhvkcjuoGDy6ppse3ty+dIiK2Yp
A/tLBdvTgmrxgl4=

e Response Example:

"error": {

"code": "Base.l1l.0.GeneralError",
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"message":
"A general error has occurred. See Extendedinfo for more information.",

"@vessage.ExtendedInfo": [

{
"@odata.type":
"/redfish/vl/$metadata#MessagerRegistry.1.0.0.MessageRegistry",
"MessageIld": "Base.l1l.8.1.Success",
"RelatedProperties": [],
"Message": "The certificate has been imported successfully.",
"MessageArgs": [],
"Severity": "ok",
"Resolution": "None"

}

}

e Status Code: 200
Output Description

For a description of the output returned when you import a Syslog root certificate, refer to Table
4-78.

Table 4-78 Output Descriptions for Importing the Syslog Root Certificate

Field Type Description
code String ID of the specified message in the message registry.
message String Readable message for the code in the message reg-
istry.
@Message.Extendedinfo Array Extended information about the message.
@odata.type String OData description of the message resource.
Messageld String Message ID.
RelatedProperties Array Message-related properties.
Message String Details.
MessageArgs Array Message arguments.
Severity String Severity level. Options:
e OK
® \Warning
® Critical
Resolution String Recommended solution.

Document Serial Number: V120240304 (R1.3) 184



VANTAGEO Server Redfish Interface Description (BMC V4)

vantageo

4.48 Importing a Local Syslog Certificate

Function

Import a local Syslog certificate into the system.

Permission Required

Basic management.

Syntax

e Operation Type: POST

e URL:https://device ip/redfish/v1/Managers/manager id/SyslogSer-

vice/Actions/SyslogService.ImportClientCertificate

e Request Header:

X-Auth-Token:auth_value
Content-Type:header_type

o Request Message Body:

"Type":type,

"Content":value

Description

For a description of the parameters for importing a local Syslog certificate, refer to Table 4-79.

Table 4-79 Parameter Descriptions for Importing a Local Syslog Certificate

Parameter

Setting

Value

device_ip

IP address for logging in to the device.

IPv4 or IPv6 address.

manager_id

ID of the Manager resource.

For a rack server, the value is 1 or Self.

auth_value

X-Auth-Token value contained in Request
Header in the POST request for authenti-
cation.

It can be obtained by creating a session
through /redfish/v1/SessionSer-

vice/Sessions.

header_type

Format of the request message.

application/json

type

Method of importing a Syslog certificate.

o text: indicates that the value is the con-
tent of the certificate.

o URI: indicates that the value is the lo-
cal or remote URI.

value

Content or path of the certificate

For remote protocols, only HTTPS is sup-
ported.
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Parameter Setting Value

The value varies with the type.

Usage Guidelines
None
Example

e Request Example:

cate

POST https://device_ip/redfish/v1/Managers/1/SyslogService/Actions/SyslogService.ImportClientCertifi-

e Request Header:

X-Auth-Token:LXIrQPHHOPTz6k4rrPB/UfABUd45p9PFIC8QG2Ip2F0=
Content-Type:application/json

e Request Message Body:
Local address:

"Type":"URI",

"Content":"/data/client.pem"

Remote address:

{
"Type":"URT",
"Content":"https://10.226.197.41:28000/client.pem"
}
Text:
{

"Type":"text",

"Content":"----- BEGIN CERTIFICATE-----
MIIDODCCAiACFHB4CIcZ84ct099USIMDZI5GPMIYMAOGCSAGSIb3DQEBCWUAMFgX
CzAIBgNVBAYTAKNOMRIWEAYDVQQIDATHAWFUZ2RvbmcxCzAIBgNVBACMATNaMQuww
CgYDVQQKDANaVEUXDDAKBgNVBASMAQINQzZEMMAOGALUEAWWDVVNBMB4XDTIOMDUY
MTA4NDCYN10XDTI1IMDUYMTA4NDCYN1owwTELMAKGALUEBhMCQO4XE jAQBgGNVBAGM
CUd1YW5nZG9uzzELMAKGA1UEBWWCU10XDDAKBgNVBAOMA1pURTEMMAOGALUECWWD
Qk 1DMQOWCWYDVQQDDARKYXAUMI IBI jANBgkqghkiGOWOBAQE FAAOCAQ8AMIIBCGKC
AQEApibFUUST85810Fu0Qj5KcIt+972Dr1zbN30X4IPGLY7asdjx5z41IN2Qdfy7f
tw29XXPVRQLITmC4dTRYHB1Tc/COIWTZEtQYES51ynygDr4tGfsDypwsjgun2t+0T
5cFSd7RXEKLKX]jPXVh0g8gr+7NoAJ52PRrSS,/QLS55BpnPxS4VbtoEYRUQXFCPO7
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WKtTx66u/Lf3pihw5uUpx18i9mqwXNj7oMwywplTdnL41TMK8FaJ97LIF91in+EMzh
HZU3j8C1iQCrh9xujgj9RN22YKRIfiCzb0I2VyHkCiwHGbhUI0111PxRIq92r71hn
05g1TIG6GHALPF0/WkZz41vp72wIDAQABMAOGCSQGSIh3DQEBCWUAA4IBAQCQi 0 X
vlzpteIl8Tpldzskz2+ajofhusTquzaLF8BS0AI2+bjaNswgqy63X6BqYSlvIibone
AyS6SCjvjbPvNtPKddgM4asj+uLW+GCWYDOL7Ct18mul7fSjyTIo/SRI9pgbmupNn
RbdOxkbayErbc1TtvPsIhhBa/JFz96nPUJI8bBBPBET/hFdv2iIlKkhvPgwyj4NJk]
hb91iIAA5SMTsiJ2VE/PUSHyoiLOV78/uwL8NLPppItoACYOHWTIbol6hQQELNS56V
Z4rt6z118nCqtvkYSVIFZArICcpz7Uxsbzd229H6ZYeoVsBKjl4v5Trr3s4xfzc/
0e70FWMUYX+3jVgq+

e Response Example:

{
"error": {
"code": "Base.1l.0.GeneralError",
"message":
"A general error has occurred. See Extendedinfo for more information.",
"@vMessage.ExtendedInfo": [
{
"@odata.type":
"/redfish/vl/$metadata#MessagerRegistry.1.0.0.MessageRegistry",
"MessageIld": "Base.l1l.8.1.Success",
"RelatedProperties": [],
"Message'": "The certificate has been imported successfully.",
"MessageArgs": [],
"Severity": "oK",
"Resolution": "None"
}
]
}
}

e Status Code: 200
Output Description

For a description of the output returned when you import a local Syslog certificate, refer to Ta-
ble 4-80.

Table 4-80 Output Descriptions for Importing a Local Syslog Certificate

Field Type Description

code String ID of the specified message in the message registry.

message String Readable message for the code in the message reg-
istry.
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Field Type Description
@Message.Extendedinfo Array Extended information about the message.
@odata.type String OData description of the message resource.
Messageld String Message ID.
RelatedProperties Array Message-related properties.
Message String Details.
MessageArgs Array Message arguments.
Severity String Severity level. Options:
® \Warning
® Critical
Resolution String Recommended solution.

4.49 Importing a Private Key Certificate
Function
Import the private key certificate into the system.
Permission Required
Basic management.
Syntax

e Operation Type: POST
e URL:https://device ip/redfish/v1/Managers/manager id/SyslogSer-
vice/Actions/SyslogService. ImportPrivateKeyCertificate

e Request Header:

X-Auth-Token:auth_value
Content-Type:header_type

o Request Message Body:

{
"Type":type,
"Content":value
3
Description

For a description of the parameters for importing a private key certificate, refer to Table 4-81.

Document Serial Number: V120240304 (R1.3) 188




VANTAGEO Server Redfish Interface Description (BMC V4)

vantageo

Table 4-81 Parameter Descriptions for Importing a Private Key Certificate

Parameter

Setting

Value

device_ip

IP address for logging in to the device.

IPv4 or IPv6 address.

manager_id

ID of the Manager resource.

For a rack server, the value is 1 or Self.

auth_value

X-Auth-Token value contained in Request
Header in the POST request for authenti-
cation.

It can be obtained by creating a session
through /redfish/v1/SessionSer-

vice/Sessions.

header_type

Format of the request message.

application/json

type

Method of importing a Syslog certificate.

o text: indicates that the value is the con-
tent of the certificate.

o URI: indicates that the value is the lo-
cal or remote URI.

value

Content or path of the certificate

For remote protocols, only HTTPS is sup-
ported.
The value varies with the type.

Usage Guidelines

None

Example

e Request Example:

ertificate

POST https://device_ip/redfish/v1/Managers/1/SyslogService/Actions/SyslogService.ImportPrivateKeyC-

e Request Header:

X-Auth-Token:LXIrQPHHOPTz6k4rrPB/UfABUd45p9PFIC8QG2Ip2F0=
Content-Type:application/json

e Request Message Body:

Local address:

"Type":"URI",

"Content":"/data/cient.key"

Remote address:

"Type":"URI",
"Content":"https://10.226.197.41:28000/cient.key"
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Text:

"Type":"text",

"Content":"----- BEGIN RSA PRIVATE KEY-----
MIIEOWIBAAKCAQEApPibFUUST85810Fu0Qj5KcIt+972Dr1zbN30X4IPGLY7asd]x
5z41N2Qdfy7 ftw29XxPVRQ1ITmC4dTRYHB]Tc/COIWTZEtQYE5TynygDr4tGfsDy
pwsjgun2t+0T5cFSA7RXEKLKXjPXVh0q8gr+7NoA]52PRrsSS/QlS55BpnPxS4vbt
OEYRUQXTCPO7WKtTX66u/Lf3pihw5UpX1819mgwxNj7oMwywplTdnL41TMK8Fal9
7LIF91n+EMzhHZUj8C11QCrh9xujgj9RN22YKRIfiCzb0I2VyHkCiwHGbhUI0i11
PXR1q92r71hn05g1TIG6GHALPT0/WkzZ41vp72wIDAQABAOIBAHQZOXNCL/jD2NSM
PgyFj9e1Hzi63doQPNu3h8CHz/3cLikuu2A4mMnibekul6rB2dxkvvnuzvvemgdHO
0/VURQriYckNVr1u9yQ+N8wNeVtUEVVeDFSMB0ZdztPhQszzhAFewfnovxMvgbap
f56LVEMRoveehcabz+F0y3qyzSvegem3CkFIINIEL6CVH8gddfX4xnBMTC1SVgNR
hG4/akhumd1Fszpu//zM11f6PWr8I6mmN/mgI8]j TyETi2LdbMFPPFZMCzQVfTDY2 7HYWKBgF67RMm/FOBdNn5M1Umos6IPvrgzkoTokoTIq8hoiAuDBHZYW/STvdv2/
ezkfAUZrfodPNIxjgI/uUuYhkAlzoiPcR3GwkjbcRzq5zSFDbQuUcznGobm2ITHkIQ
gSBX02A/NXDD0ozaItMQTms1pKtx3T2084M/vf8aD43+0]cxCwvzM

e Response Example:

"error": {
"code": "Base.1l.0.GeneralError",
"message":
"A general error has occurred. See Extendedinfo for more information.",
"@vMessage.ExtendedInfo": [
{
"@odata.type":
"/redfish/vl/$metadata#MessagerRegistry.1.0.0.MessageRegistry",
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"MessageId": "Base.1l.8.1.Success",

"RelatedProperties": [],

"Message'": "The certificate has been imported successfully.",
"MessageArgs": [],

"Severity": "oK",

"Resolution": "None"

}

e Status Code: 200
Output Description

For a description of the output returned when you import the private key certificate, refer to Ta-
ble 4-82.

Table 4-82 Output Descriptions for Importing a Private Key Certificate

Field Type Description
code String ID of the specified message in the message registry.
message String Readable message for the code in the message reg-
istry.
@Message.Extendedinfo Array Extended information about the message.
@odata.type String OData description of the message resource.
Messageld String Message ID.
RelatedProperties Array Message-related properties.
Message String Details.
MessageArgs Array Message arguments.
Severity String Severity level. Options:
e OK
® \Warning
® Critical
Resolution String Recommended solution.

4.50 Querying SSL Certificate Information
Function

Query SSL certificate information.
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Permission Required

Query.

Syntax

e Operation Type: GET

e URL:nttps://device ip/redfish/v1/Managers/manager id/SecuritySer-

vice/HttpsCert

e Request Header:

X-Auth-Token:auth_value

e Request Message Body: None

Description

For a description of the parameters for querying SSL certificate information, refer to Table 4-83.

Table 4-83 Parameter Descriptions for Querying SSL Certificate Information

Parameter Setting Value

device_ip IP address for logging in to the device. IPv4 or IPv6 address.

manager_id ID of the Manager resource. For a rack server, the value is 1 or Self.

auth_value X-Auth-Token value contained in Request | It can be obtained by creating a session
Header in the GET request for authentica- | through /redfish/vi/SessionSer-
tion. vice/Sessions.

Usage Guidelines

None

Example

e Request Example:

POST https://device_ip/redfish/v1/Managers/1/SyslogService/Actions/SecurityService/HttpsCert

e Request Header:

X-Auth-Token:LXIrQPHHOPTz6k4rrPB/UfABUd45p9PFIC8QG2Ip2F 0=

e Request Message Body: None

e Response Example:

"@odata.context": "/redfish/vl/$metadata#SecurityService.HttpsCert",
"@odata.id": "/redfish/vl/Managers/1l/SecurityService/HttpsCert",
"@odata.type": "#HttpsCert.vl_0_0.HttpsCert",
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"Actions": {
"#HttpsCert.ImportServercCertif
icate": { "target":
"/redfish/vl/Managers/1/SecurityService/HttpsCert/Actions/

HttpsCert.ImportServercCertificate"

}
1,
"Id": "HttpsCert",
"Name": "Https cert
info", "oem": {
"Public": {

"CompletionCode"
: 0,
"Description”:

"Success"

1,
"version": "3",
"X509CertificateInform
ation": {
"Servercert": {
"Certificatestring":
null,
"CertificateType":
null, "Issuer": {
"City": "Hangzhou",
""CommonName": "H3C",
"Country": "CN",
"Oorganization": "New H3C Technologies Co.,Ltd",
"Organizationalunit"”: "Compute and Storage Product

Line", "State": "zhejiang"

1,

"IssuerAddress": "service@h3c.com",

"KeyUsage": "Digital Signature, Non Repudiation, Key Encipherment",
"Publickey": "",

"PublicKeyLengthBits": "2048",
"SerialNumber": "4FF5D2D1B5A683DE8616801FAE92BAOD888DASFI",
"SignatureAlgorithm":
"sha256withRSAEncryption”, "Subject": {
"City": "Hangzhou",
""CommonName": "H3C",
"Country": "CN",
"Organization": "New H3C Technologies Co.,Ltd",
"Oorganizationalunit": "Compute and Storage Product
Line", "State": "zhejiang"
1,
"SubjectAddress": "service@h3c.com",
"validNotAfter": "2036-04-26T09:49:41+08:00",
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"validNotBefore": "2021-04-30T09:49:41+08:00"

}

e Status Code: 200
Output Description

For a description of the output returned when you query SSL certificate information, refer to Ta-
ble 4-84.

Table 4-84 Output Descriptions for Querying SSL Certificate Information

Field Type Description

@odata.context String OData description of the SecurityService.HttpsCert
resource model.

@odata.id String Access path of the SecurityService.HttpsCert re-
source.

@odata.type String Type of SecurityService.HttpsCert resource.

Actions #HttpsCert.Im- String Operation path for SSL certificate import.

portServerCertificate.target

Id String Resource ID.

Name String Resource name.
Oem.Public.CompletionCode Number Success percentage.
Oem.Public.Description String Description.

Version String Version.
X509Certificatelnforma- String Certificate string.
tion.ServerCert.Certifi-

cateString

X509Certificatelnforma- String Certificate format.

tion.ServerCert.Certificate Type

X509Certificatelnforma- String Issuer's email address.

tion.ServerCert.IssuerAddress

X509Certificatelnforma- String Key usage

tion.ServerCert.KeyUsage

X509Certificatelnforma- String Public key.
tion.ServerCert.PublicKey
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Field Type Description
X509Certificatelnforma- String Public key length.
tion.ServerCert.PublicK-

eylLengthBits

X509Certificatelnforma- String Serial number.

tion.ServerCert.SerialNumbe

X509Certificatelnforma- String Signature algorithm.
tion.ServerCert.SignatureAlgo-

rithm

X509Certificatelnforma- String Recipient's email address.

tion.ServerCert.SubjectAddress

X509Certificatelnforma- String End time of the validity period of the certificate.
tion.ServerCert.ValidNotAfter

X509Certificatelnforma- String Start time of the validity period of the certificate.
tion.ServerCert.ValidNotBefore

X509Certificatelnforma- String Same as Subject.

tion.ServerCert.Issuer

X509Certificatelnforma- String Same as Issuer.

tion.ServerCert.Subject

X509Certificatelnforma- String City or area.

tion.ServerCert.Issuer.City

X509Certificatelnforma- String Common name.
tion.ServerCert.Issuer.Com-

monName

X509Certificatelnforma- String Country.

tion.ServerCert.Issuer.Country

X509Certificatelnforma- String Organization.
tion.ServerCert.Issuer.Organi-

zation

X509Certificatelnforma- String Organizational unit.
tion.ServerCert.Issuer.Organi-
zationalUnit

X509Certificatelnforma- String Province (state).

tion.ServerCert.Issuer.State
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4.51 Importing an SSL Certificate

Function

Import an SSL certificate into the system.

Permission Required

Security management.

Syntax

e Operation Type: POST
e URL:https://device ip/redfish/v1/Managers/manager id/SecuritySer-

vice/HttpsCert/Actions/HttpsCert. ImportServerCertificate

e Request Header:

X-Auth-Token:auth_value
Content-Type:header_type

o Request Message Body:

"Certificate": Certificate,

"Privatekey": Privatekey

Description

For a description of the parameters for importing an SSL certificate, refer to Table 4-85.

Table 4-85 Parameter Descriptions for Importing an SSL Certificate

Parameter

Setting

Value

device_ip

IP address for logging in to the device.

IPv4 or IPv6 address.

manager_id

ID of the Manager resource.

For a rack server, the value is 1 or Self.

auth_value

X-Auth-Token value contained in Request
Header in the POST request for authenti-
cation.

It can be obtained by creating a session
through /redfish/v1/SessionSer-

vice/Sessions.

header_type

Format of the request message.

application/json

Certificate SSL certificate. Can be a temporary BMC directory of the
certificate file, a remote HTTPS file, or the
content of the certificate file.

Privatekey SSL private key. Can be a temporary BMC directory of the

private key file, a remote HTTPS file, or

the content of the private key file.
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Usage Guidelines
None
Example

e Request Example:

POST https://device_ip/redfish/v1/Managers/1/SecurityService/HttpsCert/Actions/HttpsCert.Im-
portServerCertificate

e Request Header:

X-Auth-Token:LXIrQPHHOPTz6k4rrPB/UfABUd45p9PFIC8QG2Ip2F0=
Content-Type:application/json

o Request Message Body:
Local import: Upload the files to the /tmp/ss1cert/ directory, and then invoke the Redfish
interface.

"Certificate": "/tmp/sslcert/server.pem",

"Privatekey": "/tmp/sslcert/privkey.pem"

Remote import: In this version, only the HTTPS protocol is supported.

"Certificate": "https://192.168.170.57/server.pem",
"Privatekey": "https://192.168.170.57/privkey.pem"

Upload the text directly:

"Certificate": "----- BEGIN CERTIFICATE-----

MIIDODCCAiACFHB4CIcZ84ct099USIMDZI5GPMIaMAOGCSAGSIb3DQEBCWUAMFgX
CzAIBgNVBAYTAKNOMRIWEAYDVQQIDATHAWFUZ2RvbmcxCzAIBgNVBACMATNaMQuww
CgYDVQQKDANaVEUXDDAKBgNVBASMAQINQzZEMMAOGALUEAWWDVVNBMB4XDTIOMDUY
NzAYNTQzN10XDTIIMDUYNZAYNTQzNTowWTELMAKGALUEBhMCQO4XE jAQBgNVBAGM
CUd1Yw5nZG9uzzELMAKGA1UEBWWCU10XDDAKBgNVBAOMA1pURTEMMAOGALUECWWD
Qk 1DMQOWCWYDVQQDDARKYXAUMI IBI jANBgkqghkiGOWOBAQE FAAOCAQ8AMIIBCGKC
AQEA201k2Y4nY1fNgvTqi THYfDWCcR3+71Mi 1pfQUOKRQgY1s+T1tMiKd2cIhnFQT
T10zOP530ECZNbN8XzTSszXUWUPEXOU60j6FTN1T7QC1Uq/b3wW2BZ9wM1K6Wq70k72
ZX+0VXDMT4FP0oQZrb9dI1MrzHOCWgEOLZggHUXOuUr51L+xKrpvgMh8fx+1BGFrhG
pB9Z2jcnzkUTLCT126Fu/L3jL0fQ7vv7kruzi8omoLgLzkOxYneOSHj+3+AWY02u4
LWI4k/XWWVANFsSHKkBU3EVGTHT2QOX5PXRBCEKFg/08DSMgrEehADbSPOOXUpPHUO

45gHG+j291EL tNMGZTTVVP6WSWIDAQABMAOGCS(GSIb3DQEBCWUAA4IBAQATZ7IR
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mMaUAYLs3f69+tFREYtr4yyoCmu46QMAn5eF00793jLXwvQnQU7 fNZmxwo0yo65m2x
Hs6EgegfHrEFf5ecjPoTV5GTgfKyw76ayYsvxfoyx2dp4TriBQm7LTdC+pKaikMgz
u5ri3kxz+7k5fsFsSo+FeeMWnMPHiobYDb4F8MsPpwTNfPAev1ZvAVjNzXLLOB+3
gzsRGT2/98BY1Rd8PhMKVaHofXeM/Xkkd/61NfjsPbzQgau4IrQAavXfplvQ697Q+
AVWJj/prIivol7p8XGyolIlv5mTq8w3IkdKk3zs+T4uxdSrlacu/gOECBPL/bmQ4Kuw
P6pshnQqg2/0TmbuN

"Privatekey": "----- BEGIN RSA PRIVATE KEY-----
MIIEpQIBAAKCAQEA20Tk2Y4nY1fNgvTqiTHYfDWCR3+71Mi 1pfQUOKRQgy1s+T1t
MiKd2cIhnFQT10z0OP530ECZNbN8XZTSZzXUWUPEXOU60j6FTNIT7QCiUq/b3W2BZ9
WM1K6Wq70k722X+0VXDMT4FP0QZrb9dI1MrzHOCWGEOLZggHUXOour51L+xKrpvam
h8fx+1BGFrhGpB9z2jcnzkuTLC126Fu/L3jLOfQ7vv7kruzi8omoLgLzkOxYne0OS
HJ+3+AWYO2u4LWI4k /XWWVANFsSHKBU3EVQTHT2QOX5PXRBCEKFg/08DSMgrEehA
DbSPOOXUpHU045gHG+3291EL tNMGZTTVVP6WSWIDAQABAOIBAQDS fw/tpWH/I95v IMLUSbXXjXPOzMptAOGBANVVYDL tMHKWBLhentxh
S9TXHUK/NpRMhia3uToopfGXsptmxSEbP+azvtmébn10]jI3DI5aAvtIfETUW+e0
CLO+QS/3IwosDLgjxt5s0/vImwR2s1KHcUIIKYkZOkSACIEivwkGoQi9RA8yB1q/0
1d13aaszE/23bvnIMus/6q0hA0GAQpMCEJ4cXkuDCcZWoxJISYLYQO8XK051jLuyST
gEJ0o7k5KbXrN6FrublA7 /bJLoaebnCqT7c5ym/i TSNUuf1Trwm+uSIZTBULSRTWLE
ek1its8i6jL1z113ndwvT8N8runQElrxzulOullxpfuvjdvTycywl9dpPFdB/LGk
Lwlh+yUCgYEAORNVBTLTu8dzwtaeUFUan93r50/VHvw90IKTIVVTIMTVDSF6ced]
kuaPzLVfcva8MHM4nYU5GzrbyvhH333Juo3JaBhfzadFfs8w+xqDzvHRYOIBMLAD
ebvNBeuxgkf6vjlylm519dvza3/Fv///8DhETfOVLXqg6/hej1lXwL2jI=

————— END RSA PRIVATE KEY---------"

e Response Example:

"error": {
"code": "Base.1l.0.GeneralError",
"message":
"A general error has occurred. See Extendedinfo for more information.",
"@vessage.ExtendedInfo": [

{
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"@odata.type":
"/redfish/vl/$metadata#MessagerRegistry.1.0.0.MessageRegistry",
"MessageIld": "Base.l1l.8.1.Success",

"RelatedProperties": [],

"Message":

"The certificate has been imported successfully, wait for service
reboot.",

"MessageArgs": [],

"Severity": "oK",

"Resolution": "None"

}

e Status Code: 200
Output Description

For a description of the output returned when you import an SSL certificate, refer to Table 4-86.

Table 4-86 Output Descriptions for Importing an SSL Certificate

Field Type Description
code String ID of the specified message in the message registry.
message String Readable message for to the code in the message
registry.
@Message.Extendedinfo Array Extended information about the message.
@odata.type String OData description of the message resource.
Message String Details.
Messageld String Message ID.
RelatedProperties String Message-related properties.
MessageArgs Array Message arguments.
Resolution String Recommended solution.
Severity String Severity level. Options:
e OK
® \Warning
® Critical
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4.52 Exporting BIOS or BMC Configurations

Function

Export BIOS or BMC configurations.

Permission Required

User management.

Syntax

e Operation Type: POST

e URL:https://device ip/redfish/v1/Managers/manager id/Actions/Manag-

er.ExportConfiguration

e Request Header:

X-Auth-Token:auth_value
Content-Type:header_type

o Request Message Body:

"Type" :type_value

Description

For a description of the parameters for exporting BIOS and BMC configurations, refer to Table

4-87.

Table 4-87 Parameter Descriptions for Exporting BIOS and BMC Configurations

Parameter

Setting

Value

device_ip

IP address for logging in to the device.

IPv4 or IPv6 address.

manager_id

ID of the Manager resource.

For a rack server, the value is 1 or Self.

auth_value

X-Auth-Token value contained in Request
Header in the POST request for authenti-
cation.

It can be obtained by creating a session
through /redfish/v1/SessionSer-

vice/Sessions.

header_type

Format of the request message.

application/json

type_value

String

Type of configuration that is exported. Op-
tions:

e BIOS

e BMC
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Usage Guidelines
None
Example

e Request Example:

POST https://device_ip/redfish/v1/Managers/1/Actions/Manager.ExportConfiguration

e Request Header:

X-Auth-Token:LXIrQPHHOPTz6k4rrPB/UfABUd45p9PFIC8QG2Ip2F0=
Content-Type:application/json

o Request Message Body:

"Type" :"BMC
I

e Response Example:

"@odata.type": "#Manager.vl_13_0.Manager",

"Messages": [

{
"@odata.type": "#Message.vl_0_8.Message",
"Message": "A new task /redfish/vl/TasksService/Tasks/1 was created.",
"MessageArgs": [
"/redfish/vl/TaskService/Tasks/1"
1:
"MessageId": "Task.1l.0.New",
"Resolution": "None",
"Severity": "OK"
IE
{
"@odata.type": "#Message.vl_0_8.Message",
"Message":
"Device is preparing BMC/BIOS config export for action
Manager.ExportConfiguration.",
"MessageArgs": [
"Manager.ExportConfiguration"
1:
"MessageId": "Manager.l.0.ExportConfiguration",
"Resolution": "None",
"Severity": "ok"
}
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}

e Response code: 202
Output Description

For a description of the output returned when you export BIOS and BMC configurations, refer to
Table 4-88.

Table 4-88 Output Descriptions for Exporting BIOS and BMC Configurations

Field Type Description
@odata.type String OData description of the message resource.
Messages Array Message list.
Message String Details.
Messageld String Message ID.
MessageArgs Array Message arguments.
Resolution String Recommended solution.
Severity String Severity level. Options:
e OK
® \Warning
® Critical

4.53 Importing BIOS and BMC Configurations

Function

Import BIOS and BMC configurations.
Permission Required

User management.

Syntax

e Operation Type: POST
e URL:https://device ip/redfish/v1/Managers/manager id/Actions/Manag-
er.ImportConfiguration

e Request Header:

X-Auth-Token:auth_value
Content-Type:header_type

o Request Message Body:
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Flie: flie_value,

Type: type_value

Description

For a description of the parameters for importing BIOS and BMC configurations, refer to Table

4-89.

Table 4-89 Parameter Descriptions for Importing BIOS and BMC Configurations

Parameter

Setting

Value

device_ip

IP address for logging in to the device.

IPv4 or IPv6 address.

manager_id

ID of the Manager resource.

For a rack server, the value is 1 or Self.

auth_value

X-Auth-Token value contained in Request
Header in the POST request for authenti-
cation.

It can be obtained by creating a session
through /redfish/v1/SessionSer-

vice/Sessions.

header_type

Format of the request message.

application/json

file_value

Configuration file that is uploaded.

® The BIOS configuration file is a JSON
file.

® The BMC configuration file is a
TAR.GZ file.

type_value

Configuration type.

Configuration type. Options:
e BIOS
e BMC

Usage Guidelines

None

Example

e Request Example:

POST https://device_ip/redfish/v1/Managers/1/Actions/Manager.ImportConfiguration

e Request Header:

X-Auth-Token:LXIrQPHHOPTz6k4rrPB/UfABUd45p9PFIC8QG2Ip2F0=
Content-Type:application/json

o Request Message Body:

In the VALUE column for the File parameter, select the configuration file to be uploaded. In

the VALUE column, enter the configuration type.

Type: BIOS

Flie: biosconfig.json,
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e Response Example:

{
}

e Status Code: 200

Output Description

None

4.54 Downloading a Redfish File

Function

Download a Redfish file to the local PC.

Permission Required

User management.

Syntax

e Operation Type:

POST

e URL:https://device ip/redfish/v1/Managers/manager id/Actions/Manag-

er.GeneralDownload

e Request Header:

X-Auth-Token:auth_value
Content-Type:header_type

o Request Message Body:

{

"TransferProtocol":transfer_protocol_value,

"path": path_value

Description

For a description of the parameters for downloading the Redfish file, refer to Table 4-90.

Table 4-90 Parameter Descriptions for Downloading the Redfish File

Parameter Setting Value
device_ip IP address for logging in to the device. IPv4 or IPv6 address.
manager_id ID of the Manager resource. For a rack server, the value is 1 or Self.
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Parameter

Setting

Value

auth_value

X-Auth-Token value contained in Request
Header in the POST request for authenti-
cation.

It can be obtained by creating a session
through /redfish/v1/SessionSer-

vice/Sessions.

header_type

Format of the request message.

application/json

transfer_proto-

col_value

Protocol type.

Supported protocols: HTTPS.

path_value

Path from which files are to be down-

loaded.

Path from which a file is downloaded.

Usage Guidelines

None

Example

Request Example:

POST https://device_ip/redfish/v1/Managers/1/Actions/Manager.GeneralDownload

e Request Header:

X-Auth-Token:LXIrQPHHOPTz6k4rrPB/UfABUd45p9PFIC8QG2Ip2F0=
Content-Type:application/json

o Request Message Body:

{
"TransferProtocol" :"HTTPS",
"Path": "/bmcconfig_20240328111244.tar.gz"
}
e Response Example: File streams are returned.
e Status Code: 200
Output Description
None

4.55 Enabling the GPU Module to Start Collecting Logs

Function

Enable the GPU module to start collecting logs.

Permission Required

Diagnosis.

Document Serial Number: VT20240304 (R1.3)

205




VANTAGEO Server Redfish Interface Description (BMC V4)

vantageo

Syntax

e Operation Type: POST
e URL:https://device ip/redfish/v1/Managers/manager id/Actions/Oem/

Manager.LogDump

e Request Header:

X-Auth-Token:auth_value
Content-Type:header_type

Description

Request message body: defined based on the module.

For a description of the parameters for the module to start collecting logs, refer to Table 4-91.

Table 4-91 Parameter Descriptions for the Module to Start Collecting Logs

Parameter

Setting

Value

device_ip

IP address for logging in to the device.

IPv4 or IPv6 address.

manager_id

ID of the Manager resource.

For a rack server, the value is 1 or Self.

auth_value

X-Auth-Token value contained in Request
Header in the POST request for authenti-
cation.

It can be obtained by creating a session
through /redfish/v1/SessionSer-

vice/Sessions.

header_type

Format of the request message.

application/json

Usage Guidelines

Only servers with GPUs support this function.

Example

Request Example:

POST https://device_ip/redfish/v1/Managers/Ubb/Actions/Oem/Manager.LogDump

e Request Header:

X-Auth-Token:LXIrQPHHOPTz6k4rrPB/UfABUd45p9PFIC8QG2Ip2F0=
Content-Type:application/json

o Request Message Body:

{
}

e Response Example: None

e Response code: 202
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Output Description

None

4.56 Enabling the GPU Module to Obtain Log Files

Function

Obtain the TXT log files collected with one click.

Permission Required

Diagnosis.
Syntax

e Operation Type:

GET

e URL:https://device ip/redfish/v1/Managers/manager id/Actions/Oem/

Manager.LogDump

e Request Header:

X-Auth-Token:auth_value

e Request Message Body: None

Description

For a description of the parameters for the module to obtain log files, refer to Table 4-92.

Table 4-92 Module Parameter Descriptions for the Module to Obtain Log Files

Parameter Setting Value

device_ip IP address for logging in to the device. IPv4 or IPv6 address.

manager_id ID of the Manager resource. For a rack server, the value is 1 or Self.

auth_value X-Auth-Token value contained in Request | It can be obtained by creating a session
Header in the GET request for authentica- | through /redfish/v1/SessionSer-
tion. vice/Sessions.

Usage Guidelines

Only servers with GPUs support this function.

Example

e Request Example:

GET https://device_ip/redfish/v1/Managers/Ubb/Actions/Oem/Manager.LogDump

e Request Header:
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X-Auth-Token:LXIrQPHHOPTz6k4rrPB/UfABUd45p9PFIC8QG2Ip2F 0=

e Request Message Body: None

e Response Example: Log files are returned.

e Response code:

> 200 OK: The log is obtained successfully, and the contents of the log file are returned.

> 204 No Content: Log collection is not completed.

> 500 Internal Server Error: An error occurs during log collection.

Output Description

None

4.57 Querying Information About the DNS Service

Function

Query information about the DNS service.

Permission Required

Query.

Syntax

e Operation Type: GET

e URL: https://device ip/redfish/vl/Managers/manager id/DnsService

e Request Header:

X-Auth-Token:auth_value

e Request Message Body: None

Description

For a description of the parameters for querying information about the DNS service, refer to Ta-

ble 4-93.

Table 4-93 Parameter Descriptions for Querying Information About the DNS Service

Parameter

Setting

Value

device_ip

IP address for logging in to the device.

IPv4 or IPv6 address.

manager_id

ID of the Manager resource.

For a rack server, the value is 1 or Self.

auth_value

X-Auth-Token value contained in Request
Header in the GET request for authentica-
tion.

It can be obtained by creating a session
through /redfish/v1/SessionSer-

vice/Sessions.

Document Serial Number: VT20240304 (R1.3)

208




VANTAGEO Server Redfish Interface Description (BMC V4)

vantageo

Usage Guidelines
None
Example

e Request Example:

GET https://device_ip/redfish/v1/Managers/1/DnsService

e Request Header:

X-Auth-Token:LXIrQPHHOPTz6k4rrPB/UfABUd45p9PFIC8QG2Ip2F 0=

e Request Message Body: None

e Response Example:

"@odata.context": "/redfish/vl/$metadata#DnsService.DnsService",
"@odata.type": "#DnsService.vl_0_0.DnsService",
"@odata.id": "/redfish/vl/Managers/1/DnsService",
"HostNamecConfig": {
"HostName": "BMC123",
"HostSetting": "manu"
IE
"PatchInProgress": false,
"DnsIpConfig": {
"DnsEnable": true,
"DnsDhcpEnable": "manu",
"NameServers": [
"192.168.1.1",
"192.168.1.2",
"2001:db8::1"

i
"DomaincConfig": {

"DomainName": "DomainName.com.cn"
i

"RegisterBMC": "hostname"

}

e Status Code: 200

Output Description

For a description of the output returned when you query information about the DNS service, re-

fer to Table 4-94.
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Table 4-94 Output Descriptions for Querying Information About the DNS Service

Field Type Description

@odata.context String OData description of the DNS resource collection.
@odata.id String Access path of the DNS service resource collection.
@odata.type String Type of DNS resource collection.

DnslpConfig Object List of DNS IP Configurations.

DnsDhcpEnable String Whether the DNS service is enabled:

® manu: manual
® ipv4: automatically obtains an IPv4 DNS address.
® ipv6: Automatically obtains an IPv6 DNS address.

DnsEnable Boolean Whether the DNS client on the BMC is enabled:

® true: yes.

e false: no.
If this parameter is disabled, the DnsDhcpEnable
and NameServers parameters do not need to be

set.

NameServers Array The first value indicates the primary server, the sec-
ond value indicates standby server 1, and the third

value indicates standby server 2.

DomainConfig Object Domain name configuration.
DomainName String Domain name.
HostNameConfig Object Hostname object.
HostName String Hostname.
HostSetting String Hostname setting mode.

® Auto:

® Manual
PatchinProgress Boolean Configuration validity flag:

® true: being configured
e false: configured completely

RegisterBMC String Registration mode:
® hostname: hosthame
o fgdn: DHCP Client FQDN

4.58 Modifying Information About the DNS Service

Function

Modify information about the DNS service.
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Permission Required
Basic management.
Syntax

e Operation Type: PATCH

e URL: https://device ip/redfish/vl/Managers/manager id/DnsService

Request Header:

X-Auth-Token: auth_value
Content-Type: header_type

Request Message Body:

> Configure the hostname information:

{
"HostNamecConfig": {
"HostName": host_name_value,
"HostSetting": host_setting_value
}
I

> Configure the DNS IP information:

{
"DnsIpConfig": {
"DnsDhcpEnable": dns_dhcp_enable_value,
"DnsEnable": dns_enable_value,
"NameServers": name_servers_value
}
}

> Configure the domain name information:

"DomaincConfig": {

"DomainName": domain_name_value

}

> Register the BMC:

"RegisterBMC": register_bmc_value
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Description

For a description of the parameters for modifying information about the DNS service, refer to

Table 4-95.

Table 4-95 Parameter Descriptions for Modifying Information About the DNS Service

Header in the GET request for authentica-
tion.

Parameter Setting Value

device_ip IP address for logging in to the device. IPv4 or IPv6 address.

manager_id ID of the Manager resource. For a rack server, the value is 1 or Self.
auth_value X-Auth-Token value contained in Request | It can be obtained by creating a session

through /redfish/v1/SessionSer-

vice/Sessions.

header_type

Format of the request message.

application/json

dns_dhcp_en- String Whether the DNS service is enabled:
able_value ® manu: manual
e ipv4: automatically obtains an IPv4
DNS address.
e ipv6: Automatically obtains an IPv6
DNS address.
dns_enable_value Boolean Whether the DNS client on the BMC is en-
abled:
® true: enabled
e false: no.
If this parameter is disabled, the Dns-
DhcpEnable and NameServers para-
meters do not need to be set.
name_servers_val- | Array The first value indicates the primary serv-
ue er, the second value indicates standby
server 1, and the third value indicates
standby server 2.
domain_name_val- | String Domain name.
ue
host_name_value String Hostname, range: 1-64 characters.
host_setting_value | String Hostname setting mode.
® auto
® manual
register_bmc_value | String Registration mode:

® hostname: hostname
o fgdn: DHCP Client FQDN
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Usage Guidelines
None
Example

e Request Example:

PATCH https://device_ip/redfish/v1/Managers/1/DnsService

e Request Header:

Content-Type: application/json

X-Auth-Token: LXIrQPHHOPTz6k4rrPB/UfABUd45p9PFIC8QG2Ip2F0=

o Request Message Body:

> Configure the hostname information:

{
"HostNamecConfig": {
"HostName": "iSACAA621D33E326",
"HostSetting": "manu"
}
}

> Configure the DNS IP information:

{
"DnsIpConfig": {
"DnsDhcpEnable": "manu",
"DnsEnable": true,
"NameServers": ["192.168.1.1","192.168.1.2","2001:db8:
}
}

:1"]

> Configure the domain name information:

"DomaincConfig": {

"DomainName": "DomainName.com.cn"

}

> Register the BMC:

"RegisterBMC": "hostname"

}

e Response Example: None
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e Response code: 204
Output Description

None
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Figure 5-1 shows the path requirements for the Systems resources supported by
VANTAGEO servers.

Figure 5-1 Systems Resource Path Requirements

Actions ComputerSystem.Reset

Processors cpu_id

Processors?$expand=.

Memory memory_id
Memory?$expand=.
Storages storage_id Volumes volume_id
Systems system_id
Redfish/ V1 Storages?$expand=.
SD
Bios
Bios.ChangePassword
Actions
Bios.ResetBios
Ethernetinterfaces EthernetinterfacePort_ID
SimpleStorage simplestorage_id

For a description of the properties of System resources and the operations supported by the

properties, refer to Table 5-1.

Table 5-1 Descriptions of System Resource Properties

URL Property Description Operation
Iredfish/v1/Systems | Name Name of the System resource collec- | GET
tion.
Members@odata.count Number of System resource mem- GET
bers.
Members System resource list, which provides | GET

references for all System resource

URLs.
[redfish/v1/Sys- Actions Operations that can be performed GET
tems/system_id for the specified system resource

through the Redfish interface.

#ComputerSystem.Reset OS operation. GET
target Access path of the restart operation | GET
attribute.

ResetType@Redfish.Allowabl- | OS operations allowed through the GET

eValues Redfish interface.
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URL Property Description Operation

AssetTag Asset tag of the specified System re- | GET
source.

BiosVersion BIOS versions of the specified Sys- GET
tem resource.

Boot Boot parameters of the specified GET
System resource.

BootSourceOverrideEnabled State of the boot source override fea- | GET
ture of the system.

BootSourceOverrideMode Boot mode to use when the system | GET
boots from the BootSourceOverride-
Target™ boot source.

BootSourceOverrideTarget Current boot source used by GET
the system at the next boot in-
stead of the normal boot device, if
"BootSourceOverrideEnabled™ does
not contain "Disabled’.

BootSourceOverrideEn- Allowable states of the boot source GET

abled@Redfish.AllowableVal- override feature of the system.

ues

BootSourceOverrideMod- Allowable boot modes of the system. | GET

e@Redfish.AllowableValues

BootSourceOverrideTar- Allowable boot sources defined by GET

get@Redfish.AllowableValues | Redfish.

Description Description of the specified system GET
resource.

Ethernetinterfaces Access path of the Ethernet inter- GET
faces of the host.

HostName Name of the specified System re- GET
source.

Id ID of a specified System resource. GET
IndicatorLED Position indicator status of the speci- | GET
fied drive.

Links Resources link. GET
Chassis Access path of the chassis resource | GET

node.
Document Serial Number: V120240304 (R1.3) 217




VANTAGEO Server Redfish Interface Description (BMC V4)

vantageo

URL Property Description Operation

CooledBy Access path of the fan resource GET
node.

ManagedBy Access path of the Manager re- GET
source node.

PoweredBy Access path of the power resource. GET

LogServices Access path of the log service re- GET
source node.

Manufacturer Manufacturer of the specified System | GET
resource.

Memory Memory properties of the specified GET
System resource.

MemoryDomains V3 field. GET

Model Model of the specified System re- GET
source.

Name Name of the specified System re- GET
source.

NetworkInterfaces Access path of the network inter- GET
faces.

Oem.Public Customized properties of the System | GET
resource.

CPUUsagePercent Dynamic CPU usage detected by GET
CUPS.

IOUsagePercent Dynamic I/O usage detected by GET
CUPS.

MemoryUsagePercent Dynamic memory usage detected by | GET
CUPS.

PowerOnDelayEnabled Whether power-on delay is enabled. | GET

PowerOnDelayMode Power-on delay mode. GET

PowerOnDelaySeconds Power-on delay. GET

PowerOnStrategy Power-on policy. GET

ConfigurationModel Year + typical configuration model. GET
The configuration value must be in
dictionary format.

ProductSpecificldentity Internally defined product name. GET
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URL Property Description Operation
BiosVersionDate BIOS version date. GET
ProductVersion Product version. GET
ProductName Product name. GET
ProductExtra Additional product information. GET
PartNumber Part number of the specified system | GET
resource.

PowerState Power-on status of the specified Sys- | GET
tem resource.

Processors CPU properties of the specified Sys- | GET
tem resource.

SerialNumber Serial number of the specified Sys- GET
tem resource.

Status Status of the specified System re- GET
source.

Storage Access path of the storage resource | GET
node.

Storages Access path of the storage resource | GET
node.

uuiD UID of the specified System re- GET
source.

Bios Access path of the BIOS functionre- | GET
source node.

DiskIndex Disk partition number. GET

PartitionName Disk partition name. GET

TotalCapacityGB Total capacity of a disk partition. GET

UsagePercent Usage of a disk partition in percent- GET
age.

CmccVersion China Mobile version number. GET

code ID of the specified message in the PATCH
message registry.

message Readable message for the code in PATCH
the message registry.

Messageld Message ID. PATCH
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URL Property Description Operation
Message Details. PATCH
Severity Severity level. PATCH
Resolution Recommended solution. PATCH
[redfish/v1/Sys- code ID of the specified message in the POST
tems/system_id/Ac- message registry.
tions/ComputerSys-
P y message Readable message for the code in POST
tem.Reset .
the message registry.
Messageld Message ID. POST
Message Details. POST
Severity Severity level. POST
Resolution Recommended solution. POST
[redfish/v1/ Name Name of the CPU resource collec- GET
Systems/sys- tion.
tem_id/Processors
- Members@odata.count Number of CPU resource members. | GET
Members CPU resource list, which provides GET
references for all CPU resource URL
s.
[redfish/v1/ Name CPU name. GET
Systems/sys-
y y Id UID of CPU in the iBMC system. GET
tem_id/Proces-
sors/cpu_id InstructionSet Instruction set of the specified CPU | GET
resource.
ProcessorArchitecture CPU architecture. GET
Manufacturer CPU manufacturer. GET
Model CPU type. GET
MaxSpeedMHz Maximum CPU speed. GET
TotalCores Total number of CPU cores. GET
TotalThreads Total number of CPU threads. GET
Socket CPU socket ID. GET
Status CPU status. GET
Oem.Public Customized properties of the CPU GET
resource.
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URL Property Description Operation
L1CacheKiB Level | cache of the specified CPU GET
resource.
L2CacheKiB Level Il cache of the specified CPU GET
resource.
L3CacheKiB Level Ill cache of the specified CPU | GET
resource.
FrequencyMHz Frequency of the specified CPU re- GET
source.
SerialNumber Serial number of the specified CPU GET
resource.
OperatingSpeedMHz Current rate of the specified CPUre- | GET
source.
TDPWatts TDP (W) of the specified CPU re- GET
source.
Voltage Voltage of the specified CPU re- GET
source.
[redfish/v1/ Name Name of the CPU resource collec- GET
Systems/sys- tion.
tem_id/Proces-
- Members@odata.count Number of CPU resource members. | GET
sors?$expand-=.
Members Information about all CPU resources. | GET
[redfish/v1/ Name Name of the memory resource col- GET
Systems/sys- lection.
tem_id/Memory
Members@odata.count Number of memory resource mem- GET
bers.
Members Memory resource list, which provides | GET
references for all memory resource
URLs.
[redfish/v1/ Id ID of the specified memory resource. | GET
Systems/sys-
y y Name Name of the specified memory re- GET
tem_id/Memo-
source.
ry/memory_id
AllowedSpeedsMHz Maximum frequency of the specified | GET
memory resource, unit: MHz.
CapacityMiB Capacity of the specified memory re- | GET
source.
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URL Property Description Operation
Manufacturer Manufacturer of the specified memo- | GET
ry resource.
OperatingSpeedMhz Speed of the specified memory re- GET
source.
SerialNumber Serial number of the specified mem- | GET
ory resource.
MemoryDeviceType Type of the specified memory re- GET
source.
DataWidthBits Data bandwidth of the specified GET
memory resource.
RankCount Number of ranks of the specified GET
memory resource.
PartNumber Part number of the specified memory | GET
resource.
DevicelLocator Screen printing of the specified GET
memory resource.
BaseModuleType Basic module type of the specified GET
memory resource.
MemoryLocation Location of the specified memory re- | GET
source.
Socket Slot ID of the CPU of the specified GET
memory resource.
Controller Controller ID of the specified memory | GET
resource.
Channel Channel ID of the specified memory | GET
resource.
Slot Slot ID of the specified memory re- GET
source.
Status Status of the specified memory re- GET
source.
Oem.Public - GET
VoltageVolt Voltage of the specified memoryre- | GET
source, unit: Volt.
[redfish/v1/ Name Name of the memory resource col- GET
Systems/sys- lection.
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URL Property Description Operation
tem_id/Memo- Members@odata.count Number of current memory re- GET
ry?$expand=. sources.
Members Information about all memory re- GET
sources.
[redfish/v1/ Name Name of the storage resource collec- | GET
Systems/sys- tion.
tem_id/Storages
Members@odata.count Number of storage resource mem- GET
bers.
Members Storage resource list, which provides | GET
references for all storage resource
URLs.
Iredfish/v1/ Drives Drive list managed by the specified GET
Systems/sys- storage controller.
tem_id/Stor- . .
- Drives@odata.count Number of drives managed by the GET
ages/storage_id
storage controller.
Name Name of the specified storage re- GET
source.
StorageControllers Information about the storage con- GET
trollers.
Name Name of a storage controller. GET
Memberld ID of the specified storage controller.
SpeedGbps Interface speed of the storage con- GET
troller.
FirmwareVersion Firmware version of the storage con- | GET
troller.
Model Model of the storage controller. GET
SupportedDeviceProtocols Protocol type supported by the stor- | GET
age controller.
Manufacturer Manufacturer of the storage con- GET
troller.
CardManufacturer Manufacturer of the specified storage | GET
controller.
CardModel Model of the specified storage con- GET
troller.
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URL Property Description Operation
Oem.Public Manufacturer-customized properties. | GET
MemorySizeMiB Memory size of the specified storage | GET
controller.
CapacitanceStatus BBU status of the specified storage GET
controller.
® Health: BBU health status
® State: BBU presence status
Drives@odata.count Number of drives managed by the GET
storage controller.
Drives Drive list. GET
Status Status of the storage controller. GET
Description Information about the specified stor- | GET
age controller.
[redfish/v1/ Name Name of the storage resource collec- | GET
Systems/sys- tion.
tem_id/Stor-
- Members@odata.count Number of current storage re- GET
ages?$expand=.
sources.
Members Storage resource list. The informa- GET
tion about all storage controller re-
sources is displayed.
[redfish/v1/ Name Name of the logical volume resource | GET
Systems/sys- collection.
tem_id/Stor- .
- Members@odata.count Number of logical volume resource GET
ages/stor-
members.
age_id/Volumes
Members Logical volume resource list. GET
code ID of the specified message in the POST
message registry.
message Readable message for the code in POST
the message registry.
Messageld Message ID. POST
RelatedProperties Message-related properties. POST
Message Details. POST
MessageArgs Message arguments. POST
Severity Severity level. POST
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URL Property Description Operation
Resolution Recommended solution. POST
[redfish/v1/ Name Name of a logical volume. GET
Systems/sys- " )
Id ID of the specified logical volume ID. | GET
tem_id/Stor-
ages/stor- VolumeType Redundancy type of the logical vol- GET
age_id/Volumes/vol- ume.
ume_id CapacityBytes Capacity of the logical volume. GET
OptimumlIOSizeBytes Stripe size of the logical volume. GET
Links Member logical volume list. GET
Drives Drive list managed by the specified GET
storage controller.
Drives@odata.count Number of member physical disks in- | GET
cluded in the RAID.
Status Status of the specified logical volume | GET
resource.
Oem.Public Customized logical volume informa- | GET
tion.
RaidControllerlD Controller ID of the logical volume. GET
VolumeRaidLevel RAID level of the logical volume. GET
DriveCachePolicy Hard disk cache policy. GET
NumDrive Number of physical disk members. GET
ReadPolicy Read policy of the logical volume. GET
WritePolicy Write policy of the logical volume. GET
AccessPolicy Access policy of the logical volume. GET
loPolicy IO policy of the logical volume. GET
VolumeName Name of the logical volume. GET
State Status of the logical volume. GET
NumDriveperspan Number of drive members in a span. | GET
SpanNumber Number of spans of a volume. GET
@Redfish.OperationApply- Application time of the resource cre- | GET
TimeSupport ation, deletion, or operation request-
ed by the logical disk through the
OperationApplyTime item.
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URL Property Description Operation
RAIDType RAID level of the logical volume. GET
code ID of the specified message in the DELETE

message registry.
message Readable message for the code in DELETE
the message registry.
Messageld Message ID. DELETE
RelatedProperties Message-related properties. DELETE
MessageArgs Message arguments. DELETE
Message Details. GET
Severity Severity level. DELETE
Resolution Recommended solution. DELETE
[redfish/v1/ Id ID of the BIOS resource. GET
Systems/sys-
Name Name of the BIOS resource. GET
tem_id/Bios
AttributeRegistry Registry resource ID for BIOS prop- | GET
erties.
Attributes BIOS property list. GET
@Redfish.Settings Information about the BIOS setting GET
resource.
[redfish/v1/ Id ID of the BIOS setting resource. GET
Systems/sys-
y y Name Name of the BIOS setting resource. | GET
tem_id/Bios/SD
AttributeRegistry Registry resource ID for BIOS prop- | GET
erties.
Attributes Property list of the current BIOS set- | GET/PATCH
ting resource.
@Redfish.Settings Information about BIOS settings. GET

/redfish/v1/Sys- Description Description of the Ethernet interface | GET

tems/system_id/Eth- resource collection.

ernetinterfaces -

Name Name of the Ethernet interface re- GET
source collection.
Members@odata.count Number of Ethernet interface re- GET
sources.
Members Ethernet interface resource list. GET
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URL Property Description Operation
Iredfish/v1/Sys- AutoNeg Whether auto-negotiation is used. GET
tems/system_id/Eth- . . i
Description Position information about an Ether- | GET
ernetinterfaces/Eth- .
net interface.
ernetinterface-
Port_ID FullDuplex Whether full duplex mode is used. GET
Id Name of the Ethernet interface re- GET
source.
LinkStatus Link status. GET
MACAddress MAC address of the Ethernet inter- GET
face.
PermanentMACAddress Fixed MAC address of the Ethernet GET
interface.
SpeedMbps Current speed. GET
Health Link quality. GET
State Whether the Ethernet interface is en- | GET
abled.
[redfish/v1/ Description System memory information descrip- | GET
Systems/sys- tion.
tem_id/Memo-
- Name System memory resource name. GET
rySummary
TotalSystemMemoryGiB Total accessible memory (RAM) of GET
the operating system, unit: GiB.
[redfish/v1/ Name Name of the CPU resource collec- GET
Systems/sys- tion.
tem_id/Proces- .
- Description Name of the CPU resource collec- GET
sorSummary .
tion.
Count Number of CPUs. GET
CoreCount Total number of CPU cores. GET
Model CPU model of the system. GET
[redfish/v1/ Name System indicator name. GET
Systems/sys-
y y Description System indicator description. GET
tem_id/IndicatorLED
IndicatorLED System indicator status. GET
[redfish/v1/ Name Name of the SimpleStorage resource | GET
Systems/sys- collection.
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URL Property Description Operation
tem_id/SimpleStor- | Members@odata.count Number of SimpleStorage resources. | GET
age
Members SimpleStorage resource list. GET
[redfish/v1/ Name Name of the specified SimpleStorage | GET
Systems/sys- resource.
tem_id/SimpleS-
- P Devices Hard disk resource list. GET
torage/simplestor-
age_id CapacityBytes Capacity of a hard disk. GET
Manufacturer Manufacturer of a hard disk. GET
Model Model of a hard disk. GET
Name Name of a hard disk. GET
Status Status of a hard disk. GET

5.1 Querying Information About the System Resource Collection

Function

Query information about the current System resource collection of a server.

Permission Required

Query.

Syntax

e Operation Type: GET

e URL: https://device ip/redfish/v1/Systems

Request Header:

X-Auth-Token: auth_value

Parameters

Request Message Body: None

For a description of the parameters for querying information about the System resource collec-

tion, refer to Table 5-2.

Table 5-2 Parameter Descriptions for Querying Information About the System Resource Col-

lection
Parameter Description Value
device_ip IP address for logging in to the device. IPv4 or IPv6 address.
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Parameter

Description

Value

auth_value

X-Auth-Token value contained in Request
Header in the GET request for authentica-
tion.

It can be obtained 